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LIABILITY OF TRANSPORTATION ENTITY FOR THE UNINTENTIONAL RELEASE
OF SECURE DATA OR THE INTENTIONAL RELEASE OF MONITORING DATA ON
MOVEMENTS OR ACTIVITIES OF THE PUBLIC

This report was prepared under NCHRP Project 20-06, Topic 21-04, “Legal Problems
Arising Out of Highway Programs,” for which the Transportation Research Board is
the agency coordinating the research. The report was prepared by Larry W. Thomas,
The Thomas Law Firm, Washington, DC. James B. McDaniel, TRB Counsel for Legal
Research Projects, was the principal investigator and content editor.

Background

State highway departments and transportation agencies
have a continuing need to keep abreast of operating
practices and legal elements of specific problems in
highway law. The NCHRP Legal Research Digest series
is intended to keep departments up-to-date on laws that
will affect their operations.

Foreword

Transportation entities collect various amounts of data
for transportation-related purposes. Without debating the
legitimacy of the purpose for the specific data collected,
what liability exists for the accidental release of data that
was to be securely held by the entity for a transportation-
related purpose? Similarly, what liability exists for the
intentional release of data generated from the monitoring
of the movements or activities of the public?

The Division of Motor Vehicles in each state collects
secure data, also referred to as “sensitive” data, on vehicle
ownership and drivers’ Social Security numbers, address-
es, and medical information. The data are used by law
enforcement agencies to locate a vehicle’s owner to
enforce traffic violations recorded by roadside cameras.
Data on individuals are protected by the Driver’s Privacy
Protection Act of 1994 (DPPA) and may not be used for
purposes prohibited by the DPPA.

Intelligent transportation systems, electronic tolling,
and other technology may be used to reduce congestion,
improve mobility, save lives, and optimize the use of
existing infrastructure; however, there are privacy issues
associated with the use of technology to collect, use, dis-
close, or maintain secure data or monitoring data on
members of the public. Whether data are or should be
secure depends on the purposes for which the data are
being collected, with whom the data may be shared, the
length of time the data are or may be retained, and on law
enforcement agencies.

The main objective of this research is to review the
statutes, regulations, and common law regarding the
release of data collected for transportation purposes.
Included in this research are questions concerning the
application of public records laws and the application of
any constitutional, statutory, or common law privacy
rights. The digest also researches and identifies statutes
and common law dealing with the collection of data on
the activities of the public, includes a literature search of
topics addressing these issues, and also includes a search of
state and federal laws focusing on this and similar topics.

It should be useful to transportation officials, particu-
larly those involved with recordkeeping; attorneys; free-
dom of information officials; those responsible for releasing
such data; and the persons who are the subject of the
collected information.
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LIABILITY OF TRANSPORTATION ENTITY FOR THE UNINTENTIONAL RELEASE
OF SECURE DATA OR THE INTENTIONAL RELEASE OF MONITORING DATA ON

MOVEMENTS OR ACTIVITIES OF THE PUBLIC

By Larry W. Thomas, The Thomas Law Firm, Washington, DC

INTRODUCTION

Transportation agencies are taking advantage of
ever more rapid advances in Intelligent Transporta-
tion Systems (ITS) and other technology. However,
collecting personal data on members of the public
has privacy implications; moreover, individuals’
data may be accessed by unauthorized persons or
used for purposes unrelated to transportation agen-
cies’ reasons for collecting data.!

The term ITS includes any technology used by
transportation agencies to collect data.? ITS may be
used to “[ilntegrate vehicles and surface transporta-
tion infrastructure with information, communica-
tion, and sensory technologies to improve the safety,
efficiency, security, service, accessibility, environ-
mental responsibility, and reliability of the trans-
portation system. The term ITS covers a broad range
of transport-related activities....”

Because transportation agencies collect, use, dis-
close, and/or maintain personal and locational data,
the digest focuses on two issues: whether a state
transportation agency may be liable for the

I James D. Phillips and Katharine E. Kohm, Current
and Emerging Transportation Technology: Final Nails in
the Coffin of the Dying Right of Privacy, 18 RicH. JL. &
TecH. 1,2-3 (2011) [hereinafter Phillips and Kohm]; Teresa
Scassa, Jennifer A. Chandler, and Elizabeth F. Judge, Pri-
vacy by the Wayside: The New Information Superhighway,
Data Privacy, and the Deployment of Intelligent Transpor-
tation Systems, 74 Sask. L. Rev. 117, 120 (2011) [herein-
after Scassa, Chandler, and Judgel. See also G.S. Hans,
Privacy Policies, Terms of Service, and FTC Enforcement:
Broadening Unfairness Regulations for a New Era, 19
Micu. TELEcommM. TEcH. L. Rev. 163, 183—-84 (2012).

2 Thomas Garry, Frank Douma, and Stephen Simon,
Intelligent Transportation Systems: Personal Data Needs
and Privacy Law, 39 Transp. L. J. 97, 101 (2012), [hereinaf-
ter Garry, Douma, and Simon]. See also UNITED STATES
DEPARTMENT OF TRANSPORTATION, RESEARCH AND INNOVATIVE
TecHNOLOGY ADMINISTRATION [hereinafter RITA], Frequently
Asked Questions, available at: http://www.its.dot.gov/fags.
htm (last accessed Oct. 12, 2015). See Frank Douma and
Jordan Deckenbach, The Challenge of ITS for the Law of
Privacy, 2009 U. ILL. J.L. Teca & Por’y 295 (2009) [herein-
after Douma and Deckenbach].

3 Scassa, Chandler, and Judge, supra note 1, at 118 (foot-
note omitted).

unintentional release of secure data (secure data) or
for the intentional release of data collected by moni-
toring the movements and activities of the traveling
public (monitoring data).*

Transportation agencies are not the only ones to
find the collection of data to be useful. The collection
and retention of data by the agencies and the associ-
ated privacy issues should be considered in the context
of the ongoing, widespread collection and retention
of personal data, including photographs, dates of
birth, and other personally identifiable information
(PII). For example, New York University’s Center for
Urban Science and Progress is developing the coun-
try’s first “Quantified Community” that involves
“[m]easuring, modeling, and predicting pedestrian
flows through traffic and transit points, open spaces,
and retail space.” Personal data is being collected
on individuals via the Internet or because of indi-
viduals’ willingness to disclose personal information
on social media.’ Facebook has been said to have
more data than most government bodies.

Seventeen transportation agencies responded to
a survey conducted for the digest regarding their

4See also Phillips and Kohm, supra note 1, at 2; Dorothy
dJ. Glancy, Privacy on the Open Road, 30 Onio N.U. L. Rev.
295, 296 (2004) [hereinafter Glancyl; Jeremy Kahn, High
Technology in the Transportation Industry: Is the New
Data We Gather Worth All the Costs?, 28 Transp. L.dJ. 89, 91,
92, 103 (2000) [hereinafter Kahn]; Joshua D. Prok, Intelli-
gent Transportation Systems: From Hometown Solutions to
World Leadership, 35 Transp. L.J. 293, 294, 300, 302 (2008);
Scassa, Chandler, and Judge, supra note 1, at 118-20.

5 Center for Urban Science + Progress, New York Univer-
sity, NYU CURP, Related Companies and Oxford Properties
Group Team Up to Create “First Qualified Community” in
the United States at Hudson Yards, available at http://cusp.
nyu.edu/press-release/nyu-cusp-related-companies-oxford-
properties-group-team-create-first-quantified-community-
united-states-hudson-yards/ (last accessed Oct. 12, 2015).

8 Lothar Determann, Social Media Privacy: A Dozen
Myths and Facts, Harv. J.L.. & TEcH. 3 (2012) (stating that “it
is rarely the social media company that invades your privacy.
What haunts people is typically user-generated content, i.e.,
information that people themselves, their friends, and other
social media users upload”); Corey Ciocchetti,Just Click Sub-
mit: The Collection, Dissemination, and Tagging of Personally
Identifying Information, 10 VanD. J. ENT. & TEcH. L. 553, 556—
58 (2008); and James P. Nehf, Recognizing the Society Value
in Information Privacy, 78 WasH. L. Rev. 1, 2-7 (2003).

Copyright National Academy of Sciences. All rights reserved.
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collection of secure data and monitoring data. The
survey was not intended for use as an empirical
study, but rather as an aid to gather information
from transportation agencies on their data practices
and policies. The survey questions are included with
the digest as Appendix A.” The agencies’ responses
are discussed throughout the digest and summa-
rized in Appendix B.8

Section I of the digest discusses transportation
agencies’ use of ITS and other technology to collect
secure data and monitoring data; what is meant by
the terms “secure data” and “monitoring data”; and
the kinds of data that the agencies are collecting,
using, disclosing, and/or retaining.

Section II reviews the legal authority for using
ITS, the establishment of state traffic monitoring
systems (TMS), and the collection of data by elec-
tronic tolling and other facilities.

Section III analyzes whether under the U.S.
Constitution there is a right to privacy in personal
and locational data, and whether there is an
implied claim or a claim under 42 U.S.C. § 1983 for
a violation of a constitutional right to privacy for
the disclosure of secure data or monitoring data.
However, as the digest explains, the U.S. Supreme
Court has not recognized a constitutional right to
privacy in personal data or locational data.

Section IV discusses relevant federal statutes
that are applicable to personal and locational data,
including the Privacy Act of 1974 and the Driver’s
Privacy Protection Act (DPPA). The digest also dis-
cusses proposed federal legislation that would
restrict or prohibit the use of certain technology or
restrict or prohibit the use of certain personal or
locational data.

Section V analyzes the right to privacy under
state constitutions that may apply to an agency’s
collection of secure data or monitoring data and
whether in some states an implied cause of action is
recognized for a violation of a state constitutional
right to privacy. Nevertheless, no cases were located
for the digest, and the transportation agencies did
not report any cases arising under a state’s constitu-
tion against an agency for a violation of privacy in
connection with a disclosure of secure data or moni-
toring data.

Section VI analyzes state statutes that estab-
lish an individual’s right to privacy and whether
under any of the privacy statutes an individual has
a right of action to claim damages against a

7 Although transportation agencies reported having
other kinds of secure data, with some exceptions, the
digest does not discuss health care or employment law.

8 See Appendix D for a list of the transportation agencies
that responded.

transportation agency for a violation of the statute.
No case, however, was located for the digest, nor did
a transportation agency report a claim against an
agency for violating a state privacy statute because
of a disclosure of secure data or monitoring data.
Also discussed are privacy policies that some states
require state agencies to develop and to make
available to the public. Section VI also reviews
state laws banning or restricting the use of certain
technology, as well as the status as of June 30,
2015, of proposed legislation in some states that
would limit or prohibit the use of certain technol-
ogy or limit or prohibit the collection or use of cer-
tain personal or locational data.

Section VII discusses data-breach notification
laws that virtually all states have enacted, whether
the statutes apply to government agencies, and
whether the statutes that apply to government
agencies authorize an assessment of civil penalties
or allow a claim for damages for a breach of the
applicable statute.

Section VIII discusses whether a claim may
exist against a transportation agency for violating a
privacy right under a state’s common law for the
unintentional disclosure of secure data or the inten-
tional disclosure of monitoring data.

Section IX analyzes whether a privacy claim
against a transportation agency would be barred
by sovereign immunity or by a state tort claims act
and discusses privacy claims that have been made
against transportation agencies for disclosure of
personal data. Although some privacy cases were
located that are relevant to the digest, the trans-
portation agencies responding to the survey
reported that they had not had any claims against
them for disclosing either secure data or monitor-
ing data.

Section X examines whether secure data and
monitoring data may be obtained through a request
made pursuant to a Freedom of Information Act
(FOIA) or other state public records disclosure law.
Moreover, the digest discusses whether both FOIA
and discovery requests and subpoenas may be used
in a case against a transportation agency to obtain
data from the agency.

As stated, Appendix B summarizes the transpor-
tation agencies’ responses to the survey, in which
they describe the kinds of secure data and monitor-
ing data that they are collecting; their regulations,
policies, and procedures for doing so; and contracts
that they have with private entities to collect data.
Appendix C provides copies of or links to the agen-
cies’ regulations, policies, procedures, and contracts
concerning their collection of secure data or moni-
toring data.

Copyright National Academy of Sciences. All rights reserved.
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I. TRANSPORTATION AGENCIES’ USE OF
INTELLIGENT TRANSPORTATION SYSTEMS
AND OTHER METHODS TO COLLECT DATA

A. Intelligent Transportation Systems

ITS technology enables transportation agencies
to collect a wide array of secure data and monitoring
data, some of which have PII or could be used in
combination with other means to obtain PII. Four-
teen transportation agencies responding to the sur-
vey reported that they are using ITS technologies.’
Fourteen agencies reported that they collect or
maintain secure data,'* whereas two agencies stated
that they do not.!! Thirteen transportation agencies
reported that they are collecting or maintaining
monitoring data,'? whereas three agencies said that
they are not doing so.!?

ITS may involve the use of roadside systems to
measure traffic volume, speed, and congestion; road-
side and vehicle-mounted speed and red light cam-
eras and license plate readers; and electronic toll
collection. ITS may utilize infrared sensors, weight
and motion sensors, vehicle safety systems, radar,
transponders, smart cards, cell phones, the Internet,
radio, closed-circuit television (CCTV), Global Posi-
tioning System (GPS) technology, onboard comput-
ers, variable message signs, black boxes, emergency
response systems, and video surveillance.

The data collected may be used for planning and
monitoring purposes; improving the safety, effi-
ciency, and performance of transportation systems;
and enforcing traffic regulations.!® Vehicle data

9 Alabama DOT, Arizona DOT, District of Columbia DOT,
Florida DOT, Indiana DOT, City of Minneapolis—Public
Works Dept., MoDOT, Montana DOT, North Dakota DOT,
Ohio DOT, Oklahoma DOT, Oregon DOT, Rhode Island DOT,
South Carolina DOT, and Utah DOT. The Ohio DOT did not
respond to the survey questions directly, but provided infor-
mation regarding data practices for its department.

10 Alabama DOT, Arkansas DOT, Arizona DOT, Florida
DOT, Indiana DOT, City of Minneapolis—Public Works Dept.,
MoDOT, Montana DOT, North Dakota DOT, Oklahoma
DOT, Oregon DOT, Rhode Island DOT, South Carolina DOT,
and Utah DOT.

1 District of Columbia DOT and Maine DOT.

12 Alabama DOT, Arkansas DOT, Arizona DOT, District
of Columbia DOT, Florida DOT, Indiana DOT, City of
Minneapolis—Public Works Dept., MoDOT, Montana
DOT, Ohio DOT, Oregon DOT, Rhode Island DOT, South
Carolina DOT, and Utah DOT.

13 Maine DOT, Montana DOT, and North Dakota DOT.

14 Scassa, Chandler, and Judge, supra note 1, at 118.
GPS technology may be used to track a particular vehicle’s
movements.

15 Garry, Douma, and Simon, supra note 2, at 101; RITA,

supra note 2; and Scassa, Chandler, and Judge, supra note
1,at 118.

may be used to provide traffic management centers
with detailed, real-time information on traffic flow,
speeds, and other conditions and to analyze driver
behavior based on locational data, as well as for
other purposes.’® Information collected by trans-
portation agencies may be shared with members of
the public to inform them about traffic flows and
infrastructure,'” thereby assisting them in making
better choices about their route of travel or alter-
nate means of travel, such as walking, biking, or
public transit.!8

Vehicles may be tracked by electronic tolling and
mass transit facilities. When a motorist obtains an
electronic device such as an EZPass, the device typi-
cally has access to the owner’s name, vehicle num-
ber, and credit card information. When the vehicle
passes through a toll collection station, the place
and time of the payment of the toll is recorded.'® An
individual’s movements are tracked in mass transit
systems through the use of Smart Cards that oper-
ate in a manner similar to EZPass. The card con-
tains PII and pairs it with specific financial, time,
and locational data.?

The divisions of motor vehicles (DMV) in each
state collect secure data, also referred to as “sensi-
tive” data, on vehicle ownership and drivers’ Social
Security numbers, addresses, and medical informa-
tion.?! The data are used by law enforcement agen-
cies to locate a vehicle’s owner to enforce traffic vio-
lations recorded by roadside cameras.?? As discussed
in Section IV.C, the DMV’s data on individuals are
protected by the DPPA?® and may not be used for
purposes prohibited by the DPPA.*

16 See RITA, supra note 2, and http://www.its.dot.gov/
factsheets/overview_factsheet.htm (last accessed Oct. 12,
2015). See also Garry, Douma, and Simon, supra note 2, at
132-33; Scassa, Chandler, and Judge, supra note 1, at 118;
and Glancy, supra note 4, at 301.

17 Garry, Douma, and Simon, supra note 2, at 13; Glancy,
supra note 4, at 313.

18 RITA.

1 FHWA, Freeway Management and Operations Hand-
book, 15.2.7.1 Automatic Vehicle Identification, available at
http://ops.thwa.dot.gov/freewaymgmt/publications/frwy_
mgmt_handbook/chapter15_02.htm (last accessed Oct. 12,
2015).

2 1d.

21 Garry, Douma, and Simon, supra note 2, at 134. See
also Glancy, supra note 4, at 369.

2 Garry, Douma, and Simon, supra note 2, at 134-35.
23 Pub. L. No. 103-322, tit. XXX, 108 Stat. 2099.

24 Designated purposes include state-authorized release
for public safety, prevention of car theft, prevention of fraud,
claims investigations, and promotion of driver safety. See
Reno v. Condon, 528 U.S. 141, 145 N 1, 120 S. Ct. 666, 669 N
1, 145 L. Ed. 2d 587, 592 N 1 (2000) (citing 18 U.S.C.
§ 2721(b)(1)-(10)). See also Garry, Douma, and Simon, supra
note 2, at 134; Glancy, supra note 4, at 369.

Copyright National Academy of Sciences. All rights reserved.
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In sum, ITS, electronic tolling, and other tech-
nology may be used to reduce congestion, improve
mobility, save lives, and optimize the use of existing
infrastructure;* however, there are privacy issues
associated with the use of technology to collect, use,
disclose, or maintain secure data or monitoring
data on members of the public.?

B. Secure Data Collected and/or Retained by
Transportation Agencies

Whether data are or should be secure depends on
the purposes for which the data are being collected,
with whom the data may be shared, the length of
time the data are or may be retained, and whether
and when the data are accessible by law enforce-
ment agencies.?’

Secure data are data of a “sensitive” nature that
should not be shared or otherwise disclosed except
as authorized by law or with an individual’s con-
sent.?® The Consumer Privacy Bill of Rights, which
was announced in February 2015 by the White
House and is discussed in Section IV.F, defines
“sensitive information as ‘personally identifiable
information which, if lost, compromised, or dis-
closed without authorization either alone or with
other information, carries a significant risk of eco-
nomic or physical harm.”? Secure data include PII,
such as names, addresses, Social Security numbers,
credit card numbers, pin numbers, passwords,
security codes, and precise geographical locational
data.’® Secure data usually “require[s] heightened
levels of data protection,”! such as encryption and
adequate security.3?

Although the transportation agencies’ responses
to the survey identified the types of secure data they
collect, the agencies specifically identified PII as

% ITS Sociery, Legislative Outreach Brochure, avail-
able at http://www.itsa.wikispaces.net/file/view/ITSA+G
ovt+Affairs+Brochure_1.5.pdf/419564912/ITSA%20
Govt%20Affairs%20Brochure_1.5.pdf (last accessed Oct.
12, 2015).

26 Scassa, Chandler, and Judge, supra note 1, at 120
(e.g., “through traffic cameras, video, facial recognition,
software, license plate identification, or other media and
technologies”).

27 Garry, Douma, and Simon, supra note 2, at 99.

2 Id. at 114.

2% Nancy J. King and V.T. Raja, What Do They Really
Know About Me in the Cloud? A Comparative Law Perspec-
tive on Protecting Privacy and Security of Sensitive Con-
sumer Data, 50 Am. Bus. L.J. 413, 424 (2013) [hereinafter
King and Raja].

30 Id. at 431.

31 Id. at 456 and 464. See also Garry, Douma, and Simon,
supra note 2, at 107.

32 King and Raja, supra note 29, at 427.

being secure data.?® The Arizona Department of
Transportation (DOT) defined PII to include drivers’
license numbers, Social Security numbers, credit card
numbers, financial account data, federal tax informa-
tion, and health information. The agencies also
reported having other kinds of secure data, including
accident or crash data;** data on bidders and contrac-
tors;% data relating to claims, litigation, and attorney
work product;* data collected in connection with
eminent domain and right-of-way acquisition (e.g.,
appraisals);’” and data on employees, including infor-
mation on disabilities, discrimination complaints,
employee disciplinary matters, payroll, and Worker’s
Compensation claims.?® Although stating that the
data are confidential and not subject to disclosure,
the Florida DOT defined secure data to include the
department’s data relating to bidding and contract-
ing (e.g., official cost estimates, financial statements,
the DOT’s Bid Analysis and Monitoring System, and
sealed bids or proposals); investigations; and security
planning pursuant to Florida’s Security of Data and
Information Resources Act (e.g., plans, blueprints,
and schematic drawings).

C. Monitoring Data Collected and/or
Retained by Transportation Agencies

One method of data collection that seems to
present a significant privacy concern is the use of
technology that permits the location and positive
identification of “individual drivers at a particular
moment in time....”® Thus, data that are or that
may be linked to a person and/or vehicle also are
considered to be secure data.** However, monitor-
ing data collected anonymously (i.e., not linked to
an individual or used in a way to obtain PII) do not
appear to come within the meaning of the term
“secure data.”

33 Arizona DOT, Florida DOT (e.g., bank account and
credit card numbers and data from electronic tolls); City of
Minneapolis—Public Works Dept.; Montana DOT (e.g.,
banking records, date of birth, driver’s records, Social Secu-
rity numbers); North Dakota DOT (e.g., driver’s license
numbers and records and vehicle owner records); Oregon
DOT; and Utah DOT (tolling data).

3¢ Arkansas DOT, Florida DOT, MoDOT, Montana DOT
(noting also property damage information), Oklahoma
DOT, and Oregon DOT.

3 Oklahoma DOT.
36 Arkansas DOT, Florida DOT, and Oklahoma DOT.
37 Arkansas DOT and Florida DOT.

38 Alabama DOT, Florida DOT, Indiana DOT, Montana
DOT (noting data concerning Americans with Disabilities
Act), Oklahoma DOT, Oregon DOT, and Utah DOT.

3 Garry, Douma, and Simon, supra note 2, at 117. See
also Glancy, supra note 4, at 296-97.

40 Garry, Douma, and Simon, supra note 2, at 106, 107.

Copyright National Academy of Sciences. All rights reserved.
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As for the kinds of monitoring data transporta-
tion agencies are collecting and/or maintaining,*
they reported collecting data on accidents,*? driver
behavior,*® license plate numbers,** tolls and toll
road data,* traffic counts,*¢ traffic volume,*” vehicle
classification,*® vehicle occupancy,*® vehicle speed,*
and Wi-Fi and Bluetooth media access control
(MAC) addresses accessed along Interstate routes
without, however, storing the data.5!

The Missouri Highways and Transportation
Department (MoDOT) stated that it “collects traffic
count and turning movement information at inter-
sections throughout the state. These counts can be
collected manually by staff in the field or they may
be captured using video that is later processed.” The
department provided a copy of the contract that it
has with one company

to receive a live traffic data feed for thousands of roadway

miles in Missouri. This data is collected, processed, and dis-

tributed solely by [HERE North America, LLC (HERE)].

MoDOT is simply a recipient of the data feed. The data

received by MoDOT include[] the average speed and travel

time for pre-defined roadway segments at approximately
60-second intervals. This data feed has allowed MoDOT to
monitor live traffic conditions on thousands of miles of road-

ways without the need for instrumentation such as is used
in St. Louis and Kansas City.??

The department stated that although MoDOT uses
closed-circuit television cameras to monitor live traffic
conditions, the images captured by the cameras are
not recorded or stored.®® Appendix B provides more
details on the types of secure and monitoring data
that the agencies reported that they are collecting.

Il. TRANSPORTATION AGENCIES’ USE OF
ITS TO COLLECT DATA

A. Legal Authority for ITS

Congress enacted the Intelligent Transportation
Systems Act as part of the Transportation Equity

41 See Appendix A.

42 Arizona DOT, District of Columbia DOT (crash infor-
mation), and South Carolina DOT.

4 Arkansas DOT.

4 Arkansas DOT and Oregon DOT.
4 Indiana DOT.

46 Alabama DOT and MoDOT.

47 Florida DOT and MoDOT.

48 Arkansas DOT and MoDOT.

4 Arkansas DOT.

50 Alabama DOT, Arizona DOT, Florida DOT, and
MoDOT.

51 Indiana DOT.
52 See Appendix B.

5 The Utah DOT also reported that it uses real-time
images from CCTV cameras without recording the images.

Act for the 21st Century (TEA-21) of 1998.* Con-
gress decided that the investments authorized by
the Intermodal Surface Transportation Efficiency
Act of 1991%° demonstrated that ITS “can mitigate
surface transportation problems in a cost-effective
manner.”® Congress also decided that continued
investment in ITS was needed to accelerate the
incorporation of ITS into the national surface trans-
portation network to improve transportation safety
and efficiency and reduce costs and “impacts on
communities and the environment.”” Congress
directed the Secretary of Transportation to “develop,
implement, and maintain a national architecture
and supporting standards and protocols to promote
the widespread use and evaluation” of ITS technol-
ogy in the surface transportation systems of the
United States and to promote ITS to the “maximum
extent practicable.”® Section 5208 of TEA-21 cre-
ated the Intelligent Transportation System Integra-
tion Program.®

ITS is codified in 23 U.S.C. § 501. Section 501(5)
defines the term “ITS” as “electronics, photonics,
communications, or information processing used
singly or in combination to improve the efficiency
or safety of a surface transportation system.”®® Sec-
tion 502 encourages the Secretary of Transporta-
tion to make decisions needed on the research,
development, and technology for the implementa-
tion of intelligent transportation infrastructure.5!
Section 501(4) defines intelligent transportation
architecture as “fully integrated public sector intel-
ligent transportation system components, as
defined by the Secretary....”s? In implementing ITS
programs, the secretary is obligated to cooperate
with other governmental entities and private or
educational entities.5® Moreover, the secretary was
directed to establish an Advisory Committee com-
posed of relevant stakeholders to oversee the
implementation of ITS programs.®

5 Pub. L. No. 105-178, §§ 5201-5207, 112 Stat. 457
(1998).

5 Pub. L. No. 102-240, 105 Stat. 1914.

5% Pub. L. No. 105-178, § 5202. See 23 U.S.C. § 514(a)
(2015).

51d.

% Pub. L. No. 105-178, § 5206(a), 112 Stat. 457 (1998).
% Pub. L. No. 105-178, § 5208, 112 Stat. 457 (1998).
6023 U.S.C. § 501(5) (2015).

6123 U.S.C. § 502 (2015).

6223 U.S.C. § 501(4) (2015).

6323 U.S.C. §§ 515(a)-(c) (2015).

64 23 U.S.C. § 515(h) (2015). The Advisory Committee
must have no more than 20 members, balanced between
metropolitan and rural interests, and include a represen-
tative of the agencies, disciplines, and groups identified in
§§ 515(h)(2)(A)-(L).

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/23586

Section 503 outlines the objectives for research
and technology that may be used, such as for
active traffic and demand management, emer-
gency operations, real-time transportation infor-
mation, and impact of vehicle size and weight on
congestion and on enhanced mode choice and
intermodal connectivity.%® Research is to be com-
prehensive and include “operational tests of intel-
ligent vehicles, intelligent infrastructure systems,
and other similar activities that are necessary to
carry out this chapter.”s¢

The secretary is expected to prioritize funding for
projects that focus on improved traffic management,
environmental impacts, and crash avoidance. The
federal government may provide not more than 80
percent of a project’s funding when the project comes
within one of the categories enumerated in 23 U.S.C.
§ 502(3).5 ITS is to be implemented for passenger
and freight transportation by all forms of surface
transportation to meet the above goals.5®

B. Traffic Monitoring Systems

Federal regulations promulgated pursuant to 23
U.S.C. § 303 provide for the establishment in each
state of a traffic monitoring system (TMS) for high-
ways and public transportation facilities and equip-
ment. The term “TMS” is defined as “a systematic
process for the collection, analysis, summary, and
retention of highway and transit related person and
vehicular traffic data.”®

A state is to use TMS data when providing data
tothe U.S. Department of Transportation (USDOT);
when the data are used to support transportation
management systems or studies or systems that
are the USDOT’s responsibility; when the collec-
tion of data is supported by federal funding pro-
vided by USDOT programs; when the data are used
in the apportionment or allocation of federal funds
by the USDOT; when the data are used in the
design or construction of a project funded by the
Federal Highway Administration (FHWA); or when
data are required as part of a federally mandated
USDOT program.™

C. Electronic Toll Collection

Electronic toll collection is defined as “the ability
for vehicle operators to pay tolls automatically
without slowing down from normal highway

6523 U.S.C. § 503 (2015) (terms not defined).
6623 U.S.C. § 516(a) (2015).

6723 U.S.C. § 516(c) (2015).

623 U.S.C. § 514(b) (2015).

623 C.F.R. § 500.202 (2015).

023 C.F.R. § 500.203 (2015).

speeds.”™ Unless FHWA grants an exception, any
toll facility operating under the authority of
Section 1604 of the Safe, Accountable, Flexible,
Efficient Transportation Equity Act: A Legacy for
Users (SAFETEA-LU) must use an electronic sys-
tem to collect tolls.™

Because of the breadth of the information col-
lected by electronic tolling facilities, the regulations
include a section on privacy:

A toll agency using electronic toll collection technology

must develop, implement, and make publicly available pri-

vacy policies to safeguard the disclosure of any data that

may be collected through such technology concerning any

user of a toll facility operating pursuant to authority under

a 1604 toll program, but is not required to submit such poli-

cies to FHWA for approval.”

California law that governs electronic toll collec-
tion permits the collection of PII, including credit
card numbers and billing addresses,’* but requires
that the transportation provider post its privacy
policy clearly on its Web site.™

Pennsylvania law governs the privacy of an
account holder’s information for electronic toll col-
lection. Under the statute, except for limited excep-
tions (e.g., criminal law enforcement actions or the
enforcement of toll collection laws), toll collection

information shall not be deemed a public record under the

Right-to-Know Law, nor shall it be discoverable by court

order or otherwise or be offered in evidence in any action or

proceeding which is not directly related to the discharge of

duties under this section, the regulations of the commission
or a violation of an account holder agreement.”

New York, besides defining electronic toll collec-
tion and the methods used to obtain data, mandates
that public data must be protected and that each
department must have a privacy compliance offi-
cer.”” The compliance officer is responsible for main-
taining records of personal data that are collected
and for assisting individuals in gaining access to
information when it is requested.™

Toll operators in Virginia may not sell or disclose
“data to any entity other than for toll collection
purposes.”™

123 C.FR. § 950.3 (2015).

223 C.F.R. § 950.1 (2015).

7323 C.F.R. § 950.5(c) (2015).

7 CAL. Sts. & HicH. CopE § 31490 (2015).

7 CAL. Sts. & HicH. Copk §§ 31490(b) and (¢) (2015).

76 74 Pa. Cons. Star. § 8117(d)(1)(ii) (2015). See also 74
Pa. Cons. StaT. § 8117(d)(2)(1) and (iii) (2015).

" N.Y. UnconsoL. Law §§ 6816-b (h)-(j) (2015).

8 N.Y. Comp. Conts R. & REas. tit. 17, §§ 2.3 (b)(2) and
(4)d) (2015).
™ Phillips and Kohm, supra note 1, at P30.
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IIl. WHETHER PRIVACY RIGHTS UNDER THE
UNITED STATES CONSTITUTION APPLY TO
PERSONAL AND LOCATIONAL DATA

A. Introduction

Privacy law in the United States is said to be a
“disorganized body of law”® lacking a “comprehen-
sive national regulatory structure.”® Instead of a
unified approach, privacy rights are created sporadi-
cally for a specific reason, often in response to
changes in technology.®?

Privacy rights have been defined as the right to
control the dissemination of one’s information® and
to be free from government intrusion.? Although a
“cluster of constitutional rights” protects citizens
from various forms of government intrusion, deci-
sions by the United States Supreme Court in recent
years have narrowed an individual’s zone of privacy
protected by the U.S. Constitution.®

B. Evolution of Privacy Rights

In 1890, Samuel D. Warren and Louis D. Brandeis
published an article entitled, “The Right to Pri-
vacy,”® in which they articulated the basis of a right
to privacy in the United States.®” The authors pos-
ited that an individual should have a legal remedy
when the press “overstep[s] in every direction in the
obvious bounds of propriety and of decency.”®®
Warren and Brandeis argued that the publishing of
private facts “appealls] to the weak side of human
nature” and “usurps the place of interest in brains
capable of other things,” thus necessitating in their
view the need to protect individuals’ privacy.®
Although they recognized six limitations on the
right to privacy,® they argued not only that society

80 Alain J. Lapter, How the Other Half Lives (Revisited):
Twenty Years Since Midler v. Ford, A Global Perspective on
the Right of Publicity, 15 Tex. INTELL. Prop. L.dJ. 239, 247
(2007) [hereinafter Lapter].

81 Douma and Deckenbach, supra note 2, at 300.

82 Garry, Douma, and Simon, supra note 2, at 102.

83 J. Thomas McCarthy, The Rights of Publicity and Pri-
vacy, at § 1.6 (2013) (citing United States Department of
Justice v. Reporters Comm. for Freedom of Press, 489 U.S.
749,761,109 S. Ct. 1468, 1775-1776, 103 L. Ed. 2d 774, 788
(1989)) [hereinafter McCarthy].

84 Ken Gormley, One Hundred Years of Privacy, 1992
Wis. L. Rev. 1335, 1361 (1992).

85 McCarthy, supra note 83, at § 5.57.

86 Samuel D. Warren and Louis D. Brandeis, The Right to
Privacy, 4 Harv. L. Rev. 193 (1890) [hereinafter Warren &
Brandeis].

87 McCarthy, supra note 83, at § 1.10.

8 Warren & Brandeis, supra note 86, at 196.

8 Id.

9 Id. at 214-19.

should uphold an individual’s privacy rights, but
also that a violation of privacy rights should be
remediable either by compensation or, in rare cases,
by an injunction.®® Following the Warren and
Brandeis article, some courts held that privacy
rights were fundamentally rooted in natural law,”
yet other courts rejected claims that a right to pri-
vacy existed.”

A leading case on privacy rights is the United
States Supreme Court’s 1965 decision in Griswold v.
Connecticut,® which held that there is a right to pri-
vacy under the U.S. Constitution.®® In Griswold, the
petitioners were physicians who had provided their
patients with contraceptives in violation of Connect-
icut law.®® When the petitioners argued that the
Connecticut statute violated the Fourteenth Amend-
ment, the Court agreed that they had “standing to
raise the constitutional rights of the married people
with whom they had a professional relationship.”®’
However, the Court also held that there is a consti-
tutional right to privacy, because the “specific guar-
antees in the Bill of Rights have penumbras, formed
by emanations from those guarantees that help give
them life and substance. Various guarantees create
zones of privacy.”® Thus, the “right of association” is
guaranteed by the First Amendment; the “right of
the people to be secure in their persons, houses,
papers, and effects[] against unreasonable searches
and seizures” is secured by the Fourth Amendment;
and a “zone of privacy which government may not
force [a person] to surrender to his detriment” exists
under the Fifth Amendment.®

Because the constitutional guarantees created a
zone of privacy, a “governmental purpose to control
or prevent activities constitutionally subject to state
regulation may not be achieved by means which
sweep unnecessarily broadly and thereby invade the

91 ]d. at 219-20.

92 McCarthy, supra note 83, at § 1.16 (citing Roberson
v. Rochester Folding Box Co., 171 N.Y. 538, 64 N.E. 442
(N.Y. 1902)).

9 Id. § 1.17 (citing Pavesich v. New England Life Ins.
Co., 122 Ga. 190, 50 S.E. 68 (Ga.1905)).

94381 U.S. 479, 85 S. Ct. 1678, 14 L. Ed. 2d 510 (1965).

% Griswold, 381 U.S. at 485-486, 85 S. Ct. at 1682, 14
L. Ed. 2d at 515-516.

% Id. at 480, 85 S. Ct. at 1679, 14 L. Ed. 2d at 512 (cit-
ing CoNN. GEN. StaT. §§ 53-32, 54-196 (1958)).

97]d. at 484, 85 S. Ct. at 1681, 14 L. Ed. 2d at 514.

9% Id. (citation omitted). There is a zone of privacy
because of the constitutional “right of association” and
the “right of the people to be secure in their persons,
houses, papers, and effects against unreasonable
searches and seizures.” See id. (quoting U.S. CONST.
amends. I and IV).

9 Id at 480-481, 85 S. Ct. at 1679, 14 L. Ed. 2d at 512.
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area of protected freedoms.”'® In a concurring opin-
ion, Justice Goldberg stated that because personal
liberties are grounded in “traditions and conscience,”
people’s liberties are “not confined to the specific
terms of the Bill of Rights.”!

After the Griswold decision, the Supreme Court
and lower courts interpreted the scope of privacy
rights to include a “seemingly disparate cluster of
constitutional rights against government intru-
sion.”? As privacy rights evolved after Griswold,
they came to include protection against “government
intrusion into a person’s mind and thought pro-
cesses,”'® “intrusion into a person’s zone of private
seclusion,” and “intrusion into a person’s right to
make certain personal decisions, such as whether to
use contraceptives or have an abortion.”%

However, more recent jurisprudence has limited the
zone of privacy established by the Griswold case and
its progeny. Rather than expand the zone of privacy so
that it would apply to an individual’s right to control
the collection of personal data or its dissemination, the
Supreme Court has narrowed the zone.'” Thus, pres-
ently, there is neither a “specific constitutional right to
privacy,” nor is there a constitutional right to privacy
in one’s personal or locational information.?

In 1977, in Whalen v. Roe,'*® the Supreme Court
unanimously held “that New York State had the
right to collect data about individuals and create a
database if for the public good and with adequate
security measures taken to protect the privacy and
identification of individuals.”’® In an opinion by
Justice Stevens, the Court stated that it was not
“unaware of the threat to privacy implicit in the
accumulation of vast amounts of personal informa-
tion in computerized data banks or other massive
government files..., much of which is personal in
character and potentially embarrassing or harmful
if disclosed.”1?

100 Id. at 485, 85 S. Ct. at 1682, 14 L. Ed. 2d at 515-516
(internal citation omitted).

101 Id. at 486, 85 S. Ct. at 1683, 14 L. Ed. 2d at 516-517
(Goldberg, J., concurring).

102 McCarthy, supra note 83, at § 5.57.

103 Id. (citing Ramie v. City of Hedwig Village, Tex., 765
F.2d 490, 492 (5th Cir. 1985)).

104 1d. (citing Stanley v. Georgia, 394 U.S. 557, 89 S. Ct.
1243, 22 L. Ed. 2d 542 (1969)).

105 Id. See Paul v. Davis, 424 U.S. 693, 713,96 S. Ct. 1155,
1166, 47 L. Ed. 2d 405, 421 (1976); Bowers v. Hardwick, 478
U.S. 186, 106 S. Ct. 2841, 92 L. Ed. 2d 140 (1986).

106 Phillips and Kohm, supra note 1, at P6.

W7 Id. at P4.

108 429 U.S. 589, 97 S. Ct. 869, 51 L. Ed. 2d 64 (1977).
109 Phillips and Kohm, supra note 1, at P6.

10 Whalen, 429 U.S. at 605, 97 S. Ct. at 879, 51 L. Ed. 2d
at 77 (emphasis added).

Justice Stevens continued:

The right to collect and use such data for public purposes is
typically accompanied by a concomitant statutory or regu-
latory duty to avoid unwarranted disclosures. Recognizing
that in some circumstances that duty arguably has its roots
in the Constitution, nevertheless New York’s statutory
scheme, and its implementing administrative procedures,
evidence a proper concern with, and protection of, the indi-
vidual’s interest in privacy. We therefore need not, and do
not, decide any question which might be presented by the
unwarranted disclosure of accumulated private data—
whether intentional or unintentional—or by a system that
did not contain comparable security provisions.''*

The Whalen Court held that the record did “not
establish an invasion of any right or liberty pro-
tected by the Fourteenth Amendment.”!*2

In a 1981 Fifth Circuit case, Fadjo v. Coon,'® the
plaintiff alleged that the State of Florida had con-
spired with others to divulge “the most private
details” of the plaintiff’s life.!'* The court recognized
a privacy right in the plaintiff’s confidential infor-
mation, but held that the right had to be balanced
against any state interest in disclosure. Although
the plaintiff had alleged the other elements required
for a § 1983 action, discussed in Section III.E, the
question for the Fifth Circuit was “whether Fadjo
has alleged [the] deprivation of a constitutional
right.”!15 The Fifth Circuit stated that

[t]he privacy right has been held to protect decision making

when the decision in question relates to matters such as

“marriage, procreation, contraception, family relationships,

and child rearing and education.” ...Matters falling outside

the scope of the decision making branch of the privacy right
may yet implicate the individual’s interest in nondisclosure

or confidentiality.!®

The court held that

Fadjo clearly states a claim under the confidentiality branch
of the privacy right. He does not claim that the state lacked
authority to obtain personal information from him while
pursuing a criminal investigation. However, even if the
information was properly obtained, the state may have
invaded Fadjo’s privacy in revealing it to Julson and the
insurance companies. Alternatively, although the state
could compel Fadjo’s testimony it could delve into his pri-
vacy only in pursuit of aims recognized as legitimate and
proper. Implicit in both formulations of the complaint is the
allegation that no legitimate state purpose existed sufficient
to outweigh the invasion into Fadjo’s privacy. '

The court reversed the district court’s dismissal
of the complaint.!®

1 Id. at 605-606, 97 S. Ct. at 879, 51 L. Ed. 2d at 77.
12 Id. at 606, 97 S. Ct. at 879-880, 51 L. Ed. 2d at 77.
113 633 F.2d 1172 (5th Cir. 1981).

14 Id. at 1174.

15 Id. at 1175.

16 Id. (citations omitted).

17 Id. (emphasis added).

18 Id. at 1177.
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In Fadjo, the court seems to be clear that when
confidentiality is the privacy issue, “a balancing
standard is appropriate as opposed to [a] compelling
state interest analysis that is required when the
autonomy of decision making is at issue.”"® The
Fadjo court did not hold that when the confidential-
ity of personal information is at stake the govern-
mental interest has to be compelling, but did indi-
cate that “more than mere rationality must be
demonstrated’ to justify a state intrusion.”'2°

In 1987 in Borucki v. Ryan,'?' the First Circuit
agreed that since the Griswold decision, a “right of
personal privacy, or a guarantee of certain areas or
zones of privacy, does exist under the Constitu-
tion.”'?2 Nevertheless, the court held that the right
to privacy does not emanate from the “penumbra of
other fundamental rights” but is “founded” in the
Fourteenth Amendment’s “concept of personal lib-
erty.”? Although recognizing that the Third and
Fifth Circuits had held “that there is an indepen-
dent right of confidentiality applicable to personal
information contained in medical, financial, and
other personal records,”'?* the Borucki court held that
“[tIhe personal rights found in this guarantee of
personal privacy must be limited to those which are
‘fundamental’ or ‘implicit within the concept of
ordered liberty....””1? The court observed that “[m]ost
of the courts finding a right of confidentiality had
used a balancing test to assess violations of that
right;”12¢ however, the court held that the plaintiff’s
complaint based on the prosecutor’s disclosure of
information about the plaintiff’s competency to
stand trial in another case failed to state a claim.?

In its opinion in Borucki, the court was guided
by the Supreme Court’s decision in 1976 in Paul v.
Davis.'®® In Paul, although the plaintiff had been
arrested but not convicted of shoplifting, the state
police had distributed a flyer identifying the

119 Id. at 1176 (citations omitted) (emphasis added).
120 Id. (citations omitted).
121 827 F.2d 836, 839 (1st Cir. 1987).

122 Id. at 839 (quoting Roe v. Wade, 410 U.S. 113, 152, 93
S. Ct. 705, 35 L. Ed. 2d 147 (1973)).

123 Id. (citing Roe v. Wade, 410 U.S. 113, 153,93 S. Ct. 705,
35 L. Ed. 2d 147 (1973) and Whalen v. Roe, 429 U.S. 589,
598-599 N 23,97 S. Ct. 869, 51 L. Ed. 2d 64 (1977)).

124 Id. at 845 (citing United States v. Westinghouse Elec-
tric Corp., 638 F.2d 570 (3d Cir. 1980); Plante v. Gonzalez,
575 F.2d 1119, 1132 (5th Cir. 1978); Duplantier v. United
States, 606 F.2d 654, 670 (5th Cir. 1979); Fadjo v. Coon, 633
F.2d 1172 (Fifth Cir. 1981)).

125 Borucki, 827 F. 2d at 839 (quoting Roe v. Wade, 410
U.S. 113, 152,93 S. Ct. 705, 35 L. Ed. 2d 147 (1973)).

126 Jd. at 848 (citations omitted) (emphasis added).
127 Id. at 849.
128 424 U.S. 693, 96 S. Ct. 1155, 47 L. Ed. 2d 405 (1976).
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plaintiff as an “active shoplifter.” The Borucki
court stated:
Under Paul, an allegation that government dissemination of
information or government defamation has caused damage
to reputation, even with all attendant emotional anguish
and social stigma, does not in itself state a cause of action for
violation of a constitutional right; infringement of more
“tangible interests” ... must be alleged as well.'*

In a similar analysis in Kallstrom v. City of
Columbus,’® the Sixth Circuit held that it is only
when an individual’s privacy interest is one of “con-
stitutional dimension” that the court will find it nec-
essary to “balance an individual’s interest in nondis-
closure of informational privacy against the public’s
interest in and need for the invasion of privacy....”3!
Moreover, as the same court would explain later in
Lambert v. Hartman,'*? the Supreme Court has iden-
tified only two types of interests that come within
the substantive due process protection of the Four-
teenth Amendment. The first interest has to do with
“independence in making certain kinds of important
decisions,” such as “matters relating to procreation,
marriage, contraception, family relationships, and
child rearing and education.”®® The second privacy
interest recognized by the Supreme Court is “in
avoiding disclosure of personal matters.”'?*

Nevertheless, in regard to the privacy interest in
avoiding disclosure of personal data, the Sixth Cir-
cuit stated in Lambert that the court had “recognized
an informational-privacy interest of constitutional
dimension in only two instances: (1) where the
release of personal information could lead to bodily
harm ..., and (2) where the information released was
of a sexual, personal, and humiliating nature....”13

The Lambert court stated that the holdings in
Whalen, and in Nixon v. Administrator of General
Services,'®® had been “narrowly construed” so as “to
extend the right to informational privacy only to
interests that implicate a fundamental liberty

129 Borucki, 827 F.2d at 842-843 (citations omitted).

130136 F.3d 1055, 1061 (6th Cir. 1998) (overruled in part
as stated in Frost v. Blom, 2011 U.S. Dist. LEXIS 52571
(W.D. Mo. May 17, 2011) (stating that the Eighth Circuit
has rejected the Kallstrom decision because the court
“erroneously applied a negligence standard instead of the
subjective deliberate indifference standard”) (citation
omitted)).

131 Id. at 1061 (citation omitted).

132 517 F.3d 433 (6th Cir. 2008), cert. denied, 2009
U.S. LEXIS 272 (U.S,, Jan. 12, 2009).

133 Id. at 440 (citations omitted) (internal quotation
marks omitted).

134 Id. (citations omitted) (internal quotation marks
omitted).

135 Id.

136 433 U.S. 425, 97 S. Ct. 2777, 53 L. Ed. 2d (1977).
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interest.”'*” The Lambert court’s analysis appears to
impose an additional requirement before a constitu-
tional privacy interest would be implicated—the
state’s action in disclosing personal data must have
“created a special danger” that led to the plaintiff’s
harm or humiliation.!3®

The Lambert court was clear that the govern-
ment’s disclosure, for example, of a person’s Social
Security number does not rise to the level of a “fun-
damental right” or a right that is “deeply rooted in
this Nation’s history and tradition’ or ‘implicit in the
concept of ordered liberty.”1%°

It appears, therefore, that there is authority hold-
ing that when a privacy interest that comes within
the confidentiality branch of privacy law has been
violated, the government must show something more
than “mere rationality” as justification for dissemi-
nating personal information. On the other hand, a
privacy interest violated by government intrusion
does not implicate a constitutional right unless the
privacy interest at stake is a fundamental right or
one that is implicit in the concept of ordered liberty.
In the latter situation, the privacy interest must be
balanced against a compelling governmental inter-
est in disclosure.

Finally, at least one Supreme Court justice has
suggested that state legislatures are better suited
than the federal courts to decide whether privacy
rights should be enlarged. In a concurring opinion in
Riley v. California,'® discussed infra, Justice Alito
stated that

[iln light of the growing privacy concerns of modern tech-

nology, it would be very unfortunate if privacy protection

in the 21st century were left primarily to the federal courts
using the blunt instrument of the Fourth Amendment.

Legislatures, elected by the people, are in a better position

than we are to assess and respond to the changes that
have already occurred.'!

Justice Alito’s opinion is that the “Court is poorly
positioned to understand and evaluate” sensitive
privacy interests arising, for example, from the use
of modern cell phones.*?

In sum, it does not appear that the disclosure by
a transportation agency of secure data, including
an individual’s PII, or of monitoring or locational
data would violate a right to privacy under the
U.S. Constitution.#3

137 Lambert, 517 F.3d at 440 (citation omitted).

138 Id. at 439 (citations omitted).

139 Id. at 443 (citations omitted).

140 134 S. Ct. 2473, 2497, 189 L. Ed. 2d 430, 456 (2014)
(Alito, J., concurring).

4 Id., at 2497, 189 L. Ed. 2d at 456.

142 Id. at 2497, 189 L. Ed. 2d at 455.

143 See Lambert, 517 F.3d at 440; Phillips and Kohm,
supra note 1, at P4.

C. The Fourth Amendment and a
Constitutional Right to Privacy

Under the Fourth Amendment, “warrantless
searches are permissible only when an individual
has a substantially reduced expectation of pri-
vacy.”*** Although the collection or disclosure of data
by transportation agencies may raise privacy issues,
the courts have held that a person’s reasonable
expectation of privacy is reduced with respect to
automobile searches, searches incident to an arrest,
and seizures of items in plain view that are believed
to be contraband.'#

In Katz v. United States,'*® the Supreme Court
held that because the Federal Bureau of Investiga-
tion (FBI) failed to obtain a warrant prior to listen-
ing to and recording the petitioner’s conversations,
the petitioner’s conviction had to be reversed.*” Rel-
evant to the issue of data collection, however, is that
the Katz Court stated that “the Fourth Amendment
cannot be translated into a general constitutional
‘right to privacy.”**® Furthermore, “what a person
knowingly exposes to the public ... is not a subject of
Fourth Amendment protection.”'4?

Although the Supreme Court precedents since
Katz fail to show a “clear pattern” on what the
“acceptable limits of government action” are under
the Fourth Amendment,' the Supreme Court “has
not found information about an individual’s activities
in public to be protected.”’*! For example, in a 1983
decision in United States v. Knotts,'>> Minnesota law
enforcement officers had placed a beeper in a drum
containing chloroform purchased by the respondent’s
codefendants to track them from Minnesota to a
cabin in Wisconsin.’® The law enforcement agents
obtained a search warrant for the cabin, discovered a
drug lab on the premises, and charged the respon-
dent with conspiracy to manufacture controlled

144 Bourgeois v. Peters, 387 F.3d 1303, 1314 (11th Cir.
2004).

145 Id. at 1314—-1315 (citations omitted).

146 389 U.S. 347, 88 S. Ct. 507, 19 L. Ed. 2d 576 (1967).
Some courts regard the Katz decision as having been abro-
gated or superseded. See, e.g., State v. Earls, 214 N.J. 564,
70 A.3d 630 (2013) (stating abrogated) and United States
v. Koyomejian, 946 F.2d 1450 (9th Cir. Cal. 1991) (stating
superseded).

47 Katz, 389 U.S. at 358-359, 88 S. Ct. at 514-515,19 L.
Ed. 2d at 586.

148 Id. at 350, 88 S. Ct. at 510, 19 L. Ed. 2d at 581 (foot-
notes omitted).

49 1d. at 351,88 S. Ct. at 511, 19 L. Ed. 2d at 58 (citation
omitted).

150 Phillips and Kohm, supra note 1, at P35.

151 Douma and Deckenbach, supra note 2, at 305.

152 460 U.S. 276, 103 S. Ct. 1081, 75 L. Ed. 2d 55 (1983).

153 Knotts, 460 U.S. at 277, 103 S. Ct. at 1083, 75 L. Ed.
2d at 59.

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/23586

substances.’® The respondent argued that his con-
viction had to be reversed because the use of the
beeper to track his movements violated his right to
privacy under the Fourth Amendment.!?

The Knotts Court held that there is “no reason-
able expectation of privacy” for “a person traveling
in an automobile on public thoroughfares.”*¢ Thus,
law enforcement could place a beeper in a container
and monitor the movements of the car in which the
container was placed.’” The only issue in Knotts
was whether the monitoring of the car, not the
installation of the beeper in the container, was a vio-
lation of the Fourth Amendment. The Court held
that the government’s action in monitoring the
beeper signals was neither a “search” nor a “seizure”
within the meaning of the Fourth Amendment;
therefore, a warrant was not required.'®® The Court
reversed the appellate court’s reversal of the appel-
lant’s conviction.!®

In 1999, in Wyoming v. Houghton,'®® the Supreme
Court held that a police officer’s search of a passen-
ger’s purse during a traffic stop was a legitimate
exception to the warrant requirement of the Fourth
Amendment. The Court, in an opinion by Justice
Scalia, held that although the search intruded on
the passenger’s privacy, “the governmental interests
at stake [were] substantial.”'®! Furthermore, because
a passenger’s privacy interests are “considerably
diminished” when the passenger is traveling on a
public thoroughfare, the weighing of the passenger’s
and the government’s interests “militate in favor of
the needs of law enforcement.”*5?

Being on a public highway does not obviate com-
pletely, of course, a person’s right to a reasonable
expectation of privacy protected by the Fourth
Amendment. In 2009, in Arizona v. Gant,'®® the
Supreme Court held that a search was not lawful
when the arrestee had been “handcuffed[] and
locked in the back of the patrol car” on charges of
driving with a suspended license.'%* The Court held
that the police are authorized to search a vehicle

154]1d. at 277-279,103 S. Ct. at 1084, 75 L. Ed. 2d at 59-60.
155 Id. at 279,103 S. Ct. at 1084, 75 L. Ed. 2d at 60.
156 Jd. at 281, 103 S. Ct. at 1085, 75 L. Ed. 2d at 62.

157 Id. at 277-280, 103 S. Ct. at 1083-1084, 75 L. Ed. 2d
at 59-60.

158 Id. at 284-285, 103 S. Ct. at 1087, 75 L. Ed. 2d at 64
(quoting United States v. Knotts, 662 F.2d 515, 518 (8th
Cir. 1981) (internal citation omitted)).

159 Id. at 285,103 S. Ct. at 1087, 75 L. Ed. 2d at 64.
160526 U.S. 295,119 S. Ct. 1297, 143 L. Ed. 2d 408 (1999).
161 ]d. at 304,119 S. Ct. at 1302, 143 L. Ed. 2d at 417.

162 Id. at 303, 306, 119 S. Ct. at 1302-1303, 143 L. Ed.
2d at 417.

163 556 U.S. 332,129 S. Ct. 1710, 173 L. Ed. 2d 485 (2009).
1641d. at 335,129 S. Ct. at 1714, 173 L. Ed. 2d at 491.
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incident to an arrest only when the person under
arrest was unsecured and within reaching distance
of the passenger compartment at the time of the
search.'®® The Court stated that “[a]lthough we have
recognized that a motorist’s privacy interest in his
vehicle is less substantial than in his home...the for-
mer interest is nevertheless important and deserv-
ing of constitutional protection.”'%

In 2010, Justice Kennedy stated in his opinion for
the Court in City of Ontario v. Quon'®” that “[t]he
judiciary risks error by elaborating too fully on the
Fourth Amendment implications of emerging tech-
nology before its role in society has become clear.”*6®
Justice Kennedy stated that the Court would refrain
from issuing a broad ruling that may fail to consider
the evolution of technology and society’s response to
developments; thus, it was “preferable to dispose of
this case on narrower grounds.”%

In 2012, in United States v. Jones,'™ the Court
held that the government’s warrantless installation
of a GPS device on a vehicle to monitor it was a
search under the Fourth Amendment.'” Jones, the
owner and operator of a night club in Washington,
DC, became the target of an investigation by a joint
FBI and Metropolitan Police task force on suspicion
of trafficking in narcotics. Based on the results of
prior surveillance, the government sought and
obtained a warrant from a federal court in the Dis-
trict of Columbia authorizing the use of an electronic
tracking device to be installed on a Jeep vehicle reg-
istered in the name of Jones’s wife. However, the
GPS tracking device was installed in Maryland. The
government conceded that it had failed to comply
with the warrant, but argued that a warrant was
not needed.!™

Over a 4-week period, the device relayed over
2,000 pages of data. The government ultimately
obtained a multiple count indictment for conspiracy
and the possession of cocaine with the intent to dis-
tribute it. The U.S. District Court for the District of
Columbia granted in part and denied in part a
motion to suppress the data obtained from the GPS.
The court suppressed the admission of data obtained
while the Jeep was parked in a garage adjacent to
the Jones’s residence, but allowed the admission of

165 Id. at 343, 129 S. Ct. at 1719, 173 L. Ed. 2d at 496
(citing New York v. Belton, 453 U.S. 454, 101 S. Ct. 2860,
69 L. Ed. 2d 768 (1981)).

166 Id. at 345, 129 S. Ct. at 1720, 173 L. Ed. 2d at 497
(citation omitted).

167560 U.S. 746, 130 S. Ct. 2619, 177 L. Ed. 2d 216 (2010).
168 Id. at 759, 130 S. Ct. at 2629, 177 L. Ed. 2d at 227.

169 Id. at 760, 130 S. Ct. at 2630, 177 L. Ed. 2d at 227.
170 132 S. Ct. 945, 181 L. Ed. 2d 911 (2012).

1 Id. at 948-949, 181 L. Ed. 2d at 917.

12 Id. at 948 and N 1, 181 L. Ed. 2d at 917 and N 1.
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the remaining data on the basis that “[a] person
traveling in an automobile on public thoroughfares
has no reasonable expectation of privacy in his move-
ments from one place to another.”' The U.S. Circuit
Court for the District of Columbia reversed the con-
viction because of the admission of evidence obtained
by a “warrantless use of the GPS device....”'™

In an opinion by Justice Scalia, the Supreme
Court unanimously affirmed the circuit court’s deci-
sion. In the opinion, Justice Scalia explained that the
Court was not abandoning prior precedent holding
that the Fourth Amendment “protects people, not
places,” and that a violation of the Fourth Amend-
ment occurs when government officers violate a per-
son’s “reasonable expectation of privacy....”'’® After
noting that the Court has deviated from its prior
“property-based approach,” Justice Scalia explained
that the Court’s decision in Jones was entirely con-
sistent with its prior decisions because “the Kaitz
reasonable-expectation-of-privacy test has been
added to, not substituted for, the common-law tres-
passory test.”'”” In other cases when the government
installed a beeper, it did so in property that belonged
to a third party and before the property came into
the possession of the defendant, with the consent of
the original owner of the property; thus, there was no
violation of the Fourth Amendment.”®

In this case, Jones possessed the Jeep before “the
Government trespassorily inserted the information-
gathering device,” a detail that put the Jones case
“on a much different footing.”'”® Thus, the “physical
intrusion” that occurred in the Jones case “would
have been considered a ‘search’ within the meaning
of the Fourth Amendment when it was adopted.”'®

The methods of data collection discussed in the
digest do not involve a warrantless physical tres-
pass and search as occurred in the Jones case. A
violation of the Fourth Amendment occurs when
the government violates a person’s reasonable
expectation of privacy without a warrant.!8! Justice
Scalia’s opinion in Jones stated that “[s]ituations
involving merely the transmission of electronic

13 Id. at 948,181 L. Ed. 2d at 917 (citation omitted).
174 Id. at 949, 181 L. Ed. 2d at 917 (citation omitted).
1% Id. at 950, 181 L. Ed. 2d at 918 (citation omitted).

176 Id. at 950, 181 L. Ed. 2d at 916-919 (citations
omitted).

7 Id. at 952, 181 L. Ed. 2d at 921 (emphasis added).
178 Id. (discussing and distinguishing cases).

179 Id

180 Id. at 949, 181 L. Ed. 2d at 918.

181 Id. at 949, 181 L. Ed. 2d at 919 (citing Katz v.
United States, 389 U.S. 347, 360, 88 S. Ct. 507, 196 L.
Ed. 2d 576 (1967)).

signals without trespass would remain subject to
Katz analysis.”'® The Court stated that it “has to
date not deviated from the understanding that
mere visual observation does not constitute a
search.”8® The Court reiterated that “[a] person
traveling in an automobile on public thoroughfares
has no reasonable expectation of privacy in his
movements from one place to another”® The
Court did not decide whether the collection of the
same information electronically without trespass-
ing, which is available already by visual observa-
tion, would be an unconstitutional invasion of pri-
vacy. The Court opined that attempting to answer
the question in the Jones case would “lead[] us
needlessly in additional thorny problems.”1#

The Court’s opinions in Gant, Jones, and Quon
illustrate the Supreme Court’s appreciation of the
privacy issues presented by the use of technology
to collect and retain data on individuals. In a con-
curring opinion in Jones, Justice Sotomayor
observed that the use of electronic surveillance
may “alter the relationship between a citizen and
government in a way that is inimical to demo-
cratic society.”186

Thereafter, in 2014 in Riley v. California,'®” the
Court held that absent a warrant, the police might
not search digital information on a cell phone
seized from an individual who has been arrested.®
The Court’s reasoning was that, because cell
phones contain “vast quantities of personal infor-
mation,” searches of cell phones are distinguish-
able from other physical searches.!®® Searches of
cell phones “implicate privacy concerns far beyond
those implicated by the search of a cigarette pack,
a wallet, or a purse.”'® Finally, the Court observed
that the “fact that technology now allows an indi-
vidual to carry such [private] information in his
hand does not make the information any less wor-
thy of the protection for which the Founders
fought.”9!

In sum, the Court has held that individuals using
public highways have a diminished expectation of

182 Id. at 953, 181 L. Ed. 2d at 922.

183 Id. at 953, 181 L. Ed. 2d at 922 (citing Kyllo, 533 U.S.
at 31-32, 121 S. Ct. 2038, 150 L. Ed. 2d 941).

184 Id. at 953, 181 L. Ed. 2d at 923 (citation omitted).
185 Id. at 954, 181 L. Ed. 2d at 923.

186 Id. at 956, 181 L. Ed. 2d at 925 (Sotomayor, J., con-
curring) (quoting United States v. Cuevas-Perez, 640 F.3d
272, 285 (7th Cir. 2011)).

187134 S. Ct. 2473, 189 L. Ed. 2d 430 (2014).
188 Id. at 2485, 2495, 189 L. Ed. 2d at 442, 452.
189 Id. at 2485, 189 L. Ed. 2d at 442.

190 Jd. at 2488, 189 L. Ed. 2d at 446.

¥1]d. at 2495, 189 L. Ed. 2d at 452.
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privacy.’®? It appears that using technology to
enhance and record the visual observation of motor-
ists on public highways is not a violation of a consti-
tutional right to privacy. On the other hand, the gov-
ernment’s attachment of a GPS device to a vehicle
owned or used by one suspected of a crime without a
warrant, or the government’s seizure of a cell phone
in a vehicle without a warrant, are entirely different
matters and distinguishable from the routine collec-
tion of secure data or monitoring data by transpor-
tation agencies.

D. Whether There Is an Implied Constitutional
Claim for a Privacy Violation

In 1971, in Bivens v. Six Unknown Named Agents
of the Federal Bureau of Narcotics,'®® the United
States Supreme Court held that an implied cause of
action exists for a violation of an individual’s rights
under the Fourth Amendment.!® More recently, in
Ashcroft, the Court explained that “[iln the limited
settings where Bivens does apply[] the implied cause
of action is the ‘federal analog to suits brought
against state officials under... § 1983.”1%

In Bivens, without a warrant for a search or for
an arrest, Federal Bureau of Narcotics agents
entered the petitioner’s apartment, arrested him in
front of his family, and searched his apartment for
narcotics.'®® The Supreme Court held that

the Fourth Amendment operates as a limitation upon the

exercise of federal power regardless of whether the State in

whose jurisdiction that power is exercised would prohibit or
penalize the identical act if engaged in by a private citizen.

It guarantees to citizens of the United States the absolute
right to be free from unreasonable searches and seizures

192 Knotts, 460 U.S. at 281,103 S. Ct. at 1085, 75 L. Ed. 2d
at 62. See also California v. Carney, 471 U.S. 386, 390-394,
105 S. Ct. 2066, 2068-2071, 85 L. Ed. 2d 406, 412415
(1956); United States v. Moreno, 1994 U.S. App. LEXIS
31365, at *1 (9th Cir. 1994); South Dakota v. Opperman,
428 U.S. 364, 368, 96 S. Ct. 3092, 3096, 49 L. Ed. 2d 1000,
1004-1005 (1976); Cardwell v. Lewis, 417 U.S. 583, 590—
591, 94 S. Ct. 2464, 2469-2470, 41 L. Ed. 2d 325, 334-336
(1974); Commonwealth v. Gary, 625 Pa. 183, 196, 91 A.3d
102, 110-112 (Pa. 2013). See also People v. Case, 220 Mich.
379, 388-989, 190 N.W. 289, 292 (Mich. 1922).

193 403 U.S. 388,91 S. Ct. 1999, 29 L. Ed. 2d 619 (1971)
(holding that the plaintiff was entitled to redress for his
injuries caused by the federal agents’ violation of his
Fourth Amendment rights), on remand, 456 F.2d 1339
(2d Cir. N.Y. 1972) (holding that the federal agents were
not immune from damages suits based upon allegations of
constitutional violations, but the defenses of good faith
and reasonable belief were available).

194 Bivens, 403 U.S. at 389,91 S. Ct. at 2001, 29 L. Ed. 2d
at 622.

195 Ashceroft, 556 U.S. at 675, 129 S. Ct. at 1948, 173 L.
Ed. 2d at 882 (citations omitted).

196 Bivens, 403 U.S. at 389,91 S. Ct. at 2001,29 L. Ed. 2d
at 622.
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carried out by virtue of federal authority. And “where feder-
ally protected rights have been invaded, it has been the rule
from the beginning that courts will be alert to adjust their
remedies so as to grant the necessary relief.”1%7

The Bivens Court held that an implied cause of
action exists under the Fourth Amendment when a
petitioner “can demonstrate an injury consequent
upon the violation by federal agents of his Fourth
Amendment rights” and that the petitioner may
“redress his injury...in the federal courts.”'%

The jurisprudence since Bivens on whether par-
ticular conduct supports a specific constitutional
claim for which there is an implied right of action
has been inconsistent with the courts recognizing
some claims while dismissing others.'® A decision
on whether to recognize a Bivens claim has depended
in part on an evaluation of the particular constitu-
tional claim and on whether there were “available
alternative remedies.”®

Legislation in 1974 and 1988 has affected Bivens
claims. The Federal Tort Claims Act (FTCA) pre-
cludes claims for certain intentional torts against
the United States under 28 U.S.C. § 1346(a)(2). In
1974, however, Congress amended the FTCA to
allow claims for assault, battery, false imprison-
ment, false arrest, abuse of process, or malicious
prosecution caused by acts or omissions of United
States investigative or law enforcement officers. The
amendment together with 28 U.S.C. § 2679(b)(2)(A)
“specifically preserves and ratifies the Bivens rem-
edy.”?! However, the amendment to the FT'CA does
not appear to be relevant to the subject matter of
this digest.

On the other hand, the Federal Employees Liabil-
ity Reform and Tort Compensation Act of 1988

Y7 Id. at 392, 91 S. Ct. at 2002, 29 L. Ed. 2d at 624 (cita-
tion omitted).

198 Id. at 397,91 S. Ct. at 2004, 29 L. Ed. 2d at 627. See
Yorinsk v. Imbert, 39 F. Supp. 3d 218-220 (D.D.C. 2014)
(holding that constitutional tort claims brought pursuant
to Bivens do not authorize injunctive relief) and Dorwart
v. Caraway, 2002 MT 240, P44, 312 Mont. 1, 15, 58 P.3d
128, 136 (Mont. 2002) (holding that “the Bivens line of
authority buttressed by § 874A of the Restatement (Sec-
ond) of Torts are sound reasons for applying a cause of
action for money damages for violations of those self-exe-
cuting provisions of the Montana Constitution”). See also
Wood v. Moss, 134 S. Ct. 2056, 2066, 188 L. Ed. 2d 1039,
1050-1051 (2014) (holding that the “implied right of
action for damages against federal officers” extends to
First Amendment claims).

199 James E. Pfander and David Baltmanis, Rethinking
Bivens: Legitimacy and Constitutional Adjudication,
98 Gro. L. J. 117, 118 (2009) [hereinafter Pfander and
Baltmanis].

200 Id. at 121, 126.

201 ]d. at 131
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(Westfall Act) may have some relevance to the
digest.2? In the Westfall Act, Congress “virtually”
immunized federal government officials from liabil-
ity under state common law by “substituting the
government as a defendant under the FTCA for
these claims,” while “preserving the right of individ-
uals to pursue Bivens actions for a ‘violation of the
Constitution of the United States.”?*> Under 28
U.S.C. § 2679(d)(1), if the Attorney General certifies
that a
defendant employee was acting within the scope of his office
or employment at the time of the incident out of which the
claim arose, any civil action or proceeding commenced upon
such claim in a United States district court shall be deemed
an action against the United States under the provisions of
this title and all references thereto, and the United States
shall be substituted as the party defendant.

Nevertheless, a “plaintiff must still allege and
prove an actionable constitutional violation and
overcome any qualified immunity defense.”?* In
addition, the availability of alternative federal rem-
edies could preclude a Bivens claim.2%

The prevailing view on the viability of Bivens
claims is that, first, “the Westfall Act changed the
nature of the Bivens question” by immunizing fed-
eral employees from private lawsuits based on acts
performed within the scope of their employment and
converting them into FTCA suits against the United
States.?”® Second, the “the Westfall Act...explicitly

202 Federal Employees Liability Reform and Tort
Compensation Act of 1988 (Westfall Act), Pub. L. No.
100-694, 102 Stat. 4563.

208 Pfander and Baltmanis, supra note 199, at 131. See
also HENRY COHEN AND VIVIAN S. CHU, CONG. RESEARCH SERV.,
FepERAL TorT Cramvs Act 16 (April 27, 2009) [hereinafter
Cohen and Chu] (stating that the Westfall Act immunizes
a federal employee from liability under state law but that
a federal employee may be sued for violating the Constitu-
tion or violating a federal statute that authorizes suit
against an individual).

20¢ Pfander and Baltmanis, supra note 199, at 132.
205 Id

206 Carlos M. Vazquez and Stephen I. Vladeck, State
Law, the Westfall Act, and the Nature of the Bivens Ques-
tion, 161 U. Pa. L. Rev. 509, 517 (2013) (citing 28 U.S.C.
§ 2679(b)) [hereinafter Vazquez and Vladeck]. 28 U.S.C.
§ 2679(b) (2015) states:

(1) The remedy against the United States provided
by sections 1346(b) and 2672 of this title for injury or
loss of property, or personal injury or death arising or
resulting from the negligent or wrongful act or omis-
sion of any employee of the Government while acting
within the scope of his office or employment is exclusive
of any other civil action or proceeding for money dam-
ages by reason of the same subject matter against the
employee whose act or omission gave rise to the claim
or against the estate of such employee. Any other civil
action or proceeding for money damages arising out
of or relating to the same subject matter against the

preserves actions “brought for a violation of the
Constitution of the United States.”?” Writers have
argued that in 2012 the Supreme Court in Minneci
v. Pollard?®® “endorsed the prevailing reading of the
Westfall Act as preempting state law remedies
against federal officials, even for conduct that vio-
lates the Constitution.”® Thus, “[a] federal official
who commits a constitutional tort is not subject to
liability under state law (because of the Westfall
Act), and no statute similar to § 1983 makes federal
officials liable under federal law for violating another
person’s constitutional rights.”?!® Thus, the Westfall
Act “leaves the federal Bivens action as the sole
remedy against [a federal] official,”?"! but “the Court
has essentially abandoned the practice of recogniz-
ing implied rights of action to enforce federal statu-
tory rights.”?12

Another scholar writing on privacy law and post-
Bivens cases argues that the Supreme Court is
unlikely to create new Bivens claims for violations of
privacy and highlights several obstacles to a Bivens
claim against a federal official.?!? First, as discussed
in the article, in 2009 in Ashcroft v. Iqbal,>'* Justice
Kennedy stated that the Court in Bivens “recognized
for the first time an implied private action for dam-
ages against federal officers alleged to have violated
a citizen’s constitutional rights.”!> However, Justice

employee or the employee’s estate is precluded with-
out regard to when the act or omission occurred.

(2) Paragraph (1) does not extend or apply to a civil
action against an employee of the Government—

(A) which is brought for a violation of the Constitu-
tion of the United States, or

(B) which is brought for a violation of a statute of
the United States under which such action against an
individual is otherwise authorized.

(Emphasis added).

207 Vazquez and Vladeck, supra note 206, at 517 (quot-
ing 28 U.S.C. § 2679(b)(2)(A) (quoted in the preceding
footnote)).

208 132 S. Ct. 617, 181 L. Ed. 2d 606 (2012).

209 Vazquez and Vladeck, supra note 206, at 517 (citing
132 S. Ct. 617, 623, 181 L. Ed. 2d 606 (2012)).

219 Cohen and Chu, supra note 203, at 18.

211 Vazquez and Vladeck, supra note 206, at 517. See
also Pfander and Baltmanis, supra note 199, at 123 (stat-
ing that “[t]oday, Bivens provides the only generally avail-
able basis on which individuals can seek an award of dam-
ages for federal violations of constitutional rights”).

%12 Pfander and Baltmanis, supra note 199, at 126 (cit-
ing Wilkie v. Robbins, 551 U.S. 537 (2007)).

213 A. Michael Froomkin, Symposium: Security Breach
Notification Six Years Later: Government Data Breaches,
24 BERkELEY TecH. L.J. 1019, 1055 (2009) [hereinafter
Froomkin].

214556 U.S. 662,129 S. Ct. 1937,173 L. Ed. 2d 868 (2009).

25 Id. at 675, 129 S. Ct. at 1947, 173 L. Ed. 2d at 882
(citation omitted).
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Kennedy also wrote that “[blecause implied causes
of action are disfavored, the Court has been reluc-
tant to extend Bivens liability ‘to any new context or
new category of defendants.”?!® Even when Bivens
claims have been allowed, a 2009 Government
Accountability Office (GAO) report concluded that
the likelihood of an eventual monetary recovery in a
Bivens case is quite rare.?!”

A second obstacle to Bivens claims is that
“[glovernment officials may not be held liable for the
unconstitutional conduct of their subordinates under
a theory of respondeat superior.”®® Because vicarious
liability does not apply in a Bivens case (or in § 1983
actions), each government official who is a defendant
in a Bivens case must be shown to have violated the
Constitution; otherwise, a plaintiff does not have a
cognizable claim against that defendant.?'®

Third, a particularly difficult obstacle to a Bivens
claim is the defense of qualified immunity, discussed
in the next subsection.??

Finally, a threshold, and likely dispositive issue
that would preclude a Bivens claim, as well as a
§ 1983 claim, is that there is no case holding that
the collection or dissemination of one’s personal or
locational data violates a right to privacy under the
U.S. Constitution.

216 Id. at 675, 129 S. Ct. at 1947, 173 L. Ed. 2d at 882
(citations omitted).

217 Cohen and Chu, supra note 203, at 21.

218 Ashceroft, 556 U.S. at 676, 129 S. Ct. at 1948, 173 L.
Ed. 2d at 882 (citing Monell v. Dep’t of Soc. Servs., 436
U.S. 658, 691, 98 S. Ct. 2018, 56 L. Ed. 2d 611 (1978)
(finding no vicarious liability for a municipal “person”
under 42 U.S.C. § 1983)); Dunlop v. Munroe, 11 U.S. 242,
7 Cranch 242,269, 3 L. Ed. 329 (1812) (A federal official’s
liability “will only result from his own neglect in not
properly superintending the discharge” of his subordi-
nates’ duties.); Robertson v. Sichel, 127 U.S. 507, 515—
516, 8 S. Ct. 1286, 1290, 32 L. Ed. 203, 206 (1888) (“A
public officer or agent is not responsible for the misfea-
sances or positive wrongs, or for the nonfeasances, or
negligences, or omissions of duty, of the sub-agents or
servants or other persons properly employed by or under
him, in the discharge of his official duties.”).

219 Asheroft, 556 U.S. at 676, 129 S. Ct. at 1948, 173 L.
Ed. 2d at 882. The Court further stated that:

Absent vicarious liability, each Government offi-
cial, his or her title notwithstanding, is only liable for
his or her own misconduct. In the context of determin-
ing whether there is a violation of a clearly estab-
lished right to overcome qualified immunity, purpose
rather than knowledge is required to impose Bivens
liability on the subordinate for unconstitutional dis-
crimination; the same holds true for an official charged
with violations arising from his or her superintendent
responsibilities.

Id. at 677, 129 S. Ct. at 1949, 173 L. Ed. 2d at 883
(emphasis added).
220 Cohen and Chu, supra note 203, at 21.

17

E. Whether There Is a Section 1983 Claim for an
Intentional or Unintentional Release of Data

As discussed, a Bivens claim against federal offi-
cials is the “federal analog” to 42 U.S.C. § 1983 claims
against state officials.??! However, it does not appear
that a complaint against transportation agency offi-
cers or employees for a violation of an individual’s
right to privacy based on a disclosure of secure data
or monitoring data would state a claim under § 1983.

Section 1983 states in part that “[e]very person
who, under color of any statute, ordinance, regula-
tion, custom, or usage, of any State or Territory or
the District of Columbia, subjects, or causes to be
subjected, any citizen of the United States or other
person within the jurisdiction thereof to the depri-
vation of any rights, privileges, or immunities
secured by the Constitution and laws, shall be liable
to the party injured....”?*

As explained in Toomer v. Garrett,?®® a state and
state officials acting in their official capacities are
not “persons” within the meaning of § 1983 actions
for money damages,?** but they are considered per-
sons for § 1983 purposes when they are sued for
injunctive relief?” When state officials are sued
under § 1983 in their individual capacities, they
may be held liable for damages.??® However, when
state officials are sued in their individual capacities,
the defense of qualified immunity will shield them
from personal liability, unless it is shown that they
have caused an injury by violating a known, clearly
established constitutional or statutory right.?*

Thus, the qualified immunity doctrine may shield
completely an official’s conduct even though the con-
duct violated the Constitution.?®® As one scholar
explains the defense, if a reasonable official could
have believed that his or her actions were lawful,
then the doctrine operates to excuse some “reason-
able ignorance” of the law.??® The rationale for the
doctrine is that it permits officials to be decisive and
exercise their judgment for the public good but

221 Ashcraft, 556 U.S. at 675, 129 S. Ct. at 1948, 173 L.
Ed. 2d at 882.

222 42 U.S.C. § 1983 (2015).

223155 N.C. App. 462, 574 S.E.2d 76 (2002).

24 Id. at 472,574 S.E.2d at 86 (citation omitted).
225 Id

26 Id. at 473, 574 S.E.2d at 86.

21 Id., citing Andrews v. Crump, 144 N.C. App. 68,
75-76, 547 S.E.2d 117, 122, disc. review denied, 354 N.C.
215, 553 S.E.2d 907 (2001) (quoting Harlow v. Fitzgerald,
457 U.S. 800, 818, 102 S. Ct. 272, 773 L. Ed. 2d 396,
410 (1982)).

228 Barbara E. Armacost, Qualified Immunity: Igno-
rance Excused, 51 VAND. L. Rev. 581, 584 (1998) [herein-
after Armacost].

229 Id
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provides them with a “margin of error” when they
“make reasonable mistakes about the exact bound-
aries of constitutional law....”?3 Or, stated differ-
ently, “qualified immunity protects from liability all
but the ‘plainly incompetent’ or the official who
could not reasonably have believed that [his or her]
actions were lawful.”?3!

In Harlow v. Fitzgerald,?®* a § 1983 action, the
Supreme Court held that government officials who
are acting within their discretionary authority but
who are sued in their individual capacities have
qualified immunity as long as “their conduct does
not violate clearly established statutory or constitu-
tional rights of which a reasonable person would
have known.”3 For government officials to have
acted within the scope of their discretionary author-
ity means that their “actions were (1) undertaken
pursuant to the performance of [their official] duties
and (2) within the scope of [their] authority.”?**

In Borucki v. Ryan,?® the First Circuit relied on
Harlow in holding that the defendant was entitled to
qualified immunity, because the “alleged right of pri-
vacy was not clearly established as of the date” of the
alleged violation of a right to privacy.?*¢ The Borucki
court appears to attach an additional requirement,
one that goes beyond determining whether a consti-
tutional or statutory right has been clearly estab-
lished: “when the law requires a balancing of compet-
ing interests, it may be unfair to charge an official
with knowledge of the law in the absence of a previ-
ously decided case with clearly analogous facts.”?"

In Toomer, a former state government employee
alleged that the Secretary of the North Carolina
DOT disclosed the plaintiff’s personnel file to the
news media. The plaintiff alleged that the file con-
tained his Social Security number and other PII, as
well as the history and details of a settlement of a
personnel claim between the plaintiff and the DOT.23®

230 Id. at 586.

21 Id. at 600 (citing Malley v. Briggs, 475 U.S. 335, 341
(1986) and quoting Anderson v. Creighton, 483 U.S. 635, 638
(1987) (stating that qualified immunity obtains "as long as
[the officials’] actions could reasonably have been thought
consistent with the rights they were alleged to have vio-
lated™")).

232 457 U.S. 800, 814, 102 S. Ct. 2727, 73 L. Ed. 2d 396
(1982).

238 Id. at 818,102 S. Ct. 2727, 73 L. Ed. 2d 396 (citation
omitted).

234 Lenz v. Winburn, 51 F.3d 1540, 1545 (11th Cir. 1995)
(citations omitted) (internal quotation marks omitted).

235 827 F.2d 836, 837 (1st Cir. 1987) (citations omitted).

236 Id

2T Id. at 848 (footnote omitted) (citations omitted)
(emphasis added).

238 Toomer, 155 N.C. App. at 467,574 S.E.2d at 83.

In response to the plaintiff’s substantive due process
claim, the court held that “one’s privacy interest in the
information contained in personnel files does not fall
under the recognized fundamental right to privacy”
that exists for personal and family decisionmaking.?®

However, the plaintiff’s allegations were sufficient
to state a claim for a violation of the Fourth Amend-
ment’s protection “against arbitrary government
action that is so egregious that it ‘shocks the con-
science’ or offends a ‘sense of justice.”?'° In Toomer, the
defendants allegedly “acted with a high level of culpa-
bility, including deliberate indifference, malice, willful-
ness, and retaliation. While intentional conduct is that
‘most likely’ to meet the test, that alone will not suf-
fice; the conduct must be ‘intended to injure in some
way unjustifiable by any government interest.”?!!
Thus, “[a]rbitrary acts that have an abusive purpose
and lack legitimate justification violate due process.”**?
The court held that the North Carolina DOT’s Secre-
tary’s action in disclosing Toomer’s personnel file was
“outside the scope of authority, [done] maliciously, in
bad faith, and for retaliatory reasons.”?*?

Another privacy case against state officials is Collier
v. Dickinson,?** in which the plaintiffs sued execu-
tive-level officials with the Florida Department of
Highway Safety and Motor Vehicles for selling the
plaintiffs’ personal information to mass marketers
in violation of the DPPA.?% In addition to a claim
under the DPAA, the plaintiffs filed a § 1983 claim.
Stating that the court’s decision was consistent with
prior precedent in the Eleventh Circuit, the Collier
court held there was no constitutional right to pri-
vacy that had been violated.?*¢ There was, however,
a statutory violation of privacy, because the “DPPA
clearly, unambiguously, and expressly creates a stat-
utory right which may be enforced” by the plain-
tiffs.?4” Although the defendants argued that the
DPAA’s “comprehensive enforcement scheme” was
incompatible with enforcement under § 1983,%8 the

29 Id. at 469,574 S.E.2d at 84 (citing Kallstrom, supra).

240 Id. at 470, 574 S.E.2d at 84 (citing United States v.
Salerno, 481 U.S. 739, 746, 107 S. Ct. 2095, 95 L. Ed. 2d
697, 708 (1987), County of Sacramento v. Lewis, 523 U.S.
833, 118 S. Ct. 1708, 140 L. Ed. 2d 1043 (1998), State v.
Guice, 141 N.C. App. 177, 541 S.E.2d 474 (2000)).

241 Id. (citation omitted) (some internal quotation marks
omitted).

2 [d. at 474,574 S.E.2d at 84. Under the circumstances
of the Toomer case, the intentional disclosure also stated a
§ 1983 claim for a violation of the Equal Protection Clause of
the United States Constitution. Id. at 477, 574 S.E.2d at 89.

23 Id. at 481,574 S.E.2d at 91.

244 477 F.3d 1306 (11th Cir. 2007).
245 Id. at 1307.

246 Id. at 1308.

27 Id. at 1308-1309.

28 1d. at 1311.
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court disagreed, holding that the DPAA and § 1983
enforcement mechanisms are “complementary.”?
Because the statutory language gave the defendants
“clear notice...that releasing the information...vio-
lated federal law,” the defendants were not entitled
to qualified immunity.?*°

In Kiminski v. Hunt,?' in which a federal court in
Minnesota dismissed claims brought under the
DPPA, the court likewise dismissed the plaintiffs’
§ 1983 claim. The complaint alleged that defendant
John Hunt (Hunt), a former employee of the Min-
nesota Department of Natural Resources (DNR),
accessed the motor vehicle record data of the plain-
tiffs, as well as the data of 5,000 other individuals.?%?
The complaint sought to hold various state defen-
dants, namely employees of the Minnesota Depart-
ment of Public Safety and DNR and the agencies’
commissioners in their official capacities, liable
under the DPPA and § 1983.2%3

The court granted the state defendants’ motion
(which did not include Hunt) to dismiss the § 1983
action for failure to state a claim.?® The court held
that in a § 1983 action, the “plaintiff must allege
deprivation of a right secured by the Constitution
and laws of the United States and must show that
the deprivation was committed by a person acting
under color of state law.”?*® As held by the court in
Borucki, it is not enough that a general right exists,
“otherwise ‘plaintiffs would be able to convert the
rule of qualified immunity...into a rule of virtually
unqualified liability simply by alleging violation of
extremely abstract rights.”?%6

In Kiminski, the court dismissed the plaintiffs’
§ 1983 claim because there was “no constitutional
right to privacy in the information protected by the
DPPA.”?" The court observed that the Eighth Cir-
cuit has held that even for medical information,
there is “no blanket constitutional privacy protec-
tion....”?® Unlike the Eleventh Circuit’s decision in
Collier, the court in Kiminski also held that a § 1983
claim for a violation of the DPPA was precluded
“because the DPPA explicitly provides for a

249 Id‘

%0 Id. at 1312.

212013 U.S. Dist. LEXIS 157829, at *1 (D. Minn. 2013).

%2 Id. at *2.

%3 Id. at *1.

%4 ]d. at *2,43.

255 Id. at *25 (citing West v. Atkins, 487 U.S. 42, 48, 108
S. Ct. 2250, 101 L. Ed. 2d 40 (1988)).

256 Borucki, 827 F.2d at 838 (citations omitted).

27 Kiminski, 2013 U.S. Dist. LEXIS 157829, at *40
(citation omitted).

258 Id. at *42 (citing Cooksey v. Boyer, 289 F.3d 513, 517
(8th Cir. 2002)).

19

comparatively restrictive private cause of action”
that is “inconsistent” with a § 1983 claim.?*

In Kraege v. Busalacchi,?® the plaintiff likewise
alleged that state employees had released their per-
sonal information in violation of the DPPA.26!
Wisconsin’s policy was to permit Wisconsin driver
information to be released to purchasers who agree
to use it for permissible purposes, a policy that the
defendant employees followed.2s2 The court held
that the defendants did not misread or misjudge the
state policies but simply had followed the policy; the
crux of the plaintiff’s complaint had to do with the
policy, not with the defendants’ choices.?®® Therefore,
the claims were “substantially against the State of
Wisconsin” and thus were barred by the doctrine of
sovereign immunity.*

Finally, a disclosure, of course, could be made by
contractors charged with the responsibility to collect
and safeguard data. Section 1983 requires that a
violator act under color of law, but “does not require
that the accused be an officer of the State. It is
enough that he is a willful participant in joint activ-
ity with the State or its agents....”?% Although it
appears that a contractor could be subject to § 1983,
it would have to be shown that a transportation
agency’s agent violated a known, established consti-
tutional right to privacy.

In sum, unless the Supreme Court recognizes a
constitutional right to privacy in secure or monitoring
data, it appears that a complaint against transporta-
tion agency officers or agents for a disclosure of such
data would fail to state a claim under § 1983. It has
been held that there is no constitutional right to pri-
vacy even in the PII of the type protected by the DPPA
or in an employee’s personnel file.?¢ A violation of a
statute (e.g., the DPPA) may be the basis of a § 1983
claim in courts permitting a claim both under the
statute and under § 1983. (More recent authority
holds that there is a claim only under the DPAA.)
Unlike the DPAA, discussed in Section IV.C, there is
presently no federal statute that protects personal
and locational data of the type found in secure data or
monitoring data collected by transportation agencies.

Moreover, in the absence of a clearly established
constitutional or statutory right to privacy of which a

29 Id. at *31, 35.

260 687 F. Supp. 2d 834 (W.D. Wis. 2009).
26118 U.S.C. §§ 27211-27225.

262 Kraege, 687 F. Supp. 2d at 839.

263 Id. at 836.

264 Id. at 835.

265 Fadjo, 633 F.2d 1172, 1175 (5th Cir. 1981) (citations
omitted).

%6 Kiminski, 2013 U.S. Dist. LEXIS 157829, at *40
(citation omitted).
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reasonable person would have known, state officials
or employees sued in their individual capacities would
have qualified immunity for a disclosure of secure
data or monitoring data.?” A § 1983 claim could arise
if an official commits an egregious, intentional, arbi-
trary, and malicious act that in and of itself violates
the Fourth Amendment as alleged in the Toomer case.
However, a claim based on “mere negligence” for a dis-
closure of personal data ordinarily would be insuffi-
cient because “under section 1983 there must be an
intentional or deliberate deprivation of life, liberty, or
property, or at least ‘deliberate indifference.”?®

IV. WHETHER THERE ARE FEDERAL STATUTES
APPLICABLE TO TRANSPORTATION AGENCIES’
COLLECTION OR DISCLOSURE OF DATA

A. Evolution of Federal Statutory Privacy Rights

With respect to federal statutes protecting indi-
viduals’ right to privacy, the laws historically have
been derived from general tort law, but government
recordkeeping on its citizens has resulted in “a dis-
tinct subspecies of statutory law.”?%® Some federal
laws, such as the Privacy Act and the FOIA, broadly
control the “use and disclosure of federal govern-
ment records about its citizens,”?”® whereas other
laws such as the DPPA or the Gramm-Leach-Bliley
Act of 19992 govern narrow, specific issues that
affect individuals.?” Although several federal laws
address the privacy rights of individuals, the sub-
ject of the right to privacy has been left largely to
the states.?™

Scholars point out that with respect to data col-
lection in public transportation, other than the
DPPA, there are no federal statutes that protect an
individual’s personal data and none that protect an
individual’s locational data.?™ Thus, with the excep-
tion of the DPPA that applies to the state DMVs’
collection of secure data including PII, there appear
to be no federal statutes protecting privacy rights
that are implicated by transportation agencies’ col-
lection of secure or monitoring data.?’

267 Harlow v. Fitzgerald, 457 U.S. 800, 818, 102 S. Ct.
2727, 73 L. Ed. 2d 396 (1982) (citation omitted).

268 Froomkin, supra note 213, at 1053.
269 McCarthy, supra note 83, at § 5.83.
20 Id. § 6.135.

211 Gramm-Leach-Bliley Act of 1999, § 501, Pub. L. No.
106-103, 113 Stat. 1338, codified at 15 U.S.C. § 6801 (2015).

212 Privacy Act of 1974, Pub. L. No. 93-579, 88 Stat.
1896, codified at 5 U.S.C. §§ 551(1) and 552a(b) (2015).

213 Katz, 389 U.S. at 350-351, 88 S. Ct. at 511, 19 L. Ed.
2d at 581 (footnote omitted).

274 Garry, Douma, and Simon, supra note 2, at 97.
25 Id. at 103.

B. Privacy Act of 1974

The Privacy Act of 197427 protects the privacy of
records maintained by federal agencies on individu-
als?”” and regulates the agencies’ release of privacy
information.?”® The Act is a “reaction to the perceived
threat to personal privacy presented by computer-
ized government records about its citizens” and
addresses problems “largely beyond the reach of tra-
ditional tort law.”?™

The Act requires each government agency to
make certain information available to the public but
provides further that

[tlo the extent required to prevent a clearly unwarranted

invasion of personal privacy, an agency may delete identify-

ing details when it makes available or publishes an opinion,

statement of policy, interpretation, staff manual, instruction,
or copies of records referred to in subparagraph (D)....2%

The USDOT explains that the Privacy Act sets
forth “how the federal government should treat indi-
viduals and their information and imposes duties
upon federal agencies regarding the collection,
use, dissemination, and maintenance of personally
identifiable information (PII).”?$! The USDOT also
observes that Section 208 of the E-Government Act
of 2002 “establishes the requirement for agencies to
conduct privacy impact assessments (PIAs) for elec-
tronic information systems and collections.”?%2

The Privacy Act governs government or govern-
ment-controlled corporations, but not private enti-
ties.?®* However, the Privacy Act applies to “certain
federal contractors who operate Privacy Act systems
of records on behalf of federal agencies.”?®* When dis-
closing records, no federal agency or its contractors
may disclose PII without the affected individual’s
written consent.?® If the Privacy Act and privacy
regulations provide different standards, a federal

216 See Pub. L. No. 93-579, 88 Stat. 1896, codified at 5
U.S.C. § 552a (2015).

211 5 U.S.C. § 552a(b) (2015). See also 5 U.S.C. § 552(d)
(1) (2015); Douma and Deckenbach, supra note 2, at 306.

218 5 U.S.C. §§ 552(a) and (b) (2015).

21 McCarthy, supra note 83, at § 5.85.

280 5 U.S.C. § 522(a)(2)(E) (2015).

281 1U.S. DEPT. oF TRANSPORTATION, Privacy Impact Assess-
ment (Update) National Registry of Certified Medical
Examiners (National Registry) (Aug. 20, 2012), available at:
http://www.dot.gov/sites/dot.dev/files/docs/FMCSA_PIA_
National_Registry_082012.pdf (last accessed Oct. 12, 2015).

282 Id

283 John M. Eden, When Big Brother Privatizes: Com-
mercial Surveillance, the Privacy Act of 1974, and the
Future of RFID, 2005 Duke L. & TrcH. Rev. 20, P4 (2005)
(citing 5 U.S.C. § 522(a) and (a)(1)) [hereinafter Eden].

284 65 Fed. Reg. 82,462, 82,482 (Dec. 28, 2000).

285 Id.
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agency must abide by whichever provision allows for
the least disclosure.?®¢

Section 552g(1) of the Privacy Act states:

Whenever any agency...fails to maintain any record con-
cerning any individual with such accuracy, relevance, time-
liness, and completeness as is necessary to assure fair-
ness...or fails to comply with any other provision of this
section, or any rule promulgated thereunder, in such a way
as to have an adverse effect on an individual, the individual
may bring a civil action against the agency, and the district
courts of the United States shall have jurisdiction in the
matters under the provisions of this subsection.?®

Although an individual may bring a civil action
when private information allegedly was wrongfully
disclosed, a plaintiff has the burden of showing that
the agency willfully or intentionally disclosed the
information.?®® Apparently, the Privacy Act has not
been applied to data breaches resulting from unau-
thorized access.?®

There are four essential elements that must be
established when a plaintiff makes a claim under
the Privacy Act:

(1) the information is covered by the Act as a “record” con-

tained in a “system of records;” (2) the agency “disclosed” the

information; (3) the disclosure had an “adverse effect” on the
plaintiff (an element which separates itself into two compo-

nents: (a) an adverse effect standing requirement and (b) a

causal nexus between the disclosure and the adverse effect);

and (4) the disclosure was “willful or intentional.”"

In Stephens v. Tennessee Valley Authority,®' a
former Tennessee Valley Authority (TVA) employee
sued the TVA under the Privacy Act for violating
his federal civil rights when it publicly circulated a
memorandum accusing the plaintiff of accepting
kickbacks and violating several laws.?? After the
document was released to the media, the TVA
recalled and replaced it with a sanitized document
that did not personally identify the plaintiff; how-
ever, one copy of the original document was released
publicly.?® The court held that the plaintiff could
not recover for a violation of the Privacy Act even
though there was a wrongful disclosure because
the agency had not acted willfully or intention-
ally.?®* By recalling and sanitizing the document,

286 Id

875 U.S.C. §§ 552a(g)(1)(A)—~(D) (2015) (emphasis added).
288 5 U.S.C. § 552a(g)(4) (2015).

289 Froomkin, supra note 213, at 1034.

290 Quinn v. Stone, 978 F.2d 126, 131 (3d Cir. 1992).
21754 F. Supp. 579, 584 (E.D. Tenn. 1990).

22 Id. at 580.

23 Id. at 581.

24 Id. at 582.
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the TVA demonstrated a concern for the plaintiff’s
privacy interests.?®

However, in a 2008 case brought under the Privacy
Act, American Federation of Government Employees
v. Hawley,?® the plaintiffs alleged that the defendants
violated the Aviation and Transportation Security
Act (ATSA)?" and the Privacy Act?® by failing to
establish appropriate safeguards to insure the secu-
rity and confidentiality of personnel records.

A federal court in the District of Columbia
explained what is meant by the Privacy Act’s require-
ment that a violation be intentional or willful:

An agency acts in an intentional or willful manner “either
by committing the act without grounds for believing it to be
lawful[] or by flagrantly disregarding others’ rights under
the Act.” ...To rise to this level, “[t]he violation must be so
patently egregious and unlawful that anyone undertaking
the conduct should have known it [to be] unlawful.”*®

The plaintiffs alleged that the defendants were
informed repeatedly of “recurring, systemic, and
fundamental deficiencies in [their] information
security,” but that the defendants “demonstrated
reckless disregard for privacy rights when [theyl]
failed to effectively secure the external hard drive
that maintained the personal information of [their]
personnel workforce.”® The court held, inter alia,
that the plaintiffs’ allegations that the agency had
negligently lost control of their personal data by fail-
ing to establish safeguards to prevent the loss of
hard drives stated a claim.3!

In subsequent proceedings, however, the court
granted the defendants’ motion for summary judg-
ment because the undisputed facts showed that nei-
ther had there been a violation of the Privacy Act nor
had the plaintiffs sustained any actual damages.

In 2014 in Kelley v. FBI**? a federal court in the
District of Columbia held that the plaintiffs pled
sufficient facts to state a claim against the FBI
under the Privacy Act.?® In Kelley, after the

29 Id. at 583. See also Wisdom v. Dep’t of Housing and
Urban Development, 713 F.2d 422, 424-425 (8th Cir. 1983)
(holding that the Department of Housing and Urban
Development had not acted intentionally or willfully in
disclosing information to the IRS pertaining to an indi-
vidual’s default on a home loan).

296 543 F. Supp. 2d 44 (D.D.C. 2008).
27 Id. at 45 (citing 49 U.S.C. §§ 44901 and 44935).
25 Id. (citing 5 U.S.C. § 552a).

29 Id. at 51 (citations omitted) (some internal quotation
marks omitted).

300 Id. at 52 (citations omitted) (some internal quotation
marks omitted).

301 Id. at 51-53.
302 67 F. Supp. 3d 340 (D.D.C. 2014).
303 Id. at 264.
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plaintiffs received a number of harassing emails,
they notified the FBI of the cyber stalking.?** During
the investigation, the plaintiffs consented to giving
the passwords to their email accounts to the FBI to
enable it to track the IP address of the stalker.3®> The
FBI promised not to release the plaintiffs’ names,
but their names were released when the media
received some of the harassing emails that the
plaintiffs had received.?*® The plaintiffs alleged that
their information and report to the FBI were main-
tained in a system of records that identified them by
name or identification number, that the FBI shared
this information with the Department of Defense,
and that both agencies disclosed the information to
the media.?” As of October 12, 2015, there were no
further reported proceedings in the Kelley case.

Finally, the Privacy Act provides that a person
shall be entitled to recover no less than $1,000.3¢ In
2004, in Doe v. Chao,>® the Supreme Court held that
in the absence of proof of actual damages, the peti-
tioner could not recover for a violation of the Privacy
Act even though the government repeatedly disclosed
the claimant’s Social Security number.?* It was not
sufficient to show that the government intentionally
or willfully violated the Act; the claimant also had to
show an adverse effect, i.e., actual damages.3!!

C. Driver’s Privacy Protection Act

The Driver’s Privacy Protection Act of 199432
protects personal information collected by a state
DMV. The DPPA provides that a DMV officer,
employee, or contractor must not knowingly disclose
or otherwise make available to any person or entity:

(1) personal information, as defined in 18 U.S.C. 2725(3),
about any individual obtained by the department in connec-

tion with a motor vehicle record, except as provided in sub-
section (b)...; or

(2) highly restricted personal information, as defined in 18
U.S.C. 2725(4), about any individual obtained by the depart-
ment in connection with a motor vehicle record, without the
express consent of the person to whom such information
applies, except uses permitted in subsections (b)(1), (b)(4),
(b)(6), and (b)(9)....513

304 Id. at 248.
305 Id. at 248-49.
306 I

307 Id. at 265. The court dismissed all other claims for
either lack of jurisdiction or failure to state a claim. Id.
at 256.

308 Froomkin, supra note 213, at 1034 (citing 5 U.S.C.
§ 552(q)(4)).

309540 U.S. 614,124 S. Ct. 1204, 157 L. Ed. 2d 1122 (2004).

310 Id. at 616, 124 S. Ct. at 1206, 157 L. Ed. 2d at 1129.

31 Id. at 627,124 S. Ct. at 1212, 157 L. Ed. 2d at 1134.

312 18 U.S.C. §§ 2721-2725 (2015).

313 18 U.S.C. §§ 2721(a)(1) and (2) (2015).

The term “personal information” is defined as
information that identifies an individual, such as by
name, address (but not the 5-digit zip code), tele-
phone number, Social Security number, driver iden-
tification number, photograph, or medical or disabil-
ity information, but not information on vehicular
accidents, driving violations, and a driver’s status.?™
The term “highly restricted personal information”
means an individual’s Social Security number, pho-
tograph or image, or medical or disability informa-
tion.?® The term “express consent” means that a
person must consent in writing, but consent may be
evidenced by a signature sent electronically.3!6

Although there are various exceptions in the
DPPA that allow for the dissemination of personal
information, an important one is that personal infor-
mation may be disclosed “[flor use by any govern-
ment agency, including any court or law enforcement
agency, in carrying out its functions, or any private
person or entity acting on behalf of a Federal, State,
or local agency in carrying out its functions.”'”

The DPPA provides for a private right of action that
may be brought in a United States district court
against a person who knowingly violates the DPPA.3®
The DPPA provides that “[a] person who knowingly
obtains, discloses, or uses personal information, from a
motor vehicle record, for a purpose not permitted
under this chapter shall be liable to the individual to
whom the information pertains....”®" In the event of
liability, a court may award actual damages but not
less than liquidated damages in the amount of $2,500,
punitive damages if there is proof of a willful or reck-
less disregard of the law, and attorneys’ fees and other
litigation costs that are reasonably incurred, as well as
preliminary and equitable relief when appropriate.3?

Several state and local governments unsuccess-
fully challenged the constitutionality of the DPAA
on the basis that the law exceeds Congress’s author-
ity under the Commerce Clause. In Travis v. Reno,**!
the State of Wisconsin argued that the law required
the state to “make costly changes in the way it han-
dles requests for access to its records,” as well as pre-
vented the State from generating revenue by selling
personal information to third parties for mailing
lists. However, the Seventh Circuit, stating that
“driving is an interstate business,”?? held that

31418 U.S.C. § 2725(3) (2015).

31518 U.S.C. § 2725(4) (2015).

31618 U.S.C. § 2725(5) (2015).

31718 U.S.C. § 2721(b)(1) (2015).

31818 U.S.C. § 2724(a) (2015).

31918 U.S.C. § 2724(a) (2015).

32018 U.S.C. § 2724(b) (2015).

#1163 F.3d 1000, 1002 (7th Cir. 1998).
322 Id
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“nothing in the [DPPA] interferes with the state’s
ability to license drivers and remove dangerous ones
from the road; it regulates external rather than
internal uses of the information.”??

Thus, with respect to statutes such as the DPPA,
it appears that federal privacy laws are likely to be
upheld when they regulate interstate commerce and
govern the external uses of information without
interfering with a state or local government’s perfor-
mance of its regulatory responsibilities.

D. Other Federal Privacy Laws

Some federal laws are broad in scope and allow a
government agency to enforce privacy law even in
the absence of explicit rules. For example, the Fed-
eral Trade Commission Act of 1914 (FTC Act)** is
used to regulate companies’ privacy notices to con-
sumers concerning how they collect and use con-
sumer data, including locational data.??> However,
the FTC Act only states that the FTC is “empowered
and directed to prevent persons, partnerships, or
corporations...from using unfair methods of compe-
tition...and unfair or deceptive acts or practices in
or affecting commerce.”*?¢

In 2014, in FTC v. Wyndham Worldwide Corpora-
tion,*?" a federal district court in New Jersey stated
that rapidly evolving digital and privacy issues are
in an “ongoing struggle” over a “variety of thorny
legal issues that Congress and the courts will con-
tinue to grapple with....”?® Nevertheless, the court
held that even in the absence of more formal notice
via rulemaking, the FTC could bring an action
against the defendant under the FTC Act when “an
agency...is given an option to proceed by rulemaking
or by individual adjudication the choice is one that
lies in the informed discretion of the administrative
agency.”?? The court recognized that the FTC has
broad authority to regulate the security of data even
if explicit language is not included in the statute.
The court reasoned that “the FTC’s unfairness
authority over data security” would not “lead to a

323 Id. at 1003. See also Reno v. Condon, 528 U.S. 141,
148,151,120 S. Ct. 666, 671,672, 145 L. Ed. 2d 587 (2000)
(holding that the sale or release of motorists’ information
in interstate commerce was “sufficient to support congres-
sional regulation” and that the DPPA does not require the
states to enact any laws or regulations) and Zittel v. City
of Gainesville, 2013 U.S. Dist. LEXIS 128209, at *1 (N.D.
Fla. 2013) (upholding the DPPA’s constitutionality).

32¢ Pub. L. No. 63-203, 38 Stat. 717, as amended and
codified at 15 U.S.C. §§ 41-58 (2015).

325 See 15 U.S.C. § 45(a) (2015).

326 15 U.S.C. § 45(a)(2) (2015).

32710 F. Supp. 3d 602 (D. N.J. 2014).

328 Id. at 610.

329 Id. at 617, 619 (citation omitted).
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result that is incompatible with more recent legisla-
tion” or “plainly contradict congressional policy.”33°

Because Section 5 of the FTC Act “codifies a three-
part test that proscribes whether an act is ‘unfair,”
the court was not convinced by the defendant’s argu-
ment that regulations are the only way to provide
fair notice.3*! Therefore, prior to bringing a suit for a
violation of the Act, the FTC was not required to pro-
mulgate regulations explaining what data security
practices were forbidden or required by the FTC Act.
The court stated that a ruling for the defendant
would mean that “the FTC would have to cease
bringing all unfairness actions without first pro-
scribing particularized prohibitions—a result that is
in direct contradiction with the flexibility necessar-
ily inherent in Section 5 of the FTC Act.”32

As for other federal privacy legislation, there are
federal laws that require regulated entities to have
privacy policies, but the laws do not create a private
right of action for violations of the policies. For exam-
ple, the Gramm-Leach-Bliley Act of 1999332 requires
financial institutions to have privacy policies but
does not provide for a private right of action.3**

A 2014 Legal Research Digest (LRD) published by
TRB discusses®® USDOT privacy regulations, as
well as the Health Insurance Portability and
Accountability Act (HIPPA),?* the Patient Protec-
tion and Affordable Care Act,?*” the Public Health
Service Act?3® and Records of Substance Abuse, the

330 Id. at 612 (citation omitted) (internal quotation
marks omitted).

31 Id. at 619 (citation omitted).
332 Id. at 621.

333 Pub. L. No. 106-102, 113 Stat. 1338, codified at 15
U.S.C. § 6801 (2015).

33 Lowe v. Viewpoint Bank, 972 F. Supp. 2d 947, 954, 961
(N.D. Tex. 2013). See also Dunmire v. Morgan Stanley, 475
F.3d 956 (8th Cir. 2007); Borninski v. Williamson, 2004 U.S.
Dist. LEXIS 29407, at *1 (N.D. Tex. 2004); and Downs v.
Regions Bank, 2010 U.S. Dist. LEXIS 6231, at *1 (M.D. Ala.
2010).

335 LArry W. THOMAS, How THE HEALTH INSURANCE PORTA-
BILITY AND ACCOUNTABILITY AcT (Hipaa) aND OTHER Privacy
Laws ArreEcT PuBLIc TRANSPORTATION OPERATIONS (Legal
Research Digest No. 46, Transportation Research Board of
the National Academies of Sciences, Engineering, and Medi-
cine, 2014). (Digest also referencing the Electronic Commu-
nications Privacy Act, 18 U.S.C. §§ 2511(1)(a)-(b), Telecom-
munications Act, 47 US.C. §§ 222(a)-(c), Cable
Communications Act, 47 U.S.C. § 551, Child Online Protec-
tion Act, 15 U.S.C. §§ 6501(4) and (8), Gramm-Leach-Bliley
Act, 15 US.C. §§ 6801(a)-(b), Sarbanes-Oxley Act, 15 U.S.C.
§ 7262, and Fair Credit Reporting Act, 15 U.S.C. § 1681),
available at http://onlinepubs.trb.org/onlinepubs/terp/terp_
Ird_46.pdf (last accessed Oct. 12, 2015).

336 Pub. L. No. 104-191, 110 Stat. 1936 (1996).
337 Pub. L. No. 111-148, 124 Stat. 119-1025 (2010).
338 Pub. L. No. 78-410, ch. 373, 58 Stat. 682 (1944).

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/23586

24

Employee Retirement Income Security Act of
1974,3% the Family Educational Rights and Privacy
Act,?® Medicare and Medicaid, and the Genetic
Information Nondiscrimination Act.?*!

E. Proposed Federal Privacy Legislation

1. Geolocational Privacy and Surveillance Act

Introduced in the House on January 22, 2015, the
Geolocational Privacy and Surveillance Act®*? would
amend the federal criminal code to require a search
warrant to acquire geolocational information.#
Although there are exemptions (e.g., consent, emer-
gency circumstances), the bill also would prohibit
any person providing covered services from inten-
tionally divulging geolocational information per-
taining to another person and would prevent the use
of such information as evidence. The bill has been
assigned to the House Committee on the Judiciary,
the Select Committee on Intelligence, and the Sub-
committee on Crime, Terrorism, Homeland Security,
and Investigations. In January 2015, a bill with the
same title that was introduced in the Senate was
referred to the Committee on the Judiciary.®*

2. Online Communication and Geolocation
Protection Act

Introduced in the House on February 2, 2015, the
Online Communication and Geolocation Protection
Act (OCGPA) would prohibit “an officer, employee, or
agency of the United States in the normal course of
the official duty of the officer, employee, or agent to
conduct electronic surveillance” without the consent
of the individual under surveillance or pursuant to a
warrant.?*® The OCGPA also would prohibit commu-
nications-related service providers from disclosing

339 Pub. L. No. 93-406, 88 Stat. 829 (1974).
340 Pub. L. No. 93-380, 88 Stat. 484 (1974).
341 Pub. L. No. 110-233, 122 Stat. 881 (2008).

342 Geolocational Privacy & Surveillance Act, H.R. 491,
114th Cong. (2015).

343 An older version of the bill was previously introduced
in the House in 2013 under the same title. See Geolocational
Privacy & Surveillance Act, H.R. 1312, 113th Cong. (2013).
It may be noted that the Location Privacy Protection Act of
2014 (LPPA), S. 2171, 113th Cong. (2014) would have made
it presumptively illegal for nongovernment entities to col-
lect an individual’s locational information absent consent.
On March 27, 2014, the LPPA was referred to the Commit-
tee on the Judiciary. 113 Bill Tracking S. 2171, 133th Cong.
(2014). On June 4, 2014, the Committee on the Judiciary
Subcommittee on Privacy, Technology, and the Law held
hearings on the proposed legislation. Id. The bill has not
been introduced in the current session of Congress.

34 Geolocational Privacy and Surveillance Act, S. 237,
114th Cong. (2015).

345 Online Communications and Geolocation Protection
Act, H.R. 656, 114th Cong. (2015).

geolocational information to governmental enti-
ties.? The bill includes exceptions for electronic
surveillance authorized by the Foreign Intelligence
Surveillance Act of 197827 and for emergency
responders or police officers acting in situations pre-
senting an immediate danger of death or serious
injury.3® On March 17, 2015, the bill was referred to
the Subcommittee on Crime, Terrorism, Homeland
Security, and Investigations.?*?

3. Driver Privacy Act

The proposed Driver Privacy Act (DPA), introduced
in the Senate on March 17, 2015, would protect data
recorded in a passenger vehicle’s event data recorder
(EDR), regardless of when the vehicle was manufac-
tured, by ascribing ownership of the data to the owner
or lessee of the vehicle.?® Under the DPA, EDR data
would not be accessible by anyone other than the
owner or lessee unless: 1) the data is required by court
order; 2) the owner or lessee grants consent; 3) the
data is obtained pursuant to an investigation by the
National Transportation Safety Board or the USDOT;
4) the data is obtained “for the purpose of determining
the need for, or facilitating, emergency medical
response in response to a motor vehicle crash”; or
5) the data is obtained for traffic safety research and
the owner’s or lessee’s identification is not disclosed.®*

After referral to the Committee on Commerce,
Science, and Transportation, the Committee on
March 25, 2015, sent the DPA to the Senate for
its consideration.3?

4. Biometric Information Privacy Act

Under the proposed Biometric Information Pri-
vacy Act (BIPA), although biometric information on
an individual would have been available pursuant to
a court order, it would have been a crime whenever a
business entity, government entity, or individual
fraudulently obtained or disclosed an individual’s bio-
metric information.?5® Referred to the Subcommittee

346 I
347 Pub. L. No. 95-511, 92 Stat. 1783.

348 CRS Bill Summary, H.R. 656, 114th Cong. (2015),
available at Congress.gov (last accessed Oct. 12, 2015). On
March 6, 2013, the bill was referred to the House Commit-
tee on the Judiciary and to the Committee on Intelligence.
113 Bill Tracking H.R. 983, 113th Cong. (2013).

349 Online Communications and Geolocation Protection
Act, H.R. 656 (114th Cong. (2015)).

350 Driver Privacy Act of 2015, S.766, 114th Cong. (2015).

31 Id. The DPA was first introduced in 2014. On Sep-
tember 15, 2014, the Committee on Commerce, Science
and Transportation amended the DPA and placed the DPA
on the Senate Legislative Calendar. 113 Bill Tracking S.
1925, 113th Cong. (2014).

352 Id.

353 Biometric Information Privacy Act, H.R. 4381 (2014).
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on Crime, Terrorism, Homeland Security, and Inves-
tigations in April 2014, the bill has not been reintro-
duced in the current session of Congress.?*

5. Transportation, Housing and Urban Development,
and Related Agencies Appropriations Act

In 2014, an amendment to the Transportation,
Housing and Urban Development, and Related
Agencies Appropriations Act would have prohibited
the use of funds to mandate GPS tracking or EDRs
in personal motor vehicles. The Senate version of
the bill did not include a provision on GPS track-
ing.?® The final version of the bill, enacted as Public
Law No. 113-235, prohibited the use of funds that
would be made available under the Act to require
GPS tracking in private passenger motor vehicles
without providing “full and appropriate consider-
ation of federal privacy concerns.”%

6. Commercial Privacy Bill of Rights Act

Introduced in the House on February 25, 2015,
HR 1053 proposes to establish a regulatory frame-
work for the comprehensive protection of personal
data for individuals under the aegis of the Federal
Trade Commission.®” The bill would amend the
Children’s Online Privacy Protection Act of 1998 to
“improve provisions relating to collection, use, and
disclosure of personal information of children.”%® On
February 24, 2015, the bill was referred to the House
Committee on Energy and Commerce and thereaf-
ter on February 27, 2015, to the Subcommittee on
Commerce, Manufacturing, and Trade. On February
24,2015, an identical bill in the Senate was referred
to the Senate Committee on Commerce, Science, and
Transportation.®*®

7. Black Box Privacy Protection Act

The Black Box Privacy Protection Act would
amend the Automobile Information Disclosure Act
of 1958%% by requiring automobile manufacturers to
disclose to consumers the installation of EDRs on
new automobiles. Manufacturers would have to pro-
vide every consumer with an option to enable or dis-
able the device prior to purchasing a vehicle. The bill

35¢ Biometric Information Privacy Act, 2013 Legis. Bill
Hist. U.S. H.B. 4381, 113th Cong. (2013).

355 Transportation, Housing and Urban Development,
and Related Agencies Appropriations Act of 2015, 2013
Legis. Bill Hist. U.S. H.B. 4745, 113th Cong. (2013).

356 Pub. L. No. 113-235, § 416 (2013-2014).

357 H.R. 1053, 114th Congress (2015). Short titles for
portions of the bill include Commercial Privacy Bill of
Rights Act of 2015 and Do Not Track Kids Act of 2015.

358 Id
359 S. 547, 114th Congress (2015).
360 15 U.S.C. §§ 1231-1233 (2015).
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also would prohibit the importation into the United
States of an automobile manufactured after 2015
that is equipped with an EDR unless the consumer
is given control over the recording capabilities.?*! In
May 2015, the bill was referred to the Subcommittee
on Commerce, Manufacturing, and Trade.

8. Secure Data Act

The Secure Data Act of 2015 would prohibit a fed-
eral agency from requiring or requesting a manufac-
turer, seller, or developer of computer hardware,
software, or an electronic device made available to
the general public to design the security functions of
their products in a way that would allow the surveil-
lance of any user.?®? The bill also would prohibit a
requested or mandated physical search by a federal
agency of such a product. The bill excludes acts of
surveillance by law enforcement agencies autho-
rized by the Communications Assistance for Law
Enforcement Act.?%® On March 16, 2015, the bill was
referred to the House Subcommittee on Crime, Ter-
rorism, Homeland Security, and Investigations.

F. Consumer Privacy Bill of Rights

In February 2012, the Obama Administration
released a Consumer Privacy Bill of Rights (CPBR)
that is directed at how companies handle and pro-
tect consumers’ data.’®* The CPBR applies compre-
hensive, globally recognized Fair Information Prac-
tice Principles,®% stating, inter alia, that consumers
have a right to exercise control over the kinds of per-
sonal data that companies collect on them and how
they use it.?® The CPBR applies to the commercial
uses of personal data, meaning

any data, including aggregations of data, [that are] linkable
to a specific individual. Personal data may include data that
is linked to a specific computer or other device. For example,
an identifier on a smart phone or family computer that is
used to build a usage profile is personal data. This definition
provides the flexibility that is necessary to capture the
many kinds of data about consumers that commercial enti-
ties collect, use, and disclose.?®”

361 Black Box Privacy Protection, H.R. 2526, 114th
Cong. (2015).
362 Secure Data Act of 2015, H.R. 726, 114th Cong. (2015).

33 Pub. L. No. 103-414, 108 Stat. 42 79, codified at 47
U.S.C. 1001-1010 (1994).

36¢ Tue WHiTE Housk, Consumer Data Privacy in a Net-
worked World: A Framework for Protecting Privacy and
Promoting Innovation in the Global Digital Economy (Feb.),
available at: https://www.whitehouse.gov/sites/default/files/
privacy-final.pdf (last accessed on Oct. 12, 2015).

365 See Privacy Online: Fair Information Practices in
the Electronic Marketplace: A Federal Trade Commission
Report to Congress, http://[www.ftc.gov/reports/privacy
2000/privacy2000.pdf.

366 Id. at 1.

367 Id. at 10.
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The CPBR sets forth aspirational goals for the
protection of consumers, but is not equivalent to a
federal law or regulations.

V. THE RIGHT TO PRIVACY UNDER STATE
CONSTITUTIONS

A. State Constitutions Recognizing a Right
to Privacy

Although the Supreme Court has held that there
is a narrow zone of privacy protected by the U.S.
Constitution, at least 10 state constitutions include
protection of an individual’s right to privacy,®s®
such as those of Alaska,?® Arizona,’”® Florida,?"
Montana,?”? and Washington.?”® Alaska’s constitu-
tion states that “[t]he right of the people to privacy
is recognized and shall not be infringed.”™ Arizona’s
constitution states that “[n]Jo person shall be dis-
turbed in his private affairs...without authority of
law.”¥7 California’s constitution secures individu-
als’ “inalienable rights,”®" including their pursuit of
“safety, happiness, and privacy.”®” Florida’s consti-
tution states that “[t]he right of the people to be
secure in their persons, houses, papers and effects
against unreasonable searches and seizures, and
against the unreasonable interception of private
communications by any means, shall not be vio-
lated.”™® Iowa’s constitution states “All men and

368 Douma and Deckenbach, supra note 2, at 307. See
also NATIONAL, CONFERENCE OF STATE LEGISLATURES, Privacy
Protections in State Constitutions (citing ALASKA CONST.
art. 1, § 22; Ariz. ConsrT. art. 2, § 8; CaL. ConsrT. art. 1, § 1;
Fra. Consr. art. 1, § 12; Haw. Consrt. art. I, § 6; ILL. ConsT.
art. I, § 6; La. Consr. art. I, § 5; Mont. Consr. art. II, § 10;
S.C. Consr. art. I, § 10; and WasH. ConsT. art. I, § 7), avail-
able at http://www.ncsl.org/research/telecommunications-
and-information-technology/privacy-protections-in-state-
constitutions.aspx (last accessed Oct. 12, 2015).

369 Ar.AskA ConsrT. art. 1, § 22 (2015).

310 Arrz. Consr. art. 2, § 8 (2015) (“No person shall be
disturbed in his private affairs, or his home invaded, with-
out authority of law.”).

311 FrA. ConsT. art. 1, § 23 (2015) (“Every natural person
has the right to be let alone and free from governmental
intrusion into the person’s private life....”).

372 MonT. Consr. art. 2, § 10 (2015) (“The right of indi-
vidual privacy is essential to the well-being of a free society
and shall not be infringed without the showing of a com-
pelling state interest.”).

378 WasH. Consr. art. 1, § 7 (2015) (“No person shall be
disturbed in his private affairs, or his home invaded, with-
out authority of law.”).

37 A1AsSkA CoNsT. art. 1, § 22 (2015).

37 Ariz. Consr. art. 2, § 8.

376 CAL. ConsrT. art. 1, § 1 (2015).

377 Id.

318 FrA. ConsT. art. 1, § 12.

women are, by nature, free and equal, and have cer-
tain inalienable rights—among which are those of
enjoying and defending life and liberty, acquiring,
possessing and protecting property, and pursuing
and obtaining safety and happiness.”™
Other state constitutional provisions mirror the
U.S. Constitution’s Fourth Amendment’s protection
against unreasonable searches and seizures.?°
Some state constitutions provide, or some courts
have held, that an individual’s right to privacy must
be balanced against a compelling state interest in
disclosure. In Cutter v. Brownbridge,*! the court held
that, even though a patient has a constitutionally
protected interest in his or her medical file, a “disclo-
sure may be appropriate in narrowly limited circum-
stances to serve a compelling interest.”**? However,
when there has been a deliberate disclosure of one’s
personal information, the disclosure “leaves no room
for the careful balancing that must take place prior
to possible infringement of a constitutional right.”?s?
Hawaii’s constitution provides that “[t]he right of
the people to privacy is recognized and shall not be
infringed without the showing of a compelling state
interest.”®®* Montana’s constitution similarly provides
that “[t]he right of individual privacy is essential to the
well-being of a free society and shall not be infringed
without the showing of a compelling state interest.”%
In some states the courts have recognized a con-
stitutional right to privacy. In 2002, the Supreme
Court of Arkansas held that “Arkansas has a rich
and compelling tradition of protecting individual
privacy” and that a “fundamental right to privacy
[is] guaranteed to the citizens of Arkansas.”38¢
Georgia’s Supreme Court has held that there is
an implicit right to privacy in Georgia’s constitution,
stating “that Georgia citizens have a liberty of pri-
vacy guaranteed by the Georgia constitutional pro-
vision which declares that no person shall be
deprived of liberty except by due process of law.”3"

31 Jowa ConsT. art. 1, § 1 (Lexis 2012).

380 See Fra. ConsT. art. 1, § 12 (2015); Haw. ConsT. art. 1,
§ 7; IL. Const. art. 1, § 6; La. Consr. art. 1, § 5; S.C. CoNsT.
art. 1, § 10.

381 183 Cal. App. 3d 836, 228 Cal. Rptr. 545 (Cal. App.
1986).

382 [d. at 842, 228 Cal. Rptr. at 549.

383 Id., 183 Cal. App. 3d at 847, 228 Cal. Rptr. at 553
(citations omitted).

38 Haw. Consr. art. 1, § 6.

38 Mont. ConsT. art. 2, § 10.

386 Jegley v. Picado, 349 Ark. 600, 632, 80 S.W.3d 332,
349-350 (2002).

387 Powell v. State, 270 Ga. 327, 329, 510 S.E.2d 18, 21
(1998) (citing Pavesich v. New England Life Ins. Co., 122
Ga. 190, 197, 50 S.E. 68, 71 (Ga. 1905) (internal citation
omitted)).
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The Kentucky Supreme Court likewise has stated
that “[t]he right of privacy has been recognized as an
integral part of the guarantee of liberty in our 1891
Kentucky Constitution since its inception.”3®

B. States Recognizing an Implied Cause
of Action for a Violation of a State
Constitutional Provision

In Bivens v. Six Unknown Named Agents of the
Federal Bureau of Narcotics,®® the United States
Supreme Court held that there is an implied right
of action for a violation of the U.S. Constitution’s
prohibition on unreasonable searches and sei-
zures. Since Bivens, although some state courts
have held that an “an individual may bring a
cause of action for monetary damages for viola-
tions of state constitutional provisions,” other
states’ high courts have not done s0.?*° Some state
courts that have recognized an implied cause of
action under their state constitution did not
rely solely on the Supreme Court’s reasoning in
Bivens,*! but relied also on the common law?3%?

38 Commonwealth v. Wasson, 842 S.W.2d 487, 495 (Ky.
1993).

389403 U.S. 388,91 S. Ct. 1999, 29 L. Ed. 2d 619 (1971)
(holding that the plaintiff was entitled to redress for his
injuries caused by federal agents’ violation of his Fourth
Amendment rights), on remand, 456 F.2d 1339 (2d Cir.
N.Y. 1972) (holding that the federal agents were not
immune from actions for damages based on allegations of
constitutional violations but that the defenses of good
faith and reasonable belief were available).

390 Sharon N. Humble, Annotation, Implied Cause of
Action for Damages for Violation of Provisions of State
Constitutions, 75 A.L.R. 5th 619, at [2a] (2000) [hereinaf-
ter Humble] (citing Porten v. University of San Francisco,
64 Cal. App. 3d 825, 134 Cal. Rptr. 839 (1st Dist. 1976)
(recognizing an implied cause of action for violations of
the right to privacy); Fenton v. Groveland Community Ser-
vices Dist., 135 Cal. App. 3d 797, 185 Cal. Rptr. 758 (Cal.
App. 1982) (recognizing an implied cause of action for a
violation of the right to vote); Phillips v. Youth Develop-
ment Program, Inc., 390 Mass. 652, 459 N.E.2d 452 (1983)
(recognizing an implied cause of action for violation of the
right to due process); Johnson v. Wayne Co., 213 Mich.
App. 143, 540 N.W.2d 66 (1995) (recognizing an implied
cause of action for violations of the rights of equal protec-
tion and due process and right to be free from cruel and
unusual punishment); and Woodruff v. Board of Trustees
of Cabell Huntington Hosp., 173 W. Va. 604, 319 S.E.2d
372 (1984) (recognizing an implied right of action for an
alleged violation of the right to free speech)).

391 Humble, supra note 390, at [3b] (citing Porten v. Uni-
versity of San Francisco, 64 Cal. App. 3d 825, 134 Cal.
Rptr. 839 (1976); Lamartiniere v. Allstate Ins. Co., 597 So.
2d 1158 (La. App. 1992); and Bott v. DeLand, 922 P.2d 732
(Utah 1996)).

392 Id. at [3c] (citing Moody v. Hicks, 956 S.W.2d 398
(Mo. Ct. App. E.D. 1997); DiPino v. Davis, 354 Md. 18, 720
A.2d 354 (1999); and Brown v. Consolidated Rail Corp.,
223 N.J. Super. 467, 538 A.2d 1310 (App. Dis. 1988)).
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or Section 874A of the Restatement (Second) of
Torts:3%
When a legislative provision protects a class of persons by
proscribing or requiring certain conduct but does not pro-
vide a civil remedy for the violation, the court may, if it deter-
mines that the remedy is appropriate in furtherance of the
purpose of the legislation and needed to assure the effective-
ness of the provision, accord to an injured member of the
class a right of action, using a suitable existing tort action or
a new cause of action analogous to an existing tort action.?*

In 1986, in Cutter v. Brownbridge, a psychothera-
pist revealed information about his patient to the
patient’s wife while they were in the midst of a
divorce, which resulted in the plaintiff’s loss of his
visitation rights.?® A California appellate court held
that the privacy provision in the California Constitu-
tion “is self-executing[] and needs no legislation to
create ‘a legal and enforceable right of privacy for
every Californian.”?% Violation of a privacy right is
permissible only “when the need for disclosure out-
weighs [the plaintiff’s] interest in privacy.”**” Because
the plaintiff’s privacy interests outweighed the need
for disclosure,?* the court reversed the lower court’s
dismissal of the plaintiff’s complaint.?*®

In 1990, in Moresi v. State,*” the Louisiana
Supreme Court recognized an implied right of action
for a violation of Article I, Section 5 of the 1974
Louisiana Constitution.*? Article I, Section 5 states
that “[e]very person shall be secure in his person, prop-
erty, communications, houses, papers, and effects
against unreasonable searches, seizures, or invasions
of privacy,” and that “[a]ny person adversely affected by
a search or seizure conducted in violation of this Sec-
tion shall have standing to raise its illegality.”*’> How-
ever, as had the Supreme Court in Bivens, and later the
New York Court of Appeals in Brown, discussed below,
the Louisiana Supreme Court recognized a qualified
immunity defense for acting in good faith.% The police

393 Id. at [3a] (citing Brown v. State, 89 N.Y.2d 172,
652 N.Y.S.2d 223, 674 N.E.2d 1129 (N.Y. 1996) and
Dorwart v. Caraway, 2002 MT 240, 312 Mont. 1, 58 P.3d
128 (Mont. 2002)).

39 Restatement (Second) of Torts, § 874A (1965).

3% Cutter, 183 Cal. App. 3d 836, 228 Cal. Rptr. 545
(Cal. App. 1986), overruled in part, Jacob B. v. County of
Shasta, 40 Cal. 4th 948, 56 Cal. Rptr. 3d 477, 154 P.3d
1003 (2007) (holding that the litigation privilege applies
even to a constitutionally based privacy cause of action)..

3% Jd. at 842, 228 Cal. Rptr. at 549.

397 Id. at 843, 228 Cal. Rptr. at 552.

398 Id. at 848, 228 Cal. Rptr. at 553.

39 Id. at 844, 228 Cal. Rptr. at 553.

400 567 So. 2d 1081 (La. 1990).

401 1d. at 1093.

402 Jd. at 1091-1092 (quoting La. ConsT. art. I, § 5 (1974)).

403 Id. at 1094 (citing Butz v. Economou, 438 U.S. 478,
506-507,98 S. Ct. 2894, 2911, 57 L. Ed. 2d 895,916 (1977)).
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officers were acting in good faith because their “inves-
tigatory stops [were] based on reasonable, articulable
suspicion [that] do not violate state constitutional
law principles.”* The officers were not liable for an
intentional infliction of emotional distress, because
their actions were not intentional, and the plaintiff
did not allege or prove any physical harm or genuine
and serious mental distress.'%

In 1996, the New York Court of Appeals held in
Brown v. State®® that “a cause of action to recover
damages may be asserted against the State for a
violation of the Equal Protection and Search and
Seizure Clauses of the Constitution.”*” In Brown,
an elderly woman had been attacked near a college
campus by someone described as a black male.**® To
assist the police with their investigation, the univer-
sity provided the state police and campus police
with the name and address of every black male
attending the university.® When questioning stu-
dents, the state and local police stopped and inter-
rogated every nonwhite male that they encountered
during a 5-day period.*!® The incident led to a class
action on behalf of the nonwhite males who were
stopped and interrogated, who alleged that the
actions of the police were unconstitutional.*!! Fol-
lowing the precedent set in Bivens, the court held
that there was an implied right of action: “implying
a damage remedy here is consistent with the pur-
pose underlying the duties imposed by these provi-
sions and is necessary and appropriate to ensure the
full realization of the rights they state.”*!2 However,
unlike in Bivens, an immunity defense was not
available because New York had waived immunity
for the acts of its officers and employees.*!?

Although in Brown, the New York Court of
Appeals recognized an implied cause of action for a
violation of the right to privacy, an appellate court in
New York in Augat v. State*'* held that because the

404 Id. at 1094, 1096.
405 Id. at 1095-1096.

406 89 N.Y.2d 172, 652 N.Y.S.2d 223, 674 N.E.2d 1129
(1996).

47 Id. at 188, 652 N.Y.S.2d at 232-233, 674 N.E.2d at
1138-1139.

408 Id. at 176-177, 652 N.Y.S.2d at 225, 674 N.E.2d at
1131.

49 Id. at 177, 652 N.Y.S.2d at 225-226, 674 N.E.2d at
1131-1132.

4“0 [d. at 177,652 N.Y.S.2d at 226, 674 N.E.2d at 1132.

4“1 1d. at 175-176, 652 N.Y.S.2d at 225, 674 N.E.2d at
1131.

4“2 Id. at 189, 6562 N.Y.S.2d at 233, 674 N.E.2d at 1139—
1140.

43 Id. at 195, 652 N.Y.S.2d at 237, 674 N.E.2d at 1143
(citing N.Y. Court of Claims Act § 9(2)).

414244 A.D.2d 835, 666 N.Y.S.2d 249 (3d Dep’t 1997).

plaintiffs had adequate common law tort remedies,
their claims based on alleged violations of the right
to due process or freedom of association were not
cognizable.*!® The court distinguished the Brown
case on the basis that the plaintiff in Brown did not
have an adequate, alternative remedy under the
common law as the plaintiffs had in Augat.*1

Finally, some states do not recognize an implied
cause of action for a state constitutional violation,
such as Tennessee.*!”

VI. RIGHT TO PRIVACY UNDER STATE STATUTES

A. Introduction

In the absence of a federal statute applicable to
privacy and the states, statutes in some states may
be a source of privacy law applicable to the collec-
tion, use, disclosure, and/or retention by transporta-
tion agencies of secure data or monitoring data.
Some states’ laws on the protection of information
collected by state agencies mandate “openness on
the kind of information being collected; avenues of
access for the citizens to see what information is
being collected about them and to make appropriate
corrections; limitations on secondary usage of indi-
vidual information; and security requirement for
how that information is maintained.”!®

415 Id. at 837,666 N.Y.S.2d at 251-252.

416 Id. at 837-838. 666 N.Y.S.2d at 251-252. Further-
more, the court in Augat did not address whether there
was a cause of action for the constitutional violations
alleged by the plaintiffs because their notice of intention
to file was untimely. Augat, 666 N.Y.S.2d at 251, 244
A.D.2d at 836-837.

41" Wooley v. Madison County, Tennessee, 209 F. Supp.
2d 836 (W.D. Tenn. 2002). See Humble, supra note 390.

418 Douma and Deckenbach, supra note 2, at 308-309
(citing Coro. REv. Star. § 24.72.204(3)(a) (2008); ConN.
GEN. STAT. ANN. § 4.190 (2007); FLA. STAT. ANN. § 282.318
(2009); Haw. REv. StaT. § 286.172 (2009); MINN. STAT.
§ 13.01 (2005); N.Y. Pus. OrFr. § 91 (2008); and Onio REv.
CobE ANN. § 1347.01 (2009)). See also DEL. CoDE ANN. tit.
29, §§ 9017C-9021C (2015); Iowa Cope § 22.11 (2015)
(“Each state agency shall adopt rules which describe the
nature and extent of the personally identifiable informa-
tion collected by the agency.”); ME. Rev. StaT. tit. 1, §§ 541—
42 (2015) (“Each public entity that has a publicly accessi-
ble site on the internet...shall develop a policy regarding
its practices relating to personal information and shall
post notice of those practices on its publicly accessible
site.”); Mass. ANN. Laws ch. 66A, § 3 (2015) (stating that
“the Secretary of each executive office shall promulgate
regulations to carry out purposes of this chapter which
shall be applicable to all agencies.”); MINN. STAT. ANN.
§ 13.15 (2015) (“A governmental entity that creates, col-
lects, or maintains electronic access data...must inform
persons gaining access to the entity’s computer of the cre-
ation, collection, or maintenance of the information.”);
Mont. CopE ANN. § 2-17-550-53 (2015); and TEx. Gov'r
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Although some states ban or limit the use of certain
types of technology or devices (see Section VL.E), there
seem to be no state laws “that specifically address pri-
vacy rights and transportation technologies.”!® Even
when state privacy laws are applicable, only some
states’ privacy laws authorize a private right of action
for a violation of an individual’s privacy.*?

B. Specific State Privacy Statutes

The state privacy statutes applicable to personal
information collected and maintained by state agen-
cies have a variety of names.*?! State statutory pro-
visions that require state and/or local agencies to
give notice of a breach of the security of personal
data that they collect, use, or maintain are discussed
in Section VII.

Some states’ statutes mirror the Privacy Act’s pro-
tection against disclosure of personal information, as
well as the Privacy Act’s protection of agencies for
non-intentional, non-willful disclosures.*?? California’s
Information Practices Act (IPA) of 1977 states that:

(a) The right to privacy is being threatened by the indis-

criminate collection, maintenance, and dissemination of

personal information and the lack of effective laws and
legal remedies.

CopE ANN. § 2054.126 (2015) (requiring state agencies to
post their privacy policy on their Web site and to include a
statement in their policy “specifying other policies neces-
sary to protect from public disclosure personal informa-
tion submitted by a member of the public to a state agen-
cy’s Internet site”).

419 Douma and Deckenbach, supra note 2, at 309.
420 Id. at 308-309.

421 See California’s Information Practices Act of 1977
(IPA), CaL. Crv. CopE § 1798, et seq. (2015); Illinois’ Per-
sonal Information Protection Act, 815 ILL. Comp. STAT.
§ 530/1, et seq. (2015); Louisiana’s Database Security
Breach Notification Law, La. Rev. Star. § 51:3071, et seq.
(2015); Maine’s Notice of Risk to Personal Data Act, MAINE
REv. StaT. tit. 10, § 1346, et seq. (2015); Michigan’s Identity
Theft Protection Act, MicH. Comp. Laws § 445.63, et seq.
(2015); Minnesota’s Government Data Privacy Act, MINN.
Stat. § 13.01, et seq. (2015); Nevada’s Security of Personal
Information, NEv. Rev. Star. § 603A.030, et seq. (2015);
Oklahoma’s Security Breach Notification Act, OKLA. STAT.
§ 24-161, et seq. (2015); Pennsylvania’s Breach of Personal
Information Notification Act, 73 Pa. Cons. Start. § 2301, et
seq. (2015); Rhode Island’s Identity Theft Protection Act of
2005, R.I. GEN. Laws § 11-49.2-1, et seq. (2015); Tennessee’s
Identity Theft Deterrence Act of 1999, TENN. CoDE § 47-18-
2101, et seq. (2015); and Virginia’s Government Data Col-
lection and Dissemination Practices Act, VA. CopE ANN.
§ 2.2-3800, et seq. (2015).

422 Indiana Fair Information Practices Act, IND. CoDE
ANN. §§ 4-1-6-1 to 4-1-6-8 (2015) and § 4-1-6-19(d) (2015)
(defining state agency). See also Massachusetts Fair Infor-
mation Practices Act, Mass. GEN. Laws ch. 66A, §§ 1-3
(2015) (imposing duties on state agencies regarding per-
sonal data they maintain); N.Y. Pus. Orr. Law § 95 (2015);
Government Data Collection and Dissemination Practices
Act, Va. Copke AnN. §§ 2.2-3800 and 2.2-3801(2) (2015).
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(b) The increasing use of computers and other sophisticated
information technology has greatly magnified the potential
risk to individual privacy that can occur from the mainte-
nance of personal information.

(c) In order to protect the privacy of individuals, it is neces-
sary that the maintenance and dissemination of personal
information be subject to strict limits.*?

California’s IPA governs the collection, use, and
disclosure of personal information held by state agen-
cies; however, the statute does not apply to city or
county agencies.*** In California, each agency must
keep only that amount of personal information that is
“relevant and necessary to accomplish a purpose of
the agency required or authorized by the California
Constitution or statute or mandated by the federal
government.”? As discussed in Section VI.C, the IPA
provides an individual with a private right of action
to redress a violation of a privacy right.

In Colorado, each governmental entity is required
to create a privacy policy to standardize the “collec-
tion, storage, transfer, and use of personally identifi-
able information” within each such governmental
entity.*? However, the statute does not create a “pri-
vate cause of action based on alleged violations” of
the section.*?’

In Massachusetts, state agencies must “maintain
personal data with such accuracy, completeness,
timeliness, pertinence, and relevance as is necessary
to assure fair determination of a data subject’s quali-
fications™?® and have policies for safeguarding indi-
viduals’ private information.*?® Furthermore, a state
agency may not “collect or maintain more personal
data than are reasonably necessary for the perfor-
mance of the [agency’s] statutory function.”° Hold-
ers of personal information must identify one indi-
vidual who is responsible for a data system to prevent
access to or the dissemination of personal data.**!
Government agencies are authorized to promulgate
necessary rules and regulations.*? In contrast to
Colorado, Massachusetts law creates a private cause
of action for a violation of its privacy law.*3

The Minnesota Government Data Privacy Act
(MGDPA) “regulates the collection, creation, storage,

428 CAL. C1v. CopE § 1798.1 (2015) (emphasis added).
424 CAL. C1v. CopE § 1798.14 (2015).

425 Id.

426 CoLo. REv. Star. § 24-72-501-02(1) (2015).
427 CoLo. REv. Star. § 24-72-502(3) (2015).

428 Mass. ANN. Laws ch. 664, § 2(h) (2015).

429 Mass. ANN. Laws ch. 66A, § 2(a) (2015).

430 Mass. ANN. Laws ch. 664, § 2(1) (2015).

431 Mass. ANN. Laws ch. 66A, § 2(a) (2015).

432 Mass. ANN. Laws ch. 664, § 3 (2015).

433 Mass. ANN. Laws ch. 214, § 3B (2015).
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maintenance, dissemination, and access to govern-
ment data in government entities.”*** The MGDPA
does not use the term “secure data,” but the Act
applies to all “data in which any individual is or can
be identified as the subject of that data.”3> The
MGDPA also does not use the term “monitoring
data” but defines the term “not data on individuals”
to mean that there is no identification of individuals
in the data.**

In Ohio, the privacy statutes that govern personal
information systems require every state or local
agency that maintains a personal information sys-
tem to take steps and implement procedures to mon-
itor the accuracy of the data and protect personal
information in the system.**” Agencies are directed
to “collect, maintain, and use” only personal infor-
mation that is necessary and relevant to the agen-
cies’ functions as required by law.**® The term “per-
sonal information” is defined as “any information
that describes anything about a person, or that indi-
cates actions done by or to a person, or that indicates
that a person possesses certain personal character-
istics, and that contains, and can be retrieved from a
system by, a name, identifying number, symbol, or
other identifier assigned to a person.”™

Virginia’s Government Data Collection and Dis-
semination Practices Act (GDCDPA) states that
“an individual’s privacy is directly affected by the
extensive collection, maintenance, use and dissem-
ination of personal information™ and that proce-
dures must be established for systems having
records on individuals.**! The Virginia statute
applies to “any agency...or governmental entity of
the Commonwealth or of any unit of local govern-
ment,”**? as well as any entity, public or private,
having a contract to operate “a system of personal
information....”*** The GDCDPA requires govern-
ment agencies and entities to adhere to 10 princi-
ples of information practice.**

434 MINN. Star. § 13.01, subdiv. 3 (2015) (emphasis added).
435 MINN. StaT. § 13.02, subdiv. 5 (2015).
436 MINN. StaT. § 13.02, subdiv. 4 (2015).

47 Onio Rev. CopE §§ 1347.0 and 1347.05(F) and (G)
(amendments effective Sept. 29, 2015). The terms “state
agency” and “local agency” are defined in Onio Rev. CobE
§ 1347.01 (2015).

438 Onro Rev. Copk § 1347.05(H) (2015).

439 Onro Rev. Copk § 1347.01(E) (2015).
440Va. CopE ANN. § 2.2-3800(B)(1) (2015).
441Va. CopE ANN. § 2.2-3800(B)(4) (2015).
442V, CopE ANN. § 2.2-3801 (2015).

443 Id

444 VA, CopE ANN. § 2.2-3800(C)(1)-(10) (2015).

C. Whether There Are Separate Claims Based
on the Owner or Type of Data or on the
Collection, Use, Disclosure, or Maintenance
of Data

Although some state privacy laws include a provi-
sion authorizing a private right of action for a viola-
tion of the statute,*® the statutes reviewed for the
digest have not established different claims based
on the owner or type of data and/or the data’s man-
ner of collection, use, disclosure, or maintenance.
Although the state statutes generally do not distin-
guish between intentional and non-intentional vio-
lations of the state’s requirements applicable to an
agency’s handling of personal information, a few
statutes were located that seem to limit a cause of
action to an intentional, willful, or knowing viola-
tion of privacy.

For example, California’s IPA provides that an
individual may bring a civil action against an agency
if the agency:

(a) Refuses to comply with an individual’s lawful request to

inspect pursuant to subdivision (a) of Section 1798.34.

(b) Fails to maintain any record concerning any individ-
ual with such accuracy, relevancy, timeliness, and com-
pleteness as is necessary to assure fairness in any deter-
mination relating to the qualifications, character, rights,
opportunities of, or benefits to the individual that may be
made on the basis of such record, if, as a proximate result
of such failure, a determination is made which is adverse
to the individual.

(c) Fails to comply with any other provision of this chapter,
or any rule promulgated thereunder, in such a way as to
have an adverse effect on an individual.*¢

The IPA does not create separate claims based on
different types of data or a government agency’s
means of collection, use, disclosure, or retention of
the data. Under the IPA there are two possible
claims for damages. First, under subsection (b) an
individual may claim damages for an agency’s fail-
ure to maintain an accurate and complete record
“relating to the qualifications, character, rights,
opportunities of, or benefits to the individual that
may be made on the basis of such record.” Second,
under subsection (¢) an individual may claim dam-
ages for the agency’s failure “to comply with any
other provision of this chapter, or any rule promul-
gated thereunder, in such a way as to have an

45 See, however, CorLo. REv. Star. § 24-72-501-02(3)
(2015); FLA. Star. § 627.4091(3) (2015); and S.C. CopE ANN.
§ 30-2-300(3) (2015) (stating that “an affected individual
may petition the court for an order directing compliance
with this section, but liability may not accrue”).

446 CAL. C1v. CopE § 1798.45 (2015).
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adverse effect on an individual.”™*” An agency may
be held liable for a violation of §§ 1798.45(b) or (c) for
an individual’s actual damages, including damages
for mental suffering, and reasonable attorney’s fees
and costs as determined by the court.*®

Massachusetts’s privacy law applies to any holder
of personal information. A holder is any agency that
“collects, uses, maintains or disseminates personal
data or any person or entity which contracts or has
an arrangement with an agency whereby it holds
personal data as part or as a result of performing a
governmental or public function or purpose.”*?

Any holder violating any provision of the privacy
law may be held “liable to any individual who suf-
fers any damage as a result of such violations,”
including exemplary damages.*>°

In Minnesota, the MGDPA does not establish
different claims based on a particular type of data
or how the data were collected, used, disclosed, or
maintained. Rather, the MGDPA applies to all data
“collected, created, received, maintained or dissemi-
nated by any government entity regardless of its
physical form, storage media or conditions of use.”*!
State agencies are responsible for the accurate “col-
lection, use and dissemination of any set of data on
individuals and other government data.”52 When a
government entity enters into a contract with a
private entity for data services, “all of the data cre-
ated, collected, received, stored, used, maintained,
or disseminated by the private person in perform-
ing those functions [are] subject to the require-
ments” of the MGDPA.”% If there is a breach in
security, “[a] government entity that collects, cre-
ates, receives, maintains, or disseminates private or
confidential data on individuals must provide a
notification of the breach.**

447 CaL. Civ. Copg § 1798.45(b) and (c) (2015) (emphasis
added). Under CaL. Civ. CobE § 1798.45(a), an individual
may bring an action when an agency “[r]efuses to comply
with an individual’s lawful request to inspect pursuant to
§ 1798.34(a),” in which case the plaintiff may recover attor-
ney’s fees. CaL. C1v. Copk § 1798.46(b) (2015).

448 CaL. C1v. ConE §§ 1798.48(a) and (b) (2015).

449 Mass. ANN. Laws ch. 66A, § 1 (2015).

450 Mass. AnN. Laws ch. 214, § 3B (2015) (emphasis
added) (stating also that “[n]Jotwithstanding any liability
for actual damages as may be shown, such holder shall be
liable for exemplary damages of not less than one hundred
dollars for each violation together with such costs and rea-
sonable attorney’s fees as may be incurred in said action”).

451 MINN. StaT. § 13.02, subdiv. 7 (2015) (emphasis added).
452 MINN. STAT. § 13.02, subdiv. 17 (2015) (emphasis added).
453 MINN. STAT. § 13.05, subdiv. 11 (2015) (emphasis added).

454 MINN. StAT. § 13.055, subdiv. 2(a) (2015) (emphasis
added).
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Likewise, in Ohio, although an action may be
brought for certain intentional violations as permit-
ted by statute, claims are not differentiated based
on the type of personal information or the manner
of its collection, use, disclosure, or maintenance.
Ohio Rev. Code § 1347.10(A) applies to a wrongful
disclosure of personal information. The statute
authorizes a person to bring a cause of action
against any person when the injured person has
been harmed by the use of personal information
contained in a personal information system. How-
ever, the claim must be based on one or more of four
kinds of intentional conduct.*®

(1) Intentionally maintaining personal information that

he knows, or has reason to know, is inaccurate, irrelevant,

no longer timely, or incomplete and may result in such
harm;

(2) Intentionally using or disclosing the personal informa-
tion in a manner prohibited by law;

(3) Intentionally supplying personal information for storage
in, or using or disclosing personal information maintained
in, a personal information system, that he knows, or has
reason to know, is false;

(4) Intentionally denying to the person the right to inspect
and dispute the personal information at a time when
inspection or correction might have prevented the harm.**

In authorizing a private right of action for dam-
ages, the Ohio privacy statute does not use the terms
state or local agency in Section 1347.10(A), but does
use the terms state or local agency in subpart B
in regard to injunctions.*” Moreover, Section
1347.10(A) does not provide that a state or local
agency may be held liable for damages, but subsec-
tion (B) authorizes an action for an injunction

455 The term “system” is defined to mean, inter alia, “any
collection or group of related records that are kept in an
organized manner and that are maintained by a state or
local agency, and from which personal information is
retrieved by the name of the person or by some identifying
number, symbol, or other identifier assigned to the person.”
Onio Rev. Copk § 1347.01(F) (2015).

456 Onio Rev. Cope §§ 1347.10(A)(1)-(4) (2015). Section
§ 1347.10(A) states that one “who is harmed by the use of
personal information that relates to him and that is main-
tained in a personal information system may recover dam-
ages in civil action from any person who directly and proxi-
mately caused the harm....”

47 Onio Rev. Cope § 1347.10(B) (2015) (“Any person
who, or any state or local agency that, violates or proposes
to violate any provision of this chapter may be enjoined by
any court of competent jurisdiction. ...An action for an
injunction may be prosecuted by the person who is the
subject of the violation, by the attorney general, or by any
prosecuting attorney.”)
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against a state or a local agency.*®® Although the
term “individual” is defined elsewhere in the stat-
ute, the term “person” is not defined. The terms
“state agency” and “local agency” are defined, but
the definitions do not include natural persons.**
Section 1347.15(B) of the Ohio statute requires
each state agency to adopt rules regulating access to
the confidential personal information that the
agency keeps. If a person is harmed by a violation of
an agency rule required by subsection B, the person
may bring an action in the court of claims against
any person who “directly and proximately caused
the harm.”*®° The Ohio statute further directs that:

(1) No person shall knowingly access confidential personal
information in violation of a rule of a state agency described
in division (B) of this section.

(2) No person shall knowingly use or disclose confidential
personal information in a manner prohibited by law....*6!

A violation of either subsection is also a violation
of a state statute as provided under Ohio Rev. Code
§ 124.341(A).62

Under Virginia’s GDCDPA, an injunction may be
sought against any person or agency that is violating
or that is about to violate a provision of the privacy
law.*63 There is no provision in the Virginia statute
for the recovery of damages except in the limited
situation of a violation of Va. Code Ann. Section 2.2-
3808(A)(1). The section provides that, unless disclo-
sure is required by law, an agency or a public officer,
appointee, or employee of an agency may not require
an individual to disclose his or her Social Security
number or deny “any service, privilege, or right to an
individual” who refused to disclose his or her Social
Security number.** If there is a willful and knowing
violation of Section 2.2-3808(A), a civil penalty may
be imposed in the amount set by the statute.*®®

458 Id.

459 Onro Rev. Copk §§ 1347.01(A) and (B) (2015). See Onio
Rev. CopE § 1347.12(A)(5) (2015) (individual defined as a
natural person).

460 Onro Rev. Cobk §§ 1347.15(G) (2015).

461 Onio Rev. Cope §§ 1347.15(H)(1) and (2) (2015)
(emphasis added).

462 Onro Rev. Cobpk §§ 1347.15(H)(4) (2015). Onio REv.
CoDE § 124.341 is entitled “violation or misuse—whistle-
blower protection.”

463 VA. CopE ANN. § 2.2-3809 (2015).
464 VA, CopE ANN. § 2.2-3808(A)(1) (2015).

465 VA. CopE ANN. § 2.2-3809 (2015) (providing that if
an agency or a specific public officer, appointee, or
employee of an agency commits a violation, a court may
impose a civil penalty of not less than $250 or more than
$1,000 and that for a second or subsequent violation a
court may impose a penalty of not less than $1,000 or
more than $2,500).

D. Privacy Policies Required by States

Some states direct government agencies to adopt
and implement privacy regulations and/or to display
a privacy policy.*%

Arkansas requires a state agency having a Web
site to include a privacy policy on its Web site and to
describe the data being collected and how the data
will be used.*¢"

Arizona law requires government agencies to
“develop and establish commercially reasonable
procedures to ensure that entity identifying infor-
mation or personal identifying information that is
collected or obtained by [a] governmental agency is
secure and cannot be accessed, viewed or acquired
unless authorized by law.” Arizona also mandates
that agency Web sites have a privacy policy disclos-
ing the information “gathering and dissemination
practices” related to the Internet.*®® The statute
requires that agencies describe at a minimum the
information an agency obtains from individuals
online,*® how the information is to be used,*! and
the circumstances under which an agency would
disclose the information to other entities.*™

California requires agencies that collect PII to
establish a privacy policy and provide a copy of the
policy to subscribers.*™

Illinois requires that Web sites of state agencies
not “use permanent cookies or other invasive track-
ing programs that monitor and track website view-
ing habits,”*™ unless the tracking adds user value
and is “disclosed through a comprehensive online
privacy statement.”"

Similarly, South Carolina requires state agencies
to develop privacy policies to ensure that personal
information is only used to fulfill a legitimate public
purpose and directs that agencies “minimize instances
where personal information is disseminated.”

466 See CaL. Sts. & High. § 31490 (2015); Mass. ANN. Laws
ch. 66A, § 3 (2015) (stating that “the Secretary of each execu-
tive office shall promulgate regulations to carry out the pur-
poses of this chapter which shall be applicable to all agen-
cies....”); and TExas Transp. CopE §§ 730.004-730.007 (2015).
See also Ben F. Overton & Katherine E. Giddings, The Right
of Privacy in Florida in the Age of Technology and the Twenty-
First Century: A Need for Protection from Private and Com-
mercial Intrusion, 25 FrA. S1. U. L. REV. 25, 44-50 (1997).

467 Ark. CoDE ANN. §§ 25-1-114(a)-(b) (2015).

468 ARk. CoDE ANN. §§ 41-4172 (2015).

469 ARk. CoDE ANN. §§ 41-4152 (2015).

470 ARK. CoDE ANN. §§ 41-4152(2) (2015).

47t ARK. CoDE ANN. §§ 41-4152(4) (2015).

472 ARK. CoDE ANN. §§ 41-4172(5) (2015).

473 CAL. Sts. & HicH. § 31490 (2015).

474 5 TuL. Comp. Star. § 177/10 (2015).

475 5 TuL. Comp. StarT. § 177/10(b)(2) (2015).

476 S.C. CopE ANN. §§ 30-2-20 and 30-2-300(3) (2015).
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E. State Laws Banning or Restricting the Use
of Certain Technology

New Hampshire prohibits highway surveillance,
a term that the state defines as “the act of determin-
ing the ownership of a motor vehicle or the identity
of a motor vehicle’s occupants...through the use of a
camera or other imaging device or any other
device....”"” There are some exceptions, such as for
investigations of particular violations or for the
operation of a toll collection system.*™®

Other states ban the use of specific technology. As
of 2013, according to one source, 12 states banned
speed cameras; 9 states banned red light cameras;
and several states were considering banning the use
of such cameras.*”

A Pennsylvania statute provides:

(1) No automated red light enforcement system shall be uti-

lized in such a manner as to take a frontal view recorded

image of the vehicle as evidence of having committed a
violation.

(2)...[Clamera equipment deployed as part of an automated
red light enforcement system as provided in this section
must be incapable of automated or user-controlled remote
intersection surveillance by means of recorded video images.
Recorded images collected as part of the automated red light
enforcement system must only record traffic violations and
may not be used for any other surveillance purposes....*

There is an exemption allowing for the issuance
of a court order for the above data to be provided for
“criminal law enforcement action.”

Furthermore, the statute provides that informa-
tion collected

shall not be deemed a public record under...the Right-to-

Know Law. The information shall not be discoverable by court

order or otherwise, nor shall it be offered in evidence in any

action or proceeding which is not directly related to a violation

of this section or any ordinance or resolution of the city....*5?

Some states, such as California, regulate EDRs by
requiring manufacturers to disclose data-tracking

47 N.H. Rev. Stat. ANN. §§ 236:130(D-(IID)(b)-(e) (2015).
478 Id

4" See Emmarie Huetteman, Traffic Cameras Draw
More Scrutiny by States, N.Y. TiMES, Apr. 1, 2013, available
at: http://www.nytimes.com/2013/04/02/us/traffic-cameras-
draw-more-scrutiny-by-states.html?_r=0 (last accessed
Oct. 12, 2015). See also Douma and Deckenbach, supra
note 2, at 309 (citing CaL. VEH. CopE §§ 21455.5 (Supp.
2003) and 21455.6 (2000); N.J. Star. Ann. § 39:4-103.1
(2002); Or. REV. StAT. § 810.343-39 (2007); UrAH CODE ANN.
§ 41-69-608 (2005); and Wis. Star. § 349.02 (2005) (banning
photo radars)).

480 75 PA. Cons. StaT., Vehicles, §§ 3116(e)(1) and (2)
(2015).

481 Id
48275 PA. Cons. StaT., Vehicles, § 3116(e)(3) (2015).
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devices installed in their automobiles.*®? Virginia law
provides that data may be accessed from a device on
a motor vehicle that collects electronic information,
not just devices installed by manufacturers, only by
the vehicle’s owner or the owner’s agent or legal
representative.

Although there are federal regulations that apply
to EDRs, the federal regulations are not designed to
protect driver privacy and do not require an owner’s
consent to the release of data after an accident.®

F. State Legislative Trends and Proposed
Legislation

With one exception, transportation agencies
responding to the survey reported that there are no
proposed changes in state law or regulations that
would affect their collection of secure data or moni-
toring data.*®® The National Conference of State
Legislatures publishes information on proposed
state legislation.*®”

1. California

In California, Senate Bill 34, introduced Decem-
ber 1, 2014, would regulate operators of an Auto-
matic License Plate Reader (ALPR) to ensure, inter
alia, that the data an operator collects is protected
by “specified security procedures and a usage and
privacy policy with respect to that information.”88
The bill provides that “[iln addition to any other

483 Douma and Deckenbach, supra note 2, at 309 (citing
CaL. VEH. CoDE § 9951(c) (2014)); Phillips and Kohm, supra
note 3, at P16; Garry, Douma, and Simon, supra note 2, at
125 N 109 (citing CaL. VEH. CopE § 9951(a) (2012); Coro. REv.
Srtar. § 12-6-402(a) (2012); ME. REV. STaT. tit. 29-A, § 1972(3)
(2012); and N.H. REv. Star. § 357-G:1(I1I) (2012)).

484 V. CoDE ANN. § 46.1088.6(B) (2015).

485 Phillips and Kohm, supra note 1, at P19 (citing 49
C.F.R. §§ 563.1-563.12 and § 563.11).

486 Alabama DOT, Arkansas DOT, Arizona DOT, Dis-
trict of Columbia DOT, Florida DOT, Indiana DOT, City of
Minneapolis—Public Works Dept., MoDOT, Montana DOT,
North Dakota DOT, Oklahoma DOT, Rhode Island DOT,
South Carolina DOT, and Utah DOT. The exception was
the Oregon DOT (citing HB 2919, HB 2356, HB 2596, HB
3142, HB 3154, SB 316, SB 377, SB 514, SB 601, SB 639,
SB 640, SB 641, SB 711, and SB 904). The Maine DOT and
Ohio DOT did not respond to the question.

487 See NCSL Privacy and Security, http://www.ncsl.org/
research/telecommunications-and-information-technol-
ogy/privacy-and-security.aspx, and NCSL Automated
License Plate Readers/State Legislation, http://www.ncsl.
org/research/telecommunications-and-information-
technology/2014-state-legislation-related-to-automated-
license-plate-recognition-information.aspx (last accessed
Oct. 12, 2015).

48 For full text see http:/leginfo.legislature.ca.gov/
faces/billTextClient.xhtml?bill_id=201520160SB34
&search_keywords=privacy (last accessed Oct. 12, 2015).
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sanctions, penalties, or remedies provided by law, an
individual who has been harmed by a violation of
this title may bring a civil action in any court of com-
petent jurisdiction against a person who knowingly
caused that violation.”® As of June 2015, the bill
had been re-referred to the Assembly Committee on
Privacy and Consumer Protection.

2. Florida

In Florida, the Florida Privacy Protection Act,
introduced in February 2015, would have pro-
tected digital data from unreasonable searches
and seizures, including a prohibition of the use of
certain technology by law enforcement without a
warrant. The bill died in the Judiciary Committee
on April 28, 2015.4° A similar bill in the Senate
died in the Criminal Justice Committee on May 1,
2015.491

3. Georgia

As in other states, there is a bill pending in the
Georgia legislature on the use of ALPRs. House
Bill 93 would allow law enforcement to exchange
data obtained from ALPRs, prohibit law enforce-
ment from retaining information gathered from
ALPRs for more than 90 days, and impose crimi-
nal penalties for the misuse of captured license
plate data.*%?

4. lllinois

A bill entitled “Freedom from Automatic License
Plate Reader Surveillance Act” was introduced this
term in the Illinois Senate to limit the use of ALPRs
by the state to toll collection, traffic enforcement,
and criminal investigations.?®®> A similar bill was
introduced in the House entitled the “Automated
License Plate Recognition System Act” to limit the
use of ALPRs to investigations by law enforcement
agencies. If enacted, unless the data are necessary
for an ongoing investigation, any data collected by
ALPRs could be retained only for 30 days.**

489 Senate Bill 34 § 1798.90.54(a).

490 House Bill 571. Status: April 28, 2015, died in the
Judiciary Committee.

41 Senate Bill 1530. Status: May 1, 2015, died in the
Criminal Justice Committee.

492 House Bill 93. Status: April 2, 2015, House With-
drawn, recommitted.

498 Senate Bill 1753. Status: March 27, 2015, re-referred
to Assignments. See http://www.ilga.gov/legislation/default.
asp (must link to “Senate Bills 1701-1800”) (last accessed
Oct. 12, 2015).

494 House Bill 3289. Status: May 15, 2015, re-referred
to Assignments.

5. Massachusetts

There are several bills pending in the Massachu-
setts legislature to regulate the use of ALPRs.*%
House Bill 3102 would allow the data to be used
only by law enforcement agencies for legitimate law
enforcement purposes and by the department of
transportation for the purpose of assessing and col-
lecting tolls.**® Senate Bill 1817 and House Bill 3009
are similar, but would expand the permissible uses
of ALPRs to parking enforcement, to the control of
access to secured areas, and for “the immediate com-
parison of captured plate data with data held by the
Registry of Motor Vehicles, Department of Criminal
Justice Information Services, the National Crime
Information Center, and the Federal Bureau of
Investigation...”*” Each bill has been referred to the
Joint Committee on Transportation.

6. New York

In New York, a bill would establish a New York
state automatic identification technology privacy
task force.*® With some exceptions for law enforce-
ment functions, the bill would prohibit the disclo-
sure of highway, bridge, tunnel, and other thorough-
fare toll and transit records.**® Another bill proposes
to establish an email privacy act in regard to elec-
tronic messaging and individual location.?® A fourth
bill introduced in the Senate also would prohibit the
disclosure of highway, bridge, tunnel, and other
thoroughfare toll and transit records except for law
enforcement purposes or to support public entities’
official functions.5%

7. North Carolina

In North Carolina, House Bill 876 requires a
search warrant to obtain locational data from a cell

495°S, 1817, Status: April 15, 2015, referred to Committee
on Transportation; H. 3009, Status: January 20, 2015,
referred to the Committee on Transportation; SH 3102,
Status: January 20, 2015, in Joint Committee on Transpor-
tation.

49 Draft H. 3102 §§ 2(a)—(b). See https://malegislature.
gov/Bills/189/House/H3102 (last accessed Oct. 12, 2015).

497 Draft Bills S. 1817 and H. 3009 §§ 2(a)(1)—~(2), (4). See
https:/malegislature.gov/Bills/189/Senate/S1817 and https:/
malegislature.gov/Bills/189/House/H3009 (last accessed
Oct. 12, 2015).

498 Assembly Bill A00119. Status: January 7, 2015,
referred to Consumer Affairs and Protection. See http:/
assembly.state.ny.us/leg/ (keyword “privacy”) (last accessed
Oct. 12, 2015).

499 Assembly Bill A03975. Status: June 2, 2015,
reported referred to rules.

500 Assembly Bill A00793. Status: January 7, 2015,
referred to codes.

501 Senate Bill S02173. Status: May 28, 2015, referred
to governmental operations.
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phone or other electronic device and provides that a
violation would be punishable as a Class 1 misde-
meanor.5? Bills applicable to ALPRs are pending in
both chambers of the North Carolina legislature.
Senate Bill 182 simply provides that any law
enforcement agency using an ALPR must adopt a
written policy governing its use, whereas House Bill
829 restricts the use of ALPRs to four purposes,
including for electronic toll collection and specific
law enforcement purposes.’®® Furthermore, the
House version creates a right of civil action against
anyone who knowingly violates the law.5*

8. Pennsylvania

In Pennsylvania, Senate Bill 854 would make it
unlawful “for any person to utilize tracking technol-
ogy without lawful authority or consent.” House
Bill 401 entitled “Protecting Pennsylvanians’ Pri-
vacy Act” would require a government entity to
obtain a search warrant prior to obtaining locational
information on an electronic device and would
impose a civil penalty for a violation.>%

9. Texas

In Texas, under House Bill 3929, if an ALPR were
to be used for anything other than a “valid law
enforcement purpose,” it would become a Class A
misdemeanor.5” A bill in the Senate, which provides
that an ALPR may be used only for investigating a
criminal offense or a report of a missing person,
mandates that all of the images and data collected
from an ALPR are to be destroyed no later than the
seventh day after collection.5%®

VII. WHETHER STATE DATA BREACH
NOTIFICATION LAWS APPLY TO
TRANSPORTATION AGENCIES

A. Definition of a Data Breach

A data breach may be defined “as a loss or theft of,
or other unauthorized access to, data containing

502 House Bill 876 [Edition 1]. Status: April 15, 2015,
referred to Committee on Judiciary.

503 Senate Bill 182 [Edition 2]. Status: April 4, 2015,
referred to the Committee on Transportation; House Bill 829
[Edition 2], Status: April 28, 2015, re-referred to the Commit-
tee on Rules, Calendar, and Operations of the House.

504 House Bill 829 § 20-183.26(a).

505 Senate Bill 854. Status: May 28, 2015, referred to
Judiciary.

506 House Bill 401. Status: February 9, 2015, referred
to Judiciary.

507 House Bill 3929. Status: May 14, 2015, placed on
General State Calendar.

508 Senate Bill 1286. Status: March 18, 2015, referred
to Criminal Justice.
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sensitive personal information that results in the
potential compromise of the confidentiality or integ-
rity of the data.”® In Ohio, the term “breach of the
security of the system” is defined to mean an
unauthorized access to and acquisition of computerized
data that compromises the security or confidentiality of per-
sonal information owned or licensed by a state agency or an
agency of a political subdivision and that causes, reasonably
is believed to have caused, or reasonably is believed will
cause a material risk of identity theft or other fraud to the
person or property of a resident of this state.>!

B. States Having Data Breach Notification
Statutes

As of January 2015, all states except Alabama,
New Mexico, and South Dakota have laws requiring
that notice be given to the public if there is a security
breach involving data having personal informa-
tion.’™ The term “personal information” may be

509 Froomkin, supra note 213, at 1025 (footnote omitted)
(internal quotation marks omitted). See discussion of state
notification laws in Dana Rosenfeld and Donnelly McDowell,
Moving Target: Protecting Against Data Breaches Now and
Down the Road, 28 ANTITRUST ABA 90 (2014) [hereinafter
Rosenfeld and McDowell]; John A. Fisher, Secure My Data
or Pay the Price: Consumer Remedy for the Negligent
Enablement of Data Breach,4 WM. & Mary Bus. L. Rev. 215
(2013) [hereinafter Fisher]; Jill Joerling, Data Breach Noti-
fication Laws: An Argument for a Comprehensive Federal
Lauw to Protect Consumer Data, 32 WasH. U. J.L. & PoLy 467
(2010) [hereinafter Joerling]; and Robert Sprague and
Corey Ciocchetti, Preserving Identities: Protecting Personal
Identifying Information through Enhanced Privacy Policies
and Laws, 19 ALB. L.J. Sc1. & TecH. 91 (2009) [hereinafter
Sprague and Ciocchetti].

510 Onro REv. Copk § 1347.12(B)(1) (2015).

511 See National Conference of State Legislatures, Secu-
rity Breach Notification Laws (2015) (citing ALASKA STAT.
§ 45.48.010, et seq.; Ariz. Rev. Star. § 44-7501; Ark. CoDE
§ 4-110-101, et seq.; CaL. C1v. Copk §§ 1798.29 and 1798.80,
et seq.; Coro. ReEv. Star. § 6-1-716; CoNN. GEN STAT.
§ 36a-701b; DEL. Cobk tit. 6, § 12B-101, et seq.; FrA. StTAT.
§§ 501.171, 282.0041, and 282.318(2)(i); Ga. CopE §§ 10-1-
910-912 and § 46-5-214; Haw. REv. Stat. § 487N-1, et seq.;
IpanO STAT. §§ 28-51-104-107; 815 ILL. ComP. STAT. §§ 530/1—
530/25; InD. CopE § 4-1-11, et seq. and 24-4.9, et seq.; lowa
Copk §§ 715C.1-715C.2; Kan. Star. § 50-7a01, et seq., Ky.
REv. Stat. §§ 365.732 and 61.931-61.934; LA. REv. StaT.
§§ 51:3071, et seq. and §§ 40:1300.111-1300.116; ME. REv.
Star. tit. 10 § 1347; et seq.; Mp. CopE Com. Law § 14-3501, et
seq., Mp. State Gov't Cope §§ 10-1301-1308; Mass. GeN.
Laws § 93H-1, et seq.; MicuH. Comp. Laws §§ 445.63 and
445.72; MINN. Star. §§ 325E.61 and 325E.64; Miss. Cobe
§ 75-24-29; Mo. Rev. Stat. § 407.1500; Mont. CoDE §§ 2-6-
504 and 30-14-1701, et seq.; NEB. REv. Star. §§ 87-801-807;
NEv. REv. Stat. §§ 603A.010, et seq. and 242.183; N.H. REv.
Start. §§ 359-C:19-C:21; N.J. StaT. §§ 56:8-161-163; N.Y. GEN.
Bus. Law § 899-aa and N.Y. State TecH. Law § 208; N.C. GEN.
Start. §§ 75-61 and 75-65; N.D. Cent. CopE § 51-30-01, et seq.,
Onio Rev. Cope §§ 1347.12, 1349.19, and 1349.191-192;
OKLA. STAT. §§ 74-3113.1 and 24-161-166; OREGON REV. STAT.
§§ 646A.600-646A.628; 73 Pa. StaT. § 2301, et seq.; R.I. GEN.
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defined to include a person’s name, Social Security
number, driver’s license number, credit card num-
bers, security codes, PINSs, or passwords.?'? For exam-
ple, the Ohio statute provides that an agency must
disclose a breach of the security of personal informa-
tion data. Personal information is defined to be
an individual’s name, consisting of the individual’s first
name or first initial and last name, in combination with and
linked to any one or more of the following data elements,
when the data elements are not encrypted, redacted, or
altered by any method or technology in such a manner that
the data elements are unreadable:

(1) Social security number;

(i1) Driver’s license number or state identification card
number;

(iii) Account number or credit or debit card number, in com-
bination with and linked to any required security code,
access code, or password that would permit access to an
individual’s financial account.?®

Laws § 11-49.2-1, et seq.; S.C. CopE § 39-1-90; TeENN. CoDE
§ 47-18-2107; Tex. Bus. & Com. Copk §§ 521.002-521.053 and
Tex. Ep. Copk § 37.007(b)(5); Utan Copk § 13-44-101, et seq.;
V1. Star. tit. 9, §§ 2430 and 2435; Va. CopE §§ 18.2-186.6
and 32.1-127.1:05; WasH. Rev. Cope §§ 19.255.010 and
42.56.590; W. Va. CopE § 46A-2A-101, et seq.; Wis. STar.
§ 134.98; Wyo. Stat. § 40-12-501, et seq.; and D.C. CopE § 28-
3851, et seq.), available at: http:/www.ncsl.org/research/
telecommunications-and-information-technology/security-
breach-notification-laws.aspx (last accessed Oct. 12, 2015).
See also Mintz Levin, State Data Security Breach Notifica-
tion Laws (2015) [hereinafter State Breach Notification
Laws], available at: http://www.mintz.com/newsletter/2007/
PrivSec-DataBreachLaws-02-07/state_data_breach_matrix.
pdf (ast accessed Oct. 12,2015) (analyzing state laws by data
and consumers protected; the statutes’ definition of a breach;
covered entities; notice procedures, timing, and exemptions;
whether encryption is a safe harbor; preemption; penalties;
and whether the statutes create a private right of action) and
Sprague and Ciocchetti, supra note 509, at 104—105 (also
including citations to breach notification statutes).

512 See ALASKA Star. § 45.48.090(7)(A) (2015); CaL. Crv.
CobE § 1798.29(g) (2015); GA. CopE ANN. § 10-1-911(c) (2015);
Haw. Rgv. Srtar. § 487 N-1 (2015); Ipano CobE
§ 28-51-104(5) (2015); 815 IrL. Comp. Stat. § 530/5 (2015);
Inp. CopE § 4-1-11-3 (2015); Kansas Stat. AnN. § 50-7a01(g)
(2015); La. Rev. Star. §§ 3073(4)(a) and (b) (2015); MAINE
REv. Srar. tit 10, § 1347(6) (2015); Mass. GeN. Laws ch. 93H,
§ 1(a) (2015); Micu. Comp. Laws 445.63 §§ 3(q) and (r) (2015)
(defining personally identifying information and personal
information, respectively); MonTana CopE ANN. §§ 2-6-501(4)
(a) and (b) (2015); NEv. REv. StAT. § 603A.040 (2015); NEW
JERSEY STAT. ANN. § 56:8-161 (2015); Onio Rev. Cobk
§ 1347.01(E) (2015); Oxra. Star. §§ 24-162(6) and
74-3113.1(D)(2) (2015); 73 Pa. Cons. Star. § 2302 (2015); R.1.
GEN. Laws § 11-49.2-5(c) (2015); S.C. Copk § 39-1-90(D)(3)
(2015); VERMONT STAT. tit. 9, ch. 62 § 2430(5)(A) (2015) (defin-
ing the term “personally identifiable information”); Va. CopE
§ 18.2-186.6(A) (2015); WasH. Rev. Cope § 19.255.010(5)
(2015); W. Va. Copg, art. 2A, § 46A-2A-101(6) (2015), Wis.
Star. § 134.98(1)(b) (2015); and 14 V.I. Cobk § 2208(e) (2015).

513 Onro Rev. CopE § 1347.12(A)(6)(a) (effective Sept. 29,
2015). See also Onio Rev. Copk § 1347.01(E) (2015).

Washington State’s breach notification law
applies to personal information, a term that

(5) ...means an individual’s first name or first initial and

last name in combination with any one or more of the fol-

lowing data elements, when either the name or the data

elements are not encrypted:

(a) Social security number;

(b) Driver’s license number or Washington identification
card number; or

(¢) Account number or credit or debit card number, in com-
bination with any required security code, access code, or
password that would permit access to an individual’s finan-
cial account.”

(6) For purposes of this section, “personal information” does
not include publicly available information that is lawfully
made available to the general public from federal, state, or
local government records.’'

C. Applicability of the Statutes to Government
Agencies

Although the breach notification statutes apply
to businesses and commercial entities as defined in
each statute, in at least 23 states, the statutes also
apply to government agencies.?¢

514 WasH. Rev. Copk § 19.255.010(5) (2015).
515" WasH. Rev. Copk § 19.255.010(6) (2015)..

516 ArAskA STAT. §§ 45.48.090(2)(B) and (3) (2015) (stating
that the term “covered person” includes a government
agency, meaning “a state or local governmental agency,
except for an agency of the judicial branch”); see also ALASKA
Stat. § 45.48.090(4) (2015) (defining the term “information
collector” to mean a “covered person who owns or licenses
personal information in any form” on a state resident); CAL.
Crv. Copk § 1798.14 (2015) (directing an agency to maintain
only relevant and necessary personal information in its
records); Ga. CopE § 10-1-911(2) (2015) (defining the term
“data collector” to include “any state or local agency or sub-
division thereof...or other government entity,” but excepting
agency records maintained primarily for traffic safety, law
enforcement, or licensing purposes); Haw. Rev. Stat. § 487
N-1(2015) (chapter also applying to a government or instru-
mentality of the state or any county); Ipano Copt § 28-51-
104(1) (2015) (defining the term “agency” to mean any pub-
lic agency as defined in Ipano Copk § 74-101); 815 ILL. Comp.
Star. § 530/5 (2015) (stating that the term “data collector”
includes government agencies); INnpiana Cope § 4-1-11-4
(2015) (defining the term “state agency” as set forth in
Inp1ana CobE § 4-1-10-2); see also INpiana Cobk § 4-1-11-5(a)
(2015) (requiring state agencies to disclose security
breaches); Kansas Star. § 50-7a01(f) (2015) (defining term
“person” to include a government or governmental subdivi-
sion or agency or other entity) and Kan. Star. § 3073(1)
(2015) (defining the term “agency” to include the state, its
political subdivision, agency, or similar body); MAINE REv.
Srtar. tit. 10, § 1347(5) (2015) (defining the term “person” to
include agencies of state government); see also MAINE REv.
Star. § 1347(3) (2015) (defining the term “information bro-
ker” as being inapplicable to a governmental agency whose
records are maintained primarily for traffic safety, law
enforcement, or licensing purposes); Mass. GEN. Laws, ch.
93H, § 1(a) (2015) (defining the term “agency” to include
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The statutes typically provide that encryption is
a defense to a claim for a data breach for any
missing, lost, or stolen data.’'” For example, the
California breach notification law requires that

[alny agency that owns or licenses computerized data that
includes personal information shall disclose any breach of
the security of the system following discovery or notification
of the breach in the security of the data to any resident of
California whose unencrypted personal information was, or
is reasonably believed to have been, acquired by an unau-
thorized person.>!®

“any agency, ...authority of the commonwealth, or any of its
branches, or of any political subdivision thereof”); MicH.
Cowmp. Laws 445.63 § 3(a) (2015) (defining the term “agency”
to include “a department, board, commission, office, agency,
authority, or other unit of state government of this state”);
Monrana Copk § 2-6-501(6(a) (2015) (defining a state agency
to include “an agency, authority, ...or other instrumentality
of the legislative or executive branch of state government,”
as well as “an employee of a state agency acting within the
course and scope of employment”); NEv. REv. Star.
§ 603A.030 (2015) (defining the term “data collector” to
include “any governmental agency...that...handles, collects,
disseminates or otherwise deals with nonpublic personal
information”); N.J. Star. ANN. § 56:8-161 (2015) (defining a
public entity to include the state, county, public agency,
political subdivision, or other state public body); Onio REV.
Cope §§ 1347.01(A) and (b) (2015) (defining state agency
and local agency, respectively); see also Onio Rev. Copk
§ 1347.01(D) (2015) (defining the term “maintain” to mean
state or local ownership of, control over, responsibility for, or
accountability for data systems and §§ 1347.12(A)(1) and
(B)(1) (2015) (defining agency of a political subdivision);
OKLA. STaT. § 24-162(2) (2015) (stating that the term “entity”
includes “governments, governmental subdivisions, agen-
cies, or instrumentalities, or any other legal entity....”); 73
PaA. Cons. Stat. § 2302 (2015) (defining the term “entity” to
include a state agency or a political subdivision of the Com-
monwealth); R.I. GEn. Laws § 11-49.2-3(a) (2015) (applying
to “[alny state agency or person that owns, maintains or
licenses computerized data that includes personal informa-
tion....”); S.C. CopE §§ 37-1-301(18) and (20) 39-1-90 (2015)
(statute applying also to a “governmental subdivision”);
TeNN. CopE § 47-18-2102(9) (2015) (defining the term “per-
son” to include a “governmental agency...and any other
legal or commercial entity however organized....”); VERMONT
Srtar. tit. 9, ch. 62, § 2430(3) (2015) (defining the term “data
collector” to include the state, state agencies, and political
subdivisions of the state); Va. Cobe § 18.2-186.6 (2015)
(defining the term “entity” to include governments, govern-
mental subdivisions, agencies, or instrumentalities; see also
Va. Cope § 42.56.590(b) (2015) (stating that the term
“agency” has the same meaning as in § 42.56.010); W. Va.
CopE § 46A-2A-101 (2015) (defining the term “entity” to
include governments, governmental subdivisions, agencies,
or instrumentalities); Wis. Star. § 134.98(1)(a)(2) (2015)
(defining the term “entity” to include the state and any office,
department, independent agency, or state government body,
as well as a city, village, town, or county); 14 V.I. Copk
§ 2208(b) (2015) (applicable to any agency maintaining com-
puterized data with personal information).

517 Joerling, supra note 509, at 471.

518 California Security Breach Information Act § 1798.29
(a) (emphasis added).

37

In Ohio, the statute defines the term “agency of a
political subdivision” to mean “each organized body,
office, or agency established by a political subdivi-
sion for the exercise of any function of the political
subdivision, except that ‘agency of a political subdi-
vision’ does not include an agency that is a covered
entity as defined in 45 C.F.R. 160.103, as amended.”?*?

In some states there is a good faith defense to
the disclosure of personal information as long as the
personal information was not used for illegitimate
purposes and there were no other unauthorized dis-
closures of the data.5?

D. State Breach Notification Laws Authorizing
Civil Penalties or Claims for Damages

1. Overview

Although some breach-notification laws provide
for enforcement and civil penalties, it appears that
only in 13 states and the District of Columbia would
a person injured by a data breach have a private right
of action,® and that at least 4 states exempt govern-
ment agencies from “enforcement proceedings.”>??

Of the states in which the breach notification
laws apply to government agencies, the states differ
in regard to a right of action against government
agencies for a violation of the statute. In some states,
no action is permitted against government entities
or there is no provision for a private right of action.
Some state statutes provide for the imposition of a
civil penalty for a violation of the breach notification
statute, whereas other states authorize a claim for
damages. Some breach notification statutes delegate
authority to the attorney general to bring an action
for a violation.

519 Onro Rev. CopE § 1347.12(A)(1) (2015).
520 Joerling, supra note 509, at 471.

521 Alaska (but not against government agencies), Cali-
fornia, Delaware (treble damages and reasonable attorney’s
fees), Louisiana (actual damages), Maryland, Massachu-
setts (in certain situations), Minnesota, New Hampshire,
North Carolina, Rhode Island, South Carolina, Virginia,
Washington, and the District of Columbia. See State Breach
Notification Laws, supra note 511. See Joerling, supra note
509, at 479 N 63 (citing California Security Breach Informa-
tion Act, CaL. Civ. CobE § 1798.84 (2009); D.C. CopE ANN.
§ 28-3853(a) (2009); N.H. Rev. Star. AnN. § 359-C:21(I) (2009);
N.C. GeN. Star. ANN. § 75-65 (2007); Or. REvV. STAT. ANN.
§ 646A.624 (2009); S.C. Copk ANN. § 37-20-170 (2008); TENN.
CobE ANN. § 47-18-2107(h) (2009); and WasH. REv. CoDE ANN.
§ 19.255.010(10)(9) (2007)). See also Sprague and Ciocchetiti,
supra note 509, at 106 (at that time identifying the District
of Columbia and 11 states—California, Delaware, Hawaii,
Illinois, Louisiana, Maryland, Nevada, North Carolina,
Rhode Island, Tennessee, and Washington).

522 Joerling, supra note 509, at 476 (citing Haw. Rev.
STAT. ANN. § 487N-2 (2009); Fra. StaT. ANN. § 817.5681
(2006); ME. REv. StaT. AnN. tit. 10, § 1349 (2008); and
TeNN. CoDpE ANN. § 47-18-2107 (2009)).
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Some of the statutory provisions regarding
enforcement, such as for damages or a civil penalty,
apply to an agency’s failure to give notice of a secu-
rity breach, whereas some provisions apply to any
violation of the state’s privacy act protecting per-
sonal information maintained by an agency.

2. No Action Permitted Against Government
Agencies

In some states no action is permitted against gov-
ernment agencies.’*

3. No Provision for a Private Right of Action

In some states there appears to be no provision
for a private right of action.5?*

4. Liability for Civil Penalties

Some states’ statutes provide for the imposition
of a civil penalty for a violation of a state statute
protecting personal information and/or a violation of
a requirement that an agency give notice of a breach
of the security of personal information.??

In some states, however, a civil penalty will not be
assessed unless an agency’s action was willful or
intentional. For example, in Idaho, “[alny agency,
individual or commercial entity that intentionally

528 See Haw. REv. StaT. § 487N-3(a) (2015); MAINE REV.
Stat. § 1349(2)(A) (2015) (provisions on enforcement and
for imposition of civil penalties for violations of Maine’s
statute on Notice of Risk to Personal Data not applicable to
the state).

524 See GA. CopE § 10-1-910, et seq. (2015); 815 IrL. Comp.
Stat. § 530/20 (2015) (no specific penalty found that applies
to government agencies but a violation constitutes an unlaw-
ful practice under the Consumer Fraud and Deceptive Busi-
ness Practices Act); IND. CopE § 4-1-11-2, et seq. (2015) (no
provision located that permitted a civil action or imposed a
civil penalty for a violation); N.J. STAT. ANN. § 56:8-166 (2015)
(although stating that it is “unlawful. . .to willfully, knowingly
or recklessly violate sections 10 through 13 of this amenda-
tory and supplementary act,” no provision located authoriz-
ing a cause of action or imposing a specific civil penalty).

525 ALASKA STaT. § 45.48.080(a) (2015) (stating that an
information collector that is a governmental agency is liable
to the state for a civil penalty of up to $500 for each state
resident who was not notified under Araska Star. 45.48.010—
45.48.090 but total civil penalty may not exceed $50,000);
Mich. Comp. Laws § 445.72(14) (2015) (applicable to § 445.72°s
security breach requirements and providing that “[t]he
aggregate liability of a person for civil fines under subsection
(13) for multiple violations of subsection (13) that arise from
the same security breach shall not exceed $750,000). See
Mich. Comp. Laws § 445.72(15) (2015) (stating that “[s]ubsec-
tions (12) and (13) do not affect the availability of any civil
remedy for a violation of state or federal law”); R. I. GEN. Laws
§ 11-49.2-6(a) (2015) (stating that a breach of the state’s
Identity Theft Protection Act “is a civil violation for which a
penalty of not more than a hundred dollars ($100) per occur-
rence and not more than twenty-five thousand dollars
($25,000) may be adjudged against a defendant”).

fails to give notice [of a security breach] in accor-
dance with section 28-51-105, Idaho Code, shall be
subject to a fine of not more than twenty-five thou-
sand dollars ($25,000) per breach of the security of
the system.”>2¢

Montana Code Section 30-14-142(2) provides that
if a court finds that “a person is willfully using or
has willfully used” an unlawful method, act, or prac-
tice, a civil fine of not more than $10,000 may be
imposed for each violation. A willful violation occurs
when the party committing the violation knew or
should have known that the conduct was a violation
of Section 30-14-103.5%

5. Liability for Damages

Several states authorize an action for damages
for a violation of the state’s statute protecting per-
sonal information and/or for failure to give notice of
a breach of the security of personal information.>?

As stated, California’s IPA provides that an indi-
vidual may bring a civil action against an agency
whenever the agency refuses to comply with an indi-
vidual’s lawful request to inspect under Section
1798.34(a); fails to maintain accurate and complete
records concerning an individual as further pro-
vided in the statute; or “[flails to comply with any
other provision of this chapter, or any rule promul-
gated thereunder, in such a way as to have an
adverse effect on an individual.”*

In Ohio, Section 1347.12(G) authorizes the attor-
ney general to conduct an investigation and bring a
civil action for an alleged failure by a state agency or
an agency of a political subdivision to comply with
Section 1347.12.5%0

In South Carolina, a resident who is injured by a
violation of the state statute that applies to a breach
of the security of “business data” may

526 Ipano CopE § 28-51-107 (2015) (emphasis added).

527 MonT. CoDE § 30-14-142(4) (2015). See also MonT. CODE
§ 30-14-1705 (2015) (incorporating Mont. CopE § 30-14-
142(1)) (authorizing the courts to impose also a civil fine for
violating an injunction or temporary restraining order).

528 La. REv. Star. § 3075 (2015) (authorizing a civil
action “to recover actual damages resulting from the fail-
ure to disclose in a timely manner to a person that there
has been a breach of the security system resulting in the
disclosure of a person’s personal information”); TENN. CODE
AnN. §§ 47-18-2104 and 22105 (2015) (providing, respec-
tively, for a private right of action and for civil penalties

for a violation of the Tennessee Identity Theft Deterrence
Act of 1999).

529 CAL. C1v. CopE § 1798.45(a)~(c) (2015). See also CAL.
Civ. CopE § 1798.46(b) (2015) (allowing for attorney’s fees
and other litigation costs for violations of §§ 1798.45(b) or (c))
and § 1798.53 (2015) (allowing actions for invasion of privacy
except against state or local government agency employees).

530 Onro Rev. CopE § 1347.12(G) (effective Sept. 29, 2015).
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(1) institute a civil action to recover damages in case of a
wilful [sic] and knowing violation;

(2) institute a civil action that must be limited to actual
damages resulting from a violation in case of a negligent
violation of this section; ...and

(4) recover attorney’s fees and court costs, if successful .

Furthermore, under South Carolina law, a person
“who knowingly and wilfully [sic] violates this sec-
tion is subject to an administrative fine in the
amount of one thousand dollars for each resident
whose information was accessible by reason of the
breach, the amount to be decided by the Department
of Consumer Affairs.”5*?

In Virginia, although the attorney general is
authorized to impose a civil penalty for a security
breach, the statute also provides that an individual
is not limited “from recovering direct economic dam-
ages from a violation....”s3

In Washington, a customer who is injured by a
violation of the state’s statutory requirement that a
notice be given of a breach in the security of per-
sonal information may institute a civil action for
damages;*** however, an agency is not required to
disclose a technical breach of the security system
that does not seem reasonably likely to subject a
customer to a risk of criminal activity.?

Finally, it may be noted that a number of class
actions have been brought against private compa-
nies for damages allegedly caused by a breach of
security and a theft of PII. However, some cases
have been dismissed for lack of standing on the
ground that the risk of future injury caused by a
breach, such as a possible identity theft, in and of
itself is “too speculative to confer standing,”3¢ or
because the plaintiff was unable to show an actual
injury-in-fact.?%7

6. Power Delegated to the Attorney General

Some of the privacy statutes delegate authority
to the attorney general to bring an action for a

51 S,C. Copk §§ 31-1-90(G) (2015).

532 S.C. CopE § 31-1-90(H) (2015) (emphasis added).
533 V. Copk § 18.2-186.6(I) (2015).

53¢ WasH. Rev. Copk § 42.56.59(10)(a) (2015).

535 WasH. Rev. Copk § 42.56.59(10)(d) (2015).

53¢ Rosenfeld and McDowell, supra note 509, at 93 (citing
In re TJX Cos. Retail Sec. Breach Litig., 527 F. Supp. 2d 209
(D. Mass. 2007) (affirmed by, in part, vacated by, in part,
remanded, Amerifirst Bank v. TJX Cos. (In re TJX Cos. Retail
Sec. Brach Litig.), 2009 U.S. App. LEXIS 6636 (1st Cir. Mass.,
Mar. 30, 2009)).

537 Id.; Sprague and Ciocchetti, supra note 509, at 101 (cit-
ing Pisciotta v. Old Nat’l Bancorp, 499 F.3d 629, 631 (7th Cir.
2007) (applying Indiana law)).
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breach of the statute.’®® In Oklahoma, Oklahoma
Statute Section 24-165(A) provides for enforcement
and a civil penalty for a violation of the Security
Breach Notification Act: “A violation of this act that
results in injury or loss to residents of this state may
be enforced by the Attorney General or a district
attorney in the same manner as an unlawful prac-
tice under the Oklahoma Consumer Protection Act.”

Subsection (B) grants the attorney general or a
district attorney exclusive authority to bring an
action either for actual damages for a violation of
the act or for a civil penalty not to exceed $150,000
“per breach of the security of the system or series of
breaches of a similar nature that are discovered in a
single investigation.”>3

Vermont’s statute on Protection of Personal Infor-
mation with respect to all data collectors grants the
attorney general with some exceptions “sole and full
authority to investigate potential violations of this sub-
chapter and to enforce, prosecute, obtain, and impose
remedies for a violation of this subchapter....”5

In Virginia, the attorney general “may impose a
civil penalty not to exceed $150,000 per breach of
the security of the system or a series of breaches of a
similar nature that are discovered in a single inves-
tigation.”! However, the section does not “limit an
individual from recovering direct economic damages
from a violation....”542

The West Virginia Breach of Security Information
law provides that the attorney general has exclusive
authority to bring an action; that no civil penalty
may be assessed unless the court finds that the
defendant has engaged in a course of repeated and
willful violations of article 2A; and that no civil pen-
alty may exceed $150,000 “per breach of security of
the system or series of breaches of a similar nature
that are discovered in a single investigation.”

538 KaN. Star. § 50-7a02(g) (2015) (empowering the attor-
ney general “to bring an action in law or equity to address
violations of this section and for other relief that may be
appropriate”); Mass. GEN. Laws ch. 93H, § 3 (2015) (stating
that the “attorney general may bring an action pursuant to
section 4 of chapter 93A against a person or otherwise to
remedy violations of this chapter and for other relief that
may be appropriate”); Ouio Rev. Copk § 1347.12(G) (2015)
(stating that the attorney general may conduct an investi-
gation and bring a civil action for an alleged failure by a
state agency or agency of a political subdivision to comply
with § 1347.12); 73 Pa. Cons. Star. § 2308 (2015) (providing
that the attorney general has exclusive authority to bring
an action for a violation of the state’s Breach of Personal
Notification Act).

539 OKLA. STAT. § 24-165(B) (2015).

540V, Star. tit. 9, § 2435(g)(1) (2015).

5414, Copk § 18.2-186.6(1) (2015).

542 Id

53 W. Va. Copk § 46A-2A-104(b) (2015) (emphasis added).
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7. Miscellaneous Provisions

Nevada’s statute on the Security of Personal
Information provides for a right of action by the data
collector, rather than a right of action against the
data collector.>**

The Wisconsin statute provides only that when
there is an unauthorized acquisition of personal
information, the “[flailure to comply with this section
is not negligence or a breach of any duty, but may be
evidence of negligence or a breach of a legal duty.”>*

VIIIl. REMEDIES AT COMMON LAW FOR
INVASION OF PRIVACY

A. States that Recognize an Invasion of
Privacy at Common Law

The disclosure of private facts when a disclosure
would be offensive and objectionable to a reasonable
person may give rise to an action in tort for an inva-
sion of privacy.’*¢ Although a violation of the right to
privacy may create a cause of action, a plaintiff must
meet the elements of the tort to maintain a claim.5*’
As discussed in Section IX.A, even if an individual
alleges a privacy claim at common law against a
transportation agency, in some states the agencies
would have sovereign immunity.

Some courts have adopted the Restatement of
Torts (Second) as the basis for an action for an
invasion of privacy.5*® Michigan courts, which have

54 NEv. Rev. Stat. § 603A.900 (2015) (stating that “[a]
data collector that provides the notification required pursu-
ant to NEv. REv. StaT. § 603A.220 may commence an action
for damages against a person that unlawfully obtained or
benefited from personal information obtained from records
maintained by the data collector” and recover damages,
reasonable costs of notification, reasonable attorney’s fees
and costs, and punitive damages when appropriate”).

545 Wis. Stat. § 134.98(4) (2015).

546 Opperman v. Path, 87 F. Supp. 3d 1018, 1062 (N.D. Cal.
2014).

547 Ruffin-Steinback v. De Passe, 82 F. Supp. 2d 723, 734
(E.D. Mich. 2000) and Rycroft v. Gaddy, 281 S.C. 119, 124, 314
S.E.2d 39, 43 (1984).

548 Eric S. Pasternack, HIPAA in the Age of Electronic
Health Records, 41 RutGers L.dJ. 817, 831 (2010) [hereinafter
Pasternack] (citing Thomas J. Smedinghoff, The Emerging
Law of Data Security: A Focus on the Key Legal Trends, 934
PracTising Law InstrTuTE 13, 22 (2008)). See Dwyer v. Am.
Express Co., 273 I1l. App. 3d 742, 652 N.E.2d 1351 (Ind. App.
Ct. 1995) (holding that based on the Restatement (Second) a
credit card issuer’s compilation of a customer’s personal
information and dissemination of customer lists to third par-
ties was not a breach of privacy) and Lewis v. LeGrow, 258
Mich. App. 175, 188, 670 N.W.2d 675, 685 (Mich. Ct. App.
2003) (stating that “[t]he Legislature has not defined what
constitutes an invasion of privacy, but when interpreted in
light of the common-law right to privacy, it is clear that it
includes keeping sexual relations private”).

“long recognized the common law tort of invasion
of privacy,”*® have relied on William Prosser’s four
bases on which a claim in tort may be made for an
invasion of privacy: “(1) the intrusion upon anoth-
er’s seclusion or solitude, or into another’s private
affairs; (2) a public disclosure of private facts
about the individual; (3) publicity that places
someone in a false light in the public eye; and (4)
the appropriation of another’s likeness for the
defendant’s advantage.”s*°

Although New York®! and Virginia®*? do not
recognize a common law right to privacy, Arkansas,
Alabama, California, Delaware, the District of
Columbia, Indiana, Iowa, Michigan, Minnesota,
Missouri, New Jersey, South Carolina, Texas,
Vermont, and Washington are among the jurisdic-
tions that do recognize a right to privacy at com-
mon law.553

549 Dalley v. Dykema Gossett, PLLC, 287 Mich. App. 296,
788 N.W.2d 679, 686 (Mich. Ct. App. 2010) (citing Lewis v.
LeGrow, 258 Mich. App. 175, 670 N.W.2d 675 (2003)).

550 Lewis v. LeGrow, 258 Mich. App. 175 at 193, 670
N.W.2d at 687 (citing William Prosser, Privacy, 48 CaL. L.
REv. 383, 389 (1960)). See also Ross v. Trumbull County,
2001 Ohio App. LEXIS 495, at *1 (2001).

51 See Burck v. Mars, Inc., 571 F. Supp. 2d 446, 450 (S.D.
N.Y. 2008). Although New York does not have a common
law right to privacy, there is a statutory right to privacy
against commercial appropriation. See also Lohan w.
Perez, 924 F. Supp. 2d 447, 453 (E.D.N.Y. 2013); Allison v.
Clos-Ette Too, 2014 U.S. Dist. LEXIS 143517, at *1
(S.D.N.Y. Sept. 15, 2014), report and recommendation
adopted sub nom., 2014 U.S. Dist. LEXIS 143066, at *1
(S.D.N.Y. Oct. 7, 2014); and Hunt v. Conroy, 2014 U.S. Dist.
LEXITS 52305, at *1 (N.D.N.Y. Apr. 16, 2014).

552 Wiest v. E-Fense, Inc., 356 F. Supp. 2d 604, 612 (E.D.
Va. 2005).

53 See Phillips v. Smalley Maintenance Services, Inc.,
711 F.2d 1524, 1533 (1983) (“Since 1948, beginning with
the case of Smith v. Doss, 251 Ala. 250, 37 So. 2d 118
(1948), Alabama has recognized the tort of ‘invasion of the
right to privacy.”); Milam v. Bank of Cabot, 327 Ark. 256,
937 S.W.2d 653 (1997); Metter v. Los Angeles Examiner, 35
Cal. App. 2d 304, 95 P.2d 491 (1939); Peay v. Curtis Pub-
lishing Co., 78 F. Supp. 305 (D.D.C. 1948); State v. Holden,
54 A.3d 1123 (Del. Super. Ct. 2010); Davis v. General
Finance & Thrift Corp., 80 Ga. App. 708, 57 S.E.2d 225
(1950); Continental Optical Co. v. Reed, 119 Ind. App. 643,
86 N.E.2d 306 (1949); Bremmer v. Journal-Tribune Pub-
lishing Co., 247 Iowa 817, 76 N.W.2d 762 (1956); Tate v.
Woman’s Hops. Found., 56 So. 3d 194 (La. 2011); Dalley v.
Dykema Gossett, PLLC, 287 Mich. App. 296, 788 N.W.2d
679, 686 (2010) (quoting Lewis v. LeGrow, 258 Mich. App.
175, 670 N.W.2d 675 (2003)); Meyerkord v. Zipantoni Co.,
276 S.W.3d 319 (Mo. App. 2008); Frey v. Dixon, 141 N.J. Eq.
481, 58 A.2d 86 (1948); Holloman v. Life Ins. Co., 192 S.C.
454, 7 S.E.2d 169 (1940); Russell v. American Real Estate
Corp., 89 SW.3d 204 (Tex. App., Corpus Christi 2002);
Pion v. Bean, 2003 VT 79, 833 A.2d 1248 (2003); and Mayer
v. Huesner, 126 Wash. App. 114, 107 P.3d 152 (2005).

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/23586

B. Invasion of Privacy

There are four potential bases for a claim in tort
for an invasion of privacy that may apply to an
unauthorized use or disclosure of personal data:
public disclosure of private facts, intrusion upon
seclusion, misappropriation, and false light.5* Not
all states that allow a claim for invasion of privacy
recognize all four types of claims.

1. Public Disclosure of Private Facts

Although some states recognize “the tort of invasion
of privacy based on [an] unreasonable public disclo-
sure of private facts,” it appears that most jurisdic-
tions require that a disclosure of personal information
must have been made to the general public, “usually
through the media.”® For a claim to be actionable, the
disclosure has to have revealed, for instance, “unpleas-
ant or disgraceful or humiliating illnesses’ or ‘hidden
physical or psychiatric problems.”%7

For example, in Lake v. Wal-Mart Stores Inc.,>
concerning the publication of nude photos by Wal-
Mart employees, the court stated:

Lake and Weber allege in their complaint that a photograph of

their nude bodies has been publicized. One’s naked body is a

very private part of one’s person and generally known to oth-

ers only by choice. This is a type of privacy interest worthy of
protection. Therefore, without consideration of the merits of

Lake and Weber’s claims, we recognize the torts of intrusion

upon seclusion, appropriation, and publication of private facts.

Accordingly, we reverse the court of appeals and the district

court and hold that Lake and Weber have stated a claim upon

which relief may be granted and their lawsuit may proceed.?

However, a tort action for public disclosure is
unlikely to succeed if the injury from a disclosure is
minimal.5¢

554 Restatement (3d) of Torts. See Martha Tucker Ayres,
Confidentiality and Disclosure of Health Information in
Arkansas, 64 Ark. L. REv. 969, 994 (2011) (footnote omitted)
[hereinafter Ayres].

555 Joy L. Pritts, Altered States: State Health Privacy
Laws and the Impact of the Federal Health Privacy Rule, 2
YaLk J. HEALTH PoL’y L. & Etnics 325, 331 (2002) [herein-
after Pritts] (citing, e.g., Ozer v. Borquez, 940 P.2d 371, 377
(Colo. 1997) (stating that “[t]he requirement of public dis-
closure connotes publicity, which requires communication
to the public in general or to a large number of persons, as
distinguished from one individual or a few”) and Lake v.
Wal-Mart Stores Inc., 582 N.W.2d 231, 235 (Minn. 1998)
(establishing the common law right to privacy in Minne-
sota, including the torts of “intrusion upon seclusion,
appropriation, and publication of private facts”).

556 Ayres, supra note 554, at 995 (stating that a recovery
in tort for an invasion of privacy is limited as the disclo-
sure or communication must be “to the public at large”);
see Pritts, supra note 555, at 331.

557 Pasternack, supra note 548, at 833 (footnote omitted).

558 582 N.W.2d 231, 235 (Minn. 1998).

559 Id.

560 Pasternack, supra note 548, at 833 (footnote omitted).
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2. Intrusion upon Seclusion

A second cause of action for an invasion of privacy
for disclosing personal data is for intrusion upon
seclusion. The tort of intrusion upon seclusion does
not require a showing that a disclosure was made to
the general public.’®! In an Arkansas case, the court
observed that the tort of intrusion requires “specific
intrusive action as opposed to disclosing private
information.”? In California, there must be proof of
an “intrusion into a private place, conversation or
matter...in a manner highly offensive to a reason-
able person.”® In Rhoades v. Penn-Harris-Madison
School Corporation,®® a federal court in Indiana
held that an intrusion claim requires physical con-
tact or an invasion of a plaintiff’s physical space.5¢

In Watkins v. Cornell Companies, Inc., a case in
which the plaintiffs sued for intrusion upon seclu-
sion but knew they were being filmed, a federal
court in Texas held that

[ilntrusion on seclusion requires proof of (1) an intentional

intrusion, physically or otherwise, upon another’s solitude,

seclusion, or private affairs or concerns, which (2) would be
highly offensive to a reasonable person. ...Liability does not
turn on publication of any kind. The core of the tort of invasion

of privacy is the offense of prying into the private domain of
another, not the publicity that may result from such prying.>®

There are various defenses to a claim for intrusion,
including that the plaintiff did not intend to keep the
information private; that under the circumstances the
plaintiff did not have a reasonable expectation of pri-
vacy; or that the plaintiff voluntarily and without any
coercion consented to the disclosure.’” Under Penn-
sylvania law, an intrusion claim cannot exist when “a
defendant legitimately obtains information from a
plaintiff.”5¢ In Doe v. Di Genova,’® a federal court in
the District of Columbia held that there is no claim for

51 See Restatement (Second) § 652(B). See also Reid v.
Pierce County, 136 Wash. 2d 195, 206, 961 P.2d 333, 339-340
(1998).

562 Dunbar v. Cox Health Alliance, LLC, 446 B.R. 306,
313-314, 2011 Bankr. LEXIS 812 (E.D. Ark. 2011).

%63 Grant v. United States, 2011 U.S. Dist. LEXIS 61833,
at *1, 20 (E.D. Cal. 2011) (citing CaL. Civ. Copt § 47(b)),
adopted by, claim dismissed, 2011 U.S. Dist. LEXIS 78119,
at *1 (E.D. Cal. 2011).

564 574 F. Supp. 2d 888 (N.D. Ind. 2008).

55 Id. at 907-908 N 3.

566 2013 U.S. Dist. LEXIS 66376, at *1, 21-22 (N.D. Tex.
2013) (citations omitted) (internal quotation marks omitted)
(emphasis added).

567 Ayres, supra note 554, at 995 (footnotes omitted)

568 Steinberg v. CVS Caremark Corp., 899 F. Supp. 2d 331,
342-343 (E.D. Pa. 2012).

59 Doe v. Di Genova, 642 F. Supp. 624, 632 (D. D.C. 1986)
(holding that under the Privacy Act, Doe was entitled to an
order prohibiting the release of records).
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intrusion when an intrusion is reasonable under the
circumstances or when an intrusion is not “serious.”

One issue for an intrusion claim is whether a dis-
closure is sufficiently offensive. In Cooney v. Chicago
Public Schools,’™ involving a firm’s disclosure of
personal information on former Chicago public
school employees, the court, in ruling that there
were no actionable claims, drew a distinction
between personal information and private informa-
tion. Names and Social Security numbers are per-
sonal information, but the court held that their dis-
closure was not “facially embarrassing and highly
offensive....”s™

One case was located for the digest in which the
court held that the complaint stated a claim against
the Secretary of the North Carolina DOT for intru-
sion into seclusion. North Carolina recognizes the
tort of intrusion into seclusion. In Toomer v. Garrett,>™
the plaintiff alleged that the secretary disclosed and
distributed the contents of Toomer’s personnel file to
the media, thus violating the plaintiff’s right to pri-
vacy.’” Although the state, its agencies, and officials
who are sued in their official capacities usually are
immune from claims under North Carolina law, the
court held that the action was allowable because of
the plaintiff’s allegations of malice and bad faith on
the part of the DOT officials.’” Therefore, the defen-
dants were not “entitled to dismissal of plaintiff’s
claims for tortious invasion of privacy on the basis of
official capacity immunity.”"

In Behar v. Pennsylvania Department of Trans-
portation,’™ the court held that the transportation
department’s interest in public safety outweighed
the plaintiff’s interest in the privacy of the plain-
tiff’s medical information. The plaintiff challenged
a Pennsylvania Department of Transportation

570 Cooney v. Chicago Public Schools, 407 Ill. App. 3d
358,943 N.E.2d 23 (2010).

51 Id. at 367,943 N.E.2d at 32.

572 155 N.C. App. 462, 574 S.E.2d 76 (N.C. App. 2002).
573 Id. at 466467, 574 S.E.2d at 82.

574 Id. at 480-481, 574 S.E.2d at 91.

555 Id. at 481,573 S.E.2d at 91. The court also held that the

plaintiff’s complaint was sufficient to state (1) § 1983
claims for federal substantive due process and equal
protection violations for injunctive relief against indi-
vidual defendants in their official capacities and for
damages in their individual capacities; (2) state sub-
stantive due process and equal protection claims for
injunctive relief against individual defendants in their
official capacities; (3) a breach of contract claim against
the State, NCDOC, and individual defendants in their
official and individual capacities; and (4) ...invasion of
privacy, gross negligence, and civil conspiracy against
individual defendants in their individual capacities.

Id. at 484,574 S.E.2d at 93.
5% 791 F. Supp. 2d 383 (M.D. Pa. 201).

(PennDOT) regulation that required health care
professionals to inform PennDOT of every patient
older than 15 who had certain designated medical
conditions that could affect a patient’s ability to
drive a vehicle.’”” The plaintiff argued that the regu-
lation violated privacy rights and would cause indi-
viduals to avoid seeking medical care to assure that
they would not lose their driving privilege.’”® In
Pennsylvania, although patients have a right to pri-
vacy in their medical information, the courts use a
seven-factor test to balance the individual’s inter-
ests against the state’s interests in public health
and safety.’” The court held that “the privacy inter-
ests of [the plaintiff’s] patients are outweighed by
the state’s compelling interest,” because the “opera-
tion of vehicles on Pennsylvania roadways compels a
broader consideration of issues than those asserted
by” the plaintiff.58 The court also held, inter alia,
that the plaintiff lacked standing.5®!

3. Claims for Appropriation or False Light

Because they are mentioned in the Restatement,
privacy claims based on misappropriation or false
light will be noted briefly. For a plaintiff to make a
claim for misappropriation or for false light, a plain-
tiff’s information must have been revealed to the
public by the media, the same element that is usu-
ally required for a claim for a public disclosure of
private facts.’®?

C. Applicability of a Common Law Right of
Privacy to Transportation Agencies

In the absence of constitutional or statutory rem-
edies, tort law must be used to remediate a violation
of a claimed right to privacy.®®® One commentator
argues that there are several problems in respect to
the use of the common law of torts for a privacy vio-
lation arising out of a disclosure of data collected by
ITS and other technology.>%*

First, it is difficult to predict how the courts would
apply the principles previously discussed because
“there is no reported court decision regarding tort
liability for invasion of privacy in a context similar
to ITS.”%% Second, for there to be a claim, the

577 Id. at 388. See also 67 Pa. Cons. Copk § 85.6 (2015).
578 Behar, 791 F. Supp. 2d at 397.

579 Id. at 398.

580 Id

581 Id. at 390—400.

582 Ayres, supra note 554, at 998, 1000 (footnote omitted).
%3 Douma and Deckenbach, supra note 2, at 295.

%4 Dorothy J. Glancy, Privacy and Intelligent Transporta-
tion Technology, 11 Santa Crara CompUTER & HicH TEcH. L.J.
151, 179 (1995) [hereinafter Dorothy Glancy].

585 Id
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defendant’s conduct would have to have been inten-
tional as mere negligence ordinarily will not suf-
fice.?%¢ Third, the law in some states demands that a
violation of privacy must have been the result of
“willful or outrageous” conduct, something that the
writer argues is unlikely with regard to “routine”
ITS operations.?®” Finally, the commentator posits
that some state or local government agencies are
protected by sovereign immunity from common law
privacy claims.588

In sum, the common law has not recognized a
cause of action for a violation of privacy resulting
from a disclosure of data collected on individuals
when they are “on the public streets.”®® An inten-
tional disclosure of secure data may state a claim in
those states recognizing the common law tort of
intrusion into seclusion. There is authority, however,
that the disclosure of personal information, such as
Social Security numbers and similar PII considered
to be secure data, does not state a claim because the
data are not embarrassing or highly offensive.

IX. WHETHER TRANSPORTATION AGENCIES
ARE POTENTIALLY LIABLE FOR A DISCLOSURE
OF DATA

A. Whether a Claim for a Release of Data Is
Barred by Sovereign Immunity or a State Tort
Claims Act

Many states’ tort claims or governmental immu-
nity acts retain sovereign immunity except for cer-
tain designated claims or government functions.
The survey asked transportation agencies whether
they have immunity under state law from claims for
a negligent or intentional disclosure of data. Seven
transportation agencies reported that they have
immunity from such claims,’ whereas eight agen-
cies stated that they would not have immunity.?!

The liability of a public entity in tort varies from
state to state depending on the extent to which the

586 I
587 Id. at 180.
588 I

58 Garry, Douma, and Simon, supra note 2, at 104 (cit-
ing Kendra Roseberg, Location Surveillance by GPS: Bal-
ancing an Employer’s Business Interest with Employee
Privacy, 6 WasH J.L. TEcH. & ArTs 143, 150-154 (2010)).

5% Alabama DOT (citing AraBama ConsT. (1901), Art. I,
§ 14); Arkansas DOT, Florida DOT, Indiana DOT (citing IND.
Copk § 34-13-3), MoDOT, Oregon DOT, and Rhode Island
DOT. The Montana DOT’s response was “none known.” The
Maine DOT and Ohio DOT did not respond to the question.

%1 Arizona DOT, District of Columbia DOT, City of
Minneapolis—Public Works Dept., North Dakota DOT,
Oklahoma DOT, South Carolina DOT, and Utah DOT. The
Maine DOT and Ohio DOT did not respond to the question.
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state legislature has waived immunity, as well as on
the courts’ interpretation of the applicable legisla-
tion.?2 It is important to note that in states where a
tort claims act permits a plaintiff to sue a public
entity in tort, the legislation may have specific
exceptions, exemptions, or exclusions to liability. In
its response to the survey, the Florida DOT cited its
state’s statute on sovereign immunity in which the
State of Florida for itself and its agencies and subdi-
visions “waives sovereign immunity for liability for
torts, but only to the extent specified in this act.”
The Illinois Local Governmental and Governmental
Employees Immunity Act has “an extensive list of
immunities based on specific governmental func-
tions.”®®* As observed by the North Carolina court in
Turner v. N.C. DOT % the DOT may be sued for neg-
ligence only as provided in the tort claims act.
Because tort claims acts and similar legislation
affecting governmental immunity are in derogation
of the common law, the courts typically strictly con-
strue the legislation.5%

A defense for discretionary decisions made by pub-
lic entities is one recognized under some states’ com-
mon law and/or is a defense that has been codified in
state tort claims legislation. In the Toomer case, the
plaintiff’s complaint did not allege a waiver by North
Carolina of its sovereign immunity that “shields the

592 See LarrYy W. THoMAS, Tort Liability of Highway
Agencies, in SELECTED STUDIES IN TRANSPORTATION Law, Vol.
4 (Transportation Research Board of the National Acade-
mies of Science, Engineering, and Medicine, Washington
D.C., 2003).

3 Fra. Star. § 768.28(1) (2015) (emphasis added).
Although the applicable Florida Statute must be consulted
in its entirety, FLA. StaT. § 768.28(1) further provides that

[alctions at law against the state or any of its agen-
cies or subdivisions to recover damages in tort for
money damages against the state or its agencies or
subdivisions for injury or loss of property, personal
injury, or death caused by the negligent or wrongful act
or omission of any employee of the agency or subdivi-
sion while acting within the scope of the employee’s
office or employment under circumstances in which the
state or such agency or subdivision, if a private person,
would be liable to the claimant.

59 Sexton v. City of Chicago, 976 N.E.2d 526, 540 (Il.
App. 2012) (some internal quotation marks omitted).

5% 733 S.E.2d 871, 874 (N.C. Ct. App. 2012) (holding
that the DOT owed no duty to the decedents for failing to
install warning signs on a road as there was no violation
of the Manual on Uniform Traffic Control Devices and the
DOT had no knowledge of an unsafe road condition).

596 Nawrocki v. Macomb County Road Commission, 463
Mich. 143, 151, 615 N.W.2d 702, 707 (Mich. 2000) (Supreme
Court of Michigan holding that “prior decisions of this
Court...improperly broadened the scope of the highway
exception” to governmental immunity and holding that the
court was “duty bound to overrule past decisions that
depart from a narrow construction and application of the
highway exception....”).

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/23586

44

State, its agencies, and officials sued in their official
capacities....”®” Moreover, the court stated that

[tIhe essence of the doctrine of public official immunity is
that public officials engaged in the performance of their
governmental duties involving the exercise of judgment and
discretion, and acting within the scope of their authority,
may not be held liable for such actions, in the absence of
malice or corruption.>®®

Most states have a tort claims act or similar leg-
islation with a provision that immunizes a state
agency for its exercise or performance of discretion-
ary functions; the exemption usually is identical or
similar to the one in the Federal Tort Claims Act
(FTCA). The FTCA grants jurisdiction to federal dis-
trict courts of

civil actions on claims against the United States, for money
damages...for injury or loss of property, or personal injury
or death caused by the negligent or wrongful act or omission
of any employee of the Government while acting within the
scope of his office or employment, under circumstances
where the United States, if a private person, would be liable
to the claimant in accordance with the law of the place
where the act or omission occurred.’”

However, the FTCA does not allow a civil action
against the United States for:

Any claim based upon an act or omission of an employee of
the Government, exercising due care, in the execution of a
statute or regulation, whether or not such statute or regula-
tion be valid, or based upon the exercise or performance or the
failure to exercise or perform a discretionary function or duty
on the part of a federal agency or an employee of the Govern-
ment, whether or not the discretion involved be abused.®®

The courts generally have held that a government
decision or function is discretionary in nature when
the decisionmaking at issue occurred at the plan-
ning-level and/or the decisionmaking involved the
consideration or evaluation of broad policy factors.®!

597 Toomer, 155 N.C. App. at 480, 574 S.E.2d at 91.

598 Id. at 481, 574 S.E.2d at 91 (emphasis added).

599 28 U.S.C. § 1346(b)(1) (2015) (emphasis added).

600 28 U.S.C. § 2860(a) (2015) (emphasis added). See,
e.g., CaL. Gov't Copk § 820.2 (2015) (concerning discretion-
ary acts); INp. Cope § 34-14-3-3(7) (2015); Iowa CobE
§ 669.14(1) (2015); Kan. Star. ANN. § 75-6104(e) (2015);
NEB. REv. StaT § 81-8,219(1) and ch. 41 (2015); Onio REv.
CopE § 2743.02 (2015); Ok. STAT. § 155(5) (2015); TExAs C1v.
Prac. & Rem. Cobk § 101.056 (2015); Utan Cobk § 63G-7-
301(5)(a) (2015); VA. CopE § 33.1-70.1 (2015); and Wis.
Star. §§ 893.80 and 893.82 (2015).

601 Miotke v. Spokane, 101 Wash. 2d 307, 334, 678 P.2d
803, 819 (1984) (stating that in Evangelical United Brethren
Church v. State, 67 Wash. 2d 246, 407 P.2d 440 (1965), the
court created a narrow exception to governmental immu-
nity from tort liability in instances in which public offi-
cials engage in discretionary acts based on a four-part
inquiry). See Weiss v. Fote, 7 N.Y.2d 579, 167 N.E.2d 63,
200 N.Y.S.2d 409 (1960).

Whether a governmental decision is discretionary
and entitled to immunity is a question of law decided
by the court.5%?

In Axtell v University of Texas,’® a Texas appel-
late court held that the disclosure by a state agency
of confidential information was not actionable
because the state had retained its immunity under
the state tort claims act. In Axtell, a student sued a
state university and its employees for sending the
student’s educational records by a telefax machine
to a local radio station without the student’s con-
sent.® The trial court dismissed the action because
of the university’s immunity as a state institution.
The plaintiff argued on appeal that the university
lacked immunity because the Texas Tort Claims Act
“provides a limited waiver of sovereign immunity
when [a] personal injury is ‘caused by a condition or
use of tangible personal or real property if the gov-
ernmental unit would, were it a private person, be
liable to the claimant according to Texas law.”%%
Axtell argued that the tangible personal property,
i.e., the telefax machine, used to disclose his confi-
dential information was the cause of his injuries.5%

The court held, however, that the university
employees’ negligence was not their use of a telefax
machine, but their release of the plaintiff’s informa-
tion by whatever means.®®” Thus, the Texas Tort
Claims Act’s limited waiver of immunity that applies
to the use of tangible personal or real property did
not apply to the disclosure of the plaintiff’s informa-
tion.%%® Because immunity for the release of personal
information had not been waived, the court affirmed
the trial court’s dismissal of the plaintiff’s action.%

In Tivnan v. Registrar of Motor Vehicles,’° the
plaintiff sued employees of the Registry of Motor
Vehicles for issuing a duplicate driver’s license in his
name to another individual in violation of the Anno-
tated Laws of Massachusetts Law Chapter 66A.5!
The imposter ruined the plaintiff’s credit and
amassed over $150,000 in debt in the name of the
plaintiff.*2 The court held that the privacy issue was
governed by the Massachusetts Tort Claims Act

602 Truman v. Griese, 2009 S.D. 8, 33, 762 N.W.2d 75, 85
(2009).

603 69 S.W.3d 261 (Tex. App. 2002).

604 Id. at 263.

605 Id. at 264 (quoting TEx. C1v. Prac. & REM. CoDE ANN.
§ 101.021(2) (1997)).

606 Id

507 Id. at 266.

608 Id

609 Id. at 267.

610 50 Mass. App. Ct. 96, 734 N.E.2d 1182 (2000).
611 Id. at 96-97, 734 N.E.2d at 1183.

612 Id. at 97,734 N.E.2d at 1183.
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(MTCA).53 The MTCA superseded the Annotated
Laws of Massachusetts Chapter 214, Section 3B,
which provided that “parties injured by the viola-
tion of G. L. c. 66A [may] claim damages for injury
against public employers....”®'* The case was dis-
missed because under the MTCA, “the issuance of
a license [is] specifically immunized” under Sec-
tion 10(e).51%

On the other hand, in Torres v. Attorney General ,5'¢
the plaintiff alleged that the Department of Social
Services violated the General Laws of Massachusetts
Chapter 66A when the department released infor-
mation to the Assistant Attorney General contain-
ing the plaintiff’s geographic location.'” The
Supreme Judicial Court of Massachusetts held
that the release was a violation of Massachusetts
law. First, the plaintiff did not consent to the
access to his personal data, and, second, there was
“no legislative intent to grant the office of the
Attorney General access to personal data held by
one State agency simply because a data subject
has brought a suit against one or more other State
agencies.”®® The case was remanded to the Supe-
rior Court for an assessment of damages, attor-
ney’s fees, and costs.5?

In sum, unless a state law provides for a cause of
action against state agencies for a disclosure of
secure data or monitoring data, a transportation
agency may have immunity on one of several bases:
The agency’s sovereign immunity may not have
been waived; a state tort claims or the equivalent
may waive immunity only for specific transporta-
tion or highway functions; a tort claims act may
exclude or exempt certain transportation or high-
way functions from liability; or the transportation
agency may have immunity for the performance of
its functions that involve the exercise of discretion.
However, some states’ privacy law provides a pri-
vate right of action for a violation of the statute
that is an exception to a transportation agency’s
sovereign immunity or that is an exception to
immunity that otherwise exists under the state’s
tort claims act or equivalent.

613 Mass. ANN. Laws ch. 258.

514 Tivnan, 50 Mass. App. Ct. at 97, 734 N.E.2d at 1183
(citing Mass. ANN. Laws, ch. 214, § 3B and Mass. GEN. Laws,
ch. 66A)).

615 Id. at 102, 734 N.E.2d at 1186 (citing Mass. ANN.
Laws, ch. 258, § 10(e)). The plaintiff also failed to make a
proper presentment as required under § 4 of the MTCA.
Id. at 103, 734 N.E.2d at 1187 (citing Mass. ANN. Laws,
ch. 258, § 4).

616 391 Mass. 1, 460 N.E.2d 1032 (1984).
517 Id. at 2-3, 460 N.E.2d at 1033.

618 Id. at 11-12, 460 N.E.2d at 1038-1039.
619 Id. at 16,460 N.E.2d at 1041.
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B. Claims Against Transportation Agencies
Arising Out of the Disclosure of Secure Data
or Monitoring Data

1. Disclosure of Secure Data

Nine transportation agencies reported that there
are laws in their state that provide an individual
with a cause of action against the agency for the dis-
closure of secure data.’?° (Seven agencies stated that
there are no such laws in their state.)%?! The statutes
the agencies cited range from allowing a plaintiff to
recover actual damages to a more limited recovery
of damages. Some of the cited statutes impose crimi-
nal liability for a violation rather than allow for a
recovery of damages.

The Oregon DOT identified Oregon Revised
Statutes (ORS) Section 802.191(1), which permits a
recovery of actual damages:

A person aggrieved by an intentional violation of ORS

802.175 (Definitions for ORS 802.175 to 802.191) to 802.187

(Relationship to other privacy statutes) may bring an action

at law against a person who has knowingly obtained or

used personal information about the aggrieved person in

violation of ORS 802.175 (Definitions for ORS 802.175 to

802.191) to 802.187 (Relationship to other privacy statutes).

The action shall be for actual damages or $2,500, whichever

is greater, plus attorney fees and court costs reasonably
incurred in the action.5?

The City of Minneapolis-Public Works Department
cited the Minnesota Government Data Practices Act
(MGDPA) as governing authority. Section 13.05,
subdivision 3 of the MGDPA states that in respect to
the duties of a responsible authority the

[clollection and storage of all data on individuals and the
use and dissemination of private and confidential data on
individuals shall be limited to that necessary for the admin-
istration and management of programs specifically autho-
rized by the legislature or local governing body or mandated
by the federal government.52*

The MGDPA includes limitations on the collec-
tion and use of data: “Private or confidential data on
an individual shall not be collected, stored, used, or

620 Alabama DOT (reporting that tort claims could be
brought against individual officials), Arkansas DOT,
Arizona DOT, District of Columbia DOT (reporting that
the District of Columbia Municipal Regulations (DCMR)
in 1 DCMR § 1500 provide “in part that individuals that
misuse or destroy public records are subject to penalty”),
Florida DOT, North Dakota DOT, Oregon DOT, South
Carolina DOT, and Utah DOT (providing a copy of its
requirements for the handling of Bluetooth data).

621 Indiana DOT, City of Minneapolis—Public Works
Dept., MoDOT, Montana DOT, Oklahoma DOT, Rhode
Island DOT, South Carolina DOT, and Utah DOT.

622 Or. REv. StaT. § 802.191(1) (2015) (emphasis added).

623 MINN. STAT. § 13.025, subdiv. 3 (2015).
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disseminated by government entities for any pur-
poses other than those stated to the individual at
the time of collection in accordance with section
13.04, except as provided in this subdivision.”6

Section 13.04, subdivision 1 of the MGDPA pro-
vides that “[t]he rights of individuals on whom the
data is stored or to be stored shall be as set forth in
this section.”®*

Damages are recoverable for a violation of the
MGDPA as provided in Section 13.08, subdivision 1:
Notwithstanding section 466.03, a responsible authority or
government entity which violates any provision of this
chapter is liable to a person or representative of a decedent
who suffers any damage as a result of the violation, and the
person damaged or a representative in the case of private
data on decedents or confidential data on decedents may
bring an action against the responsible authority or gov-
ernment entity to cover any damages sustained, plus costs
and reasonable attorney fees. In the case of a willful viola-
tion, the government entity shall, in addition, be liable to
exemplary damages of not less than $1,000, nor more than
$15,000 for each violation. The state is deemed to have
waived any immunity to a cause of action brought under

this chapter.%*

Unless a state privacy law provides otherwise, it
appears that a transportation department would
be held liable in some states only for an intentional
disclosure, but not for an unintentional disclosure,
of secure data. One source states that “tort liability
for invasion of privacy requires intentional conduct
on the part of the defendant. A few states expressly
disapprove [of] negligence as a basis for privacy
tort liability.”s2” As noted, the federal Privacy Act
applies only to intentional or willful disclosures.
On the other hand, in some states a public author-
ity may be held liable for the unintentional disclo-
sure of secure data. Under Minnesota’s MGDPA,
actual damages are recoverable for a disclosure of
private or confidential data, and exemplary dam-
ages as provided in the statute when there is a will-
ful breach of the MGDPA.528

Moreover, in the event of an unintentional release
of secure data there may be a good faith defense that
also may be codified in some state statutes. For
example, lowa Code Section 22.10(3) does not per-
mit an award of damages against an agency when
the agency shows that it made reasonable efforts to
prevent disclosure or “had good reason to believe

624 MINN. StaT. § 13.025, subdiv. 4 (2015).
625 MINN. STAT. § 13.04, subdiv. 1 (2015) (emphasis added)
626 MINN. Star. § 13.08, subdiv. 1 (2015) (emphasis added).

527 Dorothy Glancy, supra note 584, at 179-80 (empha-
sis added).
628 MINN. StaT. § 13.08, subdiv. 1 (2015).

and in good faith believed” that it was complying
with the statute.®®

Other statutory provisions cited by the transporta-
tion agencies authorize the recovery of attorney’s fees
under the state’s FOIA or provided that a violation of
the FOIA constituted a misdemeanor. For example,
the Arkansas FOIA permits an “action to enforce the
rights granted by this chapter” and further allows for
the recovery of “reasonable attorney fees and other
litigation expenses reasonably incurred by a plaintiff
who has substantially prevailed unless the court
finds that the position of the defendant was substan-
tially justified or that other circumstances make an
award of these expenses unjust....”5® In its response,
the department referred to another provision in the
state’s FOIA that states that “[a]lny person who negli-
gently violates any of the provisions of this chapter
shall be guilty of a Class C misdemeanor.”%3!

The Arizona DOT referred to a provision of its
laws on motor vehicle records providing that “[a]
person who violates this section is guilty of a class 1
misdemeanor.”3?

The South Carolina DOT cited Title 39 of the
South Carolina Code. Section 39-1-90(A) requires
that a person conducting business in the state and
owning or licensing a data system that includes PII
must disclose a data breach to state residents.5®* The
notification statute appears to apply only to persons
and organizations conducting business in the state.®

No transportation agency responding to the sur-
vey reported having had a claim in the past 5 years
for an unintentional disclosure of secure data.f3
Nevertheless, some cases were located for the digest
involving claims against state agencies for disclos-
ing secure data such as PII.

As seen in Kiminski, the court dismissed a § 1983
action against a state agency’s officials and employ-
ees because of a former employee’s accessing of the
plaintiffs’ motor vehicle data, because there was no
constitutional right to privacy in the information

629 Jowa Copk § 22.10(3)(b)(2) (2015).

630 ARkANSAS CoDE ANN. § 25-19-107(d) (2015).
631 ARkANSAS CoDE ANN. §8§ 25-19-104 (2015).
632 Ar1z. REv. STAT. § 28-457 (2015).

633 S.C. CopE § 39-1-90(A) (2015).

634 See S.C. CopE § 39-1-90(D)(2) (2015) that refers to
§ 37-20-110(10) (defining a person to mean a natural per-
son, an individual, or an organization as defined in § 37-1-
301(20)).

635 Alabama DOT, Arkansas DOT, Arizona DOT, Indiana
DOT, City of Minneapolis—Public Works Dept., MoDOT,
North Dakota DOT, Oklahoma DOT, Oregon DOT, Rhode
Island DOT, South Carolina DOT, and Utah DOT. The
Maine DOT, Montana DOT, and Ohio DOT did not respond
to the question.
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even though the data were protected by the DPPA.36
As discussed previously, in that court the plaintiff’s
only remedy was a statutory claim under the DPPA.

In Collier, the disclosure of the plaintiff’s per-
sonal information protected by the DPPA did not
state a cause of action for a constitutional violation
of privacy under § 1983, but did state a cause of
action under § 1983 for a clear violation of the statu-
tory duty imposed by the federal DPPA.53"

In Toomer, under the circumstances of that case
the arbitrary disclosure by the DOT Secretary of a
former employee’s personnel file that contained PII
was held to state a § 1983 claim. The reason was
that the secretary’s intentional, malicious action
was a violation of the Fourth Amendment, an action
that also stated a claim under North Carolina’s com-
mon law right to privacy against government intru-
sion into seclusion.53®

In Behar, the court upheld a PennDOT regulation
that allegedly violated the plaintiff’s right to privacy
because of the necessity of balancing the individu-
al’s privacy interest in medical matters against
Pennsylvania’s interest in public safety on its
roadways.®

Other cases located for the digest include Bates v.
Franchise Tax Bd.,** in which the plaintiffs sued
two state agencies and individuals who worked in
those agencies under California’s IPA.* The TPA
imposes “limitations on the right of governmental
agencies to disclose personal information about an
individual.”®*? Although public entities in California
are immune from suit in the absence of a constitu-
tional or statutory provision that “declares them to
be liable,”8*? Section 1798.45 of the IPA provides for
a private right of action against a state agency that
violates the IPA.54* In the event of a violation of Sec-
tions 1798.48(b) or (c), an agency may be held liable
to a plaintiff for actual damages, including damages
for mental suffering and attorney’s fees.®

However, in Bates the court held that because the
IPA does not have a claims procedure functionally

636 Kiminski, 2013 U.S. Dist. LEXIS 157829, at *25 (cita-
tion omitted).

837 Collier, 477 F.3d at 1308-1309.

638 Toomer, 155 N.C. App. at 470,481,574 S.E.2d at 84, 91.

639 Behar, 791 F. Supp. 2d at 398, 390—400.

640 124 Cal. App. 4th 367, 21 Cal. Rptr. 3d 285 (2004).

841 Id. at 373, 21 Cal. Rptr. 3d at 288.

842 Id. at 376, 21 Cal. Rptr. 3d at 290 (emphasis added).

643 Id. at 381, 21 Cal. Rptr. 3d at 294 (citing CaL. Gov't
Copk § 815(a) (internal quotation marks omitted)).

644 Id. at 381-382, 21 Cal. Rptr. 3d at 294-295 (quoting
CAL. Crv. Copk § 1798.45).

645 Id. at 382, 21 Cal. Rptr. 3d at 295 (quoting CaL. C1v.
CoDE § 1798.48).
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equivalent to California’s Government Claims Act,
the plaintiffs could not avoid the requirement to file
their claim for damages under the Government
Claims Act. The court held that IPA Sections 1798.5
and 1798.48 “constitute[] a statutory expression of
governmental liability for damages, which, under
Government Code section 815, controls over the
immunity provided in Government Code section
860.2.7%6 Although the court held that the plaintiffs
had an otherwise viable claim under the IPA, the
plaintiffs failed to comply with the Government
Claims Act,%" “a prerequisite to a damages action
against the State.”648

A New York decision involved Section 202(4)(a) of
the New York Vehicle and Traffic Law pursuant to
which the commissioner has the “discretion to con-
tract with the highest responsible bidder or bidders
to furnish” certain registration information for the
period specified in the statute.’*® Subsection (4)(b)
required the commissioner to “notify each vehicle
registrant that the registration information specified
in paragraph (a) of this subdivision has been or will
be furnished to the contracting party.”®® In Lamont
v. Commissioner,%' decided prior to the Congress’s
enactment of the DPPA, a federal court in New York
held that the state’s sale of vehicle registration lists
to a contractor who used the information to compile
directories was not an invasion of privacy because
the information was not “vital or intimate.”%52 Accord-
ing to the court, as of the date of the Lamont case, 18
other states had similar statutes.®®3

In sum, it appears that in some states a claim is
possible under state law against a transportation
agency for a disclosure of secure data such as PII.
Moreover, unless a state privacy statute applies
both to intentional and unintentional disclosures of
secure data, a plaintiff may have to show that an
agency’s violation was intentional. Unless a pri-
vacy statute authorizes the recovery of specified or
liquidated damages or provides for a civil penalty
for a violation, a plaintiff would have to prove
actual damages.

2. Disclosure of Monitoring Data

Six agencies reported that there are laws in their
state that provide an individual with a cause of
action for the intentional disclosure of monitoring

646 Id

647 CaL. Gov't CopE § 905.2.

648 Bates, 124 Cal. App. 4th at 382, 21 Cal. Rptr. 3d at 295.
649 N.Y. VEH. & TrAF. Law § 202(4)(a)).

650 N.Y. VEH. & TrAF. Law § 202(4)(b)).

651 269 F. Supp. 880 (S.D.N.Y. 1967).

652 Id. at 883.

653 Id. (citations omitted).
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data.®® Nine agencies reported that there are no
such laws in their state regarding the intentional
disclosure of monitoring data.%?

As for specific information, the Arkansas DOT
cited Arkansas Code Annotated Section 12-12-1807
that pertains to the use of ALPRs in Arkansas:

(a) A person who violates this subchapter shall be subject to
legal action for damages to be brought by any other person
claiming that a violation of this subchapter has injured his
or her business, person, or reputation.

(b) A person so injured shall be entitled to actual damages
or liquidated damages of one thousand dollars ($1,000),
whichever is greater, and other costs of litigation.

No cases were located for the digest, and the
transportation agencies did not report any claims
involving an agency’s intentional release of monitor-
ing data.®® No statutes were located for the digest
that provide a cause of action specifically for the dis-
closure of monitoring data of the type collected by
ITS. Finally, it appears that the approach in some
states is to deal with monitoring data on an issue by
issue basis by limiting or prohibiting the use of cer-
tain technology or by limiting or prohibiting the use
of certain secure or monitoring data.

C. Liability of Contractors for Data Disclosure

Nine transportation agencies reported that they
have contracts with persons or private entities to
collect and/or maintain secure data or monitoring
data.%” Copies of or links to agreements furnished
by the agencies are included in Appendix C. As com-
mentators have observed, “federal and state agen-
cies have increasingly relied on outsourcing the
gathering and managing of information to private

%4 Arkansas DOT, District of Columbia DOT (reporting
that “1 DCMR §1500 states in part that individuals that
misuse or destroy public records are subject to penalty”),
Florida DOT, City of Minneapolis—Public Works Dept. (cit-
ing Minnesota Government Data Practices Act, MINN. STAT.
§ 13.01, et seq.), South Carolina DOT (citing notification of
data breach law, S.C. Copk § 39-1-90), and Utah DOT. The
Florida DOT referred to the waiver of immunity, FLA. STAT.
§ 768.28(1).

655 Alabama DOT, Arizona DOT, Indiana DOT, MoDOT,
Montana DOT, North Dakota DOT, Oklahoma DOT,
Oregon DOT, Rhode Island DOT, and Utah DOT.

656 Alabama DOT, Arkansas DOT, Arizona DOT, Dis-
trict of Columbia DOT, Indiana DOT, City of Minneapolis—
Public Works Dept., MoDOT, North Dakota DOT, Oklahoma
DOT, Oregon DOT, Rhode Island DOT, South Carolina
DOT, and Utah DOT. The Maine DOT, Montana DOT, and
Ohio DOT did not respond to the question.

657 Arizona DOT, Florida DOT, Indiana DOT, City of
Minneapolis—Public Works Dept., MoDOT, North Dakota
DOT, Oregon DOT, Rhode Island DOT, and Utah DOT. The
Maine DOT, Montana DOT, and Ohio DOT did not respond
to the question.

companies because they do not face the same liabili-
ties and limitations placed [on] government agen-
cies.”®8 For example, the California Public Contract
Code prohibits release of proprietary information by
a party contracting with a state agency.®®®

Although there are fewer restraints on and/or
judicial scrutiny of data collected or maintained by
private contractors,®° the Intelligent Transportation
Society of America has issued nonbinding guidelines
for its members in “an effort to self-regulate on the
issue of data security and privacy protection.”®6!

D. Causes of Action Alleged Against Private
Companies for Privacy Violations

A review of some complaints against private com-
panies for a data breach illustrates the causes of
action that plaintiffs are alleging.

For example, in Antman v. Uber Technologies,
Inc. % filed March 12, 2015, in the Northern District
of California (San Francisco Division), the plaintiff
brought a class action alleging that the defendant
failed to “secure and safeguard” Uber’s drivers’ PII
that was stolen in 2014. The complaint included one
count for a violation of California’s TPA Sections
1798.81.5 and 1798.8252 and another count for a
violation of California’s Unfair Competition Law.5¢

In Webb v. Premera Blue Cross,5® filed April 6,
2015, in the Western District of Washington, also a
class action, the plaintiffs alleged that PII, financial
information, and medical records “were compro-
mised” because of a data breach that occurred at
Premera Blue Cross in approximately May 2014.6%6
The plaintiff alleged that the data breach involved
the theft of names, addresses, birth dates, Social
Security numbers, credit card information, and pri-
vate medical data.’” The plaintiff alleged, inter alia,

68 Douma and Deckenbach, supra note 2, at 312 (foot-
note omitted). See also Froomkin, supra note 213, at 1022,
1024 (citing Fred H. Cate, Government Data Mining: The
Need for a Legal Framework, 43 Harv. C.R.—C. L. Rev. 435,
439 (2008)).

659 CaL. PuB. CoDE § 10426(c) (2015).

660 Douma and Deckenbach, supra note 2, at 322.

661 Phillips and Kohm, supra note 1, at P21 (citing ITS
America’s Fair Information and Privacy Principles 1, ITS
America, available at http:/www.itsa.org/images/media-
center/itsaprivacyprinciples.pdf (last accessed Oct. 12,
2015)).

62 Case No. 3:15-CV-01175, 2015 U.S. Dist. LEXIS
141945 (N.D. Calif. 2015) [hereinafter Antman Compl.].

663 Id. at 3.

664 Id. at 12 and 14 (citing CaL. Bus. & Pror. CopE
§ 17200, et seq.).

665 Case No. 2:2015-cv-00539 (W.D. Wash. 2015) [herein-
after Webb Compl.].

666 Id. at 1.

567 Id. at 2.
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that Premera had made representations “regarding
[the] confidentiality of private medical, financial, and
personal information on which Plaintiffs and Class
members relied in obtaining and purchasing Premera
Blue Cross health insurance coverage.”®® The
plaintiffs also claimed that the defendant “was
not in compliance with many standards of data
security.”%° The complaint alleges that the defendant’s
conduct violated HIPPA, Washington’s Data Breach
Notification Law,*” and the plaintiffs’ right to privacy
at common law,’"! as well as constituted negligence,”
breach of contract,’”® and unjust enrichment.5™

X. DISCLOSURES OF DATA UNDER THE
FEDERAL OR A STATE FOIA OR STATE PUBLIC
RECORDS DISCLOSURE LAW

A. Introduction

Three transportation agencies responding to the
survey reported receiving requests to disclose secure
data pursuant to a FOIA or other state public
records disclosure law,”® whereas nine agencies
reported that they had not received any requests for
secure data.’™ Four agencies advised that they had
received requests for monitoring data,’” but eight
agencies stated that they had not received any
requests for monitoring data.®”®

B.The Federal FOIA and Release of Data

The federal Freedom of Information Act of 1966
creates a strong presumption of public access to
agency records.®®® Documents that are not required

668 Id. at 4.

669 Id. at 5.

70 Id. at 16 (citing WasH. Rev. Cope § 19.255.010).
§71 Id. at 24.

672 Id. at 17.

73 Id. at 21.

674 Id. at 22.

675 Arkansas DOT, Indiana DOT, and City of
Minneapolis—Public Works Dept. The Maine DOT and
Ohio DOT did not respond to the question.

676 Alabama DOT, Arizona DOT, MoDOT, North Dakota
DOT, Oklahoma DOT, Oregon DOT, Rhode Island DOT,
South Carolina DOT, and Utah DOT. The Montana DOT’s
response was “not known.”

677 Arkansas DOT, Arizona DOT, District of Columbia
DOT, and City of Minneapolis—Public Works Dept. The
Maine DOT and Ohio DOT did not respond to the question.

678 Alabama DOT, Indiana DOT (stating that details are
not available), North Dakota DOT, Oklahoma DOT, Oregon
DOT, Rhode Island DOT, South Carolina DOT, and Utah
DOT. The Montana DOT’s response was “none known.”

679 Pub. L. No. 89-487, 80 Stat. 250, codified at 5 U.S.C.
§ 552, et seq. (2015).

680 5 U.S.C. § 552(d) (2015).
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to be published by an agency are subject to disclo-
sure unless the information comes within one of
nine exemptions.®! Thus, unless a request for gov-
ernment data is protected from disclosure by an
exemption in the FOIA or by another law, it appears
that a request for data may be allowable.®*? How-
ever, at least one court has ruled that an agency
need not disclose records automatically but must
weigh the effects of disclosure and nondisclosure
and determine the best course to follow.®

C. State FOIA or Public Records Disclosure
Laws and a Release of Data

Likewise, state statutes that allow for the disclo-
sure of data collected by state agencies may include
an exemption permitting a transportation agency to
withhold data. The New York Public Officers Law
requires an agency to make available for public
inspection and copying all records except those that
come within certain exemptions that are similar to
the exemptions in the federal FOIA. %4

First, an applicable FOIA or public records dis-
closure law may exempt certain personal data from
disclosure. In Pennsylvania, it is not necessary to
disclose “[a] record, the disclosure of which would
be reasonably likely to result in a substantial and
demonstrable risk of physical harm to the personal
security of an individual.”s® Although Michigan’s
FOIA includes a presumption in favor of disclosure,
one exemption protects “[ilnformation of a personal
nature” from disclosure “if public disclosure...
would constitute a clearly unwarranted invasion of
an individual’s privacy.”®® Similar to Michigan’s
FOIA, the Illinois FOIA prohibits inspection and
copying of “[p]rivate information, unless disclosure
is required by another provision of [the Illinois
FOIA], a state or federal law or court order.”®®” The
Illinois FOIA provides that personal information
contained in public records may not be inspected or
copied if the disclosure would constitute “a clearly
unwarranted invasion of personal privacy” unless

6115 U.S.C. §§ 552(b)(1)—(9) (2015).

62 5 U.S.C. § 552(a) (2015).

683 Gen. Servs. Admin. v. Benson, 415 F.2d 878, 880 (9th
Cir. 1969).

54 N.Y. Pus. Orr. Law § 87(2) (2015).

685 65 PA. Cons. STaT. §§ 67.708(b)(1)(1)—(ii) (2015). See
also Glancy, supra note 4, at 301.

686 MicH. Comp. Laws SERv. § 15.231, et seq. (2015) and see
id. § 15.243(a) (2015). See also Michigan Fed'n of Teachers
v. University of Michigan, 481 Mich. 657, 753 N.W.2d 28
(Mich. 2008) (holding that names and addresses of teachers
were part of a FOIA privacy exemption and therefore could
not be disclosed) and Robert M. Vercruysse & Susan K.
Friedlaender, Employee Privacy Rights in the Public and
Private Employment Sector, 68 MicH. B.J. 608, 609 (1989).

687 5 TLL. ComP. STAT. § 140/7(1)(b) (2015).
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the subject of the information consents in writing
to the disclosure.®®

Second, state FOIAs or the equivalent may
exempt records that are specifically prohibited
from disclosure by laws other than the state’s
FOIA or other public records disclosure law. In
Pennsylvania, “[a] record of information[] identify-
ing an individual who applies for or receives social
services” may not be disclosed.®® In Bullock wv.
Southeastern Pennsylvania Transportation Author-
ity a case decided by the Office of Open Records,®!
Bullock requested SEPTA’s Americans with Dis-
abilities Act paratransit reports, including medical
assessments, records, and written results and rec-
ommendations.?®®? Because paratransit services
“are social services[] and.. all the records requested
relate to the application for, evaluation of and eligi-
bility for the services,” the requested records were
exempt from disclosure.®

In Illinois, “information specifically prohibited
from disclosure by federal or State law or rules and
regulations implemented by federal or State law”
may not be disclosed.?® New York and Wisconsin
have similar exemptions.5%

In New York, the Committee on Open Govern-
ment issued an advisory opinion with respect to a
request directed to the New York State DOT by a
reporter for the Albany Times Union for a list of
“safety deficient locations.”®® The DOT denied the
request based on an exemption in N.Y. Public Offi-
cers Law Section 87(2)(a) and 23 U.S.C. § 409. The
DOT argued that the information had been collected
with the assistance of federal funds and that Section
409 provides that such information “shall not be
subject to discovery or admitted into evidence in a
Federal or State court proceeding....”®"

688 5 TLL. ComP. StAT. § 140/7(1)(c) (2015).

689 65 PA. CoNs. STAT. § 67.708(b)(28) (2015).

690 Tn the Matter of Janice Bullock, Complainant v.
Southeastern Pennsylvania Transportation Authority,
Docket No. AP 2010-0343 at 1 (2010) [hereinafter In re:
Bullock].

691 Although final determinations by the Office of Open
Records are binding, they are subject to judicial review. See
https://www.dced.state.pa.us/public/oor/fd/Final
Determination.pdf.

92 Tn re: Bullock, supra note 690, at 1 (citing 65 Pa. Cons.
Srtar. § 67.708(b)(28)).

593 Id. at 3.

694 5 TrL. Comp. STAT. 140/7(a) (2015).

6% See N.Y. Pus. OFr. § 87(2)(a) (2015); Wis. StaT. § 19.36(1)
(2015).

6% State of New York Department of State Committee on
Open Government, FOIL-AO-12395 (Dec. 1, 2000) [herein-
after FOIL-AO-12395], available at: http://docs.dos.NYgov/
coog/ftext/f12395.htm (last accessed Oct. 12, 2015).

69723 U.S.C. § 409.

Nevertheless, the Committee ruled that Section
409 did not exempt the records from disclosure,
because the statute “precludes the use of certain
records in a litigation context; it does not, however,
exempt records from disclosure in every instance.”®®
The Committee stated that the request should not
have been denied on the basis of 23 U.S.C. § 409
unless the requestor intended to use the records for
litigation purposes.®®® The Committee also ruled
that the records may be exempt under N.Y. Public
Officers Law Section 87(2)(g), which exempts cer-
tain inter-agency or intra-agency materials when
they are “reflective of opinion, advice, recommenda-
tion and the like.””® In this case, the requested infor-
mation was not intra/inter-agency communications
but rather statistical or factual data that were not
exempt from disclosure.™

Another example is Commissioner of Public
Health v. Freedom of Information Commission,™?
involving a request by a newspaper for all records
associated with a report that a physician had
engaged in violations of the applicable standard of
care.” The report included an exhibit with records
from the Practitioner Data Bank and the Health-
care Data Bank. The Supreme Court of Connecticut
stated that federal statutes and regulations
“strongly suggest that records” contained in the
databases are not subject to disclosure under the
FOIA."™® The court held that the Commissioner of
Public Health could not disclose records that were
received from the federal Healthcare Data Bank or
the Practitioner Data Bank to an unauthorized per-
son unless the records also originated from the
agency’s own files and disclosure was required under
the federal or Connecticut’s FOIA.7%

A third exemption may be predicated on the possi-
ble loss of federal or state funding. In Pennsylvania it
is not necessary to disclose “[a] record, the disclosure
of which...would result in the loss of Federal or State
funds by an agency or the Commonwealth....”7%

Fourth, data may be exempt from disclosure when
the data are used for law enforcement purposes. In
New York, when an individual requested the New
York City DOT to provide a list of the locations of
cameras used in the City’s Red Light Camera

698 FOIL-AO-12395, supra note 696.

699 Id

700 Id

701 Id

2311 Conn. 262, 86 A.3d 1044 (Conn. 2013).
03 Id. at 265—-266, 86 A.3d at 1046-1047.

04 Id. at 280, 86 A.3d at 1055.

5 Id. at 265, 86 A.3d at 1053-1055.

6 65 PA. Cons. StaT. §§ 67.708(b)(1)(1)—(ii) (2015). See
also Glancy, supra note 4, at 301.
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Program,™” the DOT denied the request on the
ground that the list was used only for law enforce-
ment purposes.”® The New York Committee on
Open Government ruled that the location of the
cameras did not come within the law enforcement
exemption in N.Y. Public Officers Law Section
87(2)(e). Moreover, because a camera’s location is
disclosed on the citation that an individual
receives, there is “nothing secret” about the loca-
tion of cameras.™

A District of Columbia case, Wemhoff v. District
of Columbia,”™ illustrates how the secondary uses of
roadside-collected data may present privacy issues.
In Wemhoff, the plaintiff made a FOIA request for
the names and addresses of motorists who received
traffic violations because of being photographed by a
red light camera. Wemhoff sought the information
to solicit individuals for his lawsuit.”!

The court’s examination of the relevant provision
of the DPPA, discussed supra, focused on the impor-
tance of maintaining drivers’ privacy: “This [narrow]
construction ensures that individuals’ statutorily
recognized rights to the privacy of their motor vehi-
cle records are not sacrificed whenever a litigant
raises the possibility of a tenuous connection between
the protected information and issues tangentially
related to a conceivable litigation strategy.””'2

The court denied the request because it was not
a “permissive use” within the meaning of the DPPA,
and the disclosure would violate the DPPA and
District of Columbia law.”3

Another possible exemption is that some states’
agencies may be able to withhold data from the public
under a “deliberative process” privilege, an exemption

07 State of New York Department of State Committee on
Open Government, FOIL-AO-12412 (Dec. 19, 2000), [here-
inafter FOIL-AO-12412], available at: http:/docs.dos.
ny.gov/coog/ftext/f12412.htm (last accessed Oct. 12, 2015).
Each agency promulgates its own regulations and proce-
dures regarding the availability of records. N.Y. Pus. OFF.
§ 87(1)(b). After an agency’s decision the agency shall
“immediately forward to the committee on open govern-
ment a copy of such appeal when received by the agency and
the ensuing determination thereon.” N.Y. Pus. OFr. § 89(4)
(a). If the request is denied or ignored, the person requesting
the record may commence an action to compel compliance
with the request. N.Y. Pus. Orr. § 89(4)(b)—(c). See generally
Dicrrar. Mepia Law ProJect, Access to Public Records in New
York, available at: http://’www.dmlp.org/legal-guide/access-
public-records-new-york (last accessed Oct. 12, 2015).

08 FOIL-AO-12412, supra note 707 (internal quotation
marks omitted).

" q,
"0 887 A.2d 1004, 1004-1006 (D. C. App. 2005).
14, at 1009.

M2 Id. at 1011 (citing Pichler v. UNITE, 339 F. Supp. 2d
665, 668 (E.D. Pa. 2004) (internal quotation marks omitted)).

"3 Id. at 1012.
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that may be applicable to some data collected and
maintained by transportation agencies.”*

D. Agency Waiver of Privacy Exemption

Exemptions under a FOIA or similar legislation
may be waived. If an agency freely discloses “con-
fidential information to a person without restrict-
ing that person’s ability to disclose that informa-
tion,” the agency will waive its FOIA exemption.™?
It has been held that if a federal agency volun-
tarily discloses information that is subject to the
FOIA’s deliberative process privilege, the agency
waives the right to claim later that the informa-
tion is exempt.”6

E.Whether Both FOIA Requests and
Discovery Requests May Be Used to Obtain
a Transportation Agency’s Data

Transportation agencies may receive requests
under a FOIA or an equivalent public records disclo-
sure law for secure data or monitoring data.”’
Indeed, in their responses to the survey nine trans-
portation agencies reported receiving discovery
requests and subpoenas for secure data,’'® whereas
two agencies stated that they had not received such
requests and subpoenas.”® Seven transportation
agencies reported receiving discovery requests and
subpoenas for monitoring data,” but five agencies

14 Shell Oil Co. v.IRS, 772 F. Supp. 202, 203 (D. Del. 1991).

™5 Patrick Lightfoot, Waiving Goodbye to Nondisclosure
Under FOIA’s Exemption 4: The Scope and Applicability of
the Waiver Doctrine, 61 Cata. U. L. Rev. 807, 808 (2012).

"6 Shell Oil Co., 772 F. Supp. at 211 (holding that the
IRS was required to release information requested by
an oil company under FOIA that an IRS employee had
previously read at a public meeting because a public
reading of the document constituted a waiver of the
FOIA exemptions).

7 See App. B, DOT responses to question 14(a) and (b).

18 Alabama DOT, Arizona DOT, Indiana DOT, City of
Minneapolis—Public Works Dept., MoDOT, North Dakota
DOT, Oklahoma DOT, Oregon DOT, and Rhode Island
DOT. The Arizona DOT reported that “[a] public records
report that provides request details is not available.” The
District of Columbia DOT and the Florida DOT responded
that the information on requests is not available. Although
not responding directly to question 15(a) or (b) that distin-
guishes between secure data and monitoring data, the
Ohio DOT stated that the department responds to public
records requests and discovery requests and subpoenas on
a daily basis.

19 Arkansas DOT and South Carolina DOT. Montana
DOT’s and Utah DOT'’s response was not known.

720 Alabama DOT, Arizona DOT, City of Minneapolis—
Public Works Dept., MoDOT, Oklahoma DOT, Oregon DOT,
and Rhode Island DOT. The Arizona DOT stated that “[a]
public records report that provides request details is not
available.” The Florida DOT responded that the information
on request is not available.
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had not received such discovery requests and
subpoenas.”™!

The use of a FOIA or similar statute for the purpose
of discovery in litigation typically is not permitted;
thus, FOIA requests should not be used as a primary
means of discovery in civil litigation.”? Indeed, some
courts have held that they will not allow FOIA to be
used as a substitute for discovery.™ In N.L.R.B v.
Sears, Roebuck & Co.,”* the National Labor Relations
Board sought to set aside a district court’s order direct-
ing it to disclose certain memoranda to Sears, Roebuck
& Co. (Sears) pursuant to the FOIA. The Supreme
Court held that Sears’s rights under the FOIA were
“neither increased nor decreased by reason of the fact”
that Sears claimed a greater interest in the memo-
randa than an “average member of the public.”? The
purpose of the FOIA is to inform the public about
agency action, not to benefit private litigants.™8

In Columbia Packing Co., Inc. v. United States
Dept. of Agriculture,” the First Circuit relied on
the Supreme Court’s decision in Sears, Roebuck &
Co., in holding that whether a FOIA disclosure is
warranted is not affected by a party’s request for
documents during discovery.””® Furthermore, if

721 Arkansas DOT, District of Columbia DOT, Indiana
DOT, North Dakota DOT, and South Carolina DOT.
The Montana DOT’s and the Utah DOT’s responses were
“not known.”

"2 Mercy Hosp. v. NLRB, 449 F. Supp. 594, 597 (S.D. Iowa
1978) (quoting NLRB v. Sears, Roebuck & Co., 421 U.S. 132
(1975)); Johnson v. United States Department of Justice,
758 F. Supp. 2, 4 (D.D.C. 1991) (holding that “FOIA is not a
discovery statute”). Scholars likewise argue that a FOIA is
meant to address public access to information and not to
aid private litigants in litigation. See Robert C. Davis, Dis-
covery in Environmental Litigation, 25 A.F. L. Rev. 168,
176-177 (1985); George K. Chamberlin, Annotation, Use of
Freedom of Information Act as Substitute for, or as Means of,
Supplementing Discovery Procedures Available to Litigants
in Federal Civil, Criminal, or Administrative Proceedings,
57 A.L.R. FEp. 903 (2001).

23 See, e.g., Renegotiation Bd. v. Bannercraft Clothing
Co., 415 U.S. 1, 20, 94 S. Ct. 1028, 1038, 39 L. Ed. 2d 123,
137 (1974).

724421 U.S. 132, 135-136, 95 S. Ct. 1504, 44 L. Ed. 2d 29
(1975). The memoranda in dispute were generated by the
Board’s Office of the General Counsel when deciding
whether to permit the filing of unfair labor practice com-
plaints with the Board.

" ]d.,421 U.S. at 143 N 10,95 S. Ct. 1504, 44 L. Ed. 2d 29.

"6 ]d.,421 U.S. at 143,95 S. Ct. 1504, 44 L. Ed. 2d 29. See,
however, Reunion, Inc. v. Federal Aviation Administration,
2010 U.S. Dist. LEXIS 42934, at *1, 2-3, 5 (S.D. Miss. 2010)
(holding when the plaintiff sought to obtain certain records
from the FAA and the Office of the Secretary of Transporta-
tion that “[ulnder present law there is no statutory prohibi-
tion to the use of FOIA as a discovery tool”).

27563 F.2d 495 (1st Cir. 1977).

"8 Id. at 499 (declining to consider Columbia Packing
Corporation’s interest in enlarged discovery in regard to
whether to order disclosure under the FOIA).

government data are exempt under the FOIA, it is
not presumed that the information is thereby privi-
leged within the meaning of the discovery rules.”™
When there is a FOIA request, a party’s need for
the information is “irrelevant” in contrast to discov-
ery when a qualified privilege is asserted and a liti-
gant’s need for the information is a key factor for
the court’s consideration.?

CONCLUSION

The Supreme Court has not recognized a constitu-
tional right to privacy in one’s personal or locational
information.”™ Thus, it does not appear that the dis-
closure of secure data, including an individual’s PII,
or of monitoring data would violate a right to privacy
under the U.S. Constitution. A privacy right does not
implicate the U.S. Constitution unless the asserted
privacy right is recognized by the Court as a “funda-
mental right” or one that is “implicit in the concept of
ordered liberty” that is not outweighed by a compel-
ling governmental interest in disclosure.” As one
case has held, even if the government’s dissemina-
tion of information injures one’s reputation, the dis-
closure does not in and of itself state a cause of action
for the violation of a constitutional right.

In Lambert, the court stated that there is no pri-
vacy interest of a constitutional dimension unless a
disclosure of personal information could lead to
bodily harm or is of a “sexual, personal, and humili-
ating nature....”®® Although the DPPA creates a
federal statutory right to privacy for PII collected
by state DMVs, even the disclosure of the same PII
has been held not to violate a constitutional right
to privacy.” Thus, the government’s disclosure of
secure data, such as a person’s Social Security
number, has not been held to violate a constitu-
tional right to privacy.™

It has been held also that “the Fourth Amendment
is not “a general constitutional ‘right to privacy.”"3¢
In the Katz case, the Supreme Court stated that
“what a person knowingly exposes to the public...is
not a subject of Fourth Amendment protection.””

2 Friedman v. Bache Halsey Stuart Shields, Inc., 738
F.2d 1336, 1344 (D.C. Cir. 1984).

730 Id

31 Phillips and Kohm, supra note 1, at P4; Garry,
Douma, and Simon, supra note 2, at 103.

732 See Lambert, 517 F.3d at 440.

733 Id

34 Kiminski, 2013 U.S. Dist. LEXIS 157829, at *40 (cita-
tion omitted).

"5 Lambert, 517 F.3d at 443 (citations omitted).

736 Katz, 389 U.S. at 350, 88 S. Ct. at 510, 19 L. Ed. 2d at
581 (footnotes omitted).

7 Id., 389 U.S. at 351, 88 S. Ct. at 511, 19 L. Ed. 2d at
581 (citation omitted).
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The Court more recently has stated that individuals
using public highways have a diminished expectation
of privacy.” No cases were located for the digest hold-
ing that the use of technology to enhance and record
the visual observation of motorists’ use of public high-
ways violates a constitutional right to privacy.

Because a constitutional right in personal or loca-
tional data has not been established, it does not
appear that a complaint against a transportation
agency’s officers or agents for the disclosure of secure
data or monitoring data would state a claim under
42 US.C. § 1983. Even if government officials, who
are acting within their discretionary authority, are
sued in their individual capacities for the violation of
a constitutional or statutory right, they have quali-
fied immunity as long as “their conduct does not vio-
late clearly established statutory or constitutional
rights of which a reasonable person would have
known.” Furthermore, one court has gone even fur-
ther and held that it would be “unfair to charge an
official with knowledge of the law in the absence of a
previously decided case with clearly analogous
facts.”™ Thus, a disclosure of secure data or monitor-
ing data would not appear to state a § 1983 claim for
a violation of privacy, because a clearly established
constitutional or statutory right to one’s privacy in
such data has not been established.

Although a violation of the federal DPAA may
give rise to a claim under the statute, the courts
also have held that a disclosure of the very same
data protected by the DPAA does not state a claim
under § 1983 for a violation of a constitutional
right to privacy. Likewise, in Toomer, the court
held that the disclosure of secure data in the form
of a former employee’s personnel file did not vio-
late a constitutional right to privacy for the
purpose of a § 1983 claim.”™! However, as seen in
Toomer, there may be a violation of the Fourth
Amendment and a resulting § 1983 claim when-
ever a government official acts with a “high level of
culpability, including deliberate indifference, mal-
ice, willfulness, and retaliation.””*? Unless there
has been egregious, arbitrary action in disclosing
an individual’s data, it does not seem that an unin-
tentional disclosure of secure data or an inten-
tional disclosure of monitoring data would state a

38 Houghton, 526 U.S. at 303, 306, 119 S. Ct. at 1302—
1303, 143 L. Ed. 2d at 417 and Knotts, 460 U.S. at 281, 103 S.
Ct. at 1085, 75 L. Ed. 2d at 62.

9 Harlow, 457 U.S. 800, 818, 102 S. Ct. 2727, 73 L. Ed.
2d 396 (1982) (citation omitted) (emphasis added).

70 Borucki, 827 F.2d at 848 (footnote omitted) (citations
omitted) (emphasis added).

™1 Toomer, 155 N.C. App. at 469, 574 S.E.2d at 84 (citing
Kallstrom, supra).

™2 Id., 155 N.C. App. at 470, 574 S.E.2d at 84.
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claim for a violation of a constitutional or statu-
tory right to privacy under § 1983.

As for state privacy law, at least 10 state constitu-
tions have provisions for the protection of an indi-
vidual’s right to privacy. Some state constitutions
provide and some courts have held that an individu-
al’s right to privacy must be balanced against a com-
pelling state interest in disclosure. Some state courts
have held that an individual has a cause of action for
monetary damages for violations of state constitu-
tional provisions. However, although some state con-
stitutions and state statutes do create privacy rights
in data collected and held by government agencies,
there seem to be no state laws “that specifically
address privacy rights and transportation technolo-
gies.”’ In any case, only some states appear to have
privacy laws (e.g., California, Minnesota, and
Massachusetts) that include a private right of action
for damages for a violation of the statute.”®* Unless a
privacy statute authorizes the recovery of specific or
liquidated damages or provides for a civil penalty for
a violation, it appears that a plaintiff would have to
prove that the release of secure data or monitoring
data caused the plaintiff to incur actual damages.

Most states do recognize one or more rights to pri-
vacy at common law.” A privacy claim at common
law requires that the defendant’s conduct was inten-
tional, as mere negligence ordinarily will not suf-
fice.”¢ In some states, a violation of common law pri-
vacy must have been the result of “willful or
outrageous” conduct.

Even when there is a cause of action for a viola-
tion of a state common law right to privacy, trans-
portation agencies in some states will have sover-
eign immunity. As seen, in Axtell, the court held that
the intentional disclosure by a state institution of
confidential information was not actionable, because
the state had retained its immunity under the state
tort claims act. However, in the Toomer case, the
department did not have immunity because of the
plaintiff’s allegations of malice and bad faith on the
part of the Secretary of the DOT who purposely
released the plaintiff’s personnel file and PIL.™
Nevertheless, no case was located for the disgest in
which a court held a transportation agency liable in
tort for an unintentional disclosure of secure data or
for an intentional disclosure of monitoring data in a
context similar to ITS.™®

3 Douma and Deckenbach, supra note 2, at 309.
"4 Id. at 308-09

5 See Phillips v. Smalley Maintenance Services, Inc.,
711 F.2d 1524, 1533 (1983) (citations omitted).

"6 Dorothy Glancy, supra note 584, at 179.
"7 Toomer, 155 N.C. App. at 480-481, 574 S.E.2d at 91.
"8 See Dorothy Glancy, supra note 584, at 179.
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Some transportation agencies reported having
received requests to disclose secure data or monitor-
ing data pursuant to a FOIA or other state public
records disclosure law. In some instances, such data
will be exempt from disclosure, because the data
would violate personal privacy, because another fed-
eral or state law prohibits disclosure of the data, or
because the statute exempts data from disclosure
that are used for law enforcement purposes.

APPENDICES

Finally, with the few exceptions discussed in the
digest, there have been no reported claims against
transportation agencies regarding their collection,
use, disclosure, and/or retention of secure data
or monitoring data. Furthermore, the agencies
responding to the survey did not report having a
claim arising out of their disclosure either of secure
data or monitoring data, regardless of whether a
disclosure was intentional or unintentional.

The following appendices are available online at www.trb.org by searching for NCHRP LRD 71.

Appendix A: Project Survey Questions, A1-6
Appendix B: Summary of Survey Responses, B1-27

Appendix C: Copies of Policies, Procedures, Regulations, and Contracts on the Collection of Secure Data

and Monitoring Data, C1-108

Appendix D: List of Transportation Agencies Responding to the Survey, D1
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