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THE NATIONAL ACADEMIES

Advisers to the Nation on Science, Engineering, and Medicine

Hon. Janet Napolitano

Secretary

Department of Homeland Security
Washington, DC

Dear Secretary Napolitano:

This letter is the abbreviated version of an update of the interim report on testing, evaluation, costs, and
benefits of advanced spectroscopic portals (ASPs), issued by the National Academies’ Committee on
Advanced Spectroscopic Portals in June 2009 (NRC 2009). This letter incorporates findings of the
committee since that report was written, and it sharpens and clarifies the messages of the interim report
based on subsequent committee investigations of more recent work by the Domestic Nuclear Detection
Office (DNDO). The key messages in this letter, which is the final report from the committee, are stated
briefly in the synopsis on the next page and described more fully in the sections that follow. The
committee provides the context for this letter, and then gives advice on: testing, evaluation, assessing
costs and benefits, and deployment of advanced spectroscopic portals. The letter closes with a reiteration
of the key points. The letter is abbreviated in that a small amount of information that may not be released
publicly for security or law-enforcement reasons has been redacted from the version delivered to you in
October 2010, but the findings and recommendations remain intact.

CONTEXT

U.S. Customs and Border Protection (CBP) searches for smuggled nuclear and radiological
material by scanning' more than 20 million cargo containers that enter the United States each year. In the
initial scanning step used at ports and border crossings today, a truck bearing a cargo container is driven
slowly through a PVT radiation portal monitor (PVT RPM), consisting of radiation detectors mounted in
a tower located on each side of the inspection roadway. This is called primary inspection. For various
reasons some conveyances are selected for additional scrutiny and are sent to secondary inspection. In
secondary inspection, the truck is driven very slowly through another PVT RPM, and after the truck
stops, a CBP officer scans the truck and the container with a handheld radiation detector device called a
radioisotope identification device (RIID).

DNDO, which holds the government’s primary responsibility for improving CBP’s radiation
detection capabilities at the nation’s ports of entry, advocated for development and deployment of better
portals to replace the current detectors. The ASPs are intended to address known limitations of the PVT
RPMs and the RIIDs, and to reduce the time involved in secondary inspection. DNDO manages the

' According to CBP, screening comprises the efforts to identify which containers should be targeted for greater
scrutiny, through evaluation of risk factors in the manifest and other information from intelligence and law
enforcement. Scanning is physical inspection of the container itself, including use of passive detectors, such as the
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SYNOPSIS

This report describes merits, deficiencies, and options for improving testing, evaluation, and
analysis of costs and benefits of advanced spectroscopic portals (ASPs). Specifically, the report
addresses the Domestic Nuclear Detection Office’s (DNDOQO’s) 2008 performance tests, its
characterization of results of the tests, and the scope and implementation of DNDOQO’s draft cost-
benefit analysis, as well as deployment of ASPs.

Testing The design and evaluation of DNDO’s 2008 ASP performance tests have
shortcomings that impair DHS’ ability to draw reliable conclusions about the ASP’s likely
performance. The physical tests were not and have not been structured as part of an effort using
modeling (computer simulations) and physical tests to build an understanding of the performance of
the ASPs against different threats over a wide range of configurations and operating environments, as
was suggested in the committee’s interim report.

Evaluation In characterizing and evaluating the results of the tests comparing the relative
performance of the ASP and the handheld radioisotope identification device (RIID), DNDO’s
analysis used a figure of merit that is not technically meaningful and could be misleading. The
committee recommends that DNDO use the more particularized results from its report to create a
different figure of merit and suggests some options.

Costs and Benefits The estimated net cost of ASPs exceeds that of the existing polyvinyl toluene
radiation portal monitors (PVT RPMs) and RIIDs, so it would make sense to procure ASPs only if the
security benefits justify the additional investment. In its draft cost-benefit analysis, DNDO carried out
both a breakeven analysis and a capabilities-based plan to account for security benefits from ASPs,
but the DNDO draft analyses the committee examined still need substantial improvement to support
decision making. Three major problems remain: (1) The strategic justification for the chosen
alternative or preferred option was not provided; (2) the set of alternatives analyzed is too narrow;
and (3) DNDO used quantitative modeling techniques and therefore quantified factors that could not
be justifiably quantified, when the analysis could have been carried out effectively with qualitative
reasoning.

With respect to the narrow alternatives, DNDO followed a suggestion in the committee’s
interim report, examining the effect of using improved software and algorithms in conjunction with
the current handheld RIIDs used in secondary inspection. The results show dramatic improvements,
such that the performance of the RIIDs with a state-of-the-art algorithm could outperform the tested
ASP systems (2008 hardware and software configurations) in some cases, although they were still
poorer in other cases. There are drawbacks to using handheld detectors for external screening of cargo
containers, but this low-cost option, which substantially increases scanning effectiveness, should be
an alternative in the cost-benefit analysis, and it might ultimately prove to be the preferred option.

Deployment The committee previously recommended an incremental approach to deployment,
exploiting the modularity required in the ASP product specifications to match the best hardware with
the best data-analysis algorithms and to upgrade as experience is gained with the system. It appears
that DNDO has not gotten the modularity from the vendors that was mandated in the specification.
This deficiency should be corrected and DNDO should encourage a broader effort to improve data-
analysis algorithms, additionally engaging experts outside of the very small community of researchers
engaged to date.

Copyright © National Academy of Sciences. All rights reserved.
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development and acquisition program for ASPs, which like the PVT RPMs are portal-mounted detectors
but have isotope identifying capabilities like the RIIDs. Congress required that the Secretary of Homeland
Security certify that the new detectors provide a “significant increase in operational effectiveness” before
the Department of Homeland Security (DHS) proceeds with full-scale procurement of the ASPs.

Also at the direction of Congress, in April 2008 your predecessor requested advice from the
National Research Council to help bring scientific rigor to the procurement process for ASPs.
Specifically, your predecessor requested findings and recommendations on testing, evaluation, and
analysis of costs and benefits of the new devices. (See Attachment 1 for the full statement of task.) The
ASP testing and evaluation program encountered delays in 2008 and early 2009, which gave the
committee the opportunity to offer DHS an interim report recommending a better approach to testing,
evaluation, cost-benefit assessment, and deployment of ASPs (NRC 2009; the executive summary can be
found in Attachment 2).

The Committee on Advanced Spectroscopic Portals (see Attachment 3), which is conducting the
study and wrote the interim report, has reviewed the progress that DNDO has made since the report was
issued to DHS and to Congress at the beginning of June 2009. In February 2010, you decided to pursue
certification for ASPs in secondary inspection only, because you determined that ASPs as tested do not
meet DHS’s criteria for a significant increase in operational effectiveness for primary inspection.
Therefore, this report focuses on the analysis of test results as they bear on the ASP's intended role in
secondary inspection. This report is based on the most recent information provided to the committee as of
September 2010.

THE DECISION TO FOCUS ON SECONDARY INSPECTION

The committee agrees that the performance of ASPs to date does not support deployment in
primary inspection. Test results indicate that the ASPs do not meet DHS’s threshold criteria for further
consideration in primary inspection. The ASPs performed better than the PVT RPM and RIID system at
detecting “moderately shielded” highly enriched uranium (HEU), and worse than the existing system at
producing the correct outcome for masked special nuclear material (SNM).>** Quantifying the difference
in performance between these systems is difficult because of problems with DNDO’s analyses to date, as
described below. Those problems are important, but they do not call into question your conclusion about
ASPs for primary inspection, unless the criteria for acceptance of ASPs change (e.g., by emphasizing
shielded HEU over other threats). If either the ASP performance or the criteria were to change, one would
still confront a question regarding costs and benefits: The ten-year lifecycle cost of existing current unit (a
PVT radiation portal monitor) is approximately $600k, compared to approximately $1,200k for an ASP.”

? Masking is when radiation from benign radioactive material makes it difficult for a detector system to detect and
identify a threat object.

? ASPs and PVT RPMs perform somewhat different functions in primary inspection: PVT RPM detect radiation and
have only crude discrimination capabilities to evaluate the potential source of the radiation, so conveyances
triggering the radiation alarm in primary inspection are referred to secondary inspection. ASPs have finer
discrimination capabilities (energy resolution), so a conveyance that emits radiation may nonetheless be determined
to be a benign radiation source and so released without secondary inspection. Because of the differences in the
detectors’ functions, DNDO compared them primarily based on the operational outcome they produced, i.e., whether
they resulted in the correct operational outcome for that detector.

* Special nuclear material is defined in Title I of the Atomic Energy Act of 1954 to mean “plutonium, uranium
enriched in the isotope 233 or in the isotope 235... .” It is the material of greatest use in nuclear explosives.

> The costs listed here include procurement, deployment, and operation and maintenance, per DNDO’s 2009
analysis (DNDO 2010a). No sunk costs are included because the cost-benefit decision hinges on the future costs.
Neither figure includes the cost of a RIID because DNDO’s draft cost-benefit analysis assumes that CBP will need
the same number of RIIDs even if ASPs are deployed in secondary inspection.
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To support a certification decision for deployment of ASPs in secondary inspection, results of the
performance tests, field validation tests, and operational tests taken together would need to indicate a
significant improvement over the current PVT RPM and RIID system. The acquisition decision, DNDO
informed the committee, is a separate policy decision based on the cost-benefit analysis. Such policy
decisions are outside of this study’s scope, so the committee has focused its efforts on evaluating whether
the performance of the ASPs has been tested, analyzed, and characterized with scientific rigor, and
whether the methods used in the cost-benefit analysis are sound, defensible, and appropriate.

TESTING

To establish how effective ASPs would be at detecting threat objects (i.e., those containing
material that could be used to make a nuclear or radiological weapon), and differentiating them from
benign radiation sources in general commerce, DNDO physically loaded truck-borne containers with such
objects in a number of configurations of cargo, scanned the containers multiple times with the ASP and
other detectors being tested, and recorded the detectors’ performance. The containers were then scanned
using the handheld radioisotope identifier (RIID).® For example, for tests of shielding and masking, the
runs were repeated with the radiation source in different locations in the shipping container and with
increasing increments of shielding or masking material (naturally occurring radioactive material, also
called NORM) added until the source could not be detected.

As the committee noted in its interim report, DNDQO’s 2008 tests were an improvement in
scientific rigor over its earlier performance tests. The detectors’ performance was charted across the limits
of their abilities to detect and identify radiation sources, which was not the case in earlier tests.

The Recommended Approach: Model-Test-Model

The performance tests are valuable, but by themselves they represent only a small set of possible
configurations of threats and cargo in commerce. The set of possible combinations of threats, cargo, and
environments is so large and multidimensional that DNDO needs an analytical basis for understanding the
performance of its detector systems, not just an empirical basis.” In other words, DNDO should be able to
model and predict accurately the systems’ performance against different configurations and in different
environments.

In its interim report, the study committee recommended that DHS use a standard scientific
approach in which scientists use computer models to simulate radiation from radioactive material,
configurations of cargo, and detector performance; use physical tests to validate and refine the models;
and use the models to select key new physical tests that advance our understanding of the detector
systems, iteratively. This iterative modeling and testing approach is common scientific practice in the
development of high-technology equipment and is essential for building scientific confidence in detector
performance over a wide range of circumstances, not all of which can be tested physically.

Modeling has not had a high priority within the ASP project. DNDO has funded a relatively small
modeling effort to carry out what are called injection studies. These studies superpose a measured

% DHS’s final report on these tests states that “In addition, ORTEC Detective measurements were acquired at the
same position as one of the [RIID] positions.” (DNDO 2009) The Detective measurements were conducted at the
request of the Department of Energy, so DNDO provided them back to DOE without analyzing them. The
committee never learned what was done with the data beyond what is reported here. It might be useful to DNDO to
analyze the data collected with the Detective and compare it to other devices.

" Dennis Slaughter, a scientist at Lawrence Livermore National Laboratory, was commissioned by the DHS
Operational Testing and Evaluation organization to evaluate DNDO’s 2008 NTS performance tests for their
implications for operational testing (Slaughter 2009). Dr. Slaughter notes the limitations of physical tests, including
both the limited set of configurations and the large uncertainties resulting from small sample sizes.
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spectrum®’ from a threat source (again, perhaps a highly enriched uranium source) on a spectrum
measured from a benign cargo conveyance. Thus a threat spectrum can be “injected” into stream-of-
commerce data. Such an approach provides additional spectra for testing the software that analyzes
detector signals, but it does not provide an analytical understanding of the performance of the system or
the ability to model threats, cargo, and a wide variety of environments that would fill out DHS’ testing of
the possible threats. Neither does it provide the basis for on-going and continuous improvement of the
detector systems, as recommended in the committee’s interim report.

In early 2010, DNDO initiated a 5-week modeling effort to understand results from a reanalysis of
handheld radiation detector (RIID) spectra (see Alternatives under the Cost-Benefit Analysis section,
below). DNDO contracted with staff at the Naval Research Laboratory and a company called SCA to model
the tested configurations of sources, containers (with shielding and masking material), and RIID. (DNDO
2010b) The two groups used different radiation-transport computer codes, but found results consistent with
each other and with the physical tests. This is a small step in the direction the committee recommended: it
used a simulation to understand empirical test results. As has been noted, such modeling does not require
advances in capabilities beyond what can be done with existing tools and expertise that are available within
U.S. government laboratories and some companies today. The committee’s chief complaints about these
studies are that: (1) they were too limited (scoped around a very narrow question about the RIIDs, but not
the ASPs), and (2) they were not integrated into a larger plan for iterative empirical and computational
testing. The committee applauds DNDO for undertaking this work as it is the kind of studies we
recommended. The committee encourages DNDO to expand these efforts to include ASPs and other
program elements and to make them an integral part of DNDO’s testing and evaluation program.

EVALUATION OF TEST RESULTS

DNDO described the results of its performance testing in its Final Report on 2008 Advanced
Spectroscopic Portals Performance Tests (March 2009). The committee has two major concerns about
DNDO’s summary of the test results. In the report, DNDO first presents the full results, with plots of the
probability of detection or the probability of identification (depending on whether it was a test of primary
inspection or secondary inspection) as a function of varying shield thickness or masking-material
intensity. DNDO also reported confidence intervals (uncertainties) on these plots, which is the correct
representation, in the committee’s view. However, to create a figure of merit that summarizes test results
quantitatively for its cost-benefit analysis, DNDO aggregated results across test cases and across
scenarios in ways that are incorrect and potentially misleading. Furthermore, uncertainties were not
reported in these aggregated results.

DNDO is trying to characterize the probability of identification of each threat source across many
different configurations and decided to do that with a single number: To create its figure of merit, DNDO
averaged all of the runs for a given source. Characterizing performance of the systems is a difficult
challenge, and it is not met by this averaged figure of merit. Indeed, this figure of merit is impossible to
interpret meaningfully, even on a comparative basis to other detection systems. A more meaningful figure
of merit would characterize the performance difference between the two detector systems for each case.

Even if DNDO decided to create a single composite probability by fiat, its method is not
technically sound. To illustrate this point, we use a fictional example.

Imagine DNDO conducted test runs of a uranium threat source within different iron shields, with
thicknesses of 4, 8, 12, 16, 20, and 24 centimeters. Now suppose that to get better statistical significance
in its tests, DNDO conducted more ASP runs with shield thicknesses where the devices showed neither

¥ A spectrum is the measured signal from a radiation detector showing the counted number of photons at each
energy along a continuum of energies. A spectrum may also be generated by a simulation of a radiation source and a
detector.
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consistently positive results nor consistently negative results (a transition region for detection). This is all
fine. But to characterize the ASP performance with a single number, DNDO averaged all of the runs,
regardless of thickness and regardless of whether more runs were done with one thickness than with
another. The resulting figure of merit depends at least as much on the number of runs at a given shield
thickness as it does on the performance at a given thickness. See, for example, the fictional data listed in
Table 1. Calculated DNDO’s way, the figure of merit is 65%. A more mathematically correct evaluation
would be normalized for the number of runs (average the results for a given shield thickness) before
averaging across shield thicknesses. Normalizing first and then averaging yields a figure of merit of 71%.
However, the idea of averaging across shield thicknesses (or other distinct cases) is in itself
fundamentally flawed and obscures the real results from such studies.

An inspection of the fictional data reveals a more meaningful assessment of ASPs over RIIDs,
namely (a) equivalent performance at low (0-8 cm) and high (20-24 c¢m) thicknesses; and (b) possibly
improved performance of ASP over RIID at only intermediate (8 or 12 to 16 or 20 cm) thicknesses, when
uncertainties are factored in.'” The illustration, while hypothetical, demonstrates the problems with
drawing inferences from "average performance.""’

Table 1: Fictional data illustrating pitfalls of the DNDO figure of merit.

Fictional Fictional

Iron ASP RIID

Thickness Number  Probability Probability
(cm) of Runs of ID of ID

0 6 1.0 1.0

4 6 1.0 1.0

8 6 1.0 0.67

12 6 1.0 0.33

16 9 0.67 0

20 9 0.33 0

24 9 0 0

The difference can be characterized in physical terms. For the tested threat object, the fictional
new detector system yields the same probability of correct identification as the old system does, but with
8 additional centimeters of iron as shield (see Table 1 and Figure 1). Thus one could say that 8§ cm of iron
shielding is the difference between the two systems. Translating that difference into a relative probability
of identification of a smuggled threat object is still difficult (see the systems analysis section, below), but
the figure of merit at least has meaning that can be described in physical terms and understood. Indeed,
DNDO uses such a characterization in its performance test report summary, “For [XX] source in its
packaging configuration, the detection fall-off for the [tested] system was reached with [YY] less
...shielding than for the ASP-C systems” (DNDO 2009a). Unfortunately, DNDO did not use this
characterization when putting the performance test results in the cost-benefit analysis.

' The uncertainties are large when the sample sizes are small. Slaughter suggests that some data may be aggregated
across similar threat objects when the configurations are otherwise nearly the same. “Whether the result is
meaningful depends on the extent to which the [threat objects] that are combined represent similar threats with
similar screening performance” (Slaughter 2009). The committee agrees and notes that such aggregation must be
done with great care. Aggregation may possibly require correction factors to adjust for differences between threat
objects and is not a substitute for analyses of the performance of the individual threat objects.

"' The DHS Independent Review Team also cautioned DNDO against over-aggregating results. «...[D]etection and
identification probabilities were averaged over five other objects. Averaging in this way is meaningful only if the
detection probability for each object is weighted by the relative frequency of encountering the object in the actual
stream of commerce. Such weights were not presented; in practice, they would be very difficult to determine.”

Copyright © National Academy of Sciences. All rights reserved.



Evaluating Testing, Costs, and Benefits of Advanced Spectroscopic Portals: Final Report (Abbreviated Version)

FINAL REPORT (ABBREVIATED VERSION)

= =¢= = Fictional ASP Probability of ID

e=fl=—= Fictional RIID Probability of ID

Probability of Identification

Shielding (cm of iron)

Figure 1: Illustration of better presentation of comparison of performance of the ASP and RIID, using

fictional data from Table 1.

COST-BENEFIT ANALYSIS

A new acquisition can be justified if it lowers costs or does a better job than the current systems.
The committee’s examination of DNDOQO’s draft lifecycle cost estimates suggests that DNDO has
accounted for costs and operational improvements reasonably. As is pointed out in DNDQO’s draft cost-
benefit analysis, ASPs cost more than existing radiation portal monitors, even when gains in operational
efficiency provided by the ASPs are taken into account. This means that any justification for deployment
of ASPs hinges on improvements in the ASPs ability to detect and thus prevent smuggled nuclear or
radiological material from reaching destinations in the United States, deterring adversaries from
attempting to do so, or increasing the ability to act upon warning or intelligence about smuggling of

nuclear materials, i.e., the security benefits.

The conclusion of the draft cost-benefit analysis, recommending deployment of ASP-C and ASP-
D portals in all secondary scanning lanes that process truck traffic, “is based on the increased
performance of the ASP in reducing the threat of a nuclear attack on the homeland.” (DNDO 2010a) The
mere inclusion of threat reduction in the analysis indicates that DNDO has accepted the recommendation
in the committee’s interim report: Prior to the report DNDO’s analyses did not include these
considerations. Furthermore, DNDO clearly paid attention to the suggestions offered in the committee’s
interim report on how to analyze security benefits, carrying out both a breakeven analysis and a
capabilities-based plan. Each of these initial efforts, however, needs substantial improvement to result in
a cost-benefit analysis that supports decision making. Three major problems remain: (1) the strategic
justification for the option selected was not provided; (2) the alternatives considered were too narrow and
did not include technology and deployment alternatives that might ultimately be preferred; and (3) DNDO

12 “A better job” may encompass many factors, including higher true positive detection rates, lower false negative

detection rates, reliability, versatility, and a variety of other considerations.
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used quantitative modeling techniques and therefore quantified factors that could not be justifiably
quantified, when the analysis could have been carried out effectively with qualitative reasoning. These
problems are described below.

Strategic Justification

The cost-benefit analysis for ASPs needs to be placed in a larger context of prevention of nuclear
terrorism. Some of that context is provided in DNDO’s draft cost-benefit analysis,” and some can be
found in the Joint Annual Interagency Review of the Global Nuclear Detection Architecture (DNDO
2010d). These documents describe missions and goals. DHS needs to establish guiding principles and to
apply those principles at a strategic level to achieve appropriate balance more broadly across the
architecture. Such principles would enable DHS to make decisions about goals, cost tradeoffs, and
priorities among the various programs, and also to better make the case for its conclusions. DHS’
decisions can be supported by a logical narrative, describing in words what measures are meant to address
what classes of threats, how the pieces fit together, and how they reinforce each other and cover gaps. It
can also be supported with relatively simple systems-level modeling that identifies what parts of the
system have the greatest influence on security.

Deterrence or dissuasion is an important factor in the likelihood that a malefactor will decide to
try to smuggle a weapon or weapon materials, but there is not yet a widely accepted intellectual
framework or method to measure or evaluate this factor, so it is difficult to take account of it in planning
and evaluation. In its interim report, the committee discussed deterrence and noted the value of exploiting
(1) ambiguity in the detection capabilities exhibited to the public; (2) uncertainty on the part of a
malefactor about his or her chances of being thwarted or caught; and (3) the likelihood that a malefactor
would deem the material or device to be valuable, and therefore would be risk averse. Analysts and
decision makers can reason through strategies and tactics based on these factors, and at the same time
exercise caution about the limits of their knowledge—malefactors with a high-value weapon are likely to
choose attacks that they deem to have a high probability of success, so unknown or unpredictable
defenses can be a deterrent. At the same time, however, the malefactors’ goals are unknown—perhaps a
detonation in a port is a sufficiently satisfying secondary target. The committee reiterates the value of
taking into account the adversary’s perspective in evaluating the effectiveness of different deployment
strategies for nuclear detection assets.

Taking a somewhat narrower view, DNDO needs to articulate what is achieved by improvements
in detector performance. Drawing again on the fictional example described above, an improved passive
detection system may force an adversary wishing to evade detection to place an additional 8 cm of iron
around a threat object. The adversary’s action would reduce the probability of successful interdiction
using passive detectors. But if this passive detection enhancement forces an adversary to use enough
shielding material so that it is easily identified as a suspicious object when scanned by a technology that
can ascertain the amount of shielding in a container, such as a gamma or X-ray radiography device, it
could lead to additional security enhancement. When combined with, for example, random radiography of
a fraction of conveyances (which would hold any conveyance at some risk of being scanned), one has an
example of a coherent strategy that leads to a quantifiable probability of successful interdiction. This
example is meant to be illustrative that DNDO and CBP need to have a strategy for each configuration.
There may be shielding configurations that neither passive detectors nor radiography is likely to detect, so
it may be that only random inspections have the potential to catch those objects, but some strategy needs
to be articulated and applied to create a logical picture of detection and interdiction.

" The DNDO draft cost-benefit analysis describes this context by reference to high-level strategic plans, such as the
DHS Strategic Plan Fiscal Years 2008-2010 and the U.S. Customs and Border Protection 2005-2010 Strategic Plan.
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Alternatives

The alternatives considered in DNDQ’s cost-benefit analysis were not broad enough. For
example, improved handheld detectors were dismissed without analysis, based on an assertion that
handheld detectors simply are not suitable for external screening of cargo containers. This assertion may
prove true depending on the criteria established, but recent analyses within DNDO suggest that handheld
detectors, even the hardware currently in use, could be far more effective than DNDO thought possible in
identifying threats in cargo.

In its cost-benefit analysis, DNDO compared the ASPs to the currently deployed RIID, which the
committee was told is relatively old technology, first deployed several years ago. DNDO concluded that
handheld detectors in general are unsuitable for external inspection of cargo containers (DNDO 2010a)
and so did not compare ASPs to other handheld detectors, such as the newer sodium iodide and high-
purity germanium detectors used by the Department of Energy, or the lanthanum bromide and other
detectors in development in the Human Portable Radiation Detection Systems program at DNDO. DNDO
did not include an enhanced version of the current RIID in its comparisons, either. (See Sidebar 2.)

In its interim report (NRC 2009), the committee made the following suggestion.

Because some of the improvement in isotope identification offered by the ASPs over the RIIDs is
a result of software improvements, the best software package also should be incorporated into
improved handheld detectors. Newer RIIDs with better software might significantly improve their
performance and expand the range of deployment options available to CBP for cargo screening.

Separate from its cost-benefit analysis, DNDO followed this suggestion, providing data (raw spectra)
collected using RIIDs to Sandia National Laboratories and having the laboratory process those spectra
through DHSIsotopelD, a template-based gamma-spectrum-analysis program developed there. The results
show dramatic improvements of the RIID with improved software over the current RIID system and
relative to the ASPs.'* (Feuerbach and McGee 2010) DHSIsotopelD ran quickly and improved the
performance of the RIIDs substantially, outperforming not only the RIID’s onboard software, but with
less statistical significance also outperforming the ASPs in some cases."

' DHS evaluated all systems against a Level I operationally-correct “Probability of Detection”. This means that for
a given spectrum, the test system was able to identify the radionuclide present (if any) or to correctly refer the
spectrum for further analysis. Either of these responses results in an appropriate operational response, i.e., holding
the truck for further investigation. For example, if the test system correctly identified the radionuclide present, this
was considered an operationally correct identification. In addition, if the system indicated that radiation was present
at levels above what would be expected from nonradioactive cargo, but that the source radionuclide could not be
identified, this was also considered an operationally correct identification as the spectrum would be investigated
further. Inherent in this scoring is the assumption that further investigation would correctly identify the radionuclide.
If the test system either incorrectly identified the radionuclide present or incorrectly indicated that no threat object
was present, it was scored as an incorrect identification.
> The DHSIsotopelD probabilities of identification are better than the ASPs in some cases, but most of the
differences are within the uncertainty bands for the data. Initial examination of the data suggests that DHSIsotopelD
also outperformed CBP’s Laboratory and Scientific Services (LSS). However, upon deeper examination, it is less
clear because different criteria were used for scoring their performance. A direct comparison of the full adjudication
of spectra using the same criteria to evaluate the full current system (RIID through LSS and secondary reachback)
versus alternatives (RIID with DHSIsotopelD, and ASPs) would help inform both CBP and DNDO.

In addition to the scoring criteria, there were differences in what information was provided. (DNDO 2010¢)
DNDO did not provide a RIID measurement of the background radiation during the performance tests, so Sandia
created a background spectrum based on an average of the lowest count rates in the files provided. In addition,
DNDO sent Sandia nearly 1200 files from another data collection done in 2005 at a real port with measuring the
stream of commerce. When corrupted files were removed from this set, DHSIsotopelD identified a relatively small
number as containing special nuclear material with high confidence. Those alarms might have been false positives or
they might have actually been special nuclear material: CBP and DNDO did not save and correlate data from the
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These results have some important implications. DNDO evaluated the lifecycle cost of a RIID of
the type currently used at $27k'® and even the next generation RIIDs are only expected to cost
approximately $40k. CBP plans to continue to use RIIDs for in-container inspection, even if ASPs are
installed for secondary inspection. DHS already owns the DHSIsotopelD software. As noted above, the
lifecycle cost of the PVT radiation portal monitor used in conjunction with the RIID is estimated to be
$640k compared to over $1.2 million for the ASP and RIID. If improved software halves the difference
between the current RIID and the ASP and DHS is simply looking for the greatest improvement detector
performance at the least cost, then the improved software is a more cost-effective improvement to the
current system than replacing it with the ASP.

Based on other factors, DHS could conclude that the improved RIID is still not good enough. For
example, as described above, a logical framework for the global nuclear detection architecture that uses
radiography or active interrogation to complement passive detection could create a threshold criterion that
the passive detectors must meet. DHS could conclude that passive detectors must be sensitive enough to
force a smuggler trying to evade detection to use a shield thick enough that it would be readily detected
with radiography. For the shielded sources DNDO tested, however, the RIID with DHSIsotopelD appears
to perform at least as well as the ASPs. If a similar threshold existed for masking, then the RIID with
DHSIsotopelD might or might not meet the criterion. As they are used today, the RIIDs have other
deficiencies, too (see Sidebar 2). Absent such a threshold or consideration of other liabilities, the net
benefits per unit net cost can be compared directly.

Another reason that the RIID with improved software may not have been considered adequately
in the cost-benefit analysis is that the improved RIID is not yet a self-contained system that can be
purchased. Today, running these analyses requires that a person take the raw data from the RIID, select a
set of peaks in the spectrum to use for calibration of the energy-dependent response of the detector, select
a background spectrum, run the software, and decide what to do with cases that did not run properly (i.e.,
corrupted original data sets, see Footnote 14). DNDO compared complete systems in its performance
tests. However, in the committee’s judgment, the adaptations required to make a complete system from
the RIID and the best available software for that detector, which right now appears to be DHSIsotopelD,
would be neither costly nor time consuming.

e CBP officers would need to record calibration and background spectra periodically
during the day. Such recording is already part of standard operating procedure, but
refinements and better adherence to the procedures would simplify analysis and improve
the accuracy of results.

e The software would need to be automated and made to interface automatically with the
RIID data.

e Advances in handheld computing since the current RIIDs were designed may enable the
necessary calculations to be done onboard an otherwise identical RIID or on a separate
handheld device. The Defense Threat Reduction Agency is currently funding a small
effort to establish the feasibility of running software nearly identical to DHSIsotopelD on
a portable digital assistant. But if a laptop or desktop computer is required, the data can
be transferred easily from the RIID by several different means.

shipment manifests with the radiation measurements. In retrospect, this correlation might have been a valuable step
to take. LSS has access to an array of information on every shipment entering the United States, which enhances and
complements the analysis of spectra referred from secondary inspection.

' DNDO’s cost estimates yield two different possible costs to consider for the RIID. The total sunk and future costs
for the RIIDs over the next 10 years implies a unit cost of $27k. Looking only at future costs, the figure is $15k. The
latter number assumes no acquisition costs because the RIIDs have already been purchased and CBP simply pays a
maintenance fee per unit, which includes replacement of the units when they fail. DNDO informed the committee
that the cost of that maintenance contract may rise in the near future.
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SIDEBAR 2: Difficulties in Comparing RIID and ASP Performance

In its draft cost-benefit analysis and its requirements document for handheld detection systems
(DNDO 2009b) DNDO provided scant support for its claim that handheld detectors in general are
unsuitable for external inspection of cargo containers. In another report (Appendix 8 of HSI 2008),
DNDO disputed the draft findings of the DHS Independent Review Team (IRT), especially that “using
the ASP instead of the handheld RIID (Radio-Isotope Identification Device) for Secondary screening
would not significantly change the probability of those objects [threats] being allowed to enter the
United States.” DNDO countered that the IRT analysis relied on unrealistic, ideal-case assumptions:
(1) that the RIID would be placed as close as possible to the source (threat object); (2) CBP officers in
the field have time to refer all unknowns from the current RIID for further investigation; and (3) that it
would be acceptable for further investigation to adjudicate a much larger fraction of the cases referred
to secondary inspection.

The basis for DNDQ’s first complaint about the RIID is that although the RIID can be placed
closer to the container than the ASP detectors are, it is difficult to determine exactly where on the
container surface to place the RIID, and it is difficult for the CBP officer to reach some locations
(Oxford 2008). This complaint is accurate. Also, the officer may have difficulty identifying the best
location to collect data with the RIID. ASPs suffer from neither of these problems: they can detect
over of the whole container. The IRT ultimately concluded that “RIID localization errors—which are
difficult to predict or control—can easily dominate the performance comparison [between RIIDs and
ASPs].” This conclusion was based on calculations. The IRT noted that low-cost measures could
address some limitations of the current device, and suggested that CBP explore the feasibility of such
measures.

As with any detector, greater distances and more shielding or masking material between the
threat object and the detector degrade the “signal” quality of the spectrum collected by the RIID, and
improved software may not be able to compensate for a given arrangement. The configurations matter.
However, the committee notes that the results comparing RIIDs with ASPs were not based on
idealized, first-principle calculations, but on data collected by CBP officers operating the RIID as part
of the 2008 performance tests in configurations identical to those examined using ASPs. DNDO
commissioned the 5-week modeling effort described in this report because of doubts whether
sufficient signal could be acquired by the RIID to achieve such good results. The simulations yielded
spectra similar to those collected with the RIID, whose spectra were analyzed with DHSIsotopelD and
yielded the improved results.

The RIID data from the performance tests may be better than what one would typically get
in the field. The same may be said of the ASP data, although for different reasons. It seems likely
that the CBP officers carrying out duties under test conditions were more thorough in scanning the
containers than their colleagues are at real ports of entry. But no additional measures, such as those
suggested by the IRT to assist placement of the RIID, were taken. Likewise, there were artifacts of
the test conditions in the ASP tests. For example, trucks passed through ASPs at the speeds specified
within the CONOPS, but trucks commonly transit portals at speeds higher than the designated
limits. Furthermore, one truck was tested at a time, with no truck following close behind.

The last two points in DNDO’s counterargument to the IRT are addressed in this report: the
inclusion of improved software would improve adjudication in the field, which also lowers referral
rates. This is not to say that the RIID is or can be superior to the ASP in operation in the field. The
ASP is designed to have advantages. But it is inappropriate to dismiss a RIID with enhanced software
as an option, particularly in light of the data collected by DNDO since the IRT report.
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None of these appears to be a major obstacle, and it only makes sense for the next iteration or
generation of RIID to be able to accommodate software upgrades to use whatever is the best software
version or algorithm available at a given time. In the section on deployment, below, the committee
reiterates that a central message from the interim report: Scientific iteration is a better approach than full-
scale deployments.

In the committee’s view, the handheld device using better software is a low-cost, high-
effectiveness option that should be an alternative in the cost-benefit analysis. It might ultimately prove to
be the preferred option. If it is not the preferred option, the cost-benefit analysis should explain why.

Setting aside different technology alternatives, the deployment alternatives considered in
DNDO’s cost-benefit analysis do not describe the actual alternatives under consideration: Alternative 1 in
DNDO’s draft cost-benefit analysis reflected the maximum possible deployment of ASPs in secondary
inspection (over 400), when in fact DNDO and CBP are contemplating fewer such deployments. It is
important that the alternatives evaluated include the deployment plans that are really under consideration.
Further, rigid adherence to the existing concept of operations (CONOPS) may skew the view of what
options are possible. In the committee’s view, it makes sense for DHS to review the CONOPS and seek
improvements in inspection both through technology and improved procedures considered in concert.

Quantification

DNDO analyzed cost effectiveness with economic tools, a breakeven analysis and a capabilities-
based plan, that in principle enable the user to identify the “efficient frontier,” i.e., which of the
alternatives under consideration yields the greatest increase in performance for a given cost. The inputs to
that analysis and the way the analysis was used make the results the committee saw unsound, and
therefore they should not be used as the basis for a decision. In addition to relying on the flawed measure
of detector-system performance described above, the measure of cost-benefit merit incorporates
unjustified quantitative assumptions about the comparative importance of different levels of performance.
Conclusions that are drawn from the resulting quantitative results in the draft cost-benefit analysis
attribute precision to the analysis that cannot be supported.

The analyses are quantitative but quantification of some parts of the analysis is difficult to justify,
and where quantification is justified, the analyses have unsupportable precision (three significant figures
on values that are actually qualitative or, if quantitative, have no more than one significant digit
precision). These large uncertainties are not propagated through the analysis and the committee
questioned whether the analysis revealed any significant differences among the performance of the
alternatives considered for deployment of ASPs (the base case, with no ASPs; ASPs in secondary only;
ASPs in primary and secondary; and a hybrid ASP deployment) when uncertainties and appropriate
precision were factored in.

Expert elicitations were used to weight the importance of different results, but the committee is
concerned that some of the weighting or value functions used were counterintuitive or lacked a logical
foundation. For example, a nonlinear function was used for weighting monetary costs and a linear
function for weighting performance. One would expect the weighting of monetary costs to be linear:
Money is fungible and the opportunity cost for a marginal unit of money is the same whether that
marginal dollar is the one millionth dollar or the ten-millionth dollar."”

Weighting of performance might be nonlinear: decision makers might care more about an
improvement in probability of identification from 45% to 60% than from 0% to 15% (the system is
unreliable) or from 80% to 95% (the system is pretty reliable). As described above, the figure of merit
used in the analysis is important. Decision makers may care most about what is the greatest level of
shielding or masking that the detection system can see through with a 95% probability. In such a case, an

'” Money valuation could be nonlinear for other reasons: If one only has $1M, then a change from $200k to $400k is
preferable to a change from $900k to $1.1M. But this is not really applicable to the ASPs, for which funding was
already appropriated.
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improvement from 0 cm to 5 cm of shielding could be quite important but from 30 ¢cm to 35 cm could be
comparatively unimportant. Hence, a nonlinear weighting function.

In DNDO?’s draft cost-benefit analysis, weighting factors are applied to the different threat objects
to create a composite, value-weighted result. However, such weighting is unjustified unless it is
understood to be the probability of a terrorist attempting to smuggle SNM into the nation. For example,
DNDO’s draft cost-benefit analysis states that “The team weighted the performance against Pu at zero
because as both systems performed equally and optimally the performance against Pu was not considered
to be of any value in discriminating one system from another.” But consider a hypothetical case in which
the probability of encounter of an HEU device is small (say 5%) compared with a probability of
encounter of shielded plutonium (say 95%). DNDO’s weighting factors would not be irrelevant, they
would be incorrect. The weighting factors, as applied by DNDO, amplify differences, when it is just as
important to identify whether two systems have similar performance as to show their differences.

Finally, any such analysis is subject to skepticism because the results depend strongly on the
values selected for variables that are difficult to assess uniquely (such as the costs from a successful
domestic nuclear attack), so sensitivity studies are critical to the credibility of such analyses. DNDO’s
draft cost-benefit analysis has sensitivity studies of the costs elements of acquiring, deploying, and
maintaining ASPs and PVT RPMs. The breakeven analysis isolates variables to find under what
assumptions the system cost would equal another cost (here, the aforementioned nuclear attack). The only
variable examined in the breakeven analysis is the probability of encounter, but others are unknown, too.

The RAND study cited in DNDQ’s cost-benefit analysis should not be the only benchmark for
the effect of cargo screening on the risk of a domestic nuclear detonation. Repeating the calculation for a
small set of illustrative examples (e.g., a radiological dispersal device, RDD, in Detroit, a partial nuclear
detonation in Washington, a foreign stockpile device in New York) would help the decision maker
evaluate the value of cargo screening technologies in preventing the range of threats and attacks against
which the nation deploys detectors. For such an analysis, DNDO should continue to use performance data
that are relevant to the illustrative examples (e.g., detection probability of cesium-137 for the RDD,
plutonium for a stockpile weapon), but use a more meaningful performance metric than the averaged
figure discussed in detail in this report.

DEPLOYMENT

In its interim report, the committee recommended an incremental approach to deployment, with
upgrades and improvements provided as experience is gained with the equipment. This is sometimes
called spiral development. Another way to say this is that DNDO should be building a program around
learning and continuous improvement. The ASPs are especially well suited to such an approach because
the basic equipment could stay relatively unchanged while upgrades to the algorithms and analysis are
developed. The Johns Hopkins Applied Physics Laboratory (APL) has already demonstrated that the
impact of such upgrades can be evaluated without rerunning physical tests. Using its Replay Tool, APL
has taken raw data streams and reanalyzed them with a variety of assumptions (e.g., that two of three
neutron detectors are not providing data; Heimberg 2010) However, even if DHS concludes that it will
not go ahead with a large acquisition and deployment of ASPs, DNDO would learn from a limited
deployment of ASPs to examine real commerce. Whether that is the best use of funds is a policy decision
that should be based in part on how likely DHS thinks a future deployment of ASPs is.

A tool such as the APL Replay Tool is especially well suited to address a recommendation from
the committee’s interim report. The committee recommended that procurement of hardware and software
be separated, so that the best data-analysis algorithms could be coupled to the best detector hardware.
Such a tool would also enable DNDO to evaluate upgraded software and algorithms by reanalyzing past
data collected with the same hardware using the new software. At DNDOQO’s request, APL tried to inter-
compare the vendors’ systems, but encountered difficulties. The procurement specifications require that

Copyright © National Academy of Sciences. All rights reserved.



Evaluating Testing, Costs, and Benefits of Advanced Spectroscopic Portals: Final Report (Abbreviated Version)

14 EVALUATING TESTING, COSTS, AND BENEFITS OF ADVANCED SPECTROSCOPIC PORTALS

the ASPs generate spectrum output data files in a standardized format to enable off-line analysis of the
gamma spectra by a separate program (section 7.1.4 of the DNDO 2007). Such standardized output ought
to result in modularity of the software, enabling interchange of analysis algorithm computer modules.
Although the ASPs do produce the gamma spectrum output data files, at least one of the vendors uses a
different data file containing additional information for its own analyses, so that vendor’s analysis
software cannot reproduce its own results through offline analysis of the output data file. As a result, the
analysis modules produced to date are not compatible with each other’s detector systems. Within the
committee, this raised concerns about procurement: DNDO has not gotten the modularity from the
vendors that was mandated in the specification. This deficiency should be corrected.

Furthermore, DNDO should not limit itself to the vendors’ algorithms. It is possible that the
DHSIsotopelD package, developed at Sandia National Laboratories, or another algorithm is superior to
those provided by the ASP vendors. Existing isotope identification algorithms have been developed by a
very small community of researchers. DNDO should encourage a broader effort to address these
challenges, additionally engaging experts outside of nuclear detection to assist in evaluation and
modification of the analysis algorithms. Algorithms for spectral and image analysis in complex systems
are found in many fields, including astronomy, medical imaging, and atmospheric analysis, and expertise
developed in those areas could be applied to all of the spectroscopic detectors, including the ASP system.

CONCLUSION

The committee has identified the merits and shortcomings of the work DNDO has done in testing
and evaluating ASPs, and described how to address the shortcomings. Much of the committee’s advice
applies regardless of DHS’ chosen path. For example, modeling and simulations should play a larger role
in testing and evaluation whether DHS selects ASPs, handheld detectors, both, or another technology. For
any acquisition decision, DHS should use figures of merit that reflect the performance of the systems
accurately and are meaningful to the decision factors. Regarding cost-benefit analyses, the acquisition
decision should be placed within the larger context of strategies and decisions. The analysis should be
only as quantitative as the data can support, and conversely a reasoned justification may be more
appropriate than a quantitative analysis in some cases. The set of alternatives under consideration should
reflect the options the decision maker would want to know about, not just the options fully available at a
particular time. It may be that the preferred option is within that broader set. Finally, DHS should be
building a program that is structured around learning that leads to continuous improvement of systems to
be deployed operationally in the field.

Thank you for the opportunity to provide input to your decisions.

The Committee on Advanced Spectroscopic Portals

Robert C. Dynes, Chair John M. Holmes
Richard Blahut Karen Kafadar
Robert R. Borchers C. Michael Lederer
Roger L. Hagengruber Keith W. Marlow
Carl N. Henry John W. Poston, Sr.
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Attachment 1

The Joint Explanatory Statement and the
Statement of Task

In the Joint Explanatory Statement for the 2008 Consolidated Appropriations Act (P.L. 110-161),
Congress stated the following:

The Committees on Appropriations appreciate the difficulties the Secretary faces in
certifying the ASP systems and provide sufficient resources to allow DNDO to enter into
an agreement with the National Academy of Sciences (NAS) to assist the Secretary in his
certification decisions. NAS will help validate testing completed to date, provide support
for future testing, assess the costs and benefits of this technology, and bring robustness
and scientific rigor to the procurement process.

Working with the Domestic Nuclear Detection Office, the National Research Council, the
operating arm of the National Academy of Sciences, developed the following statement of task for this
effort.

The chairman of the National Research Council will appoint a committee of experts to
perform tasks addressing the Secretary of Homeland Security's requirements for certification
of advanced spectroscopic portals (ASPs) for secondary inspection and, to the extent
possible, for primary inspection. The committee will evaluate the Domestic Nuclear
Detection Office's (DNDO's) ASP assessments, performance tests, and analyses. Specifically
the committee will

e Evaluate the adequacy of the DNDQ's past testing and analyses of the ASP systems;
e Evaluate the scientific rigor and robustness of DNDO's testing and analysis approach;
e Evaluate DNDO's cost-benefit analysis of ASP technology.
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Attachment 2

Evaluating Testing, Costs, and Benefits of
Advanced Spectroscopic Portals for Screening
Cargo at Ports of Entry
INTERIM REPORT

Executive Summary

To improve screening of containerized cargo for nuclear and radiological material that
might be entering the United States, the Department of Homeland Security (DHS) is seeking to
deploy new radiation detectors, called advanced spectroscopic portals (ASPs). The ASPs are
intended to replace some or all of the current system of radiation portal monitors (called PVT
RPMs) used in conjunction with handheld radioisotope identifiers (RIIDs) to detect and identify
radioactive material in cargo. The U.S. Congress required the Secretary of Homeland Security to
certify that ASPs will provide a “significant increase in operational effectiveness” over continued
use of the existing screening devices before DHS can proceed with full-scale procurement of
ASPs for deployment. Congress also directed DHS to request this National Research Council
study to advise the Secretary of Homeland Security about testing, analysis, costs, and benefits of
the ASPs prior to the certification decision. The objectives of this study are to: (1) evaluate the
adequacy of the past testing and analyses of the ASP systems; (2) evaluate the scientific rigor
and robustness of the testing and analysis approach; and (3) evaluate the cost-benefit analysis of
ASP technology. Each of these is discussed below. This interim report is based on testing done
before 2008; on plans for, observations of, and preliminary results from tests done in 2008; and
on the agency’s draft cost-benefit analysis as of October 2008. The report provides advice on
how DHS’ Domestic Nuclear Detection Office (DNDO) can complete and make more rigorous
its ASP evaluation for the Secretary and the nation.

Testing: The committee finds that past testing had serious flaws. DNDO has
acknowledged and addressed a number of those flaws in later testing. The 2008 performance
tests were an improvement over previous tests: DNDO physically tested some of the limits of the
systems, although shortcomings remain. DHS needs to address these shortcomings for a rigorous
approach.

Scientific Rigor: To make the testing and evaluation more scientifically rigorous, the
committee recommends an iterative approach with modeling and physical testing complementing
each other. DNDQO’s current approach is to physically test small portions of the threat space
(possible threat and cargo configurations) and to use other experimental data to test algorithms in
the systems. However, the set of combinations of threats and cargo configurations is so large and
multidimensional that DNDO needs an analytical basis for understanding the capabilities of its
detector systems. In a more rigorous approach, scientists and engineers would use models of

19

Copyright © National Academy of Sciences. All rights reserved.



Evaluating Testing, Costs, and Benefits of Advanced Spectroscopic Portals: Final Report (Abbreviated Version)

20 EVALUATING TESTING, COSTS, AND BENEFITS OF ADVANCED SPECTROSCOPIC PORTALS

threat objects, radiation transport, and detector response to simulate performance and use
physical experiments to validate the models’ fidelity and enable developers to refine the models
iteratively. Much of the foundation for modeling sources, radiation transport, and detector
response is already in place in the national laboratories. This kind of interaction between
computer models and physical tests is standard for the development of high-technology
equipment and is essential for building scientific confidence.

The idea of an iterative approach also extends to deployment: the committee recommends
a process for incremental deployment and continuous improvement, with experience leading to
refinements in both technologies and operations over time. As a first step in this process DHS
should deploy its currently unused low-rate initial production ASPs for primary and secondary
inspection at various sites to assess their capabilities in multiple environments without investing
in a much larger acquisition at the outset.

Cost-Benefit: DHS’ definition of a “significant increase in operational effectiveness” is a
modest set of goals. Preliminary estimates indicate that the cost increases from replacing the
PVT/RIID combination with ASPs outweigh the cost reductions from operational efficiencies.
Therefore, a careful cost-benefit analysis will need to reveal the advantages of ASPs among
alternatives. The cost-benefit analysis was not complete when this report was written, but it
should include three key elements: a clear statement of the objectives of the program; an
assessment of meaningful alternatives; and a comprehensive, credible and transparent analysis of
in-scope benefits and costs. The committee recommends that DHS not proceed with further
procurement until it has addressed the findings and recommendations in this report and the ASP
is shown to be a favored option in the cost-benefit analysis.
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Committee on Advanced Spectroscopic Portals
Roster and Brief Biographies

Robert C. Dynes, University of California, San Diego, Chair

Richard Blahut, University of Illinois at Urbana-Champaign

Robert R. Borchers, Maui High Performance Computing Center, Hawaii
Philip E. Coyle, III, Private Consultant and World Security Institute, Sacramento, California“
Roger L. Hagengruber, University of New Mexico, Albuquerque

Carl N. Henry, Private Consultant, Albuquerque, New Mexico

John M. Holmes, Port of Los Angeles, California

Karen Kafadar, Indiana University, Bloomington

C. Michael Lederer, University of California Energy Institute, Berkeley
Keith W. Marlow, Private Consultant, Albuquerque, New Mexico

John W. Poston, Sr., Texas A&M University, College Station

Henry H. Willis, Rand Corporation, Pittsburgh, Pennsylvania”

STAFF

Micah D. Lowenthal, Study Director

Sarah C. Case, Program Officer

Kathryn Hughes, Associate Program Officer

Toni Greenleaf, Administrative and Financial Associate

Mandi Boykin, Senior Program Assistant (April to December 2008)

a Philip Coyle was appointed on July 7, 2010, to become the Associate Director for National Security and
International Affairs in the White House Office of Science and Technology Policy, and resigned from the
committee.

b Henry Willis resigned from the committee on May 11, 2010.
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Robert C. Dynes, chairman of the committee, is a professor of physics at the San Diego and Berkeley
campuses of the University of California, where he directs laboratories that focus on superconductivity.
From 2003 until 2008, he served as the 18th president of the University of California (UC) and before that
as chancellor of UC San Diego. As a professor, he founded an interdisciplinary laboratory in which
chemists, electrical engineers, and private industry researchers investigated the properties of metals,
semiconductors, and superconductors. Prior to joining the UC faculty, he had a 22-year career at AT&T
Bell Laboratories, where he served as department head of semiconductor and material physics research
and director of chemical physics research. Dr. Dynes received the 1990 Fritz London Award in Low
Temperature Physics, was elected to the National Academy of Sciences in 1989, and is a fellow of the
American Physical Society, the Canadian Institute for Advanced Research, and the American Academy of
Arts and Sciences. He serves on the Executive Committee of the U.S. Council on Competitiveness. A
native of London, Ontario, Canada, and a naturalized U.S. citizen, Dr. Dynes holds a bachelor's degree in
mathematics and physics and an honorary doctor of laws degree from the University of Western Ontario,
and master's and doctorate degrees in physics and an honorary doctor of science degree from McMaster
University. He also holds an honorary doctorate from L’Université¢ de Montréal.

Richard E. Blahut is the Henry Magnuski Professor of Electrical and Computer Engineering at the
University of Illinois and the head of that department. He also holds the title of research professor in the
Coordinated Science Laboratory. From 1964 to 1994, Blahut was employed in the Federal Systems
Division of IBM, where he had general responsibility for the analysis and design of coherent signal
processing systems, digital communications systems, and statistical information processing systems. He
was responsible for the original development of passive coherent location systems, now a major technique
used in the U.S. Department of Defense. Other contributions to industry include the development of error-
control codes for the transmission of messages to the Tomahawk missile, codes to protect text data
transmitted via the U.S. public broadcasting network, and the design of a damage-resistant bar code for
the British Royal Mail. Dr. Blahut has authored a series of advanced textbooks and monographs in error-
control coding, information theory, and signal processing, including ten books either published or in
manuscript form. Dr. Blahut served as president of the Information Theory Society of the Institute of
Electrical and Electronics Engineers (IEEE) in 1982, and was editor-in-chief of the [EEE Transactions on
Information Theory from 1992 until 1995. He was elected to the National Academy of Engineering in
1990. He is a fellow of the IEEE. He is the recipient of the IEEE Alexander Graham Bell Medal, the
IEEE Claude E. Shannon Award, the Tau Beta Pi Daniel C. Drucker Eminent Faculty Award, and an
IEEE Millennium Medal. He received his Ph.D. degree in electrical engineering from Cornell University.

Robert R. Borchers, a physicist and expert in computation, is chief technology officer for the Maui High
Performance Computing Center at the University of Hawaii. Prior to joining the University of Hawaii, he
served eight years at the National Science Foundation as director of the Division of Advanced
Computational Infrastructure and Research. Earlier in his career, he was a professor of physics before
holding several high-level management positions in universities and laboratories, including associate
director for computation at Lawrence Livermore National Laboratory, vice chancellor for academic
affairs at the University of Colorado — Boulder and the University of Wisconsin, Madison, and director of
the Physical Sciences Laboratory at Madison. Dr. Borchers has received numerous awards and is a fellow
of the American Physical Society. Dr. Borchers received his B.S. degree from the University of Notre
Dame and M.S. and Ph.D. degrees from the University of Wisconsin, Madison, all in physics.

Roger L. Hagengruber is the director of the Office for Policy, Security and Technology (OPS&T) and
the Institute for Public Policy (IPP) and a research professor (political science and physics) at the
University of New Mexico. Previously, he served as chief security officer and chief cyber security officer
for Los Alamos National Laboratory and as a senior vice president at Sandia National Laboratories and
directed Sandia’s primary mission in nuclear weapons during the transition following the end of the Cold
War. Dr. Hagengruber spent much of his 30-year career at Sandia in arms control and non-proliferation
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activities including several tours in Geneva as a negotiator. In recent years, he has focused on the nuclear
transition in the former Soviet Union and on security issues associated with counter-terrorism and has
chaired or served on numerous panels that have addressed these issues. His work at the University of New
Mexico includes directing the IPP work in public surveys including sampling of U.S. and European views
on a wide range of security issues. The OPS&T creates multidisciplinary teams from labs and universities
to explore policy options for issues in which security and technology are interrelated. He previously
served on the Nuclear and Radiological Panel of the National Research Council's Committee on Science
and Technology for Countering Terrorism. He received his Ph.D. degree in experimental nuclear physics
from the University of Wisconsin and is a graduate of the Industrial College of the Armed Forces.

Carl N. Henry retired from Los Alamos National Laboratory in December 2001, where he worked for
over 40 years. Following retirement, he did part-time consulting for Sandia National Laboratories at U.S.
Department of Energy headquarters in 2006. From 1994 to 2001, Henry worked on foreign nuclear
weapons intelligence and counter-intelligence analysis. In 1997, he received the Intelligence Community
Seal Medallion for meritorious service. From 1975 until 1994, he worked on the Nuclear Emergency
Search Team (NEST) Program. During that time he served many roles including staff member, group
leader, and program manager. Over his career Henry has participated in search and diagnostics activities,
real deployments and exercises, and led the planning for one major exercise. In addition, he has
conducted nuclear safeguards research as part of a team using active analysis of nuclear material with a
Cockcroft-Walton accelerator and neutron and ray detectors for portal monitoring applications.

John M. Holmes is deputy executive director of operations at the Port of Los Angeles, overseeing the
operations of the Los Angeles Port Police, the Homeland Security Division, emergency preparedness
planning, the construction and maintenance department, and the Port Pilot Service. Before his current
position, he most recently served as a principal and chief operating officer of the Marsec Group, a full
service security consulting firm specializing in supply chain security, technology and operations. Prior to
forming the Marsec Group, Captain Holmes held the position of vice president and director of business
development for Science Applications International Corporation (SAIC), where he assisted government
and commercial customers in the development of technological solutions to homeland security
challenges, with emphasis on port, border and military security solutions. Captain Holmes retired from
the United States Coast Guard in 2003 with 27 years of service as commanding officer, officer in charge
of marine inspection and captain of the Port for the Los Angeles-Long Beach port complex. While in the
Coast Guard, he also served as deputy chief of the Coast Guard Office of Congressional Affairs, was
attached to the staff of the governor of American Samoa and the U.S. ambassador to the Republic of
Singapore, and also served as delegate and committee chairman at the International Maritime
Organization in London. Captain Holmes received bachelor’s degrees in English and education from
Boston College, and an M.B.A. degree from the John M. Olin School of Business at Washington
University in St. Louis.

Karen Kafadar is the Rudy Professor of Statistics in the College of Arts and Sciences, Indiana
University, Bloomington. Her research focuses on robust methods, data analysis, and characterization of
uncertainty in the physical, chemical, biological, and engineering sciences. Prior to joining the Indiana
faculty in 2007, she was chancellor’s scholar and professor of statistics and director of the Statistical
Consulting Service at the University of Colorado, Denver. Earlier appointments include National Institute
of Standards and Technology (NIST), Hewlett Packard, and the National Cancer Institute. She is currently
serving as chair of the NRC’s Committee on Applied and Theoretical Statistics (CATS) and on the Board
of Mathematical Sciences and their Applications (BMSA). She has served as Editor or Associate Editor
on several editorial review boards and on the governing boards of the American Statistical Association
(ASA), the Institute of Mathematical Statistics, and the International Statistical Institute (ISI). Dr. Kafadar
is a fellow of the ASA and the ISI, and has authored over 80 journal articles and book chapters. She
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received her B.S. in mathematics and M.S. in statistics from Stanford in 1975 and her Ph.D. in statistics
from Princeton in 1979.

C. (Charles) Michael Lederer is a research chemist and deputy director emeritus of the University of
California Energy Institute, where he is responsible for the planning and management of the Energy
Institute's grant programs. For 20 years, he was a lecturer teaching courses in radiation detection and
measurement, and chemical methods in nuclear technology in the Department of Chemistry and the
Department of Nuclear Engineering at the University of California at Berkeley. Prior to joining the
Energy Institute, Dr. Lederer was head of the Information and Data Analysis Department and director of
the Isotopes Project at Lawrence Berkeley Laboratory. He is most widely known as co-author of the 6th
and 7th editions of the Table of Isotopes, for which he evaluated nuclear structure and decay data for all
known nuclides and computerized the Isotopes Project. Dr. Lederer received an A.B. degree in chemistry
from Harvard University and a Ph.D. degree in nuclear chemistry from the University of California at
Berkeley.

Keith W. Marlow is a nuclear physicist who specializes in the detection and identification of nuclear
materials and devices. He has been associated with the Sandia National Laboratories as an employee,
consultant and contractor since 1984 and was employed by the US Naval Research Laboratory from 1951
to 1984. He has more than 50 years of experience in detection and analysis of nuclear radiation, beginning
with the development of methods of detection for nuclear weapon testing in Nevada and Eniwetok in
1952. Dr. Marlow participated in the design of a nuclear reactor, brought the reactor critical for the first
time and used the nuclear reactor to develop techniques in neutron activation analysis, neutron
radiography and to produce radioactive nuclides for his basic research. This was followed by a lengthy
period of research and development in neutron and gamma-ray sensors and data analysis for the U.S.
Navy and other government agencies. The sensors were deployed in various environments, including air,
maritime, terrestrial and space. He also contributed to development and techniques for the INF and
START treaties to verify treaty compliance, to confirm compliance with potential dismantlement treaties,
and to confirm the presence of weapons and weapon components for accountability purposes at the
Pantex Plant. He received the E. O. Hulburt Annual Science Award from the Naval Research Laboratory
in 1981 and the Intelligence Community Seal Medallion in 2000 from the Director of Central Intelligence.
Dr. Marlow received his Ph.D. degree in nuclear physics from the University of Maryland.

John W. Poston, Sr., is a nationally recognized expert in health physics and shielding, occupational
dosimetry, and health effects of radiation releases from accidents and terrorist events. He is professor and
past chair of the Department of Nuclear Engineering and a consultant at the Veterinary Teaching Hospital
at Texas A&M University. His dosimetry research is supported by the Department of Energy's Office of
Nuclear Energy, and he consults with Sandia National Laboratories and a Texas nuclear utility on
operational safety issues. He chaired the National Council on Radiation Protection and Measurements
committee that produced the 2001 report “Management of Terrorist Events Involving Radioactive
Material,” and he served as a peer reviewer for the American Association of Railroads on a risk
assessment for rail transport of spent nuclear fuel. He was employed at Oak Ridge National Laboratory
from 1964-1977, finishing as head of the Medical Physics and Internal Dosimetry Section of the Health
Physics Division. Dr. Poston is president emeritus of the Health Physics Society and is a member of the
American Nuclear Society, the National Council on Radiation Protection and Measurements, and Sigma
Xi, the Scientific Research Society. He received his B.S. degree in mathematics from Lynchburg College
and M.S. and Ph.D. degrees in nuclear engineering from the Georgia Institute of Technology.
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Joe Gray, Lawrence Berkeley National Laboratory, California

David G. Hoel, Medical University of South Carolina, Charleston
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Thomas H. Isaacs, Stanford University, Palo Alto, California

Annie B. Kersting, Lawrence Livermore National Laboratory, Livermore, California
Fred A. Mettler, Jr., New Mexico VA Health Care System, Albuquerque

Boris F. Myasoedov, Russian Academy of Sciences, Moscow

Richard J. Vetter, Mayo Clinic (Retired), Rochester, Minnesota

Raymond G. Wymer, Oak Ridge National Laboratory (Retired), Oak Ridge, Tennessee

Staff

Kevin D. Crowley, Director

Micah D. Lowenthal, Program Director
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Attachment 5

Reviewers

This report has been reviewed in draft form by individuals chosen for their diverse perspectives
and technical expertise in accordance with procedures approved by the National Research Council's
Report Review Committee. The purpose of this independent review is to provide candid and critical
comments that will assist the institution in making its published report as sound as possible and to ensure
that the report meets institutional standards of objectivity, evidence, and responsiveness to the study
charge. The content of the review comments and draft manuscript remain confidential to protect the
integrity of the deliberative process. We wish to thank the following individuals for their participation in
the review of this report:

Mark E. Abhold, Los Alamos National Laboratory

Robin Dillon-Merrill, Georgetown University

Richard A. Meserve, Carnegie Institute of Washington

James O’Bryon, The O’Bryon Group

Timothy Schulz, Michigan Technical University

Dennis Slaughter, Lawrence Livermore National Laboratory (retired)
George Thompson, Homeland Security Institute

Alyson Wilson, lowa State University

Although the reviewers listed above have provided many constructive comments and suggestions,
they were not asked to endorse the report's conclusions or recommendations, nor did they see the final
draft of the report before its release. The review of this report was overseen by John Ahearne of Sigma
Xi, the Scientific Research Society. Appointed by the Report Review Committee and the Division on
Earth and Life Studies, he was responsible for making certain that an independent examination of this
report was carried out in accordance with institutional procedures and that all review comments were
carefully considered. Responsibility for the final content of this report rests entirely with the authoring
committee and the National Research Council.
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