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This volume highlights the papers presented at the National Academy of 
Engineering’s 2010 U.S. Frontiers of Engineering Symposium. Every year, the 
symposium brings together 100 outstanding young leaders in engineering to share 
their cutting-edge research and technical work. The 2010 symposium was held 
September 23–25, and hosted by IBM at the IBM Learning Center in Armonk, 
New York. Speakers were asked to prepare extended summaries of their presenta-
tions, which are reprinted here. The intent of this book is to convey the excitement 
of this unique meeting and to highlight cutting-edge developments in engineering 
research and technical work. 

GOALS OF THE FRONTIERS OF ENGINEERING PROGRAM

The practice of engineering is continually changing. Engineers today must 
be able not only to thrive in an environment of rapid technological change and 
globalization, but also to work on interdisciplinary teams. Cutting-edge research 
is being done at the intersections of engineering disciplines, and successful 
researchers and practitioners must be aware of developments and challenges in 
areas that may not be familiar to them. 

At the 2-1/2–day U.S. Frontiers of Engineering Symposium, 100 of this 
country’s best and brightest engineers, ages 30 to 45, have an opportunity to learn 
from their peers about pioneering work being done in many areas of engineer-
ing. The symposium gives early career engineers from a variety of institutions 
in academia, industry, and government, and from many different engineering 
disciplines, an opportunity to make contacts with and learn from individuals they 
would not meet in the usual round of professional meetings. This networking 

Preface
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may lead to collaborative work and facilitate the transfer of new techniques and 
approaches. It is hoped that the exchange of information on current developments 
in many fields of engineering will lead to insights that may be applicable in spe-
cific disciplines and thereby build U.S. innovative capacity. 

The number of participants at each meeting is limited to 100 to maximize 
opportunities for interactions and exchanges among the attendees, who are chosen 
through a competitive nomination and selection process. The topics and speakers 
for each meeting are selected by an organizing committee of engineers in the same 
30- to 45-year-old cohort as the participants. Different topics are covered each 
year, and, with a few exceptions, different individuals participate.

Speakers describe the challenges they face and communicate the excite-
ment of their work to a technically sophisticated but non-specialized audience. 
Each speaker provides a brief overview of his/her field of inquiry; defines the 
frontiers of that field; describes experiments, prototypes, and design studies that 
have been completed or are in progress, as well as new tools and methodologies, 
and limitations and controversies; and summarizes the long-term significance of 
his/her work. 

THE 2010 SYMPOSIUM

The four general topics covered at the 2010 meeting were: cloud comput-
ing, engineering and music, autonomous aerospace systems, and engineering 
inspired by biology. The Cloud Computing session described how this disruptive 
technology changes the way users design, develop, deploy, utilize, and dissemi-
nate applications and data. Following an overview presentation on the potential 
of cloud computing, there were talks on the challenges of providing transparent 
interfaces to the users while maintaining massive scale, developing robust cloud 
applications, and the environmental ramifications of cloud computing.

Technology has strongly influenced music since the first musical instruments 
and continues to do so in a variety of ways. In the Engineering and Music session, 
presentations covered advances in very large-scale music information retrieval, 
non-mainstream ways that people outside the engineering community are using 
technology to create music, the use of laptop computers in collaborative live 
performance, and utilizing mathematics to analyze and better understand music 
as well as incorporating mathematical representations into visualizations for live 
performance.

Autonomous Aerospace Systems was the focus of the third session, which 
included presentations on techniques for enabling “intelligence” in autonomous 
systems through probabilistic models of the environment and the integration of 
human operators in the control/planning loop, challenges for automation posed 
by NASA’s current and future space missions, the role of health awareness in 
systems of multiple autonomous vehicles, and automation and autonomy in the 
deployment of the next generation air transportation system. 
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 The symposium concluded with the session Engineering Inspired by Biology, 
which highlighted the diverse role biology is playing in contemporary engineer-
ing. Talks focused on engineering challenges in the analysis of genetic variation, 
gene expression, and function; engineering biomimetic peptides for targeted drug 
delivery; and using biomolecules for actuation as motor-powered devices within 
systems. 

In addition to the plenary sessions, the participants had many opportunities to 
engage in informal interactions. On the first afternoon of the meeting, participants 
broke into small groups for “get-acquainted” sessions during which individuals 
presented short descriptions of their work and answered questions from their col-
leagues. This helped attendees get to know more about each other relatively early 
in the program. On the second afternoon, there were tours of the IBM T.J. Watson 
Lab in Yorktown Heights and the IBM Industry Solutions Lab in Hawthorne. 

Every year, a distinguished engineer addresses the participants at dinner on 
the first evening of the symposium. The speaker this year was Dr. Bernard S. 
Meyerson, vice president for innovation at IBM, who gave a talk on the topic, 
Radical Innovation to Create a Smarter Planet. 

NAE is deeply grateful to the following organizations for their support of the 
2010 U.S. Frontiers of Engineering Symposium: IBM, The Grainger Foundation, 
Air Force Office of Scientific Research, Defense Advanced Research Projects 
Agency, Department of Defense-DDR&E Research, National Science Founda-
tion, Microsoft Research, and Cummins Inc. NAE would also like to thank the 
members of the Symposium Organizing Committee (p. iv), chaired by Dr. Andrew 
M. Weiner, for planning and organizing the event.
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Introduction

Ali R. Butt

Virginia Tech

Dilma Da Silva

IBM Research

Cloud computing is emerging as a disruptive technology that will change 
the way users, especially scientists and engineers, design, develop, deploy, use, 
and disseminate their applications and data. By decoupling lower-level computer 
system details from application development, and freeing users to focus on their 
technical and scientific missions, cloud computing is likely to have a profound 
impact on our lives. 

Computer-based simulations and applications are considered a “third-pillar” 
of scientific discovery, which complements the traditional pillars of theory and 
experimentation. Currently, these simulations and applications, which require 
significant investment in the acquisition and maintenance of system infrastruc-
ture, are used only by seasoned computer scientists. Cloud computing promises 
to lower the entry barrier and allow for the easy integration of knowledge gained 
from scientific observation and for predictions of future responses or outcomes. 

The speakers in this session highlight some recent advances in technologies 
that are shaping the modern cloud-computing paradigm. Their talks cover a wide 
range of “cloud aspects,” from designing innovative computer systems to how 
such systems can be used and configured in an energy-efficient way.

Armando Fox (UC-Berkeley) begins with an overview of how next-generation 
clouds should look. Based on user feedback and a survey of requirements, he 
discusses the major trends as computer scientists work toward realizing future 
clouds and making them amenable to wide-scale use and adaptation, enabling the 
democratization of supercomputing. Next, Luiz Andre Barroso (Google) describes 
the basics of cloud computing—how such systems are realized, the challenges to 
providing transparent interfaces to users while maintaining unfathomable scale, 
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and support for user applications in a seamless, world-wide “supercomputer” 
(i.e., the cloud). 

In the third talk, YY Zhou (UC-San Diego) describes the challenges of 
building robust applications in the cloud. Finally, Parthasarathy Ranganathan 
(HP Labs) describes the environmental and energy implications of using hundreds 
of thousands of computing nodes at a central location. He also discusses how 
building architecture and software design can be done in ways that reduce the 
carbon footprint of the supporting cloud infrastructure. 
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Opportunities and Challenges of  
Cloud Computing

Armando Fox

University of California, Berkeley

Computer science is moving forward so quickly and is so focused on its 
recent history that we are often surprised to learn that visionary ideas were articu-
lated long before the technology for their practical implementation was developed. 
The following vision of “utility computing” is excerpted from an overview of 
the pioneering and highly influential MULTICS computing system (Corbató and 
Vyssotsky, 1965):

One of the overall design goals is to create a computing system which is capable 
of meeting almost all of the present and near-future requirements of a large 
computer utility. Such systems must run continuously and reliably 7 days a 
week, 24 hours a day in a way similar to telephone or power systems, and must 
be capable of meeting wide service demands . . . [T]he importance of a multiple 
access system operated as a computer utility is that it allows a vast enlargement 
of the scope of computer-based activities, which should in turn stimulate a cor-
responding enrichment of many areas of our society.

Today, 45 years later, that vision appears close to becoming reality. In 2008, 
Amazon announced the availability of its Elastic Compute Cloud (EC2), making 
it possible for anyone with a credit card to use the servers in Amazon’s datacenters 
for 10 cents per server hour with no minimum or maximum purchase and no con-
tract (Amazon AWS, 2008b). Amazon has since added options and services and 
reduced the base price to 8.5 cents per server hour.) The user is charged for only 
as long as he/she uses the computer rounded up to the next hour.

The essence of cloud computing is making datacenter hardware and software 
available to the general public on a pay-as-you-go basis. Every user enjoys the 
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illusion of having virtually infinite capacity available instantaneously on demand. 
Hence the term utility computing is used to describe the “product” sold by a cloud-
computing provider.

Of course, by 2008, many companies, such as Google Search and Microsoft 
Hotmail, were already operating extensive “private clouds” that delivered propri-
etary SaaS (software as a service). These companies had found it necessary to 
develop the programming and operational expertise to run such installations.

In contrast, EC2 was the first truly low-cost utility computing that was not 
bundled with a particular SaaS application. Users of EC2 were allowed to deploy 
applications of their choice, which greatly increased the popularity of the system. 
Private-cloud operators Google and Microsoft soon followed suit and now provide 
public-cloud services in addition to their proprietary services.

At first, skeptics were hard pressed to believe that Amazon could operate 
such a service at a profit. But, as leading software architect James Hamilton 
observed (2008), because of economies of scale, the costs of bandwidth, storage, 
and power for warehouse-scale datacenters are five to seven times cheaper than 
for medium-sized datacenters (see Table 1). With Amazon’s retail-to-consumer 
operational expertise, the company found a profitable way to pass these savings 
along to individual users.

Cost Associativity and Elasticity

The cloud-computing service model, which represents a radical departure 
from conventional information technology (IT), enables fundamentally new 
kinds of computation that were previously infeasible. For example, in 2008, the 
National Archives released 17,481 pages of documents, including First Lady 
Hillary Clinton’s daily schedule of activities. Peter Harkins, a senior engineer at 
The Washington Post, using 200 computers in EC2 for less than nine hours, pro-
duced a searchable corpus of the documents and made it publicly available on the 
World Wide Web less than a day later (Amazon AWS, 2008b). The server time cost 

TABLE 1  Comparative Economies of Scale in 2006 for a Medium-Sized 
Datacenter (~1,000 servers) and a Warehouse-Scale Datacenter (~50,000 servers)

Technology Medium-Sized Data Center Warehouse-Scale Data Center Ratio

Network $95 per Mbit/sec/montha $13 per Mbit/sec/month 7.1

Storage 2.20 per GByte/monthb $0.40 per GByte/month 5.7

Administration 1 administrator per ≈140 servers 1 administrator for > 1,000 servers 7.1

aMbit/sec/month = megabit per second per month. 
bGByte/month = gigabyte per month.
Source: Hamilton, 2008.
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Harkins less than $150—the same cost as using a single server for 1,800 hours, 
and far less than the cost of purchasing a single server outright. Being able to use 
200 servers for nine hours for the same price as using one server for 1,800 hours 
is an unprecedented new capability in IT that can be called cost associativity.

That same year, 2008, programmers at the Web startup company Animoto 
developed an application to create music videos from a user’s photo collection. 
When that application was made available to the more than 200 million users of 
Facebook, it became so popular so quickly that the number of users doubled every 
12 hours for the next three days, causing the number of servers to increase from 
50 to 3,500. After the peak subsided, demand fell to a much lower level, and the 
unnecessary servers were released.

Elasticity, the ability to add and remove servers in minutes, rather than days 
or weeks, is also unprecedented in IT. Elasticity is financially appealing because 
it allows actual usage to closely track demand on an hour-by-hour basis, thereby 
transferring the risk of making a poor provisioning decision from the service 
operator to the cloud-computing provider.

But elasticity is even more important for handling spikes and data hot spots 
resulting from unexpected events. During the terrorist attacks of September 11, 
2001, for example, viewer traffic on the CNN website increased by an order of 
magnitude in just 15 minutes (LeFebvre, 2001). In another case, when entertainer 
Michael Jackson died unexpectedly in 2009, the number of Web searches about 
Jackson spiked to nearly 10 times the average so suddenly that Google initially 
mistook the event for a malicious attack on its search service.

According to Tim O’Reilly, founding editor of O’Reilly Media, a leading 
technical publisher, the ability to deal with sudden surges is particularly important 
for mobile applications that “respond in real time to information provided either 
by their users or by non-human sensors” (quoted in Siegele, 2008). In other words, 
these services are accessible to the more than 50 percent of the world population 
equipped with cell phones, the most ubiquitous Internet access devices.

Opportunities and Challenges

Scaling Down

Before the advent of cloud computing, scaling up was considered a permanent 
change, because it usually meant buying and installing new hardware. Conse-
quently, extensive research was conducted on scaling up systems without taking 
them offline. The idea of subsequently scaling them down—and then possibly 
back up again—was not even considered.

Since cloud computing involves borrowing machines from a shared pool that 
is constantly upgraded, scale-up and scale-down are likely to mean that hardware 
will be more heterogeneous than in a conventional datacenter. Research is just 
beginning on software, such as scalable consistency-adjustable data storage 
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(SCADS), which can gracefully scale down as well as up in a short time (Arm-
brust et al., 2009).

At the other extreme, fine-grained pricing may enable even cheaper utility 
computing during demand troughs. California power companies have already 
introduced demand-based pricing models in which power is discounted during 
off-peak times. By analogy, Amazon EC2 has introduced a new mechanism 
whereby otherwise unused machines are made available at a discounted rate on 
a “best-effort” basis. However, the user might be forced to give up the machine 
on short notice if demand increases and a priority customer is willing to pay a 
premium for it.

This leads to a relatively new situation of clusters whose topologies and sizes 
can change at any time and whose cycles may be “reclaimed” on short notice for 
higher priority applications. Research on scheduling frameworks, such as Mesos, 
is addressing how applications on cloud computing can deal gracefully with such 
fluctuations (Hindman et al., 2010).

The ability to scale down also introduces new motivations for improving 
the energy efficiency of IT. In traditional research proposals, energy costs are 
usually absorbed into general institutional overhead. With cloud computing, a 
customer who uses fewer machines consumes less energy and, therefore, pays 
less. Although warehouse-scale datacenters are now being built in locations where 
cheaper power (e.g., hydroelectric power) is available (Table 2), the pay-as-you-go 
model of cloud computing introduces a direct financial incentive for cloud users 
to reduce their energy usage.

Several challenges, however, may interfere with this opportunity for 
“greener” IT. Unfortunately, today’s servers consume nearly half as much 
energy when they are idle as when they are used. Barroso and Hölzle (2007) 
have argued that we will need design improvements at all levels, from the power 
supply to energy-aware software, to achieve “energy proportional” computing 
in which the amount of energy consumed by a server is proportional to how 
much work it does.

TABLE 2  Price of Kilowatt Hours (kWh) of Electricity

Cents per kWh Region Factors

3.6 Idaho Hydroelectric power; no long-distance transmission

10.0 California Long-distance transmission; limited transmission lines in 
Bay Area; no coal-fired electricity allowed in the state

18.0 Hawaii Fuel must be shipped to generate electricity

Source: EIA, 2010.
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Better and Faster Research

Cost associativity means that “embarrassingly parallel” experiments—
experiments that require many trials or tasks that can be pursued independently—
can be accelerated to the extent that available cloud resources allow. For example, 
an experiment that requires 100,000 trials of one minute each would take more 
than two months to complete on a single server. Cost associativity makes it pos-
sible to harness 1,000 cloud servers for two hours for the same cost. Researchers 
in the RAD Lab working on datacenter scale computing now routinely run 
experiments involving hundreds of servers to test out their ideas at realistic scale. 
Before cloud computing, this was impossible for any university laboratory.

Tools like Google’s MapReduce (Dean and Ghemawat, 2004) and the open-
source equivalent, Hadoop, give programmers a familiar data-parallel “building 
block” and encapsulate the complex software engineering necessary for handling 
the challenges of resource scheduling and responding to machine failures in the 
cloud environment. However, because many problems cannot be easily expressed 
as MapReduce tasks, other frameworks, such as Pig, Hive, and Cascading, 
have emerged that provide higher level languages and abstractions for cloud 
programming.

Indeed, Amazon’s recently-introduced “Elastic MapReduce” service, which 
provides a “turnkey” version of the MapReduce framework, allows jobs to be writ-
ten using not only those frameworks, but also statistical modeling packages, such 
as R. On the level of cloud infrastructure itself, the goal of the Berkeley BOOM 
project (boom.cs.berkeley.edu) is to simplify the creation of new cloud program-
ming frameworks by applying principles from declarative networking.

Progress is being made on all of these fronts, and some new systems are in 
regular use in production environments. However, the artifacts and ecosystem 
comprising them are still a long way from “turnkey” systems that will allow 
domain-expert programmers to seamlessly combine the abstractions in their 
applications.

High-Performance Computing

The scientific and high-performance computing (HPC) community has 
recently become more interested in cloud computing. Compared to SaaS work-
loads, which rely on request-level parallelism, HPC workloads typically rely on 
thread- or task-level parallelism, making them more communication-intensive 
and more sensitive to communication latency. These properties make HPC work-
loads particularly vulnerable to “performance noise” artifacts introduced by the 
pervasive use of virtualization in cloud environments (Armbrust et al., 2010b).

Legacy scientific codes often rely on resource-scheduling approaches, such 
as gang scheduling and make assumptions about the network topology that con-
nects the servers. Such design decisions make sense in a statically provisioned 
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environment but not for cloud computing. Thus, not surprisingly, early bench-
marks of existing HPC applications on public clouds were not encouraging 
(Evangelinos and Hill, 2008; Walker, 2008).

However, cloud providers have been quick to respond to the potential HPC 
market, as illustrated by Amazon’s introduction in July 2010 of “Cluster Compute 
Instances” tuned specifically for HPC workloads. Experiments at the National 
Energy Research Scientific Computing (NERSC) Laboratory at Lawrence 
Berkeley Laboratory measured an 8.5X performance improvement on several 
HPC benchmarks when using this new type of instance compared to conventional 
EC2 instances. Amazon’s own measurements show that a “virtual cluster” of 880 
HPC instances can run the LINPACK linear algebra benchmark faster than the 
145th-fastest supercomputer in the world, as measured by Top500.com. These 
results have encouraged more scientists and engineers to try cloud computing for 
their experiments. Installations operated by academic/industrial consortia, such as 
the Google/IBM/NSF CluE cluster that runs Hadoop (NSF, 2009), Yahoo’s M45 
cluster (http://labs.yahoo.com/Cloud_Computing), and OpenCirrus (opencirrus.
org), are other examples of cloud computing for scientific research.

Even if the running time of a problem is slower on cloud computing than on 
a dedicated supercomputer, the total time-to-answer might still be shorter with 
cloud computing, because unlike traditional HPC facilities, the user can provision 
a “virtual supercomputer” in the cloud instantly rather than waiting in line behind 
other users (Foster, 2009).

Longtime HPC veteran Dan Reed, now head of the eXtreme Computing 
Group (XCG) at Microsoft Research, also believes cloud computing is a “game 
changer” for HPC (West, 2009). He points out that while cloud infrastructure 
design shares many of the challenges of HPC supercomputer design, the much 
larger volume of the cloud infrastructure market will influence hardware design 
in a way that traditional HPC has been unable to do.

Transfers of Big Data

According to Wikipedia, the Large Hadron Collider could generate up to 
15 petabytes (15×1015 bytes) of data per year, and researchers in astronomy, 
biology, and many other fields routinely deal with multi-terabyte (TB) datasets. 
A boon of cloud computing is its ability to make available tremendous amounts 
of computation on-demand with large datasets. Indeed, Amazon is hosting large 
public datasets for free, perhaps hoping to attract users to purchase nearby cloud 
computing cycles (Amazon AWS, 2008a).

The key word here is nearby. Transferring 10 TB over a network connec-
tion at 20 megabits per second—a typical speed observed in measurements of 
long-haul bandwidth in and out of Amazon’s S3 cloud storage service (Garfinkel, 
2007)—would take more than 45 days and incur transfer charges of $100 to $150 
per TB.
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In the overview of cloud computing by Armbrust et al. (2010b), we therefore 
proposed a service that would enable users to instead ship crates of hard drives 
containing large datasets overnight to a cloud provider, who would physically 
incorporate them directly into the cloud infrastructure. This idea was based on 
experience with this method by the late Jim Gray, the Turing Award-winning 
computer scientist who was recently instrumental in promoting the use of large-
scale computation in science and engineering. Gray reported using this technique 
reliably; even if disks are damaged in transit, well-known RAID-like techniques 
could be used to mitigate the effects of such failures (Patterson, 2003).

Shortly after the overview was published, Amazon began offering such a 
service and continues to do so. Because network cost/performance is improving 
more slowly than any other cloud computing technology (see Table 3), the “FedEx 
a disk” option for large data transfers is likely to become increasingly attractive.

TABLE 3  Update of Gray’s Costs of Computing Resources from 2003 to 2008

Wide-area  
(long-haul) 
Network 
Bandwidth/Month

CPU Hours  
(all cores) Disk Storage

Item in 2003 1 Mbps WANa link 2 GHz CPU,  
2 GB DRAM

200 GB disk,  
50 Mb/s transfer rate

Cost in 2003 $100/month $2,000 $200

What $1 buys in 2003 1 GB 8 CPU hours 1 GB

Item in 2008 100 Mbps WAN link 2 GHz, 2 sockets,  
4 cores/socket,  
4 GB DRAM

1 TB disk,  
115 MB/s  
sustained transfer

Cost in 2008 $3,600/month $1,000 $100

What $1 buys in 2008 2.7 GB 128 CPU hours 10 GB

Cost/performance 
improvement

2.7x 16x 10x

Cost to rent $0.27–$0.40 $2.56 $1.20–$1.50

What $1 buys on AWSb 
in 2008

$0.10–$0.15/ 
GB × 3 GB

128 × 2 VMs@ 
$0.10 each

$0.12–$0.15/ 
GB-month × 10 GB

aWAN = wide-area (long-haul) network
bAWS = Amazon Web Services
Source: Armbrust et al., 2010a.
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Licensing and Cloud Provider Lock-In

Amazon’s EC2 represents one end of a spectrum in that its utility computing 
service consists of a bare-bones server built around the Intel x86 processor archi-
tecture. Cloud users must provide all of the software themselves, and open-source 
building blocks, such as the Linux operating system, are popular starting points. 
However, scientific and engineering research also frequently requires the use of 
proprietary software packages, such as Matlab.

Although some publishers of proprietary software (including Matlab) now 
offer a pay-as-you-go licensing model like the model used for the public cloud, 
most software is still licensed in a “cloud-unfriendly” manner (e.g., per seat or per 
computer). Changing the structure of software licenses to approximate the public 
cloud pricing model is a nontechnical but real obstacle to the increased use of the 
cloud in scientific computing.

In addition, if other providers, such as Google AppEngine or Microsoft 
Azure, provide value-added software functionality in their clouds, users might 
become dependent on such software to the point that their computing jobs come to 
require it. An example is Google AppEngine’s automatic scale-up and scale-down 
functionality, which is available for certain kinds of user-deployed applications. If 
such applications were migrated to a non-Google platform, the application authors 
might have to create this functionality themselves.

The potential risk of “lock-in” to a single provider could be partially miti-
gated by standardizing the application programming interfaces and data formats 
used by different cloud services. Providers could then differentiate their offer-
ings by the quality of their implementations, and migration from one provider 
to another would result in a possible loss of performance, rather than a loss of 
functionality. The Data Liberation Front, a project started by a group of Google 
engineers, is one group that is actively pursuing data standardization.

Conclusion

In 1995, researchers at Berkeley and elsewhere had argued that networks 
of commodity workstations (NOWs) offered potential advantages over high-
performance symmetrical multiprocessors (Anderson et al., 1995). The advantages 
would include better scalability, cost-effectiveness, and potential high availability 
through inexpensive redundancy.

At that time software could not deal with important aspects of NOW archi-
tecture, such as the possibility of partial failure. Nevertheless, the economic and 
technical arguments for NOW seemed so compelling that, over the course of 
several years, academic researchers and commercial and open-source software 
authors developed tools and infrastructure for programming this idiosyncratic 
architecture at a much higher level of abstraction. As a result, applications that 
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once took years for engineers to develop and deploy on a NOW can be prototyped 
today by Berkeley undergraduates as an eight-week course project.

Given this rapid evolution, there is good reason to be optimistic that in the 
near future computer-based scientific and engineering experiments that take weeks 
today will yield results in a matter of hours. When that time arrives, the necessity 
of purchasing and administering one’s own supercomputer or computer cluster 
(and then waiting in line to use it) will seem as archaic as text-only interfaces 
do today.
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Warehouse-Scale Computing: 
The Machinery That Runs the Cloud

Luiz André Barroso

Google

As high-bandwidth Internet connectivity becomes more ubiquitous, an 
increasing number of applications are being offered as Internet services that run 
on remote data-center facilities instead of on a user’s personal computer. The two 
classes of machines enabling this trend can be found on the very small and very 
large ends of the device spectrum. On the small end, mobile devices focus on user 
interaction and Internet connectivity, but with limited processing capabilities. On 
the large end, massive computing and storage systems (referred to here as ware-
house-scale computers [WSCs]) implement many of today’s Internet (or Cloud) 
services, (Barroso and Hölzle, 2009).

Cost efficiency is critical for Internet services because only a small fraction 
of these services result directly in revenue; the rest comes mostly from online 
advertising. WSCs are particularly efficient for popular computing and data-inten-
sive online services, such as Internet searches or language translations. Because a 
single search request may query the entire Web, including images, videos, news 
sources, maps, and product information, such services require a computing capac-
ity well beyond the capabilities of a personal computing device. Thus, they are 
only economically feasible when amortized over a very large user population. 

In this article I provide a brief description of the hardware and software in 
WSCs and highlight some of their key technical challenges.

Hardware

WSC hardware consists of three primary subsystems: computing equipment 
per se, power-distribution systems, and cooling infrastructure. A brief description 
of each subsystem follows below.
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Computing Systems

WSCs are built of low-end or mid-range server-class computers connected 
in racks of 40 to 80 units by a first-level networking switch; each switch con-
nects in turn to a cluster-level network fabric that ties together all of the racks. 
The clusters, which tend to be composed of several thousand servers, constitute 
the primary units of computing for Internet services. WSCs can be composed of 
one or many clusters. Storage is provided either as disk drives connected to each 
server or as dedicated file-serving appliances.� 

The use of near PC-class components is a departure from the supercomputing 
model of the 1970s, which relied on extremely high-end technology, and reflects 
the cost sensitivity of the WSC application space. Lower-end server components 
that can leverage technology and development costs in high-volume consumer 
markets are therefore highly cost efficient.

Power Distribution

Peak electricity needs of computing systems in a WSC can be more than 
10 MW—roughly equivalent to the average power usage of 8,000 U.S. house-
holds. At those levels, WSC computing systems must tap into high-voltage, long-
distance power lines (typically 10 to 20 kilovolts); the voltage level must then be 
converted down to 400 to 600 volts, the levels appropriate for distribution within 
the facility. 

Before power is distributed to computing equipment, however, it is fed to an 
uninterruptible power supply (UPS) system that acts as an energy supply buffer 
against utility power failures. UPS systems are designed to support less than a 
minute of demand, since diesel generators can jump into action within 15 seconds 
of a utility outage.

Cooling Infrastructure

Virtually all energy provided to computing equipment becomes heat that must 
be removed from the facility so the equipment can remain within its designed 
operating temperature range. This is accomplished by air conditioning units inside 
the building that supply cold air (18 to 22°C) to the machinery, coupled by a liquid 
coolant loop to a cooling plant situated outside the building. The cooling plant 
uses chiller or cooling towers to expel heat to the environment.

� Storage systems based on FLASH memory technology (sometimes called solid-state drives, or 
SSDs) are just beginning to be considered for WSC systems as an intermediary layer between DRAM 
and magnetic disk drives.
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Relative Costs

The capital costs of the three main subsystems of a WSC vary depending 
on the facility design. The cost of non-computing components is proportional 
to peak power delivery capacity, and cooling infrastructure is generally more 
expensive than the power-distribution subsystem. If high-end energy-efficient 
computing components are used, computing system costs tend to be dominant. 
If lower end, less energy-efficient computing components are used, cooling and 
power-distribution system costs usually predominate. Energy, therefore, affects 
WSC costs in two ways: (1) directly through the price of the amount of electricity 
consumed; and (2) indirectly through the cost of cooling and power plants.

Design Challenges

Designing a WSC represents a formidable challenge. Some of the most dif-
ficult issues are deciding between scale-up (e.g., bigger servers) and scale-out 
(e.g., more servers) approaches and determining the right aggregate capacity and 
performance balance among the subsystems. For example, we may have too much 
CPU firepower and too little networking bandwidth. 

These decisions are ultimately based on workload characteristics. For exam-
ple, search workloads tend to compute heavily within server nodes and exchange 
comparatively little networking traffic. Video serving workloads do relatively little 
processing but are network intensive. An Internet services provider that offers both 
classes of workloads might have to design different WSCs for each class or find 
a common sweet spot that accommodates the needs of both. Common designs, 
when possible, are preferable, because they allow the provider to dynamically 
re-assign WSC resources to workloads as business priorities change, which tends 
to happen frequently in the still-young Internet services area.

Energy Efficiency

Given the impact of energy on overall costs of WSCs, it is critical that we 
understand where energy is used. The data-center industry has developed a 
metric, called power usage effectiveness (PUE), that objectively characterizes the 
efficiency of non-computing elements in a facility. PUE is derived by measuring 
the total energy that enters a facility and dividing it by the amount consumed 
by the computing equipment. Typical data centers are rather inefficient, with PUEs 
hovering around 2 (one Watt used, one Watt wasted). State-of-the-art facilities 
have reported PUEs as low as 1.13 (Google, 2010); at such levels, the energy-
efficiency focus shifts back to the computing equipment itself.

Mobile and embedded devices have been the main targets of low-power 
technology development for decades, and many of the energy-saving features 
that make their way to servers had their beginnings in those devices. However, 
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mobile systems have focused on techniques that save power when components 
are idle, a feature that is less useful for WSCs, which are rarely completely 
idle. Therefore, energy-efficient WSCs require energy proportionality, system 
behavior that yields energy-efficient operation for a range of activities (Barroso 
and Hölzle, 2007).

Software

The software that runs on WSCs can be broadly divided into two layers: 
infrastructure software and workloads. Both are described below.

Infrastructure Software

The software infrastructure in WSCs includes some basic components that 
enable their coordinated scheduling and use. For example, each Google WSC 
cluster has a management software stack that includes a scheduling master and a 
storage master, and corresponding slaves in each machine. The scheduling master 
takes submitted jobs and creates job-task instances in various machines. Enforc-
ing resource allocations and performance isolation among tasks is accomplished 
by per-machine scheduling slaves in coordination with the underlying operating 
system (typically a Linux-based system). The role of storage servers is to export 
local disks to cluster-wide file-system users.

Workloads

WSC workloads can include thousands of individual job tasks with diverse 
behavior and communication patterns, but they tend to fall into two broad cat-
egories: data processing and online services. Data processing workloads are 
large-batch computations necessary to analyze, reorganize, or convert data from 
one format to another. Examples of data-processing workloads might include 
stitching individual satellite images into seamless Google Earth tiles or building 
a Web index from a large collection of crawled documents. The structure of these 
workloads tends to be relatively uniform, and the keys for high performance 
are finding the right way to partition them among multiple tasks and then place 
those tasks closer to their corresponding data. Programming systems, such as 
MapReduce (Dean and Ghemawat, 2004), have simplified the building of complex 
data-processing workloads.

Web search is the best example of a demanding online-services workload. 
For these workloads, keeping users happy means providing very quick response 
times. In some cases, the system may have to process tens of terabytes of index 
data to respond to a single query. Thus, although high processing throughput is 
a requirement for both data-processing and online-services workloads, the latter 
have much stricter latency constraints per individual request. The main challenge 
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for online-services workloads it to provide predictable performance by thousands 
of cooperating nodes on sub-second timescales.

Programming Challenges

Similar to the hardware-design problem for WSCs, the complexity of soft-
ware development for a WSC hardware platform can be an obstacle for both 
workload and infrastructure software developers. The complexity derives from 
a combination of scale and limits of electronic technology and physics. For 
example, a processor accessing its local memory can do so at rates of more than 
10 gigabytes per second, but accessing memory attached to another processor in 
the facility may only be feasible at rates that are slower by orders of magnitude. 

WSC software designers must also be able to cope with failures. Two server 
crashes per year may not sound particularly damaging, but if the system runs 
on 5,000 servers it will see approximately one failure every hour. Programming 
efficient WSC workloads requires handling complex performance trade-offs and 
creating reliable systems in the face of high failure rates.

Wrap up

The rapid increase in the popularity of Internet services as a model for 
provisioning computing and storage solutions has given rise to a new class of 
massive-scale computers outside of the traditional application domain of super-
computing-class systems. Some of the world’s largest computing systems are 
the WSCs behind many of today’s Internet services. Building and programming 
this emerging class of machines are the subjects of some of the most compelling 
research being conducted today on computer systems.
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Developing Robust Cloud Applications

Yuanyuan (YY) Zhou
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Despite possible security and privacy risks, cloud computing has become 
an industry trend, a way of providing dynamically scalable, readily available 
resources, such as computation, storage, and so forth, as a service to users for 
deploying their applications and storing their data. No matter what form cloud 
computing takes—public or private cloud, raw cloud infrastructure, or applica-
tions (software) as a service—it provides the benefits of utility-based computing 
(i.e., computing on a pay-only-for-what-you-use basis). 

Cloud computing can provide these services at reduced costs, because cloud 
service is paid for incrementally and scales with demand. It can also support larger 
scale computation, in terms of power and data storage, without the configuration 
and set-up hassles of installing and deploying local, large-scale clusters. Cloud 
computing also has more mobility, because it provides access from wherever the 
Internet is available. These benefits allow IT users to focus on domain-specific 
problems and innovations.

More and more applications are being ported or developed to run on clouds. 
For example, Google News, Google Mail, and Google Docs all run on clouds. Of 
course, these platforms are also owned and controlled by the application service 
provider, namely Google, which makes some of the challenges discussed below 
easier to address. 

Many applications, especially those that require low costs and are less sen-
sitive to security issues, such as Amazon Elastic Computing Cloud (EC2) and 
Amazon Machine Images (AMIs), have moved to public clouds. Since February 
2009, for example, IBM and Amazon Web Services have allowed developers 
to use Amazon EC2 to build and run a variety of IBM platform technologies. 
Because developers can use their existing IBM licenses on Amazon EC2, soft-
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ware developers have been able to build applications based on IBM software 
within Amazon EC2. This new “pay-as-you-go” model provides development 
and production instances of IBM DB2, Informix Dynamic Server, WebSphere 
Portal, Lotus Web Content Management, and Novell’s SUSE Linux operating 
system on EC2. 

With this new paradigm in computation, cost savings, and other benefits, 
cloud computing also brings unique challenges to building robust, reliable 
applications on clouds. The first major challenge is the change in mindset to the 
unique characteristics (e.g., elasticity of scale, transparency of physical devices, 
unreliable components, etc.) of deploying and running an application in clouds. 
The second challenge is the development of frameworks and tool sets to support 
the development, testing, and diagnosis of applications in clouds.

In the following sections, I describe how the traditional application develop-
ment and execution environment has changed, the unique challenges and character-
istics of clouds, the implications of cloud computing for application development, 
and suggestions for easing the move to the new paradigm and developing robust 
applications for clouds.

differences between clouds and  
traditional platforms

Although there are many commonalities between traditional in-house/local-
execution platforms and clouds, there are also characteristics and challenges 
that are either unique or more pronounced in clouds. Some short-term differ-
ences that will disappear when cloud computing matures are discussed below.

Statelessness and Server Failures

Because one of the major benefits of cloud computing is lower cost, cloud 
service providers are likely to use cost-effective hardware/software that is also less 
robust and less reliable than people would purchase for in-house/local platforms. 
Thus, the underlying infrastructure may not be configured to support applications 
that require very reliable and robust platforms.

In the past two to three years, there have been many service outages in clouds. 
Some of the most widely known outages have caused major damage, or at least 
significant inconvenience, to end users. For example, when Google’s Gmail 
faltered on September 24, 2009, even though the system was down for only a few 
hours, it was the second outage that month and followed a disturbing sequence of 
outages for Google’s cloud-based offerings for search, news, and other applica-
tions in the past 18 months. Explanations ranged from routing errors to problems 
with server maintenance. Another example is the outage on Twitter in early August 
2009 that lasted throughout the morning and into early afternoon and probably 
angered serious “twitterers.” 
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Ebay’s PayPal online payments system also failed a few times in August 2009; 
outages lasted from one to more than four hours, leaving millions of customers 
unable to complete transactions. A network hardware problem was reported to be 
the culprit. PayPal lost millions of dollars, and merchants lost unknown amounts. 
Thomas Wailgum of CIO.com reported in January 2009, that Salesforce.com had 
suffered a service disruption for about an hour on January 6 when a core network 
device failed because of memory allocation errors. 

General public service providers have also experienced outages. For example, 
Rackspace was forced to pay out $2.5 to $3.5 million in service credits to customers 
in the wake of a power outage that hit its Dallas data center in late June 2009. 
Amazon S3 storage service was knocked out in summer 2008; this was followed 
by another outage in early 2009 caused by too many authentication requests.

Lack of Transparency and Control (Virtual vs. Physical)

Because clouds are based on virtualization, applications must be virtualized 
before they can be moved to a cloud environment. Thus, unlike local platforms, 
cloud computing imposes a layer of abstraction between applications and physi-
cal machines/devices. As a result, many assumptions and dependencies on the 
underlying physical systems have to be removed, leaving applications with little 
control, or even knowledge of, the underlying physical platform or other applica-
tions sharing the same platform.

Network Conflicts with Other Applications

For in-house data grids, it is a good idea to use a separate set of network cards 
and put them on a dedicated VLAN, or even their own switch, to avoid broadcast 
traffic between nodes. However, application developers for a cloud may not have 
this option. To maximize usage of the system, cloud service providers may put 
many virtual machines on the same physical machine and may design a system 
architecture that groups significant amounts of traffic going through a single 
file server, database machine, or load balancer. For example, so far there is no 
equivalent of network-attached shared storage on Amazon. In other words, cloud 
application developers should no longer assume they will have dedicated network 
channels or storage devices.

Less Individualized Support for Reliability and Robustness

In addition to the absence of a dedicated network, I/O devices are also less 
likely to find cloud platforms that provide individualized guarantees for reliability 
and robustness. Although some advanced, mature clouds may provide several 
levels of reliability support in the future, this support will not be fine-grained 
enough to match individual applications. 
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Elasticity and Distributed Bugs

The main driver for the development of cloud computing is for the system 
to be able to grow as needed and for customers to pay only for what they use 
(i.e., elasticity). Therefore, applications that can dynamically react to changes in 
workload are good candidates for clouds. The cost of running an application on a 
cloud is much lower than the cost of buying hardware that may remain idle except 
in times of peak demand. 

If a good percentage of your workloads have already been virtualized, then 
they are good candidates for clouds. If you simply port the static images of exist-
ing applications to clouds, you are not taking advantage of cloud computing. In 
effect, your application will be over-provisioned based on the peak load, and you 
will have a poorly used environment. Moving existing enterprise applications to 
the cloud can be very difficult simply because most of them were not designed 
to take advantage of the cloud’s elasticity. Distributed applications are prone to 
bugs, such as deadlocks, incorrect message ordering, and so on, all of which are 
difficult to detect, test, and debug. 

Elasticity makes debugging even more challenging. Developers of distributed 
applications must think dynamically to allocate/reclaim resources based on work-
loads. However, this can easily introduce bugs, such as resource leaks or tangling 
links to reclaimed resources. Addressing this problem will require either software 
development tools for testing and detecting these types of bugs or new application 
development models, such as MapReduce, which would eliminate the need for 
dynamic scaling up and down.

Lack of Development, Execution, Testing, and Diagnostic Support

Finally, one of the most severe, but fortunately short-term, challenges is the 
lack of development, testing, and diagnostic support. Most of today’s enterprise 
applications were built using frameworks and technologies that were not ideal 
for clouds. Thus, an application that works on a local platform may not work 
well in a cloud environment. In addition, if an application fails or is caught 
up in a system performance bottleneck caused by the transparency of physical 
configuration/layout or other applications running on the same physical device/
hardware, diagnosing and debugging the failure can be a challenge.

IMPROVING CLOUDS

Cloud computing is likely to bring transformational change to the IT industry, 
but this transformation cannot happen overnight—and it certainly cannot happen 
without a plan. Both application developers and platform providers will have to 
work hard to develop robust applications for clouds.
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Application developers will have to adopt the new paradigm. Before they 
can evaluate whether their applications are well suited, or at least have been 
revised properly to take advantage of the elasticity of clouds, they must first 
understand the reasons for, and benefits of, moving to clouds. Second, since 
each cloud platform may be different, it is important that application developers 
understand the platform’s elasticity model and dynamic configuration method. 
They must also keep abreast of the provider’s evolving monitoring services and 
service level agreements, even to the point of engaging the service provider as 
an ongoing operations partner to ensure that the demands of the new application 
can be met.

The most important thing for cloud platform providers is to provide applica-
tion developers with testing, deployment, execution, monitoring, and diagnostic 
support. In particular, it would be useful if applications developers have a good 
local debugging environment as well as testing platforms that can help with pro-
gramming and debugging programs written for the cloud. 

Unfortunately, experience with debugging on local platforms does not usu-
ally simulate real cloud-like conditions. From my personal experience and from 
conversations with other developers, I have come to realize that most people face 
problems when moving code from their local servers to clouds because of behav-
ioral differences such as those described above.

CLOUD COMPUTING ADOPTION MODEL

A cloud computing model, proposed by Jake Sorofman in an October 20, 
2008 article on the website, Dr. Dobb’s: The World of Software Development, 
provides an incremental, pragmatic approach to cloud computing. Loosely based 
on the Capability Maturity Model (CMM) developed by the Software Engi-
neering Institute (SEI) at Carnegie Mellon University, this Cloud Computing 
Adoption Model (Figure 1) proposes five steps for adopting the cloud model: 
(1) Virtualization—leveraging hypervisor-based infrastructure and application vir-
tualization technologies for seamless portability of applications and shared server 
infrastructure; (2) Exploitation—conduct controlled, bounded deployments using 
Amazon EC2 as an example of computing capacity and a reference architecture; 
(3) Establishment of foundations—determine governance, controls, procedures, 
policies, and best practices as they begin to form around the development and 
deployment of cloud  applications. In this step, infrastructures for developing, 
testing, debugging, and diagnosing cloud applications are an essential part of the 
foundation to make the cloud a mainstream of computing; (4) Advancement—
scale up the volume of cloud applications through broad-based deployments in 
the cloud; and (5) Actualization—balance dynamic workloads across multiple 
utility clouds. 
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FIGURE 1  Cloud Computing Adoption Model. ��������Source: http://www.rpath.com/corp/cloud-
adoption-model.

Zhou Figure 1.eps
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Green Clouds: The Next Frontier

Parthasarathy Ranganathan
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We are entering an exciting era for computer-systems design. In addition to 
continued advances in performance, next-generation designs are also addressing 
important challenges related to power, sustainability, manageability, reliability, 
and scalability. At the same time, new combinations of emerging technologies 
(e.g., photonics, non-volatile storage, and 3D stacking), and new workloads 
(related to cloud computing, unstructured data, and virtualization) are presenting 
us with new opportunities and challenges. The confluence of these trends has 
led us to rethink the way we design systems—motivating holistic designs that 
cross traditional design boundaries.

In this article, we examine what this new approach means for the basic build-
ing blocks of future systems and how to manage them. Focusing on representative 
examples from recent research, we discuss the potential for dramatic (10 to 100X) 
improvements in efficiency in future designs and the challenges and opportunities 
they pose for future research.

Predicting the Future of Computing Systems

What can we predict for computing systems 10 years from now? Historically, 
the first computer to achieve terascale computing (1012, or one trillion computing 
operations per second) was demonstrated in the late 1990s. About 10 years later, 
in mid-2008, the first petascale computer was demonstrated at 1,000 times more 
performance capability. Extrapolating these trends, one can expect an exascale 
computer by approximately 2018. That is a staggering one million trillion com-
puting operations per second and a thousand-fold improvement in performance 
over any current computer.
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Moore’s law (often described as the trend that computing performance doubles 
every 18 to 24 months) has traditionally helped predict performance challenges, for 
terascale and more recently petascale computing, but the transition from petascale 
to exascale computing is likely to pose some new challenges we need to address 
going forward.

Challenges

The Power Wall

The first challenge is related to what is commonly referred to as the power 
wall. Power consumption is becoming a key constraint in the design of future 
systems. This problem is manifested in several ways: in the amount of electricity 
consumed by systems; in the ability to cool systems cost effectively; in reliability; 
and so on.

For example, recent reports indicate that the electricity costs for powering and 
cooling cloud datacenters can be millions of dollars per year, often more than was 
spent on buying the hardware (e.g., Barroso and Hölzle, 2007)! IDC, an industry 
analyst firm, has estimated that worldwide investment in power and cooling was 
close to $40 billion last year (Patel, 2008).

This emphasis on power has begun to have a visible impact on the design 
of computing systems, as system design constraints are shifting from optimizing 
performance to optimizing energy efficiency or performance achieved per watt of 
power consumed in the system. This shift has been partly responsible for the emer-
gence of multi-core computing as the dominant way to design microprocessors.

In addition, recognition has been growing that designers of energy-efficiency 
optimized systems must take into consideration not only power consumed by 
the computing system, but also power consumed by the supporting equipment. 
For example, for every watt of power consumed in the server of a datacenter, an 
additional half to one watt of power is consumed in the equipment responsible for 
power delivery and cooling (often referred to as the burdened costs of power and 
cooling, or power usage effectiveness [PUE] [Belady et al., 2008]).

Sustainability

Sustainability is also emerging as an important issue. The electricity con-
sumption associated with information technology (IT) equipment is responsible 
for 2 percent of the total carbon emissions in the world, more than the emissions 
of the entire aviation industry. More important, IT is increasingly being used as 
the tool of choice to address the remaining 98 percent of carbon emissions from 
non-IT industries (e.g., the use of video conferencing to reduce the need for travel 
or the use of cloud services to avoid transportation or excess manufacturing costs) 
(Banerjee et al., 2009).
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One way to improve sustainability is to consider the total life cycle of a 
system—including both the supply and demand side. In other words, in addition 
to the amount of energy used in operating a system, it is important to consider the 
amount of energy used in making the system.

Manageability

Sustainability is just one of the new “ilities” that pose challenges for the 
future. Another key challenge pertains to manageability, which can be defined as 
the collective processes of deployment, configuration, optimization, and admin-
istration during the life cycle of an IT system.

To illustrate this challenge, consider, as an example, the potential infrastruc-
ture in a future cloud datacenter. On the basis of recent trends, one can assume 
that there will be five global datacenters with 40 modular containers each, 10 racks 
per container, 4 enclosures per rack, and 16 blade servers per enclosure. If each 
blade server has two sockets with 32 cores each and 10 virtual machines per 
core, this cloud vendor will have a total of 81,920,000 virtual servers to operate 
its services. Each of the more than 80 million servers, in turn, will require several 
classes of operations—for bring-up, day-to-day operations, diagnostics, tuning, 
and other processes, ultimately including retirement or redeployment of the 
system. Although a lot of work has been done on managing computer systems, 
manageability on such a large scale poses new challenges.

Reliability

Trends in technology scaling circuit level and increased on-chip integra-
tion at the micro-architectural level lead to a higher incidence of both transient 
and permanent errors. Consequently, new systems must be designed to operate 
reliably and provide continued up-time, even when they are built of unreliable 
components.

Business Trends

Finally, these challenges must be met within the constraints of recent business 
trends. One important trend is the emphasis on reducing total costs of ownership 
for computing solutions. This often translates to a design constraint requiring the 
use of high-volume commodity components and avoiding specialization limited 
to niche markets.

Opportunities

We believe that the combination of challenges—low power, sustainability, 
manageability, reliability, and costs—is likely to influence how we think about 
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system design to achieve the next 1,000-fold increase in performance for the next 
decade. At the same time, we recognize that interesting opportunities are opening 
up as well.

Data-Centric Workloads

A fundamental shift has taken place in terms of data-centric workloads. 
The amount of data being created is increasing exponentially, much faster than 
Moore’s law predicted. For example, the size of the largest data warehouse in 
the Winter Top Ten Survey has been growing at a cumulative annual growth rate 
of 173 percent (Winter, 2008). The amount of online data is estimated to have 
increased nearly 60-fold in the last seven years, and data from richer sensors, 
digitization of offline content, and new applications like Twitter, Search, and 
others will surely increase data growth rates. Indeed, it is estimated that only 
5 percent of the world’s off-line data has been digitized or made available through 
online repositories so far (Mayer, 2009).

The emergence and rapid increase of data as a driving force in computing has 
led to a corresponding increase in data-centric workloads. These workloads focus 
on different aspects of the data life cycle (capture, classify, analyze, maintain, 
archive, and so on) and pose significant challenges for the computing, storage, 
and networking elements of future systems.

Among these, an important recent trend (closely coupled with the growth of 
large-scale Internet web services) has been the emergence of complex analysis 
on an immense scale. Traditional data-centric workloads like web serving and 
online transaction processing (e-commerce) are being superseded by workloads 
like real-time multimedia streaming and conversion; history-based recommenda-
tion systems; searches of texts, images, and even videos; and deep analysis of 
unstructured data (e.g., Google Squared).

Emerging data-centric workloads have changed our assumptions about 
system design. These workloads typically operate at larger scale (hundreds of 
thousands of servers) and on more diverse data (e.g., structured, unstructured, rich 
media) with input/output (I/O) intensive, often random data-access patterns and 
limited locality. Another characteristic of data-centric workloads is a great deal of 
innovation in the software stack to increase scalability and commodity hardware 
(e.g., Google MapReduce/BigTable).

Improvements in Throughput, Energy Efficiency,  
Bandwidth, and Memory Storage

Recent trends suggest several potential technology disruptions on the horizon 
(Jouppi and Xie, 2009). On the computing side, recent microprocessors have favored 
multi-core designs that emphasize multiple simpler cores for greater throughput. 
This approach is well matched with the large-scale distributed parallelism in data-
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centric workloads. Operating cores at near-threshold voltage has been shown to 
significantly improve energy efficiency. Similarly, recent advances in networking, 
particularly related to optics, show a strong growth in bandwidth for communica-
tion among computing elements at various levels of the system.

Significant changes are also expected in the memory/storage industry. 
Recently, new non-volatile RAM (NVRAM) memory technologies have been 
demonstrated that significantly reduce latency and improve energy efficiency 
compared to Flash and Hard Disk. Some of these NV memories, such as phase-
change RAM (PCRAM) and Memristors, have shown the potential to replace 
DRAM with competitive performance and better energy efficiency and technol-
ogy scaling. At the same time, several studies have postulated the potential end 
of DRAM scaling (or at least a significant slowing down) over the next decade, 
which further increases the likelihood that DRAM will be replaced by NVRAM 
memories in future systems.

Inventing the Future— 
Cross-Disciplinary Holistic System Design

We believe that the confluence of all these trends—the march toward 
exascale computing and its associated challenges, opportunities related to emerg-
ing large-scale distributed data-centric workloads, and potential disruptions from 
emerging advances in technology—offers us a unique opportunity to rethink 
traditional system design.

We believe that the next decade of innovation will be characterized by a 
holistic emphasis that cuts across traditional design boundaries—across layers 
of design from chips to datacenters; across different fields in computer science, 
including hardware, systems, and applications; and across different engineering 
disciplines, including computer engineering, mechanical engineering, and envi-
ronmental engineering.

We envision that in the future, rather than focusing on the design of single 
computers, we will focus on the design of computing elements. Specifically, 
future systems will be (1) composed of simple building blocks that are efficiently 
co-designed across hardware and software and (2) composed together into comput-
ing ensembles, as needed and when needed. We refer to these ideas as designing 
disaggregated dematerialized system elements bound together by a composable 
ensemble management layer. In the discussion below, we present three illustra-
tive examples from our recent research demonstrating the potential for dramatic 
improvements.

Cross-Layer Power Management

In the past few years, interest has surged in enterprise power management. 
Given the multifaceted nature of the problem, the solutions have correspondingly 
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focused on different dimensions. For example, some studies have focused on aver-
age power reduction for lower electricity costs while others have focused on peak 
power management for lower air conditioning and power-delivery costs.

Previous studies can also be categorized based on (1) their approaches (e.g., 
local resource management, distributed resource scheduling, virtual machine 
migration); (2) options for controlling power (e.g., processor voltage scaling, com-
ponent sleep states, turning systems off); (3) specific levels of implementation—
chip, server, cluster, or datacenter level—hardware, software, or firmware; and 
(4) objectives and constraints of the optimization problem—for example, whether 
or not we allow performance loss and whether or not we allow occasional viola-
tions in power budgets.

In the future, many (or all) of these solutions are likely to be deployed 
together to improve coverage and increase power savings. Currently, emergent 
behavior from the collection of individual optimizations may or may not be 
globally optimal, or even stable, or even correct! A key need, therefore, is for a 
carefully designed, flexible, extensible coordination framework that minimizes 
the need for global information exchange and central arbitration.

In this first example, we explain how a collaborative effort between com-
puter scientists, thermo-mechanical engineers, and control engineering experts 
led to a novel coordination solution. The solution is summarized in Figure 1 
and is further elaborated in Raghavendra et al. (2008). Briefly, this design is 
based on carefully connecting and overloading the abstractions in current 
implementations to allow individual controllers to learn and react to the effect 
of other controllers, the same way they would respond to variations in workload 
demand. This enables formal mathematical analysis of stability and provides 
flexibility to dynamic changes in the controllers and system environments. A 
specific coordination architecture for five individual solutions using different 
techniques and actuators to optimize for different goals at different system 
levels across hardware and software demonstrates that a cross-layer solution 
can achieve significant advantages in correctness, stability, and efficiency over 
existing state of the art.

Although illustrative design has shown the potential of a cross-disciplinary 
approach to improving power management for the cloud, many more opportuni-
ties have yet to be explored. Specifically, how do we define the communication 
and coordination interfaces to enable federated architectures? How do we extend 
solutions to adapt to application-level semantics and heterogeneity in the systems 
space (Kansal et al., 2009)? How do we design federation at the larger scale typi-
cal of cloud systems? Finally, although our discussions have focused on power 
management, the “intersecting control loops” problem is representative of a larger 
class of management problems—how architectures generalize to broader resource 
management domains.
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Dematerialized Datacenters

Our second example is a collaborative project by computer scientists, envi-
ronmental engineers, and mechanical engineers to build a sustainability-aware 
new datacenter solution. Unlike prior studies that focused purely on operational 
energy consumption as a proxy for sustainability, we use the metric of life-cycle 
exergy destruction to systematically study the environmental impact of current 
designs for the entire life cycle of the system, including embedded impact factors 
related to materials and manufacturing.

A detailed description of exergy is beyond the scope of this article, but 
briefly, exergy corresponds to the available energy in a system. Unlike energy, 
which is neither created nor destroyed (the first law of thermodynamics), 
exergy is continuously consumed in the performance of useful work by any 
real entropy-generating process (the second law of thermodynamics). Previous 
studies have shown that the destruction (or consumption) of exergy is represen-
tative of the irreversibility associated with various processes. Consequently, at 
a first-level of approximation, exergy can be used as a proxy to study environ-
mental sustainability.

Studying exergy-efficient designs leads to several new insights (Chang et al., 
2010). First, focusing on the most efficient system design does not always produce 
the most sustainable solution. For example, although energy-proportional designs 
are optimal in terms of operational electricity consumption, virtual machine con-
solidation is more sustainable than energy proportionality in some cases. Next, 
the ratio of embedded exergy to total exergy has been steadily increasing over the 
years, motivating new optimizations that explicitly target embedded exergy (e.g., 
recycling or dematerialization). Finally, performance and embedded, operational, 
and infrastructure exergy are not independent variables. Sustainability must be 
addressed holistically to include them all.

Based on insights provided by the study just described, we propose a new 
solution (Figure 2) that is co-designed across system architecture and physi-
cal organization/packaging. This solution includes three advances that work 
together to improve sustainability: (1) new material-efficient physical organiza-
tion, (2) environmentally efficient cooling infrastructures, and (3) effective design 
of system architectures to enable the reuse of components.

A detailed evaluation of our proposed solution, which includes a combi-
nation of sustainability models, computational fluid-dynamics modeling, and 
full-system computer architecture simulation, demonstrates significant improve-
ments in sustainability, even compared to an aggressive future configuration 
(Meza et al., 2010). The proposed design illustrates the opportunities that lie 
ahead. New silicon-efficient architectures, system designs that explicitly target 
up-cycling, and data-centers with renewable energy sources are the subjects 
of on-going research that can bring us closer to truly sustainable datacenters 
(Patel, 2008).
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FIGURE 2  Conceptual sketch of a design for a dematerialized green datacenter. This 
specific design illustrates a container for cloud workloads that incorporates several opti
mizations co-designed with each other, including (1) new material-efficient physical 
design, (2) component reuse enabled by a disaggregated system architecture, (3) sharing 
among collections of systems to reduce the amount of material used in building the system, 
(4) environmentally efficient cooling that leverages ambient air, and (5) thermal density 
clustering for lower cooling exergy.

From Microprocessors to Nanostores

The third example is a cross-disciplinary collaboration among device physi-
cists, computer engineers, and systems software developers to design a disruptive 
new system architecture for future data-centric workloads (Figure 3). Leveraging 
the memory-like and disk-like attributes of emerging non-volatile technologies, we 
propose a new building block, called a nanostore, for data-centric system design 
(Ranganathan, in press).

A nanostore is a single-chip computer that includes 3-D stacked layers of 
dense silicon non-volatile memory with a layer of compute cores and a network 
interface. A large number of individual nanostores can communicate over a sim-
ple interconnect and run a data-parallel execution environment like MapReduce 
to support large-scale distributed data-centric workloads. The two most impor-
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FIGURE 3  The combination of emerging data-centric workloads and upcoming non-vola-
tile and other technologies offer the potential for a new architecture design—“nanostores” 
that co-locate power-efficient compute cores with non-volatile storage in the same package 
in a flatter memory hierarchy.

tant aspects of nanostores are (1) the co-location of power-efficient computing 
with a single-level data store, and (2) support for large-scale distributed design. 
Together, they provide several benefits.

The single-level data store enables improved performance by providing 
faster data access (in latency and bandwidth). Energy efficiency is also improved 
by the flattening of the memory hierarchy and the increased energy efficiency 
of NVRAM over disk and DRAM. The large-scale distributed design, which 
increases parallelism and overall data/network bandwidth, allows for higher per-
formance. This design also improves energy efficiency by partitioning the system 
into smaller elements that can leverage more power-efficient components (e.g., 
simpler cores).

Our results show that nanostores can achieve orders of magnitude higher 
performance with dramatically better energy efficiency. More important, they 
have the potential to be used in new architectural models (e.g., leveraging a 
hierarchy of computes [Ranganathan, in press]) and to enable new data-centric 
applications that were previously not possible. Research opportunities include 
in-systems software optimizations for single-level data stores, new endurance 
optimizations to improve data reliability, and architectural balance among com-
pute, communication, and storage.
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Closing

Although the research described in these examples shows promising results, 
we believe we have only scratched the surface of what is possible. Opportunities 
abound for further optimizations, including for hardware-software co-design (e.g., 
new interfaces and management of persistent data stores [Condit et al., 2009]) 
and other radical changes in system designs (e.g., bio-inspired “brain” computing 
[Snider, 2008]).

Overall, the future of computing systems offers rich opportunities for more 
innovation by the engineering community, particularly for cross-disciplinary 
research that goes beyond traditional design boundaries. Significant improvements 
in the computing fabric enabled by these innovations will also provide a founda-
tion for innovations in other disciplines.

References

Banerjee, P., C.D. Patel, C. Bash, and P. Ranganathan. 2009. Sustainable data centers: enabled by 
supply and demand side management. Design Automation Conference, 2009: 884–887.

Barroso, L.A., and U. Hölzle. 2007. The case for energy proportional computing. IEEE Computer 
40(12): 33–37.

Belady, C., A. Rawson, J. Pefleuger, and T. Cader. 2008. Green Grid Data Center Power Efficiency 
Metrics: PUE and DCIE. Green Grid white paper #6. Available online at www.greengrid.org.

Chang, J., J. Meza, P. Ranganathan, C. Bash, and A. Shah. 2010. Green Server Design: Beyond 
Operational Energy to Sustainability. Paper presented at HotPower 2010, Vancouver, British 
Columbia, October 3, 2010.

Condit, J., E.B. Nightingale, C. Frost, E. Ipek, D. Burger, B. Lee, and D. Coetzee. 2009. Better I/O 
Through Byte-Addressable, Persistent Memory. Presented at Symposium on Operating Systems 
Principles (SOSP ’09), Association for Computing Machinery Inc., October 2009.

Jouppi, N., and Y. Xie. 2009. Emerging technologies and their impact on system design. Tutorial at 
the International Symposium on Low Power Electronics and Design, 2009.

Kansal, A., J. Liu, A. Singh, R. Nathuji, and T. Abdelzaher. 2009. Semantic-less Coordination of 
Power Management and Application Performance. In Hotpower 2009 (co-located with SOSP 
2009), USENIX, October 10, 2009.

Mayer, M. 2009. The Physics of Data. Talk given at Xerox PARC, August 13, 2009. Available online 
at http://www.parc.com/event/936/innovation-at-google.html.

Meza, J., R. Shih, A. Shah, P. Ranganathan, J. Chang, and C. Bash. 2010. Lifecycle-Based Data Center 
Design. Presented at ASME International Mechanical Engineering Congress & Exposition, 
Vancouver, British Columbia, November 14–17, 2010.

Patel, C. 2008. Sustainable IT Ecosystem. Keynote address at the 6th USENIX Conference on File 
and Storage Technologies, February 26–29, 2008, San Jose, California.

Raghavendra, R., P. Ranganathan, V. Talwar, Z. Wang, and X. Zhu. 2008. No “Power” Struggles: 
Coordinated Multi-level Power Management for the Data Center. In Proceedings of the Interna-
tional Conference on Architectural Support for Programming Languages and Operating Systems 
(ASPLOS), Seattle, Wash., March 2008.

Ranganathan, P. In press. From microprocessor to nanostores: rethinking system building blocks for 
the data-centric era. IEEE Computer.



Copyright © National Academy of Sciences. All rights reserved.

Frontiers of Engineering:   Reports on Leading-Edge Engineering from the 2010 Symposium

38	 FRONTIERS OF ENGINEERING

Snider, G., 2008. Memristors as Synapses in a Neural Computing Architecture. Presented at 
Memristor and Memristive Systems Symposium, University of California, Berkeley, Novem-
ber 21, 2008.

Winter. R. 2008. Why are data warehouses growing so fast? An Update on the Drivers of Data Ware-
house Growth. Available online at http://www.b-eye-network.com/view/7188.



Copyright © National Academy of Sciences. All rights reserved.

Frontiers of Engineering:   Reports on Leading-Edge Engineering from the 2010 Symposium

Engineering and Music



Copyright © National Academy of Sciences. All rights reserved.

Frontiers of Engineering:   Reports on Leading-Edge Engineering from the 2010 Symposium



Copyright © National Academy of Sciences. All rights reserved.

Frontiers of Engineering:   Reports on Leading-Edge Engineering from the 2010 Symposium

41

Introduction

Daniel Ellis

Columbia University

Youngmoo Kim

Drexel University

Music plays a vital role in every culture on Earth, contributing to the quality 
of life for billions of people. From the very beginning, engineering and technol-
ogy have strongly influenced the development of music and musical instruments. 
The power and potential of this relationship is exemplified in the work of great 
multidisciplinary thinkers, such as Leonardo Da Vinci, Benjamin Franklin, and 
Alexander Graham Bell, whose innovations were inspired by their passions for 
both fields. 

In the past decade, there has been a revolution in music—including the aggre-
gation of enormous digital music libraries, the use of portable digital devices to 
listen to music, and the growing ease of digital distribution. At the same time, 
advanced tools for creating, manipulating, and interacting with music have 
become widely accessible. These changes are reshaping the music industry, which 
has moved far beyond the sale of recordings into personalized music search and 
retrieval, fan-generated remixes and “mash-ups,” and interactive video games.

The rapid proliferation of digital music has also given rise to an explosion of 
music-related information, and the new field of music information retrieval has 
been focused on finding methods for managing this data. In the future, listening 
to music will be transformed by systems that can locate pieces selected from a 
practically unlimited pool of available music, and fine-tuned to satisfy the mood 
and preferences of the listener at that moment. 

To reconcile quantitative signal content with the complex and obscure percep-
tions and aesthetic preferences of listeners, music information retrieval requires 
unprecedented collaboration between experts in signal processing, machine 
learning, data management, psychology, sociology, and musicology. In the first 
presentation in this session, Brian Whitman (The Echo Nest) describes advances 
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in the field that combine audio features and myriad music-related data sources 
to derive metrics for complex judgments, such as similarities among artists and 
personalized music recommendations.

The next speaker, Douglas Repetto (Columbia University) is the founder of 
DorkBot, a collection of local groups using technology in non-mainstream ways, 
usually classified in the category of “art,” for want of a better name. He reviews 
how contemporary composers explore the limits of technology in their art, and 
the wider experiences of people in the “maker” community who practice what is 
clearly engineering, but outside of traditional engineering institutions.

Engineering advances have transformed the creative palette available to 
composers and musicians. Sounds that cannot be produced by physical instru-
ments can be generated electronically, and modern laptop computers have 
sufficient processing power to perform complex syntheses and audio transfor-
mations. Applications of these technologies in collaborative live performance 
have been pioneered by the Princeton Laptop Orchestra (PLOrk), co-founded 
by Dan Trueman (Princeton University). In his presentation, he details the 
technologies that have been developed and used by PLOrk and the orchestra’s 
ongoing efforts to use music technology to engage and energize undergraduate 
and K–12 students.

The relationship between music and mathematics has fascinated people for 
many centuries. From the ancient Greeks who considered music a purely math-
ematical discipline to the serialist composers of the 20th century who relied on 
numeric combinations to drive compositional choices, countless attempts have 
been made to derive and define a formal relationship between the two fields. 
Elaine Chew (University of Southern California) describes her use of mathematics 
to analyze and understand music and how she incorporates mathematical repre-
sentations into visualizations for live performance.
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Very Large Scale Music Understanding

Brian Whitman

The Echo Nest Corporation

Scientists and engineers around the world have been attempting to do the 
impossible—and yet, no one can question their motives. When spelled out, 
“understanding music” by a computational process just feels offensive. How 
can music, something so personal, something rooted in context, culture, and 
emotion, ever be labeled by an autonomous process? Even an ethnographical 
approach—surveys, interviews, manual annotation—undermines the raw effort 
of musical artists, who will never understand, or even, perhaps, take advantage of 
what might be learned or created through this research. Music by its very nature 
resists analysis. 

In the past 10 years, I’ve led two lives—one as a “very long-tail” musician 
and artist and the other as a scientist turned entrepreneur who currently sells 
“music intelligence” data and software to almost every major music-streaming 
service, social network, and record label. How we got from one to the other is 
less interesting than what it might mean for the future of expression and what I 
believe machine perception can actually accomplish.

In 1999, I moved to New York City to begin graduate studies at Columbia 
working on a large “digital government” grant parsing decades of military docu-
ments to extract the meaning of acronyms and domain-specific words. At night 
I would swap the laptops in my bag and head downtown to perform electronic 
music at various bars and clubs. 

As hard as I tried to keep my two lives separate, the walls between them 
quickly came down when I began to ask my fellow performers and audience 
members how they learn about music. They responded, “We read websites,” “I’m 
on a discussion board,” “A friend e-mailed me some songs,” and so on. Obvi-
ously, simultaneously with the concurrent media frenzy on peer-to-peer networks 
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(Napster was just ramping up), a real movement in music discovery was underway. 
Technology had been helping us acquire and make music, but all of a sudden it 
was being used to communicate and learn about it as well. 

With the power to communicate with millions and the seemingly limitless 
potential of bandwidth and attention, even someone like me could be noticed. So, 
suitably armed with a background in information retrieval and an almost criminal 
naiveté about machine learning and signal processing, I quit my degree program 
and began to concentrate full time on the practice of what is now known as “music 
information retrieval.”

MUSIC INFORMATION RETRIEVAL

The fundamentals of music information retrieval derive from text retrieval. 
In both cases, you are faced with a corpus of unstructured data. For music, these 
include time-domain samples from audio files and score data from the composi-
tions. Tasks normally involve extracting readable features from the input and then 
developing a model from the features. In fact, music data are so unstructured that 
most music-retrieval tasks began as blind “roulette wheel” predictions: “Is this 
audio file rock or classical?” (Tzanetakis and Cook, 2002) or “Does this song 
sound like this one?” (Foote, 1997). 

The seductive notion that a black box of some complex nature (usually with 
hopeful success stories embedded in their names [e.g., neural networks, Bayesian 
belief networks, support vector machines]) might untangle a mess of audio stimuli 
in a way that approaches our nervous and perceptual systems’ response is intimi-
dating enough. That problem is so complex and so hard to evaluate that it distracts 
researchers from the much more serious elephantine presence of the emotional 
connection that underlies the data. 

The science of music retrieval is rocked by a massive advance in signal pro-
cessing or machine learning that solves the problem of label prediction. We can 
now predict the genre of a song with 100 percent accuracy. The question is what 
that does for the musician and what it does for the listener. If I knew a song I hadn’t 
heard yet was predicted to be “jazz” by a computer, this might save me the effort 
of looking up the artist’s information, who probably spent years defining his/her 
expression in terms of or despite these categories. But the jazz label doesn’t tell 
me anything about the music, about what I’ll feel when I hear it, about how I’ll 
respond or how it will resonate with me individually or in the global community. 
In short, we had built a black box that could neatly delineate other black boxes 
but was of no benefit to the very human world of music.

The way out of this feedback loop is to somehow automatically understand 
reaction and context the same way we do when we actually perceive music. The ulti-
mate contextual-understanding system would be able to gauge my personal reaction 
and mindset to a piece of music. It would not only know my history and my influ-
ences, but would also understand the larger culture around the musical content. 
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We are all familiar with the earliest approaches to contextual understand-
ing of music—collaborative filtering, a.k.a. “people who buy this also buy this” 
(Shardanand and Maes, 1995)—and we are just as familiar with its pitfalls. Sales- 
or activity-based recommenders only know about you in relation to others—their 
meaning of your music is not what you like but what you’ve shared with an 
anonymous hive. The weakness of these filtering approaches becomes apparent 
when you talk to engaged listeners: “I always see the same bands,” “There’s never 
any new stuff,” or “This thing doesn’t know me.” 

My reaction to the senselessness of filtering approaches was to return to school 
and begin applying my language-processing background to music—reading about 
music and not just trying to listen to it. The idea was that, if we could somehow 
approximate even 1 percent of the data that communities generate about music 
on the Internet—they review it, they argue about it on forums, they post about 
shows on their blogs, they trade songs on peer-to-peer networks—we could begin 
to model large-scale cultural reactions (Whitman, 2005). Thus, in a world of 
music activity, we would be able to autonomously and anonymously find a new 
band, for example, that collaborative filtering would never touch (because there 
are not enough sales data yet) and acoustic filtering would never “get” (because 
what makes them special is their background or their fan base or something else 
impossible to calculate from the signal).

THE ECHO NEST

With my co-founder, whose expertise is in musical approaches to signal 
analysis (Jehan, 2005), I left the academic world to start a private enterprise, “The 
Echo Nest.” We now have 30 people, a few hundred computers, one and a half 
million artists, and more than ten million songs. Our biggest challenge has been 
the very large scale of the data. Each artist has an Internet footprint, on average 
thousands of blog posts, reviews, and forum discussions, all in different languages. 
Each song is comprised of thousands of “indexable” events, and the song itself 
might be duplicated thousands of times in different encodings. Most of our engi-
neering work involves dealing with this huge amount of data. Although we are not 
an infrastructure company, we have built many unique data storage and indexing 
technologies as a byproduct of our work. 

We began the company with the stated goal of indexing everything about 
music. And over the past five years we have built a series of products and tech-
nologies that take the best and most practical aspects of our music-retrieval dis-
sertations and package them cleanly for our customers. The data we collect are 
necessarily unique. Instead of storing data on relationships between musicians and 
listeners, or only on popular music, we compute and aggregate a sort of Internet-
scale cache of all possible points of information about a song, artist, release, lis-
tener, or event. We sell a music-similarity system that compares two songs based 
on their acoustic and cultural properties. We provide data (automatically gener-
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ated) on tempo, key, and timbre to mobile applications and streaming services. We 
track artists’ “buzz” on the Internet and sell reports to labels and managers.

The heart of The Echo Nest remains true to our original idea. We strongly 
believe in the power of data to enable new music experiences. Because we crawl 
and index everything, we can level the playing field for all types of musicians 
by taking advantage of the information provided to us by any community on the 
Internet. Work in music retrieval and understanding requires a sort of wide-eyed 
passion combined with a large dose of reality. The computer is never going to 
fully understand what music is about, but if we sample from the right sources 
often enough and on a large enough scale, the only thing standing in our way is 
a leap of faith by listeners.
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Doing It Wrong�

Douglas Repetto

Columbia University

 � Although this paper focuses on experimental music making, the ideas are equally applicable to 
other creative pursuits, such as visual art, dance, and writing. I believe there are useful analogies and 
metaphors that link experiments in the arts with topics in science and engineering, but I am not going 
to try to make those links explicit. Hopefully something here will be compelling to the reader in the 
context of her own work.

Culture is a cumulative and expansive phenomenon; creative communities 
are in constant flux as their members build on the past, conduct experiments, and 
fuse bits and pieces of the local and the exotic, the old and the new. Even ancient 
traditions, seemingly eternal, had precursors. No culture ever appears whole or 
finished; a culture is always the work of communities, which, consciously or not, 
shape it to fit their contemporary environment.

It can be tempting to frame conversations about art and music in terms of 
masterpieces, greatest hits, stars, creative genius, and so on. Works of art are 
seen as singular objects, the results of exceptional actions by heroic individuals. 
Masterpieces are somehow definitive, answering questions or offering lessons 
about creativity. But this is generally not only an inaccurate and unproductive 
way of thinking about what being creative means, but also a clear path to creative 
paralysis.

Cultural change, especially on long time scales, is unpredictable. Looking 
back, it may be temping to draw curves connecting artists or movements to one 
another, to see particular works or traditions as signposts indicating changes to 
come or the last gasp of a movement or idea on the way out. But these are, at 
best, approximations. Hindsight gives the illusion of purposeful movement, of 
considered progress toward a desired result, and renown or endurance are often 
mistaken for markers of creative fitness. 
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But consider this question: in what way does the ubiquitous presence of 
Mozart in elevators and dentists’ offices provide meaningful guidance to a contem-
porary human being embarking on a creative life? No one can deny that Mozart 
reached a pinnacle of creative achievement, but to say that Mozart created works 
of musical genius says nothing about what we should do today, what music is, or 
how it can be made.

I take it as axiomatic that the value of a creative work is only partly deter-
mined by its material and perceptual qualities. Physiological responses, as well 
as cultural, social, and intellectual responses are all part of the equation. To para-
phrase Brian Whitman of The Echo Nest, to think that a computational analysis 
of acoustic musical features leads to an understanding of the music sets the bar 
for “understanding” extremely low (Whitman, 2005). Examples abound: limited 
editions are valued more highly than unlimited editions; the paintings of Jackson 
Pollack-like robots are not acclaimed or collected by museums (Piquepaille, 
2007); note-perfect Led Zeppelin cover bands do not fill Madison Square Garden 
with screaming fans; high-tech forensic techniques and boatloads of cash have 
been dispatched in an attempt to determine whether or not Leonardo drew a small 
sketch of a pretty young girl (Grann, 2010).

“Value” in these cases can usually be read, at least in part, as monetary value, 
but focusing exclusively on monetary value misses the point. We cannot know 
how a work will be valued in the future, what effect, if any, it will have on its own 
culture or on the culture that follows it.

Although musical innovators throughout history would have articulated these 
ideas differently, I believe they shared the central tenets that creative acts require 
deviations from the norm and that creative progress is born not of optimization 
but of variance. More explicit contemporary engagement with these ideas leads 
one to the concept of creative research, of music making with goals and priorities 
that are different from those of their traditional precursors—perhaps sonic friction, 
in addition to ear-pleasing consonances, for example, or “let’s see what happens” 
rather than “I’m going to tell you a story.”

The spirit of “let’s see what happens” pervades much contemporary experi-
mental music-making. Here’s a very small, personal sample of works I find 
compelling in the context of musical research, of deviating from the norm, of 
“doing it wrong.”

+++++

“I am sitting in a room” by Alvin Lucier (1990)

This 1969 work on tape has been very influential for several generations 
of experimental musicians and composers. Lucier recorded himself reading a 
text describing what he’s doing and why. He then played that recording into the 
room and re-recorded it, after which he played that re-recording into the room 
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and re-re-recorded it, and so on for many iterations. A simple, elegant idea with 
a surprisingly rich and lovely outcome. And for romantics, a note of poignancy 
is added to the relationship between reading and effect because Lucier has a 
slight stutter:

I am sitting in a room different from the one you are in now. I am recording 
the sound of my speaking voice and I am going to play it back into the room 
again and again until the resonant frequencies of the room reinforce themselves 
so that any semblance of my speech, with perhaps the exception of rhythm, is 
destroyed. What you will hear, then, are the natural resonant frequencies of the 
room articulated by speech. I regard this activity not so much as a demonstra-
tion of a physical fact, but more as a way to smooth out any irregularities my 
speech might have.

“I Am Sitting in a Different Room” by Stina Hasse (2010)

Stina Hasse, a Danish student in one of my classes last year, had access to an 
anechoic chamber (a room in which there is almost no echo or resonance). She 
decided to make a sort of inverted version of Lucier’s piece by translating the 
text into Danish and expanding it and then using the re-re-recording process to 
reproduce her own voice. She expected that the experiment would reveal flaws in 
the design of the anechoic chamber, small resonances that the room’s creators had 
been unable to extinguish. But what happened was both unexpected and wonder-
ful. Instead of bringing out the resonant frequencies of the room (of which there 
are almost none), it brought out the technological resonances of the equipment 
she used (the electronic noise of the digital recorder, the acoustic coloration of the 
microphones, the inevitable hisses and clicks of the physical world).

“51 melodies” by Larry Polansky (1991)

For almost 30 years, Polansky has been playing with the idea of “morphologi-
cal mutation functions,” techniques for smoothly changing musical parameters. In 
“51 Melodies,” a 12-minute composition for two guitars and rhythm section, vari-
ous flavors of mutation have been applied to the two guitar melodies to bring them 
in and out of harmonic and rhythmic sync as they move from a source melody in 
unison at the beginning of the piece to a target melody in unison at the very end. 
One of the things I like most about this piece is that the guitar parts are very dif-
ficult, and the guitarists work hard to play them exactly as notated. They put a lot 
of hard work into playing precisely notated music that is completely bonkers and 
nearly incoherent. A work like “51 Melodies” is a classic target for “my six-year-
old could do that”-type derision. Its surface features are not particularly “pretty,” 
and appreciation of the music is enhanced by an interest in the conceptual process 
behind its creation.
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“Zero Waste” by Nick Didkovsky (2004)

This is a work for solo piano created on the fly, as the pianist plays. It 
starts by presenting two algorithmically generated measures of music to the 
pianist, who then proceeds to play the rather difficult music as accurately as 
possible. A computer system records the performance, translates it, as best as it 
can, into rational musical notation, and presents the new notation as the next 
two measures to be played. Similar to a live performance version of the Lucier 
piece, “Zero Waste” is a feedback loop that brings out resonances in a system. 
In this case, the system is the physiological makeup and sight-reading skills of 
the performer coupled with the performance capture and analysis capabilities 
of the computer. In performance the developing score is often projected behind 
the performer, allowing the audience to track the process visually as well as 
sonically.

“face shock/face copy” by Daito Manabe (2009)

Manabe has been exploring using electrical musical signals to stimulate facial 
muscles, facial muscle signals to create musical signals, and the transfer of 
facial gestures between performers via electrical stimulation. If your six-year-old 
is doing this, you are one lucky parent!
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Digital Instrument Building and  
the Laptop Orchestra

Daniel Trueman

Princeton University

Musical and technological innovations have long gone hand in hand. Histori-
cally, this relationship evolved slowly, allowing significant time for musicians to 
live with and explore new possibilities and enough time for engineers and instru-
ment builders to develop and refine new technologies. The roles of musician and 
instrument builder have typically been separate; the time and skills required to 
build an acoustic instrument are typically too great for the builder to also master 
that instrument, and vice versa. 

Today, however, the terms of the relationship have changed. As digital 
technologies have greatly accelerated the development of new instruments, the 
separation between these roles has become blurred. However, at the same time, 
social contexts for exploring new instruments have developed slowly, limiting 
opportunities for musicians to make music together over long periods of time 
with these new instruments.

The laptop orchestra is a socially charged context for making music together 
with new digital instruments while simultaneously developing those instru-
ments. As the role of the performer and builder have merged and the speed with 
which instruments can be created and revised has increased, the development of 
musical instruments has become part of the performance of music. In this paper, 
I look at a range of relevant technical challenges, including speaker design, 
human-computer interaction (HCI), digital synthesis, machine learning, and 
networking, in the musical and instrument-building process.
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challenges in building Digital Instruments

Digital building of musical instruments is a highly interdisciplinary venture 
that touches on disparate disciplines. In addition to obvious engineering concerns, 
such as HCI, synthesis, speaker design, and so on, the fields of perception, cogni-
tion, and both musical and visual aesthetics also come into play. The basic feed-
back loop between a player and a generic (acoustic, electronic, or digital) musical 
instrument is illustrated in Figure 1. In Figure 2, the instrument is “exploded” to 
reveal the components that might make up a digital musical instrument. 

Traveling along the feedback loop in Figure 2, we can see relevant chal-
lenges, including sensor design and configuration, haptic feedback systems, 
computational problems with feature extraction, mapping and synthesis, and 
amplifier and speaker design. Add to these the ergonomic and aesthetic design of 
the instrument itself.

Building a compelling digital instrument involves addressing all of these 
challenges simultaneously, while taking into account various practical and musi-
cal concerns, such as the size, weight, and visual appeal of the instrument, its 
physicality and sound quality, its ease of setup (so it might be “giggable”), and its 
reliability. The most active researchers in this field are typically either musicians 
with significant engineering skills or engineers with lifelong musical training.

Digital Instrument Building in Practice

My own bowed-sensor-speaker-array (BoSSA) illustrates one solution to 
the digital instrument problem (Trueman and Cook, 2000). BoSSA (Figure 3) 
consists of a spherical speaker array integrated with a number of sensors in a 
violin-inspired configuration. The sensors, which measure bow position, pressure, 
left-hand finger position, and other parameters, provide approximately a dozen 
streams of control information. Software is used to process and map these streams 
to a variety of synthesis algorithms, which are then amplified and sent out through 
the 12 speaker drivers on the speaker surface. 

Trueman Figure 1.eps

Player Instrument

physical input

sonic output

FIGURE 1  Basic player/instrument feedback loop.
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Trueman Figure 2.eps
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Mapping Layer

Synthesis/Signal Processing
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Input Devices

output

input

haptic feedback

FIGURE 2  Player/digital-instrument feedback loop.

BoSSA, a fairly low-tech, crude instrument made with off-the-shelf sensor 
and speaker components, is more of a proof of concept than a prototype for future 
instruments. Its most compelling feature is the integration of sensor and speaker 
technology into a single localized, intimate instrument.

In recent years, sensor technologies for these kinds of instruments have 
become much more refined and commercially viable. For example, the K-bow 
(Figure 4) is a wireless sensor-violin bow that hit the markets just this past year 
(McMillen, 2008). In terms of elegance and engineering, it surpasses earlier 
sensor bows (including mine), and if it turns out to be commercially viable, it 
gives us hope that these kinds of experimental explorations may gain broader 
traction. 

Another set of instruments, built by Jeff Snyder (2010), integrates speaker 
and sensor technology directly into acoustic resonators so thoroughly that, at 
first glance, it is not apparent that these are not simply acoustic instruments 
(Figure 5).
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FIGURE 3 The Bowed Sensor Speaker Array. 

However, none of these instruments integrates any kind of active haptic 
feedback. Although the importance of haptic feedback remains an open question, 
I am convinced it will become more important and more highly valued as digital 
musical instrument design technologies continue to improve. The physical feed-
back a violinist receives through the bow and strings is very important to his/her 
performance technique, as well as to the sheer enjoyment of playing. Thus an 
ability to digitally manipulate this interface is, to say the least, intriguing. 

Researchers developing new haptic technologies for music have demonstrated 
that they enable new performance techniques. For instance, Edgar Berdahl and 
his colleagues (2008) at Stanford have developed a haptic drum (among other 
instruments) that enables a one-handed roll, which is impossible on an acoustic 
drum (Figure 6).
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FIGURE 4  The K-bow. Photo courtesy of Keith McMillen.

Trueman Figure 5.eps
bitmap

FIGURE 5  The Snyder Contravielles. Photo courtesy of Jeff Snyder.
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Perhaps the most compelling aspect of these instruments is in the mapping 
layer. Here, relationships between body and sound that would otherwise be impos-
sible can be created, and even changed instantaneously. In fact, the mapping layer 
itself can be dynamic, changing as the instrument is played. 

As described earlier, however, creating mappings by manually connecting fea-
tures to synthesis parameters is always challenging, sometimes practically impos-
sible. One exciting development has been the application of machine-learning 
techniques to the mapping layer. Rebecca Fiebrink has created an instrument 
called the Wekinator that gives the musician a way to rapidly and dynamically 
apply techniques from the Weka machine-learning libraries (Witten and Frank, 
2005) to create new mappings (Fiebrink, 2010; Fiebrink et al., 2009). 

For instance, a musician might create a handful of sample correspondences 
(e.g., gesture G with the controller should yield sound S, as set by particular 
parameter values) to create a data set from the sensor features that can be used by 
machine-learning algorithms of various sorts to create mapping models that can 
then be performed. The player can then explore these new models, see how they 
sound and feel, add new data to the training set, and retrain or simply start over 
until he/she finds a model that is satisfying. This application of machine learning 
is unusual in that the end result is usually not known at the outset. Instead, the 
solutions provided by machine learning feed back into a creative process, finally 
resulting in an instrument that would have been impossible to imagine fully 
beforehand. Ultimately, machine learning and the Wekinator are both important 
in facilitating the creative process.

FIGURE 6  Edgar Berdahl’s haptic drum. Photo courtesy of Edgar Berdahl.
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Playing Well with Others

From a musical perspective, computers are terrific at multiplication—they can 
make a lot from a little (or even from nothing at all).. As a result, much of laptop 
music is solo, one player who can make a lot of sound, sometimes with little or 
no effort. One of the main goals of the Princeton Laptop Orchestra (Figure 7) is to 
create a musically, socially charged environment that can act as a counterweight 
to this tendency (Trueman, 2007). By putting many musicians in the same room 
and inviting them to make music together, we force instrument builders and 
players (often one and the same person) to focus on responsive, subtle instruments 
that require constant effort and attention, that can turn on a dime in response to 
what others do, and that force players to break a sweat. The laptop orchestra is, in 
a sense, a specific, constrained environment within which digital musical instru-
ments can evolve and survive; those that engage us as musicians and enable us to 
play well with others survive.

While a laptop orchestra is, like any other orchestra, a collection of musi-
cal instruments manned by individual players, the possibility of leveraging local 
wireless networks for musical purposes becomes both irresistible and novel. For 
instance, a “conductor” might be a virtual entity that sends pulsed information 
over the network. Or, musicians might set the course of an improvisation on the 
fly via some sort of musically coded text-messaging system (Freeman, 2010). 
Instruments themselves might be network enabled, sharing their sensor data with 
other instruments or players (Weinberg, 2005). 

Humans are highly sensitive to variations in timing, and wireless networks are 
often not up to the challenge. For instance, when sending pulses over the network 
every 200 milliseconds (ms), humans hear jitter if the arrival times vary by more 
than 6 ms (a barely noticeable difference); some researchers have concluded that 
expressive variability occurs even within that window (Iyer, 1998). Preliminary 
research has been done on the usability of wireless routers instead of computers 
(Cerqueira and Trueman, 2010), but a perfect wireless router for musical purposes 
has yet to be found.

Closing Thoughts

Musical instruments are subjective technologies. Rather than optimal solu-
tions to well defined problems, they reflect individual and cultural values and are 
ongoing ad hoc manifestations of a social activity that challenges our musical 
and engineering abilities simultaneously. Musical instruments frame our ability 
to hear and imagine music, and while they enable human expression and com-
munication, they also are, in and of themselves, expressive and communicative. 
They require time to evaluate and explore, and they become most meaningful 
when they are used in a context with other musicians. Therefore, it is essential 
to view instrument building as a fluid, ongoing process with no “correct” solu-
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FIGURE 7  The Princeton Laptop Orchestra. Photo courtesy of Lorene Lavora. 
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tions, a process that requires an expansive context in which these instruments 
can inspire and be explored.
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Demystifying1 Music and Its Performance

Elaine Chew 
University of Southern California

The mathematical nature of music and its imminently quantifiable attributes 
make it an ideal medium for studying human creativity and cognition. The 
architecture of musical structures reveals principles of invention and design. 
The dynamics of musical ensemble offer models of human collaboration. The 
demands of musical interaction challenge existing computing paradigms and 
inspire new ones.

Engineering methodology is integral to systematic study, computational 
modeling, and a scientific understanding of music perception and cognition, as 
well as to music making. Conversely, understanding the in-action thinking and 
problem solving integral to music making and cognition can lead to insights into 
the mechanics of engineering discovery and design. Engineering-music research 
can also advance commercial interests in Internet radio, music recommendation 
and discovery, and video games.

The projects described in this article, which originated at the Music Com-
putation and Cognition Laboratory at the University of Southern California, will 
give readers a sense of the richness and scope of research at the intersection 
of engineering and musical performance. The research includes computational 
music cognition, expression synthesis, ensemble coordination, and musical 
improvisation.

1 The title is inspired by George Bugliarello’s description of “science and engineering as great 
untanglers of myths” (Bugliarello, 2003).
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Analyzing and Visualizing  
Tonal Structures in Real Time

Most of the music we hear is tonal music, that is, tones (or pitches) organized 
in time that generate the perception of different levels of stability. The most stable 
pitch in a musical segment is known as the tonal center, and this pitch gives the 
key its name. Computational modeling of key-finding dates back to the early days 
of artificial intelligence (Longuet-Higgins and Steedman, 1971). A popular method 
for key-finding, devised by Krumhansl and Schmuckler (described in Krumhansl, 
1990), is based on the computation of correlation coefficients between the duration 
profile (vector) of a query stream and experimentally derived probe tone profiles.

Theoretically Efficient Algorithms

In 2000, the author proposed a spiral array model for tonality consisting of a 
series of nested helices representing pitch classes and major and minor chords and 
keys. Representations are generated by successive aggregations of their compo-
nent parts (Chew, 2000). Previous (and most ongoing) research in tonality models 
has focused only on geometric models (representation) or on computational 
algorithms that use only the most rudimentary representations. The spiral array 
attempts to do both. Thus, although the spiral array has many correspondences 
with earlier models, it can also be applied to the design of efficient algorithms 
for automated tonal analysis, as well as to the scientific visualization of these 
algorithms and musical structures (Chew, 2008).

Any stream of notes can generate a center of effect (i.e., a center of gravity 
of the notes) in the spiral array space. The center of effect generator (CEG) 
key-finding algorithm based on the spiral array determines the key by searching 
for the key representation nearest the center of effect of the query stream. The 
interior-point approach of the CEG algorithm makes it possible to recognize 
the key quickly and provides a framework for designing further algorithms for 
automated music analysis.

A natural extension of key-finding is the search for key (or contextual) bound-
aries. Two algorithms have been proposed for finding key boundaries using the 
spiral array—one that minimizes the distance between the center of effect of each 
segment and its closest key (Chew, 2002) and one that finds statistically significant 
maxima in the distance between the centers of effect of consecutive music seg-
ments, without regard to key (Chew, 2005).

The inverse problem of pitch-spelling (turning note numbers, or frequency 
values, into letter names for music manuscripts that can be read by humans) is 
essential to automated music transcription. Several variants of a pitch-spelling 
algorithm using the spiral array have been proposed, such as a cumulative window 
(Chew and Chen, 2003a), a sliding window (Chew and Chen, 2003b), and a multi-
window bootstrapping method (Chew and Chen, 2005).
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Robust Working Systems

Converting theoretically efficient algorithms into robust working systems that 
can stand up to the rigors of musical performance presents many challenges. Using 
the Software Architecture for Immersipresence framework (François, in press), 
many of the algorithms described above have been incorporated into the Music 
on the Spiral Array Real-Time (MuSA.RT) system—an interactive tonal analysis 
and visualization software (Chew and François, 2003).

MuSA.RT has been used to analyze and visualize music by Pachelbel, Bach, 
and Barber (Chew and François, 2005). These visualizations have been presented 
in juxtaposition to Sapp’s keyspaces (2005) and Toiviainen’s self-organizing maps 
(2005). MuSA.RT has also been demonstrated internationally and was presented 
at the AAAS Ig Nobel session in 2008.

Figure 1 shows MuSA.RT in concert at the 2008 ISMIR conference at 
Drexel University in Philadelphia. As the author plays the music (in this case, 
Ivan Tcherepnin’s Fêtes–Variations on Happy Birthday) on the piano, MuSA.RT 
performs real-time analysis of the tonal patterns. At the same time, visualizations 
of the tonal structures and trajectories are projected on a large screen, revealing 
the evolution of tonal patterns—away from C major and back—over a period of 
more than ten minutes.

FIGURE 1  MuSA.RT in concert at the 2008 ISMIR conference at Drexel University. 
Source: © The Philadelphia Enquirer. Reprinted with permission.
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In MuSA.RT version 2.7, the version shown in Figure 2 (as well as Figure 1), 
the pitch-class helix and pitch names are shown in silver, the major/minor triad 
helices are hidden, and the major/minor key helices, which are shown in red and 
blue, respectively, appear as a double helix in the structure’s core. When a note 
is sounded, silver spheres appear on the note name, a short-term center of effect 
tracks the local context, and the triad closest to it lights up as a pink/blue triangle. 
A long-term center of effect tracks the larger scale context, and a sphere appears 
on the closest key, the size of which is inversely proportional to the center of 
effect-key distance. Lighter violet and darker indigo trails trace the history of the 
short-term and long-term centers of effect, respectively

An analysis of humor in the music of P.D.Q. Bach (a.k.a. Peter Schickele) by 
Huron (2004) revealed that many of Schickele’s humorous effects are achieved 
by violating expectations. Using MuSA.RT to analyze P.D.Q. Bach’s Short-
Tempered Clavier, we visualized excessive repetition, as well as incongruous 
styles, improbable harmonies, and surprising tonal shifts (all of which appeared as 
far-flung trajectories in the spiral array space) (Chew and François, 2009). Figure 3 
shows visualizations of a few of these techniques.

By using the sustain pedal judiciously, and by accenting different notes 
through duration or stress, a performer can influence the listener’s perception of 
tonal structures. The latest versions of MuSA.RT take into account pedal effects 
in the computing of tonal structures (Chew and François, 2008). Because center 
of effect trails react directly to the timing of note soundings, no two human per-
formances result in exactly the same trajectories.

We are currently working on extending spiral array concepts to a higher 
dimension to represent tetrachords (Alexander et al., in preparation). The resulting 
pentahelix has a direct correspondence to the orbifold model (a geometric model 

Figure 2.  Components of the spiral array in MuSA.RT labeled 

pitch class helix 

major key helix minor key helix 

long-term c.e. 

label for closest key 

closest triad 

closest key 

label for closest triad 

pitch class on 

short-term c.e. 

Figure 2  Components of the spiral array in MuSA.RT labeled. Color figure available 
online at http://www.nap.edu/catalog.php?record_id=13043.  
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FIGURE 3  Humor devices in P.D.Q. Bach’s Short-Tempered Clavier visualized in 
MuSA.RT. Source: Adapted from Chew and François, 2009.

for representing chords using a topological space with an orbifold structure) 
(Callendar et al., 2008; Tymoczko, 2006).

Experiencing Music Performance through Driving

Not everyone can play an instrument well enough to execute expressive inter-
pretations at will, but almost everyone can drive a car, at least in a simulation. The 
Expression Synthesis Project (ESP), based on a literal interpretation of music as 
locomotion, creates a driving interface for expressive performance that enables 
even novices to experience the kind of embodied cognition characteristic of expert 
musical performance (Figure 4).

In ESP (Chew et al., 2005a), the driver uses an accelerator and brake pedal to 
increase or decrease the speed of the car (music playback). The center line segments 
in the road approach at one per beat, thus providing a sense of tempo (beat rate and 
car velocity); this is shown on the speedometer in beats per minute. Suggestions 
to slow down or speed up are embedded in bends in the road and straight sections, 
respectively. Thus the road map, which corresponds to an interpretation of a musical 
piece, often reveals the underlying structure of the piece.

Despite the embedded suggestions, the user is free to choose her/his desired 
tempo trajectory. In addition, more than one road map (interpretation) can corre-
spond to the same piece of music (Chew et al., 2006). As part of the system design 
(using SAI), a virtual radius mapping strategy ensures smooth tempo transitions 
(Figure 5), a hallmark of expert performance, even if the user’s driving behavior 
is erratic (Liu et al., 2006).
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FIGURE 4  ESP at the USC Festival 125 Pavilion. Photo by Elaine Chew.

FIGURE 5  Virtual radius mapping ensures smooth tempo transitions despite erratic 
driving. Source: Adapted from Liu et al., 2006.
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Charting the Dynamics of Ensemble Coordination

Remote collaboration is integral to our increasingly global and distributed 
workplaces and society. Musical ensemble performance offers a unique frame-
work through which to examine the dynamics of close collaboration and the 
challenges of human interaction in the face of network delays.

In a series of distributed immersive performance (DIP) experiments, we 
recorded the Tosheff Piano Duo performing Poulenc’s Piano Sonata for Four 
Hands with auditory delays ranging from 0 milliseconds (ms) to 150 ms. In 
one experiment, performers heard themselves immediately but heard the other 
performer with delays. Both performers reported that delays of more than 50 ms 
caused them to struggle to keep time and compromised their interpretation of the 
music (Chew et al., 2004).

By delaying each performer’s playing to his/her own ears so that it aligned 
with the incoming signal of the partner’s playing (see Figure 6), we created a more 
satisfying experience for the musicians that allowed them to adapt to the condi-
tions of delay and increased the delay threshold to 65 ms (Chew et al., 2005c), 
even for the Final, a fast and rhythmically demanding movement. Quantitative 
analysis showed a marked increase in the range of segmental tempo strategies 
between 50 ms and 75 ms and a marked decline at 100 ms and 150 ms (Chew et 
al., 2005b).

Most other experiments have treated network delay as a feature of free 
improvisation rather than a constraint of classical performance. A clapping 
experiment at Stanford showed that, as auditory delays increased, pairs of musi-

FIGURE 6  Delaying each player’s sound to his/her own ears to align with incoming audio 
of the other player’s sound.
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cians slowed down over time. They sped up modestly when delays were less than 
11.5 ms (Chafe and Gurevich, 2004). In similar experiments at the University 
of Rochester, Bartlette et al. (2006) found that latencies of more than 100 ms 
profoundly impacted the ability of musicians to play as a duo. Using more recent 
tools and techniques for music alignment and performance analysis, we can now 
conduct further experiments with the DIP files to create detailed maps of ensemble 
dynamics (Wolf and Chew, 2010).

On-the-Fly “Architecting” of a Musical Improvisation

Multimodal interaction for musical improvisation (MIMI) was created as a 
stand-alone performer-centric tool for human-machine improvisation (François et 
al., 2007). Figure 7 shows MIMI at her concert debut earlier this year.

MIMI takes user input, creates a factor oracle, and traverses it stochastically 
to generate recombinations of the original input (Assayag and Dubnov, 2004). In 
previous improvisation systems (Assayag et al., 2006; Pachet, 2003), performers 
reacted to machine output without prior warning. MIMI allows for more natural 
interaction by providing visual cues to the origins of the music being generated and 
by giving musicians a 10-second heads up and review of the musical material.

FIGURE 7  MIMI’s concert debut at the People Inside Electronics Concert in Pasadena, 
California, with Isaac Schankler. Photo by Elaine Chew.
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MIMI’s interface allows the performer to decide when the machine learns 
and when the learning stops, to determine the recombination rate (the degree of 
fragmenting of the original material), to decide when the machine starts and stops 
improvising, the loudness of playback, and when to clear the memory (François 
et al., 2010). By tracking these decisions as the performance unfolds, we can 
build a record of how an improviser “architects” an improvisation. As work with 
MIMI continues and performance decisions are documented, our understanding 
of musical (and hence, human) creativity and design will improve.

Open Courseware

Reviews of music-engineering research as open courseware can be found at 
www-scf.usc.edu/~ise575 (Chew, 2006). Each website includes a reading list, pre-
sentations and student reviews of papers, and links to final projects. For the 2010 
topic in Musical Prosody and Interpretation, highlights of student projects include 
Brian Highfill’s time warping of a MIDI (musical instrument digital interface) 
file of Wouldn’t It Be Nice to align with the Beach Boys’ recording of the same 
piece; Chandrasekhar Rajagopal’s comparison of guitar and piano performances 
of Granados’ Spanish Dance No. 5 ; and Balamurali Ramasamy Govindaraju’s 
charting of the evolution of vibrato in violin performance over time.
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Introduction

Michel Ingham

Jet Propulsion Laboratory

Jack Langelaan

Pennsylvania State University

Autonomous systems have become critical to the success of military and 
scientific missions. Vehicles like the Mars Exploration Rovers, which can autono-
mously drive through a cluttered environment to a goal and autonomously iden-
tify and extract features of scientific interest (e.g., dust devils and clouds) from 
images taken by onboard cameras, and the Boeing X-45A unmanned air vehicle 
(UAV), which demonstrated the first autonomous flight of a high-performance, 
combat-capable UAV and the first autonomous multi-vehicle coordinated flight, 
have reduced the level of human intervention from inner-loop control to high-
level supervision.

However, human involvement is still a critical component of robotic systems. 
In some cases, it is necessary from a legal and arguably moral standpoint (e.g., 
in autonomous strike missions), but in most cases humans are necessary because 
of the limitations of current technology. For example, it is still impossible for a 
robot to navigate autonomously along a crowded sidewalk or for a robotic explorer 
to demonstrate initiative or “decide what is interesting.” Even recovering from 
an error, such as a stuck wheel or an actuator fault, generally requires human 
intervention. 

The presentations in this session focus on aspects of autonomy that will 
bring robotic systems from controlled devices that can function for a few minutes 
without human intervention to systems that can function autonomously for days 
or weeks in poorly characterized, or even unknown, environments. The speakers, 
who represent academia, government, and industry, cover both aeronautical and 
space autonomous systems. Their presentations have been organized to progress 
from a single vehicle (including human interaction with the vehicle) to teams of 
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robots to the incorporation of autonomous unmanned air systems into the National 
Air Transportation System.

The first talk, by Mark Campbell (Cornell University), focuses on (1) tech-
niques for enabling “intelligence” in autonomous systems through probabilistic 
models of the environment and (2) the integration of human operators into the 
control/planning loop. Chad Frost (NASA Ames Research Center) provides an 
overview of the challenges to increasing automation in NASA’s current and future 
space missions, highlights examples of successful autonomous systems, and dis-
cusses some of the lessons learned from those experiences. 

The subject of the third talk, by Stefan Bieniawski (Boeing Research and 
Technology), is the role of health awareness in multi-vehicle autonomous systems. 
He describes how such systems can address failures of components in a vehicle 
or the failure of a vehicle in the team. In the final presentation, Ella Atkins (Uni-
versity of Michigan) discusses the formidable challenges associated with the safe, 
efficient integration of unmanned air systems into airspace currently traveled by 
manned aircraft and the importance of automation and autonomy in the deploy-
ment of the next-generation air transportation system (NextGen).
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Intelligent Autonomy in Robotic Systems

Mark Campbell

Cornell University

Automation is now apparent in many aspects of our lives, from aerospace 
systems (e.g., autopilots) to manufacturing processes (e.g., assembly lines) to 
robotic vacuum cleaners. However, although many aerospace systems exhibit 
some autonomy, it can be argued that such systems could be far more advanced 
than they are. For example, although autonomy in deep-space missions is impres-
sive, it is still well behind autonomous ground systems. Reasons for this gap range 
from proximity to the hardware and environmental hardships to scientists tending 
not to trust autonomous software for projects on which many years and dollars 
have been spent.

Looking back, the adoption of the autopilot, an example of advanced 
autonomy for complex systems, aroused similar resistance. Although autopilot 
systems are required for most commercial flights today, it took many years for 
pilots to accept a computer flying an aircraft.

Factors that influence the adoption of autonomous systems include reliabil-
ity, trust, training, and knowledge of failure modes. These factors are amplified 
in aerospace systems where the environment/proximity can be challenging and 
high costs and human lives are at stake. On deep-space missions, for example, 
which take many years to plan and develop and where system failure can often be 
traced back to small failures, there has been significant resistance to the adoption 
of autonomous systems.

In this article, I describe two improvements that can encourage more 
robust autonomy on aerospace missions: (1) a deeper level of intelligence in 
robotic systems; and (2) more efficient integration of autonomous systems and 
humans.
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Intelligence in Robotics

Current robotic systems work very well for repeated tasks (e.g., in manufac-
turing). However, their long-term reliability for more complex tasks (e.g., driving 
a car) is much less assured. Interestingly, humans provide an intuitive benchmark, 
because they perform at a level of deep intelligence that typically enables many 
complex tasks to be performed well. However, this level of intelligence is difficult 
to emulate in software. Characteristics of this deep intelligence include learning 
over time, reasoning about and overcoming uncertainties/new situations as they 
arise, and developing long-term strategies.

Researchers in many areas are investigating the concept of deeper intelligence 
in robotics. For our purposes, we look into three research topics motivated in 
part by tasks that humans perform intelligently: (1) tightly integrated perception, 
anticipation, and planning; (2) learning; and (3) verified plans in the presence of 
uncertainties.

Tightly Integrated Perception, Anticipation, and Planning

As robotic systems have matured, an important advancement has been 
the development of high-throughput sensors. Consider, for example, Cornell’s 
autonomous driving vehicle, one of only six that completed the 2007 DARPA 
Urban Challenge (DUC) (Figure 1). The vehicle (robot) has a perception sys-
tem with a 64-scan lidar unit (100Mbits/sec), 4‑scan lidar units (10MBits/sec), 
radars, and cameras (1,200Mbits/sec).

Although the vehicle’s performance in the DUC was considered a success 
(Iagnemma et al., 2008; Miller et al., 2008), there were many close calls, several 
small collisions, and a number of human-assisted restarts. In fact, the fragility of 
practical robotic intelligence was apparent when many simple mistakes in percep-
tion cascaded into larger failures.

One critical problem was the mismatch between perception, which is typi-
cally probabilistic because sensors yield data that are inherently uncertain com-
pared to the true system, and planning, which is deterministic because plans must 
be implemented in the real world. To date, perception research typically provides 
robotic planners with probabilistic “snapshots” of the environment, which leads 
to “reactive,” rather than “intelligent,” behaviors in autonomous robots.

Aerospace systems have similar problems. Figure 2 shows a cooperative 
unmanned air vehicle (UAV) system for searching out and tracking objects of 
interest (Campbell and Whitacre, 2007), such as tuna fish or survivors of hurri-
canes and fires. System failures include searching only part of an area, losing track 
of objects when they move out of sight (e.g., behind a tree or under a bridge), or 
vibrations or sensor uncertainty aboard the aircraft.

Overcoming these problems will require new theory that provides tighter 
linkage between sensors/probabilistic perception and actions/planning (Thrun et 
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al., 2005). Given the high data throughput of the sensors on most systems, a key 
first step is to convert “data to information.” This will require fusing data from 
many sensors to provide an accurate picture of the static, but potentially dynamic, 
environment, including terrain type and the identity and behaviors of obstacles 
(Diebel and Thrun, 2006; Schoenberg et al., 2010).

Take driving, for example. A human is very good at prioritizing relatively small 
amounts of information (i.e., from the eyes), as well as a priori learned models. 
If an object is far away, the human typically focuses on the “gist” of the scene, 
such as object type (Ross and Oliva, 2010). If an object is closer, such as when 
something is about to hit a car, the primary focus is on proximity, rather than type 
(Cutting, 2003). To ensure that large amounts of data are transformed into critical 
information that can be used in decision making, we need new representations and 
perception methods, particularly methods that are computationally tractable.

Plans must then be developed based on probabilistic information. Thus, the 
second essential step is to convert “information to decisions,” which will require 
a new paradigm to ensure that planning occurs to a particular level of probability, 
while also incorporating changes in the environment, such as the appearance of 
objects (from the perceived information and a priori models). This is especially 
important in dynamic environments, where the behavior and motion of objects 
are strongly related to object type.

For autonomous driving (Figure 1), important factors for planning include the 
motion of other cars, cyclists, and pedestrians in the context of a map (Blackmore 
et al., 2010; Hardy and Campbell, 2010; Havlak and Campbell, 2010). For coop-
erative UAVs (Figure 2), important factors include the motion of objects and other 
UAVs (Grocholsky et al., 2004; Ousingsawat and Campbell, 2007). Although 
humans typically handle these issues well by relying on learned models of objects, 
including their motions and behaviors, developing robotic systems that can handle 
these variables reliably can be computationally demanding (McClelland and 
Campbell, 2010).

For single and cooperative UAV systems, such as those used for search and 
rescue or defense missions, data are typically in the form of optical/infra-red 
video and lidar. The necessary information includes detecting humans, locating 
survivors in clutter, and tracking moving cars—even if there are visual obstruc-
tions, such as trees or buildings. Actions based on this information then include 
deciding where to fly, a decision strongly influenced by sensing and coverage, 
and deciding what information to share (among UAVs and/or with ground 
operators). Ongoing work in sensor fusion and optimization-based planning 
have focused on these problems, particularly as the number of UAVs increases 
(Campbell and Whitacre, 2007; Ousingsawat and Campbell, 2007).

Learning

Humans typically drive very well because they learn safely over time (rules, 
object types and motion, relative speeds, etc.). However, for robots, driving well is 
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very challenging, especially when uncertainties are prevalent. Consider Figure 3, 
which shows a map of the DUC course, with an overlay of 53 instances of emer-
gency slamming of brakes by Cornell’s autonomous vehicle. Interestingly, many 
of these braking events occurred during multiple passes near the same areas; the 
most frequent (18 times) took place near a single concrete barrier jutting out from 
the others, making it appear (to the perception algorithms) that it was another car 
(Miller et al., 2008).

Currently, a number of researchers exploring learning methods (e.g., Abbeel 
et al., 2010) have developed algorithms that learn helicopter dynamics/maneuver 
models over time from data provided by an expert pilot (Figure 3). Although learn-
ing seems straightforward to humans, it is difficult to implement algorithmically. 
New algorithms must be developed to ensure safe learning over time and adjust 
to new environments or uncertainties that have not been seen before (e.g., if at 
some point a car really did appear).

Verification and Validation in the Presence of Uncertainties

Current methods of validating software for autonomy in aerospace systems 
involve a series of expensive evaluation steps to heuristically develop confidence 
in the system. For example, UAV flight software typically requires validation 
first on a software simulator, then on a hardware-in-the-loop simulator, and then 
on flight tests. Fault-management systems continue to operate during flights, as 
required.

Researchers in formal logic, model checkers, and control theory have recently 
developed a set of tools that capture specification of tasks using more intuitive 
language/algorithms (Kress-Gazit et al., 2009; Wongpiromsarn et al., 2009). Con-

FIGURE 3  Left: Map of the DUC course (lines = map; circles = stop signs). Black squares 
indicate where brakes were applied quickly during the six-hour mission. Right: A model 
helicopter (operated by remote control or as an autonomous vehicle) in mid-maneuver. 
These complex maneuvers can be learned from an expert or by experimentation. Photo 
by E. Fratkin.
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sider, for example, a car driving through an intersection with another car in the 
area (Figure 4). The rules of the road can be specified by logic, and controllers for 
autonomous driving can be automatically generated. Current research, however, 
typically addresses only simple models with little or no uncertainty.

New theory and methods will be necessary to incorporate uncertainties in per-
ception, motion, and actions into a verifiable planning framework. Logic specifica-
tions must provide probabilistic guarantees of the high-level behavior of the robot, 
such as provably safe autonomous driving 99.9 percent of the time. These methods 
are also obviously important for aerospace systems, such as commercial airplanes 
and deep-space missions, where high costs and many lives are at risk.

Interaction between Humans and Robots

Although interaction between humans and robots is of immense importance, 
it typically has a soft theoretical background. Human-robotic interaction, as it is 
typically called, includes a wide range of research. For example, tasks must be 
coordinated to take advantage of the strengths of both humans and robots; theory 
must scale well with larger teams; humans must not become overloaded or bored; 
and external influences, such as deciding if UAVs will have the ability to make 
actionable decisions or planetary rovers will be able to make scientific decisions, 
must be taken into consideration.

Efficient integration of autonomy with humans is essential for advanced 
aerospace systems. For example, a robot vacuuming a floor requires minimal 
interaction with humans, but search and tracking using a team of UAVs equipped 
with sensors and weapons is much more challenging, not only because of the 
complexity of the tasks and system, but also because of the inherent stress of 
the situation.

FIGURE 4  Example of using probabilistic anticipation for provably safe plans in 
autonomous driving.
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The subject of interactions between humans and robots has many aspects 
and complexities. We look at three research topics, all of which may lead to more 
efficient and natural integration: (1) fusion of human and robotic information; 
(2) natural, robust, and high-performing interaction; and (3) scalable theory that 
enables easy adoption as well as formal analysis.

Fusion of Human and Robotic Information

Humans typically provide high-level commands to autonomous robots, but 
clearly they can also contribute important information, such as an opinion about 
which area of Mars to explore or whether a far off object in a cluttered environ-
ment is a person or a tree. Critical research is being conducted using machine-
learning methods to formally model human opinions/decisions as sources of 
uncertain information and then fuse it with other information, such as information 
provided by the robot (Ahmed and Campbell, 2008, 2010).

Figure 5 shows a search experiment with five humans, each of whom has a 
satellite map overlaid with a density function that probabilistically captures the 
“location” of objects (Bourgault et al., 2008). The human sensor, in this case, is 
relatively simple: yes/no detection. A model of the human sensing process was 
developed by having the humans locate objects at various locations relative to their 
positions and look vectors. Intuitively, the ability to detect an object declines with 
increasing range and peripheral vision.

The fusion process, however, must also include uncertain measurements of 
the human’s location and look vector. During the experiment, each human moved 
to a separate area, while fusing his/her own (uncertain) sensory information to 
create an updated density function for the location of objects. Fusion with infor-
mation from other humans occurred when communication allowed—in this case, 

FIGURE 5  Search experiment with a network of five humans. Left: Humans with hand-
held PCs, local network, GPS, and compass. Right: Overlay of satellite imagery with a 
density of “probable” locations.
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only at close range. Figure 5 shows the trajectory of one human’s path and the 
real-time fused density of object location.

This experiment demonstrated initial decision modeling and fusion results, 
but the human decision was decidedly simple. To be useful, however, research, 
particularly in the area of machine learning, must model more complex outputs, 
such as strategic decisions over time or decisions made with little a priori data. 
New methods will be necessary to fuse information from many different sources, 
such as a human classifying items based on a discrete set of objects or pointing 
to a continuous area, or combinations of the two.

Natural, Robust, High-Performing Interaction

For effective teamwork by humans and robots, it is important to understand 
the strengths and weaknesses of both. Humans can provide critical strategic 
analyses but are subject to stress and fatigue, as well as boredom. In addition, 
they may have biases that must be taken into account (Parasuraman et al., 2000; 
Shah et al., 2009). Robots can perform repetitious tasks without bias or feelings. 
The strengths and weaknesses of both are, in effect, constraints in the design of 
systems in which humans and robots must work together seamlessly.

The most common interaction is through a computer, such as a mouse, 
keyboard, and screen. Sometimes, however, a human operator may be presented 
with more critical information for monitoring or decision making than he/she can 
handle. For example, the operator may be monitoring two UAVs during a search 
mission, and both may require command inputs at the same time. Or a human 
operator who becomes bored when monitoring video screens for hours at a time 
may not respond as quickly or effectively as necessary when action is required.

Taking advantage of recent commercial developments in computers that allow 
humans to interact with systems in many ways, current research is focused on 
multi-modal interaction. For example, Finomore et al. (2007) explored voice and 
chat inputs. Shah and Campbell (2010) are focusing on drawing commands on 
a tablet PC (Figure 6), where pixels are used to infer the “most probable” com-
mands. The human operator can override a command if it is not correct, and the 
next most probable command will be suggested. Results of this study have shown 
a high statistical accuracy in recognizing the correct command by the human 
(Shah and Campbell, 2010).

More advanced systems are also being developed. Kress-Gazit and col-
leagues (2008) have developed a natural language parser that selects the appro-
priate command from spoken language and develops a provably correct control-
ler for a robot. Boussemart and Cummings (2008) and Hoffman and Breazeal 
(2010) are working on modeling the human as a simplified, event-based decision 
maker; the robot then “anticipates” what the human wants to do and makes 
decisions appropriately. Although the latter approach is currently being applied 
only to simplified systems, it has the potential to improve team performance. 
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Even non-traditional interfaces, such as commanding a UAV by brain waves, 
are being investigated (Akce et al., 2010).

Scalable Theory 

A key constraint on the development of theory and implementations of teams 
of humans and robots is being able to scale up the theory to apply to large numbers 
(McLoughlin and Campbell, 2007; Sukkarieh et al., 2003). This is particularly 
important in defense applications, where hundreds, sometimes thousands of 
humans/vehicles must share information and plan together.

Most of the focus has been on hierarchical structures, but fully decentralized 
structures might also be effective (Ponda et al., 2010). Recent research has focused 
almost exclusively on large teams of cooperative vehicles, but given some level of 
human modeling, these methods could work for human/robot teams as well. The 
testing and adoption of these approaches, which will necessarily depend partly 
on cost and reliability, will continue to be challenging.
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Challenges and Opportunities  
for Autonomous Systems in Space

Chad R. Frost

NASA Ames Research Center

With the launch of Deep Space 1 in 1998, the autonomous systems com-
munity celebrated a milestone—the first flight experiment demonstrating the 
feasibility of a fully autonomous spacecraft. We anticipated that the advanced 
autonomy demonstrated on Deep Space 1 would soon be pervasive, enabling sci-
ence missions, making spacecraft more resilient, and reducing operational costs.

However, the pace of adoption has been relatively slow. When autonomous 
systems have been used, either operationally or as an experiment or demonstra-
tion, they have been successful. In addition, outstanding work by the autonomous-
systems community has continued to advance the technologies of autonomous 
systems (Castaño et al., 2006; Chien et al., 2005; Estlin et al., 2008; Fong et al., 
2008; Knight, 2008). 

There are many reasons for putting autonomous systems on board spacecraft. 
These include maintenance of the spacecraft despite failures or damage, exten-
sion of the science team through “virtual presence,” and cost-effective operation 
over long periods of time. Why, then, has the goal of autonomy not been more 
broadly adopted?

Definition of Autonomy

First, we should clarify the difference between autonomy and automation. 
Many definitions are possible (e.g., Doyle, 2002), but here we focus on the need 
to make choices, a common requirement for systems outside our direct, hands-on 
control.

An automated system doesn’t make choices for itself—it follows a script, 
albeit a potentially sophisticated script, in which all possible courses of action 
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have already been made. If the system encounters an unplanned-for situation, it 
stops and waits for human help (e.g. it “phones home”). Thus, for an automated 
system choices have either already been made and encoded, or they must be made 
externally.

By contrast, an autonomous system does make choices on its own. It tries to 
accomplish its objectives locally, without human intervention, even when encoun-
tering uncertainty or unanticipated events. 

An intelligent autonomous system makes choices using more sophisticated 
mechanisms than other systems. These mechanisms often resemble those used by 
humans. Ultimately, the level of intelligence of an autonomous system is judged 
by the quality of the choices it makes. Regardless of the implementation details, 
however, intelligent autonomous systems are capable of more “creative” solutions 
to ambiguous problems than are systems with simpler autonomy, or automated 
systems, which can only handle problems that have been foreseen. 

A system’s behavior may be represented by more than one of these descrip-
tions. A domestic example of such a system, iRobot’s Roomba™ line of robotic 
vacuum cleaners, illustrates how prosaic automation and autonomy have become. 
The Roomba must navigate a house full of obstacles while ensuring that the 
carpet is cleaned—a challenging task for a consumer product. We can evaluate 
the Roomba’s characteristics using the definitions given above:

•	 The Roomba user provides high-level goals (vacuum the floor, but don’t 
vacuum here, vacuum at this time of day, etc.)

•	 The Roomba must make some choices itself (how to identify the room 
geometry, avoid obstacles, when to recharge its battery, etc).

•	 The Roomba also has some automated behavior and encounters situa-
tions it cannot resolve on its own (e.g., it gets stuck, it can’t clean its own 
brushes, etc.).

Overall, the Roomba has marginal autonomy, and there are numerous situa-
tions it cannot deal with by itself. It is certainly not intelligent. However, it does 
have basic on-board diagnostic capability (“clean my brushes!”) and a strategy 
(as seen in Figure 1) for vacuuming a room about whose size and layout it was 
initially ignorant. Roomba demonstrates the potential for the widespread use of 
autonomous systems in our daily lives.

autonomy for space missions

So much has been written on this topic that we can barely scratch the surface 
of a deep and rewarding discussion in this short article. However, we can examine 
a few recurring themes. The needs for autonomous systems depend, of course, 
on the mission. Autonomous operation of the spacecraft, its subsystems, and the 
science instruments or payload become increasingly important as the spacecraft 
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FIGURE 1  Long-exposure image of Roomba’s path while navigating a room. Photo by 
Paul Chavady, used with permission.

is required to deal with phenomena that occur on time scales shorter than the 
communication latency between the spacecraft and Earth. But all spacecraft must 
maintain function “to ensure that hardware and software are performing within 
desired parameters, and [find] the cause of faults when they occur” (Post and 
Rose, undated).

Virtual Presence

“Virtual presence” is often cited as a compelling need for autonomy. Scien-
tific investigation, including data analysis and discovery, becomes more challeng-
ing the farther away the scientific instruments are from the locus of control. Doyle 
(2002) suggests that “. . . a portion of the scientist’s awareness will begin to move 
onboard, i.e., an observing and discovery presence. Knowledge for discriminat-
ing and determining what information is important would begin to migrate to the 
space platform.” Marvin Minsky (1980), a pioneer of artificial intelligence, made 
the following observation about the first lunar landing mission in 1969:

With a lunar telepresence vehicle making short traverses of one kilometer per 
day, we could have surveyed a substantial area of the lunar surface in the ten 
years that have slipped by since we landed there.”
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Add another three decades, and Minsky’s observation takes on even greater 
relevance. 

Traversing extraterrestrial sites is just one example of the ongoing “dirty, dull, 
dangerous” work that it is not cost-effective, practical, or safe for humans to do. 
Yet these tasks have great potential for long-term benefits. As Minsky pointed out, 
even if the pace of investigation or work is slower than what humans in situ might 
accomplish, the cumulative effort can still be impressive. The Mars Exploration 
Rovers are a fine example. In the six years since they landed, they have jointly 
traversed more than 18 miles and collected hundreds of thousands of images.

Thus, autonomous systems can reduce the astronauts’ workload on crewed 
missions. An astronaut’s limited, valuable time should not be spent verifying 
parameters and performing spacecraft housekeeping, navigation, and other chores 
that can readily be accomplished by autonomous systems.

Another aspect of virtual presence is robotic mission enablers, such as the 
extension of the spacecraft operator’s knowledge onto the spacecraft, enabling 
“greater onboard adaptability in responding to events, closed-loop control for 
small body rendezvous and landing missions, and operation of the multiple free-
flying elements of space-based telescopes and interferometers” (Doyle, 2002). 
Several of these have been demonstrated, such as the Livingstone 2, which pro-
vided on-board diagnostics on Earth Orbiter 1 (EO1) (Hayden et al., 2004) and 
full autonomy, including docking and servicing with Orbital Express (Ogilvie et 
al., 2008).

Common Elements of Autonomous Systems

The needs autonomous systems can fulfill can be distilled down to a few com-
mon underlying themes: mitigating latency (the distance from those interested in 
what the system is doing); improving efficiency by reducing cost and mass and 
improving the use of instrument and/or crew time; and managing complexity by 
helping to manage spacecraft systems that have become so complex they are dif-
ficult, sometime impossible, for humans on-board or on the ground to diagnose 
and solve problems. Nothing is flown on a spacecraft that has not “paid” for itself, 
and this holds true for the software that gives it autonomy.

Success stories

Where do we stand today in terms of deployed autonomous systems? Specifi-
cally, which of the technology elements that comprise a complex, self-sufficient, 
intelligent system have flown in space? There have been several notable successes. 
Four milestone examples illustrate the progress made: Deep Space 1, which flew 
the first operational autonomy in space; Earth Observing 1, which demonstrated 
autonomous collection of science data; Orbital Express, which autonomously 
carried out spacecraft servicing tasks; and the Mars Exploration Rovers, which 
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have been long-term hosts for incremental improvements in their autonomous 
capabilities.

Deep Space 1. A Remote Agent Experiment

In 1996, NASA specified an autonomous mission scenario called the New 
Millennium Autonomy Architecture Prototype (NewMAAP). For that mission, a 
Remote Agent architecture that integrated constraint-based planning and schedul-
ing, robust multi-threaded execution, and model-based mode identification and 
reconfiguration was developed to meet the NewMAAP requirements (Muscettola 
et al., 1998; Pell et al., 1996). This architecture was described by Muscettola in 
1998:

The Remote Agent architecture has three distinctive features: First, it is largely 
programmable through a set of compositional, declarative models. We refer to 
this as model-based programming. Second, it performs significant amounts of 
on-board deduction and search at time resolutions varying from hours to hun-
dreds of milliseconds. Third, the Remote Agent is designed to provide high-level 
closed-loop commanding.

Based on the success of NewMAAP as demonstrated in the Remote Agent, 
it was selected as a technology experiment on the Deep Space 1 (DS1) mission. 
Launched in 1998, the goal of DS1 (Figure 2) was to test 12 cutting-edge tech-
nologies, including the Remote Agent Experiment (RAX), which became the first 
operational use of “artificial intelligence” in space. DS1 functioned completely 
autonomously for 29 hours, successfully operating the spacecraft and responding 
to both simulated and real failures.

Earth Observing 1. An Autonomous Sciencecraft Experiment

Earth Observing 1 (EO1), launched in 2000, demonstrated on-board diag
nostics and autonomous acquisition and processing of science data, specifically, 
imagery of dynamic natural phenomena that evolve over relatively short time spans 
(e.g., volcanic eruptions, flooding, ice breakup, and changes in cloud cover).

The EO1 Autonomous Sciencecraft Experiment (ASE) included autonomous 
on-board fault diagnosis and recovery (Livingstone 2), as well as considerable 
autonomy of the science instruments and downlink of the resulting imagery and 
data. Following this demonstration, ASE was adopted for operational use. It has 
been in operation since 2003 (Chien et al., 2005, 2006).

A signal success of the EO1 mission was the independent capture of volcanic 
activity on Mt. Erebus. In 2004, ASE detected an anomalous heat signature, sched-
uled a new observation, and effectively detected the eruption by itself. Figure 3 
shows 2006 EO1 images of the volcano.
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FIGURE 2  Deep Space 1 flew the Remote Agent Experiment, which demonstrated full 
spacecraft autonomy for the first time. Figure courtesy of NASA/JPL-Caltech. 
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FIGURE 3  Images of volcanic Mt. Erebus, autonomously collected by EO1. NASA image 
created by Jesse Allen, using EO-1 ALI data provided courtesy of the NASA EO1 Team.

Orbital Express

In 2007, the Orbital Express mission launched two complimentary spacecraft, 
ASTRO and NextSat, with the goal of demonstrating a complete suite of the 
technologies required to autonomously service satellites on-orbit. The mission 
demonstrated several levels of on-board autonomy, ranging from mostly ground-
supervised operations to fully autonomous capture and servicing, self-directed 
transfer of propellant, and automatic capture of another spacecraft using a robotic 
arm (Boeing Integrated Defense Systems, 2006; Ogilvie et al., 2008). These 
successful demonstrations showed that servicing and other complex spacecraft 
operations can be conducted autonomously.

Mars Exploration Rovers

Since landing on Mars in 2004, the Mars Exploration Rovers, Spirit and Oppor-
tunity, have operated with increasing levels of autonomy. An early enhancement 
provided autonomous routing around obstacles; another automated the process of 
calculating how far the rover’s arm should reach out to touch a particular rock. 

In 2007, the rovers were updated to autonomously examine sets of sky 
images, determine which ones showed interesting clouds or dust devils, and 
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send only those images back to scientists on Earth. The most recent software 
has enabled Opportunity to make decisions about acquiring new observations, 
such as selecting rocks on the basis of shape and color, for imaging by the wide-
angle navigation camera and detailed inspection with the narrow-field panoramic 
camera (Estlin et al., 2008).

Remaining Challenges

Despite the compelling need for spacecraft autonomy and the feasibility 
demonstrated by the successful missions described above, obstacles remain to the 
use of autonomous systems as regular elements of spacecraft flight software. Two 
kinds of requirements for spacecraft autonomy must be satisfied: (1) functional 
requirements, which represent attributes the software must objectively satisfy for 
it to be acceptable; and (2) perceived requirements, which are not all grounded in 
real mission requirements but weigh heavily in subjective evaluations of autono-
mous systems. Both types of requirements must be satisfied for the widespread 
use of autonomous systems.

Functional Requirements

From our experience thus far, we have a good sense of the overarching func-
tional requirements for space mission autonomy. Muscettola et al. (1998) offer a 
nicely distilled set of these requirements (evolved from Pell et al., 1996).

“First, a spacecraft must carry out autonomous operations for long periods 
of time with no human intervention.” Otherwise, what’s the point of including 
autonomous systems? Short-term autonomy may be even worse than no autonomy 
at all. If humans have to step in to a nominally autonomous process, they are likely 
to spend a lot of time trying to determine the state of the spacecraft, how it got 
that way, and what needs to be done about it.

“Second, autonomous operations must guarantee success given tight dead-
lines and resource constraints.” By definition, if an unplanned circumstance arises, 
an autonomous system cannot stop and wait indefinitely either for human help or 
to deliberate on a course of action. The system must act, and it must do so expedi-
ently. Whether autonomy can truly guarantee success is debatable, but at least it 
should provide the highest likelihood of success. 

“Third, since spacecraft are expensive and are often designed for unique 
missions, spacecraft operations require high reliability.” Even in the case of a 
(relatively) low-cost mission and an explicit acceptance of a higher level of 
risk, NASA tends to be quite risk-averse! Failure is perceived as undesirable, 
embarrassing, “not an option,” even when there has been a trade-off between 
an increased chance of failure and a reduction in cost or schedule. Autonomy 
must be perceived as reducing risk, ideally, without significantly increasing cost 
or schedule. Program managers, science principal investigators, and spacecraft 
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engineers want (and need) an answer to their frequently asked question, “How 
can we be sure that your software will work as advertised and avoid unintended 
behavior?” 

“Fourth, spacecraft operation involves concurrent activity by tightly coupled 
subsystems.” Thus, requirements and interfaces must be thoroughly established 
relatively early in the design process, which pushes software development forward 
in the program and changes the cost profile of the mission.

Perceived Requirements

Opinions and perceptions, whether objectively based or not, are significant 
challenges to flying autonomous systems on spacecraft. Some of the key require-
ments and associated issues are identified below.

Reliability

As noted above, the question most frequently asked is whether autonomy 
software will increase the potential risk of a mission (Frank, 2008b). The ques-
tion really being asked is whether the autonomous systems have the ability to deal 
with potentially loss-of-mission failures sufficiently to offset the added potential 
for software problems.

Complexity

Bringing autonomous systems onto a spacecraft is perceived as adding 
complexity to what might otherwise be a fairly straightforward system. Certainly 
autonomy increases the complexity of a simple, bare-bones system. This question 
is more nuanced if it is about degrees of autonomy, or autonomy versus automa-
tion. As spacecraft systems themselves become more complex, or as we ask them 
to operate more independently of us, must the software increase in sophistication 
to match? And, does sophistication equal complexity?

Cost

Adding many lines of code to support autonomous functions is perceived as 
driving up the costs of a mission. The primary way an autonomous system “buys” 
its way onto a spacecraft is by having the unique ability to enable or save the mis-
sion. In addition, autonomous systems may result in long-term savings by reduc-
ing operational costs. However, in both cases, the benefits may be much more 
difficult to quantify than the cost, thus, making the cost of deploying autonomous 
systems highly subjective.
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Sci-Fi Views of Autonomy

This perceptive requirement boils down to managing expectations and educat-
ing people outside the intelligent-systems community, where autonomous systems 
are sometimes perceived as either overly capable, borderline Turing machines, or 
latent HAL-9000s ready to run amok (or worse, to suffer from a subtle, hard-to-
diagnose form of mental illness). Sorry, but we’re just not there yet!

addressing the challenges

The principal challenge to the deployment of autonomous systems is risk-
reduction (real or perceived). Improvements can be achieved in several ways.

Processes

Perhaps the greatest potential contributor to the regular use of autonomous 
systems on spacecraft is to ensure that rigorous processes are in place to (1) thor-
oughly verify and validate the software, and (2) minimize the need to develop 
new software for every mission. Model-based software can help address both of 
these key issues (as well as others) as this approach facilitates rigorous validation 
of the component models and the re-use of knowledge.

The model-based software approach was used for the Remote Agent Experi-
ment (Williams and Nayak, 1996) and for the Livingstone 2 diagnostic engine 
used aboard EO1 (Hayden et al., 2004). However, processes do not emerge fully 
formed. Only through the experience of actually flying autonomous systems 
(encompassing both successes and failures) can we learn about our processes and 
the effectiveness of our methods. 

Demonstrations

The next most effective way to reduce risk is to increase the flight experience 
and heritage of autonomous software components. This requires a methodical 
approach to including autonomous systems on numerous missions, initially as 
“ride-along” secondary or tertiary mission objectives, but eventually on missions 
dedicated to experiments of autonomy. 

This is not a new idea. NASA launched DS1 and EO1 (and three other space-
craft) under the auspices of the New Millennium Program, which was initiated in 
1995 with the objective of validating a slate of technologies for space applications. 
However, today there is no long-term strategy in place to continue the develop-
ment and validation of spacecraft autonomy.
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Fundamental Research

We have a long way to go before autonomous systems will do all that we 
hope they can do. Considerable research will be necessary to identify new, creative 
solutions to address the many challenges that remain. For example, it can be a 
challenge to build an integrated system of software to conduct the many facets 
of autonomous operations (including, e.g., planning, scheduling, execution, fault 
detection, and fault recovery) within the constraints of spaceflight computing 
hardware. Running on modern terrestrial computers, let alone much slower flight-
qualified hardware, algorithms to solve the hard problems in these disciplines may 
be intractably slow.

Academic experts often know how to create algorithms that can theoreti-
cally run fast enough, but their expertise must be transformed into engineering 
discipline—practical, robust software suitable for use in a rigorous real-time 
environment—and integrated with the many other software elements that must 
simultaneously function.

Education

As we address the issues listed above, we must simultaneously educate 
principal investigators, project managers, and the science community about the 
advantages of autonomous systems and their true costs and savings.

Opportunities

There are many upcoming missions in which autonomy could play a major 
role. Although so far, human spaceflight has been remarkably devoid of autonomy, 
as technologies are validated in unmanned spacecraft and reach levels of maturity 
commensurate with other human-rated systems, there is great potential for autono-
mous systems to assist crews in maintaining and operating even the most complex 
spacecraft over long periods of time. Life support, power, communications, and 
other systems require automation, but would also benefit from autonomy (Frank, 
2008a).

Missions to the planets of our solar system and their satellites will increas-
ingly require the greatest possible productivity and scientific return on the large 
investments already made in the development and launch of these sophisticated 
spacecraft. Particular destinations, such as the seas of Europa, will place great 
demands on autonomous systems, which will have to conduct independent 
explorations in environments where communication with Earth is difficult or 
impossible. Proposed missions to near-Earth objects (NEOs) will entail autono-
mous rendezvous and proximity operations, and possibly contact with or sample 
retrieval from the object.

A variety of Earth and space science instruments can potentially be made 
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autonomous, in whole or in part, independently of whether the host spacecraft 
has any operational autonomy. Autonomous drilling equipment, hyperspectral 
imagers, and rock samplers have all been developed and demonstrated terrestrially 
in Mars-analog environments. EO1 and the Mars Exploration Rovers were (and 
are) fine examples of autonomous science systems that have improved our ability 
to respond immediately to transient phenomena.

This is hardly an exhaustive list of the possibilities, but it represents the broad 
spectrum of opportunities for autonomous support for space missions. Numerous 
other missions, in space, on Earth, and under the seas could also be enhanced or 
even realized by the careful application of autonomous systems.

Conclusions

Looking back, we have had some great successes, and looking ahead, we 
have some great opportunities. But it has been more than a decade since the first 
autonomous systems were launched into space, and operational autonomy is not 
yet a standard practice. So what would enable the adoption of autonomy by more 
missions?

•	 An infrastructure (development, testing, and validation processes) and 
code base in place, so that each new mission does not have to re-invent 
the wheel and will only bear a marginal increase in cost;

•	 A track record (“flight heritage”) establishing reliability; and
•	 More widespread understanding of the benefits of autonomous systems.

To build an infrastructure and develop a “flight heritage,” we will have to 
invest. Earth-based rovers, submarines, aircraft, and other “spacecraft analogs” 
can serve (and frequently do serve) as lower cost, lower risk validation platforms. 
Such developmental activities should lead to several flights of small spacecraft that 
incrementally advance capabilities as they add to the flight heritage and experience 
of the technology and the team.

Encouraging and developing understanding will depend largely on technolo-
gists listening to those who might someday use their technologies. Unless we 
hear and address the concerns of scientists and mission-managers, we will not 
be able to explain how autonomous systems can further scientific goals. If the 
autonomous-systems community can successfully do these things, we as a society 
stand to enter an exciting new period of human and robotic discovery.
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Health Awareness in Systems of  
Multiple Autonomous Aerospace Vehicles

Stefan Bieniawski

Boeing Research & Technology

Significant investments have been made in the development of off-line sys-
tems for monitoring and predicting the condition and capabilities of aerospace 
systems, usually for the purpose of reducing operational costs. A recent trend, 
however, has been to include these technologies online and use the information 
they provide for real-time autonomous or semi-autonomous decision making. 
Health-based adaptations are common in systems that control critical func-
tions, such as redundant flight control systems, but as the scope of systems has 
expanded—for instance, to systems with multiple vehicles—new challenges and 
opportunities continue to arise. 

Recent studies have explored health-based adaptations at all levels (sub
system, system, and systems-of-systems layers) of a heterogeneous, multi-vehicle 
system. This emphasis on health awareness has the potential to address two needs: 
(1) to improve safety, overall system performance, and reliability; and (2) to 
meeting the expectations (situational awareness, override capability, and task or 
mission definition) of human operators, who are inevitably present.

One approach to evaluating complex, multi-vehicle systems is to use a 
subscale indoor flight-test facility where common real faults are manifested in 
different forms. This type of facility can handle a great many flight hours at low 
cost for a wide range of vehicle types and component technologies. The lessons 
learned from these tests and from the architecture developed to complete them 
are relevant for a large variety of aerospace systems. 

This paper begins with a brief review of health awareness in aerospace 
vehicles and highlights of recent research. Key challenges are then discussed fol-
lowed by a description of the integrated, experiment-based approach mentioned 
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above. The paper concludes with a summary of lessons learned and opportunities 
for further research.

BACKGROUND

“Health management” in the context of aerospace systems can be defined as 
the use of measured data and supporting diagnostic and prognostic algorithms to 
determine the condition and predict the capability of systems and subsystems. 
The “condition,” which provides insight into the current state of the system 
or subsystem, is primarily determined by diagnostic algorithms. As a notional 
example, determining condition might include measuring the voltage of a battery 
(diagnosis) and assessing its state (fully charged, partially charged, discharged). 
Determining “capability,” which requires more sophisticated prognostic algo-
rithms, might involve estimating the amount of charge or remaining time at a 
selected load level (prognosis). A more advanced capability would be an estimate 
of the number of remaining charge/discharge cycles. 

Diagnostic algorithms are now commonly used in commercial and military 
aircraft and are a basic tool for many maintenance services. These technolo-
gies, which minimize the time aircraft must be out of service for maintenance, 
have tremendous value. Based on the extensive measurement suites available on 
existing aircraft, analyses are typically used for binary decision making (e.g., 
continue to use or replace). Although in some cases the information is down-
linked in near real time, analyses are generally performed off-line at regular 
intervals. 

Online diagnostic algorithms have only been used in limited situations for 
critical applications; these include real-time sensor integrity algorithms for man-
aging redundancy in multichannel, fly-by-wire, flight control systems. Despite 
the limited use of these algorithms, their successes to date have illustrated the 
potential for health-based algorithms and decision making.

Ongoing research is being done on expanding the application of health-
based diagnostic and “longer viewing” prognostic algorithms, which could 
significantly improve real-time decision making. Recent research has focused 
on how these technologies might be used in real time to augment decision mak-
ing by autonomous systems and systems-of-systems. The research is divided 
into several categories: (1) sensors for providing raw data for algorithms; 
(2) diagnostic and prognostic algorithms for mining data and providing action-
able condition and capability information; and (3) algorithms for using condi-
tion and capability data to make decisions. The resulting health-based adaptation 
can be made in various layers in a large-scale system or system-of-systems, 
ranging from subsystems (e.g., primary flight control or power management) 
to systems (e.g., individual vehicles) to systems-of-systems (e.g., multi-vehicle 
mission management).
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CHALLENGES

Researchers have focused on identifying and addressing several key chal-
lenges. These include system complexity, the development of a system architec-
ture, and a suitable evaluation environment. 

System Complexity

In the large-scale systems of interest, there are subtle interactions between 
subsystems, systems, prototype algorithms, and the external environment. These 
interactions can lead to emergent behavior that makes it difficult to understand the 
contributions of various algorithms to overall system performance. 

For instance, consider the effect of a new algorithm for ensuring the safe 
separation of aerial vehicles. How does this algorithm perform in the context of a 
large air traffic network in the presence of faults in various components and com-
munication links? And how might these same technology elements be applicable 
to alternate missions such as search and rescue missions? A related issue is the 
development of suitable high-level system missions and associated metrics for 
the quantifiable evaluation of performance.

Development of an Adequate Architecture

A second challenge is to develop a system architecture that provides a frame-
work for guiding and maturing technology components. Much of the development 
of existing algorithms is performed in isolation. Thus, even though it is based on 
excellent theoretical results, the consideration of peripheral effects in the complete 
system may be limited. An effective system architecture must be modular to allow 
the various technology elements to be implemented and evaluated in a representa-
tive context with one another. 

Evaluation Environment 

The third challenge is to ensure that the evaluation environment has sufficient 
complexity, scope, and flexibility to address the first two challenges. Simulations 
have some potential, but hands-on experiments with real hardware are essential 
to maturing technologies and addressing the challenges.

RECENT ADVANCES

Recent advances in motion-capture technology combined with continued 
developments in small-scale electronics can enable the rapid design and evalu-
ation of flight vehicle concepts (Troy et al., 2007). These evaluations can be 
extended to the mission level with additional vehicles and associated software. 
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Boeing has been collaborating with other researchers since 2006 on the develop-
ment of an indoor flight-test capability for the rapid evaluation of multi-vehicle 
flight control (Halaas et al., 2009; How et al., 2008; Saad et al., 2009). Several 
other researchers have also been developing multi-vehicle test environments, 
both outdoor (Hoffmann et al., 2004; Nelson et al., 2006) and indoor (Holland 
et al., 2005; Vladimerouy et al., 2004). 

Boeing has focused on indoor, autonomous flight capability where the burden 
of enabling flight is on the system rather than on the vehicles themselves. This 
arrangement makes it possible for novel concepts to be flown quickly with little 
or no modification. This also enables the rapid increase in the number of vehicles 
with minimal effort. 

Boeing has also focused on improving the health and situational awareness 
of vehicles (Halaas et al., 2009). The expanded-state knowledge now includes 
information related to the power consumption and performance of various aspects 
of the vehicle. Automated behaviors are implemented to ensure safe, reliable flight 
with minimal oversight, and the dynamics of these behaviors are considered in 
mission software. The added information is important for maximizing individual 
and system performance.

EXPERIMENTAL ENVIRONMENT for integrated systems

To address the challenges mentioned above, Boeing Research & Technology 
has integrated component technologies into an open architecture with simpli-
fied subsystems and systems with sufficient fidelity to explore critical, emergent 
issues. Representative, simple systems consisting of small, commercially avail-
able vehicles are modified to include health awareness. These systems are then 
combined under a modular architecture in an indoor flight environment that 
enables frequent integrated experiments under realistic fault conditions. Sufficient 
complexity is introduced to result in emergent behaviors and interactions between 
multiple vehicles, subsystems, the environment, and operators. This approach 
avoids the inherent biases of simulation-based design and evaluation and is open 
to “real-world” unknown unknowns that can influence overall system dynamics.

Vehicle Swarm Technology Laboratory

Boeing Research & Technology has been developing the Vehicle Swarm 
Technology Laboratory (VSTL), a facility that provides an environment for testing 
a variety of vehicles and technologies in a safe, indoor, controlled environment 
(Halaas et al. 2009; Saad et al., 2009). This type of facility not only can accom-
modate a significant increase in the number of flight test hours available over 
traditional flight-test ranges, but can also decrease the amount of time required to 
first flight of a concept. The primary components of the VSTL include a position-
reference system, vehicles and associated ground computers, and operator inter-
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face software. The architecture is modular and thus supports rapid integration of 
new elements and changes to existing elements. 

The position-reference system consists of a motion-capture system that emits 
coordinated pulses of light reflected by markers placed on the vehicles within 
viewing range of the cameras. Through coordinated identification by multiple 
cameras, the position and attitude of the marked vehicles is calculated and broad-
cast on a common network. This position-reference system has the advantages of 
allowing for the modular addition and removal of vehicles, short calibration time, 
and submillimeter and sub-degree accuracy. 

The vehicles operated in the VSTL are modified, commercially available, 
remotely controlled helicopters, aircraft, and ground vehicles equipped with cus-
tom electronics in place of the usual onboard electronics. The custom electronics, 
which include a microprocessor loaded with common laboratory software, cur-
rent sensors, voltage sensors, and a common laboratory communication system, 
enable communication with ground-control computers and add functionality. The 
ground computers execute the outer-loop control, guidance, and mission manage-
ment functions. 

A key component developed as part of the VSTL is improved vehicle self-
awareness. A number of automated safety and health-based behaviors have been 
implemented to support simple, reliable, safe access to flight testing. Several com-
mand and control applications provide an interface between the operator and the 
vehicles. The level of interaction includes remotely piloted, low-level task control 
and high-level mission management. The mission management application was 
used to explore opportunities associated with health-based adaptations and obtain 
some initial information.

lESSONS Learned

Three missions were evaluated to determine the flexibility of the architec-
ture and the indoor facility to test a variety of concepts rapidly. A specific metric 
was used for each mission to quantify performance. The first mission was non-
collaborative and consisted of several vehicles repeatedly performing independent 
flight plans on conflicting trajectories. The metric was focused on evaluating flight 
safety and the performance of collision avoidance methodologies.

The second mission was an abstracted, extended-duration coordinated sur-
veillance mission. The mission metric was associated with the level of surveillance 
provided in the presence of faults.

The third mission, an exercise to test the full capability of the architecture, 
highlighted the ability of vehicles and architecture to support a diversity of 
possible tasks. The mission involved the assessment of a hazardous area using 
multimodal vehicles and tasking. In addition, there were multiple human operators 
at different command levels. Success was measured as the completion of the tasks 
included in the mission and robustness in the presence of faults.
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LESSONS LEARNED AND  
OPPORTUNITIES FOR FUTURE RESEARCH 

Lessons Learned

The three experiments resulted in a number of lessons learned. The approach 
of integrating the various elements into a modular architecture and performing 
a range of simplified missions was validated; interactions among the various 
components exhibited complex behaviors, especially in the presence of faults; 
peripheral effects of inserting new technologies or algorithms were revealed; lower 
level functions, especially collision avoidance, need to be evaluated for a range 
of mission conditions; the role of operators, even in the essentially autonomous 
missions, was clear; in the presence of faults, sufficient situational awareness is 
necessary, as well as the ability to intervene if needed (although this capability 
existed, operators interacted with the system elements sometimes from the higher 
level command interface and sometimes from a lower level interface). These and 
other lessons indicate that further research will be necessary in several areas. 

Areas for Future Research

First, we need a more formal framework for evaluating technologies and 
analyzing experimental results. This research should address the following ques-
tions: What tools can be developed to guide decisions about which technologies 
to insert? What is the risk of disrupting other functions? Second, we will need 
more research on interactions between systems and human operators, who are 
inevitably present and, thus, play a role in overall mission success: Can the influ-
ence of human operators be included in evaluating the overall potential benefit of 
a proposed technology? 

We are hopeful that these and other questions that have emerged can be 
addressed using the capability and architecture that is already in place.
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for Unmanned Aircraft Systems
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The next-generation air transportation system (NextGen) will achieve 
unprecedented levels of throughput� and safety by judiciously integrating human 
supervisors with automation aids. NextGen designers have focused their attention 
mostly on commercial transport operations, and few standards have been proposed 
for the burgeoning number of unmanned aircraft systems (UAS).� In this article, 
I describe challenges associated with the safe, efficient integration of UAS into 
the National Airspace System (NAS).

Current Aircraft Automation

Although existing aircraft autopilots can fly from takeoff through landing, 
perhaps the most serious technological impediment to fully autonomous flight is 
proving their safety in the presence of anomalies such as unexpected traffic, onboard 
failures, and conflicting data. Current aircraft automation is “rigid” in that designers 
have favored simplicity over adaptability. As a result, responding in emergency situ-
ations, particularly following events that degrade flight performance (e.g., a jammed 
control surface, loss of engine thrust, icing, or damage to the aircraft structure) 
requires the intervention and ingenuity of a human pilot or operator.

� In the context of NextGen, “throughput” is defined as the number of aircraft that can be moved 
through a particular airspace per unit time.

�The aerospace community has adopted the term “unmanned aircraft system” (UAS) to replace 
“unmanned air vehicle” (UAV), because a contemporary unmanned aircraft is a complex “system” 
of tightly integrated hardware and software that typically supports data acquisition, processing, and 
communication rather than cargo transport.
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If the automation system on a manned aircraft proves to be insufficient, the 
onboard flight crew is immersed in an environment that facilitates decision making 
and control. Furthermore, modern aircraft rarely experience emergencies because 
their safety-critical systems are designed with triple redundancy.

Ensuring Safety in Unmanned Aircraft Systems

To be considered “safe,” UAS operations must maintain acceptable levels 
of risk to other aircraft and to people and property. An unmanned aircraft may 
actually fly “safely” throughout an accident sequence as long as it poses no risk 
to people or property on the ground or in the air. Small UAS are often considered 
expendable in that they do not carry passengers and the equipment itself may 
have little value. Thus, if a small UAS crashes into unimproved terrain, it poses 
a negligible risk to people or property.

UAS cannot accomplish the ambitious missions for which they are designed, 
however, if we limit them to operating over unpopulated regions. To reap the 
benefits of UAS, we must develop and deploy technologies that decrease the likeli-
hood of a UAS encountering conditions that can lead to an incident or accident.

However, the recipe for safety on manned aircraft is impractical for small 
UAS. First, triple redundancy for all safety-critical systems would impose 
unacceptable cost, weight, and volume constraints for small aircraft. Second, 
although transport aircraft typically fly direct routes to deliver their payloads, 
surveillance aircraft are capable of dynamically re-planning their flight trajectories 
in response to the evolving mission or to observed data (e.g., the detection of a 
target to be tracked).

Finally, UAS are operated remotely, and operators are never directly engaged 
in a situation in which their lives are at risk. In fact, operators can only interact 
with a UAS via datalink, and “lost link” is currently one of the most common 
problems.�

Safety Challenges for Small Unmanned Aircraft

With limited redundancy, highly dynamic routes, and strictly remote super-
vision, small UAS face formidable automation challenges. As the number of 
unmanned aircraft increases and as safety-oriented technology development con-
tinues to lag behind the development of new platforms, mission capabilities, and 
operational effi-ciency (e.g., one operator for multiple vehicles), it is becoming 
increasingly urgent that these issues be addressed. In addition, a large user base 

� This issue was recently brought to our attention when a Fire Scout UAS aircraft lost its com-
munication link and inappropriately flew quite close to restricted airspace around Washington, DC. 
(http://www.nytimes.com/2010/08/26/us/26drone.html?_r=4&partner=rss&emc=rss).
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for UAS is emerging, which includes military and homeland security missions and 
commercial ventures.

Making the routine operation of unmanned aircraft safe wherever they are 
needed will substantially reduce the need for costlier manned flights that have a 
much greater adverse impact on the environment. However, for unmanned air-
craft to operate near other aircraft or over populated areas, they must be capable 
of managing system failures, lost links, and dynamic routing, including collision 
avoidance, in a way that is “safe” for people and property.

We are currently working to augment autonomous decision making in the 
presence of actuator or sensor failures by expanding the definition of “flight 
envelope” to account for evolving physical, computational, perceptual, and envi-
ronmental constraints. The flight envelope is traditionally defined by physical 
constraints, but under damage or failure conditions the envelope can contract. An 
autonomous flight controller must be capable of identifying and respecting these 
constraints to minimize the risk of loss-of-control as the aircraft continues on its 
mission or executes a safe emergency landing.

The autonomous flight manager can minimize risk by following flight plans 
that maximize safety margins first and then maximize traditional efficiency 
metrics (e.g., energy or fuel use). Thus flight plans for UAS may first divert the 
aircraft away from populated regions on the ground or densely occupied airspace 
and then decide whether to continue a degraded flight plan or end the mission 
through intentional flight termination or a controlled landing in a nearby safe 
(unpopulated) area. The key to certification of this autonomous decision mak-
ing will be guaranteeing that acceptable risk levels, both real and perceived, are 
maintained.

Addressing Safety Challenges

In the discussion that follows, we look first at the problem of certifiable 
autonomous UAS flights in the context of current flight and air traffic management 
(ATM) technologies, which are primarily designed to ensure safe air transporta-
tion with an onboard flight crew. In this context, we also describe current and 
anticipated roles for automation and human operators.

Next, we characterize emerging UAS missions that are driving the need 
for fully autonomous flight management and integration into the NAS. Because 
loss-of-control is a major concern, I suggest an expanded definition of the flight 
envelope in the context of a real-life case study, the dual bird strike incident of 
US Airways Flight 1549 in 2009. That incident highlighted the need for enhanced 
automation in emergency situations for both manned and unmanned aircraft.

Finally, challenges to certification are summarized and strategies are sug-
gested that will ultimately enable UAS to fly, autonomously, in integrated airspace 
over populated as well as rural areas.
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Flight and Air Traffic Management:  
A System-of-Systems

In the NextGen NAS, avionics systems onboard aircraft will be comprised 
of a complex network of processing, sensing, actuation, and communication ele-
ments (Atkins, 2010a). UAS, whether autonomous or not, must be certified to fit 
into this system. All NextGen aircraft will be networked through datalinks to ATM 
centers responsible for coordinating routes and arrival/departure times.

The Federal Aviation Administration (FAA) and its collaborators have pro-
posed a system-wide information management (SWIM) architecture (www.swim.
gov) that will enable collaborative, flexible decision-making for all NAS users; 
it is assumed that all NextGen aircraft will be capable of accurately following 
planned 4-D trajectories (three-dimensional positions plus times), maintaining 
separation from other traffic, and sharing pertinent information such as GPS 
coordinates, traffic alerts, and wind conditions. Protocols for system-wide and 
aircraft-centric decision making must be established to handle adverse weather 
conditions, encounters with wake turbulence, and situations in which other aircraft 
deviate from their expected routes.

To operate efficiently in controlled NextGen airspace, all aircraft will be 
equipped with an onboard flight management system (FMS) that replicates cur-
rent functionality, including precise following of the approved flight plan, system 
monitoring, communication, and pilot interfaces (Fishbein, 1995; Liden, 1994). 
Automatic Dependent Surveillance–Broadcast (ADS-B) systems will also com-
municate aircraft status information (e.g., position, velocity) to ensure collision 
avoidance. Without such equipment, it will be difficult to guarantee that traffic 
remains separated throughout flight, especially when manned and unmanned 
aircraft are involved.

Low-Cost Flight Management Systems

Small operators, from general and sports aviation to unmanned aircraft, will 
require low-cost options to the current FMS. Although advanced miniaturized elec-
tronics can make low-cost, lightweight FMS possible (Beard, 2010), producing and 
marketing these systems will require a concerted effort in the face of potentially 
slim profit margins and formidable validation and verification requirements.

The current FMS can devise and follow a flight plan from origin to destina-
tion airport. In the future, automation in both manned and unmanned aircraft is 
expected to include making and coordinating dynamic routing decisions based 
on real-time observations (e.g., weather), other traffic, or even mission goals 
(e.g., target tracking). Quite simply, we are rapidly moving toward collaborative 
human-machine decision making or fully autonomous decision making rather than 
relying on human supervisors of autonomous systems, particularly if operators 
are not onboard.
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From Lost Link to Optional Link

Today’s unmanned aircraft are flown by remote pilots/operators who des-
ignate waypoints or a sequence of waypoints, as well as a rendezvous location. 
However, as was mentioned above, communication (lost link) failure is a common 
and challenging unresolved issue for UAS. Addressing this problem will require 
that developers not only improve the availability of links, but simultaneously 
pursue technological advances that will render links less critical to safety.

As the level of autonomy increases to support extended periods of opera-
tion without communication links, UAS must be able to operate “unattended” 
for extended periods of time, potentially weeks or months, and to collect and 
disseminate data without supervision unless the mission changes.

Sense-and-Avoid Capability

Because human pilots cannot easily see and avoid smaller UAS, “sense 
and avoid” has become a top priority for the safe integration of UAS into NAS. 
A certified sense-and-avoid technology will provide another step toward fully 
autonomous or unattended flight management.

Emerging Unmanned Missions

A less-studied but critical safety issue for UAS operations as part of NAS 
is maintaining safe operations in the presence of anomalies. Researchers are 
beginning to study requirements for autonomously carrying out UAS missions 
(Weber and Euteneuer, 2010) with the goal of producing automation technology 
that can be certified safe in both nominal and conceivable off-nominal condi-
tions. In this section, we focus on the “surveillance” missions that distinguish 
UAS—particularly small unmanned aircraft that must operate at low cost in 
sparsely populated airspace—from traditional transport operations.

Traditional Transport Operations

Traditional transport aircraft have a single goal—to fly a human or cargo 
payload safely from an origin to a destination airport with minimal cost to the 
airline. The “best” routes are, therefore, direct, with vectors around traffic or 
weather as needed. Schedules can be negotiated up to flight time, and passengers 
and cargo carriers expect on-time delivery, as costs increase with delay. In the 
context of autonomous transport UAS (e.g., cargo carriers), issues include loss 
of facilities or adverse weather at the destination airport, failure or damage con-
ditions (e.g., loss of fuel or power) that render the destination unreachable, and 
security issues that result in a system-wide change in flight plans (e.g., temporary 
flight restrictions).
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Unmanned Surveillance Aircraft 

Unlike traditional transport aircraft, the goal of surveillance unmanned air-
craft may be to search a geographical region, to loiter over one or more critical 
sites, or to follow a surveillance target along an unpredictable route. A summary 
of potential commercial applications (Figure 1) that complement the myriad of 
military uses for surveillance flights, shows that surveillance and support are the 
primary emerging mission categories that will require the expansion of existing 
NAS protocols to manage dynamic routing and the presence of UAS in (1) uncon-
trolled, low-altitude airspace currently occupied primarily by general aviation 
aircraft and (2) congested airport terminal areas where traffic is actively managed 
(Atkins et al., 2009).

This will mean that UAS will mix with the full fleet of manned operations, 
ranging from sports and recreational aircraft operated by pilots with limited 
training to jets carrying hundreds of passengers. UAS missions also will overfly 
populated areas for a variety of purposes, such as monitoring traffic, collecting 
atmospheric data over urban centers, and inspecting sites of interest. Even small 
unmanned aircraft have the capacity to provide support for communication, 
courier services, and so on.�

Unmanned aircraft can work in formations that can be modeled and directed 
as a single entity by air traffic controllers. This capability can give controllers 
much more leeway in sequencing and separating larger sets of traffic than would 
be possible if all UAS flights were considered distinct.

UAS teams may also negotiate tasks but fly independent routes, such as when 
persistent long-term coverage is critical to a successful mission or when coopera-
tive coverage from multiple angles is necessary to ensure that a critical ground 
target is not lost in an urban environment. Some activities may be scheduled in 
advance and prioritized through equity considerations (e.g., traffic monitoring), 
but activities related to homeland security or disaster response are unscheduled 
and may take priority even over airline operations.

Although the effects of high-altitude UAS must be taken into account by 
NAS, low-altitude aircraft operating over populated regions or in proximity to 
major airports will be the most challenging to accommodate in the NextGen 
NAS. UAS must, of course, be safe, but they must also be fairly accommodated 
through the extension of NAS metrics (e.g., access, capacity, efficiency, and 
flexibility) so they can handle operations when persistent surveillance over a 
region of interest is more important than equitable access to a congested airport 
runway.

� Large cargo carriers would also benefit from flying unmanned aircraft, which require only base 
personnel who would not have to be located at potential departure sites.
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FIGURE 1  Emerging commercial applications for unmanned aircraft. Source: Atkins et 
al., 2009.

Extending the Flight Envelope to Minimize  
the Risk of Loss-of-Control

Loss-of-control, the most frequent cause of aviation accidents for all vehicle 
classes, occurs when an aircraft exits its nominal flight envelope making it impos-
sible to follow its desired flight trajectory (Kwatny et al., 2009). Current autopilot 
systems rely on intuitive, linearized, steady-flight models (Figure 2) that reveal 
how aero-dynamic stalls and thrusts constrain the flight envelope (McClamroch, 
in press).

To ensure the safe operation of UAS and to prove that autonomous system 
performance is reliable, an FMS for autonomous aircraft capable of provably 
avoiding loss-of-control in all situations where avoidance is possible will be essen-
tial. This will require that the autonomous system understand its flight envelope 
sufficiently to ensure that its future path only traverses “stabilizable” flight states 
(i.e., states the autonomous controller can achieve or maintain without risking 
loss-of-control).

Researchers are beginning to develop nonlinear system-identification and 
feedback control algorithms that offer stable, controlled flight some distance 
beyond the nominal “steady flight” envelope (Tang et al., 2009). Such systems 
could make it feasible for an autonomous system to “discover” this more expan-
sive envelope (Choi et al., 2010) and continue stable operation despite anomalies 
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FIGURE 2  Examples of steady-level (left) and 3-D (right) traditional flight envelopes. 
Source: McClamroch, in press.

in the environment (e.g., strong winds) or onboard systems (e.g., control-surface 
failures or structural damage) that would otherwise lead to loss-of-control.

Flight Envelope Discovery

Figure 3 shows the flight envelope for an F-16 with an aileron jammed at 10 
degrees. In this case, the aircraft can only maintain steady straight flight at slow 
speeds. The traversing curve shows an example of a flight envelope discovery 
process incrementally planned as the envelope is estimated from an initial high-
speed turning state through stabilizable states to a final slow-speed straight state 
(Yi and Atkins, 2010).

This slow-speed, gentle-descent final state and its surrounding neighborhood 
are appropriate for final approach to landing, indicating that the aircraft can safely 
fly its approach as long as it remains within the envelope. Once the envelope has 
been identified, a landing flight plan guaranteed to be feasible under the condition 
of the control surface jam can be automatically generated.

Figure 4 illustrates the emergency flight management sequence of discovering 
the degraded flight envelope, selecting a nearby landing site, and constructing a 
feasible flight plan to that site. Although a runway landing site is presumed in 
the figure, an off-runway site would probably be selected for a small UAS that 
required little open space for landing. The sequence in Figure 4 mirrors the emer-
gency procedures a pilot would follow when faced with degraded performance. 
Note that all of the steps in this process could be implemented autonomously with 
existing technology.
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FIGURE 4  Simplified version of an emergency flight-planning sequence for a jet with 
degraded performance.

FIGURE 3  Trim-state discovery for an F-16 with a 10-degree aileron jam. Source: Yi and 
Atkins, 2010.
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Autonomous Reaction to Off-Nominal Conditions

The remaining challenge is to prove that such an autonomous system is 
capable of recognizing and reacting to a sufficient range of off-nominal situa-
tions to be considered “safe” without a human pilot as backup. To illustrate how 
autonomous emergency flight management could improve safety, we investigated 
the application of our emergency flight planning algorithms to the 2009 Hudson 
River landing (Figure 5) of US Airways Flight 1549 (Atkins, 2010b).

About two minutes after the aircraft departed from LaGuardia (LGA) Airport 
in New York, it encountered a flock of large Canada geese. Following multiple 
bird strikes, the aerodynamic performance of the aircraft was unchanged, but pro-
pulsive power was no longer available because of the ingestion of large birds into 
both jet engines, which forced the aircraft to glide to a landing. In this event, the 
pilot aptly glided the plan to a safe landing on the Hudson River. All passengers 
and crew survived, most with no injuries, and the flight crew has been rightly 
honored for its exemplary performance.

In the case of Flight 1549, our adaptive flight planner first identified the glide 
(no-thrust) footprint from the coordinates at which thrust was initially lost. This 
analysis indicated that the aircraft could return to LGA as long as the return was 
initiated rapidly, before too much altitude was lost. Our landing site search algo-
rithm prioritized LGA runway 31 as the best choice because of its headwind, but 
runways 13 and 22 were also initially reachable.

Figure 6 illustrates the feasible landing trajectories for Flight 1549 automati-
cally generated in less than one second by our pre-existing engine-out flight planner 
adapted to Airbus A320 glide and turn capabilities. Notably, runway 31 was reach-

FIGURE 5  Post-landing photo of US Airways Flight 1549 in the Hudson River (http://
www.wired.com/images_blogs/autopia/2010/01/us_airways_1549_cropped.jpg).
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able only if the turn back to LGA was initiated within approximately 10 seconds 
after the incident. Runways 13 and 22 were reachable for another 10 seconds, indi-
cating that the pilot (or autopilot if available) did in fact have to initiate the return 
to LGA no more than approximately 20 seconds after thrust was lost.

We believe that if an automation aid had been available to rapidly compute 
and share the safe glide trajectory back to LGA, and if datalink coordination with 
air traffic control had been possible to facilitate clearing LGA departure traffic, 
Flight 1549 could have returned to LGA and avoided the very high-risk (albeit suc-
cessful in this case) water landing. In short, this simple, provably correct “glide to 
landing” planning tool represents a substantial, technologically sound improvement 
over the level of autonomous emergency flight management available today and is a 
step toward the more ambitious goal of fully autonomous flight management.

Certification of Fully Autonomous Operation

Every year the FAA is asked to certify a wide variety of unmanned aircraft for 
flight in the NAS. Although most unmanned operations are currently conducted 
over remote regions where risks to people and property are minimal, certification 
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is and must continue to be based on guarantees of correct responses in nominal 
conditions, as well as contingency management to ensure safety. Although redun-
dancy will continue to be key to maintaining an acceptable level of risk of damage 
to people and property in the event of failures, for UAS aircraft, triple redundancy 
architecture as is present in commercial transport aircraft may not be necessary 
because ditching the aircraft is often a viable option.

Safety certification is a difficult process that requires some trust in claims 
by manufacturers and operators about aircraft design and usage. Automation 
algorithms, however, can ultimately be validated through rigorous mathematical 
and simulation-based verification processes to provide quantitative measures of 
robustness, at least for envisioned anomalies in weather, onboard systems, and 
traffic.

Addressing Rigidity in Flight Management Systems

The remaining vulnerability of a fully autonomous UAS FMS is its potential 
rigidity, which could lead to an improper response in a truly unanticipated situ-
ation. The default method for managing this vulnerability has been to insert a 
human pilot into the aircraft control loop. However, with remote operators who 
have limited engagement with the aircraft, human intervention may not be the 
best way to offset automation rigidity. If that is the case, the certification of fully 
autonomous UAS FMS must be based on meeting or exceeding human capabili-
ties, although assessing the human capacity for response will be challenging.

For remote unmanned aircraft, we can start by characterizing the bounds on 
user commands. Formal methods of validating and verifying automation algo-
rithms and their implementations, as well as assessing their flexibility (rigidity), 
will also be essential. Simulation and flight testing will, of course, be necessary 
to gain trust, but we propose that simulation should be secondary to formal proofs 
of correctness when assessing the performance, robustness, and ultimately safety 
of autonomous UAS. 

Conclusion

Ultimately, fully autonomous UAS operation will be both technologically 
feasible and safe. The only remaining issue will be overcoming public perceptions 
and lack of trust, which we believe can be mitigated by long-term exposure to safe 
and beneficial UAS operations.
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It has taken biological systems and physiological processes millions of years 
to evolve with the precise properties and functions they have today. Engineers 
have only recently developed an appreciation of the sophistication of biological 
systems, and they are looking to them for inspiration in the rational design of 
materials and systems. By studying and mimicking complex biological structures 
and processes, engineers can now design materials and devices with novel features 
and enhanced properties to help solve problems in a wide variety of disciplines, 
from health care to small-scale electromechanical devices. In this session, the 
presenters highlight bio-inspired, biomimetic, or bio-derived technologies and 
innovations and look ahead to what the future may hold in this field. The con-
necting thread among these talks is the diverse role biology plays in contempo-
rary engineering, as bio-derived or bio-inspired technologies are pivotal to novel 
engineering solutions in a number of fields.

A revolution in health care is expected in the near future when low-cost 
genome sequencing for individuals becomes a reality. The first talk, by Mostafa 
Ronaghi (Illumina), highlights engineering challenges in the analysis of genetic 
variation, gene expression, and function. Addressing these challenges involves 
mimicking and exploiting biological recognition and/or function with detection 
at high fidelity. For example, single nucleotide discrimination through nanopores 
is possible under an applied field that mimics the highly versatile ion channel. 

The challenges to bio-inspired engineering are many, but the benefits will be 
tremendous in determining mechanisms of disease, drug candidates, and clinical 
molecular diagnostics. Advances will lead not only to faster screening and detec-
tion of diseases, but also to the tailoring of therapeutics based on an individual’s 
genetic predisposition to disease, or personalized medicine with individualized 
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therapeutics. The efficient, effective delivery of therapeutics to the patient will be 
inherent in these developments. Thus, the next talk, by Efie Kokkoli (University 
of Minnesota), focuses on controlled, targeted drug delivery, specifically using 
biology in the design of targeted therapeutics. Delivering the optimal amount of 
therapeutic to the right place at the right time is a significant goal. 

The final, capstone talk, by Henry Hess (Columbia University), is on how 
biomolecules can be used as motor-powered devices in systems, whether the 
system is the cell itself or whether biomolecules are used to provide an actuation 
mechanism on a micro/nano-electromechanical (MEMS/NEMS) device.
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Genomics emerged as a scientific field after the invention of the original DNA 
sequencing technique by Fredrick Sanger (Sanger et al., 1977a,b). Sanger intro-
duced a chemical method for reading about 100 nucleotides, which, at the time, 
took about six months of preparation. Thanks to a large community of scientists 
worldwide, Sanger’s technique eventually evolved to become the technology of 
choice for sequencing. The draft sequencing of the first human genome took about 
13 years to complete, and the project cost some $3 billion.

Pyrosequencing, the second alternative technology, is based on sequencing-
by-synthesis, which could be parallelized to enable higher throughput by more 
than 100 fold (Ronaghi et al., 1996, 1998). Pyrosequencing was used to sequence 
thousands of microbial and larger genomes, including James Watson’s genome.

In 2006, a private company (Illumina) introduced reversible dye-terminator 
sequencing-by-synthesis (Bentley, 2006). This technology has increased through-
put by ~10,000 fold in the last four years and reduced the cost of sequencing 
a human genome to less than $10,000. The most recent system based on this 
chemistry allows sequencing of several human genomes in a single run.

In this article, we describe dye-terminator sequencing-by-synthesis and efforts 
to reduce costs even further. In addition, we discuss emerging applications and 
challenges to bringing genomics into the mainstream.

Background

On the most fundamental level, sequencing the genome consists of just a 
handful of basic biochemical steps. The challenge is posed by the enormous 
scale of molecularly encoded information—two almost identical strands, each 
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consisting of 3.2 billion base pairs of information for the human genome—that 
must be processed through those steps. Furthermore, a typical genome is read to 
30X coverage, which means that each base pair is read on average 30 times (on 
separate strands of DNA), giving a total throughput per genome of 100 billion 
base pairs.

The processing and reading of these immense amounts of information has 
been made possible by the adoption of engineering-based approaches to massive 
parallelization of the sequencing reactions. All current-generation sequencing 
platforms coordinate chemical, engineering, and computation subsystems on an 
unprecedented scale (measured in information throughput) (Figure 1).

DNA Sequencing

Sequencing, which determines the arrangement of the four genetic bases 
(A, T, C, and G) in a given stretch of DNA, relies on four steps (Metzker, 2010; 
Pettersson et al., 2009; Shendure and Ji, 2008):

1.	 Fragmentation—breaking the genome into manageable segments, usu-
ally a few hundred base pairs long.

2.	 Isolation—capturing the segments in a way that keeps the signals they 
present distinct.

3.	 Amplification—although single-molecule techniques can theoretically 
proceed without this step, most systems apply some form of clonal 
amplification to increase the signal and accuracy of sequencing.

4.	 Readout—transforming the genetic information base by base into a 
machine-readable form, typically an optical (fluorescent) signal.

Although the field of genomics has evolved in recent years to include a variety 
of sequencing systems, including some that do not necessarily follow this exact 
pattern, the majority of commercial platforms use all four steps in one form or 
another.

FIGURE 1  Modern sequencing requires highly coordinated subsystems to handle the 
throughput of massive amounts of information.
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The Genome Analyzer and HiSeq Systems

The Illumina Genome Analyzer and HiSeq systems are examples of the 
massively parallel nature of the biochemical workflow described in the four steps 
listed above (Bentley et al., 2008). First a sample of DNA is fragmented into seg-
ments ~400 base pairs long, and oligonucleotides of known sequence are ligated to 
the ends. These ligated adapters function as “handles” for each segment, allowing 
it to be manipulated in downstream reactions. For example, they provide a means 
of trapping the DNA segment in the flow cell and later releasing it. They also 
provide areas where primers can bind for the sequencing reaction.

Next, the sample is injected into a flow cell containing a lawn of oligo-
nucleotides that will bind to the adapters on the DNA segments (Figure 2a). 
The concentration is carefully controlled so that only one strand is present in 
a given area of the chip—representing the signal isolation step. The segment is 
then amplified in place by means of a substrate-bound polymerase chain reaction 
process (called bridge PCR), until each single segment has grown into a cluster 
of thousands of identical copies of the sequence (Figure 2b). A single flow cell 
finally contains several hundred million individual clusters. Although they are now 
larger than the initial single strand, the clusters remain immobile and physically 
separated from each other, making it possible to visually distinguish them during 
the readout step.

The genetic sequence is then transformed into a visual signal by synthesizing 
a complementary strand, one base at a time, using nucleotides with four separate 
color tags (Figure 3a). For each cycle (during which a single base per cluster is 

FIGURE 2  (a) Adapter-ligated segments of DNA are loaded into a flow cell coated with a 
lawn of oligonucleotides to capture and bind DNA segments. (b) Once attached, the DNA 
is PCR amplified in place to form clonal clusters.
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FIGURE 3  Sequencing-by-synthesis with reversible dye-terminator chemistry. During 
each round, (a) fluorescently-labeled nucleotides (with different colors for A, T, C, and G) 
are added to the flow cell. The nucleotide complementary to the next open position is then 
incorporated, and the entire flow cell is imaged, with the color of each cluster showing 
exactly which nucleotide was incorporated into that cluster during the current cycle. The 
label and terminator are then cleaved from the nucleotide so the reaction can begin anew. 
This process is repeated hundreds of times to read out a single contiguous sequence. The 
image map taken each cycle (b) is a four-color mosaic of clusters each emitting a color 
corresponding to the most recently incorporated nucleotide. The clusters are randomly 
distributed across the surface of the flow cell, but because they are immobilized at a fixed 
location, the progress of each can be followed from cycle to cycle. Color figure available 
online at http://www.nap.edu/catalog.php?record_id=13043.  

read), DNA polymerase incorporates a single nucleotide that matches the next 
base on the template sequence. All four nucleotides, each carrying a different dye, 
are added in a mixture, but only one nucleotide is incorporated into the growing 
DNA strand. The incorporated nucleotide has a terminator group that blocks 
subsequent nucleotides from being added. The entire flow cell is then imaged, 
and the color of each cluster indicates which base was added for that sequence 
(Figure 3b). Finally, the terminator group and fluorophore are cleaved (i.e., chemi-
cally separated) from the nucleotide, and the cycle begins again.

This process is repeated until each cluster has been read 100 to 150 times. 
The segment can then be “flipped over,” and another 100 to 150 bases of sequence 
information can be read from the other end. Thus, the total amount of information 
that can be garnered from a single flow cell is directly proportional to the number 
of clusters and the read length per cluster, both of which represent targets for 
improvement as we continually increase system throughput.

Moore’s Law and Genomics

The often-quoted Moore’s law posits that the number of transistors on an 
integrated circuit will double every 18 to 24 months, consequently reducing the 
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cost per transistor (Figure 4). Sequencing costs have demonstrated a similar expo-
nential decrease over time, but at an even faster pace.

One factor that has made this possible is that, unlike transistors, which have a 
density limited to improvements in the two-dimensional efficiency (surface area) 
of the chip, sequencing density can increase along a “third dimension,” which is 
the read length. Therefore, each subsystem in Figure 1 can be improved to increase 
the total throughput of the system. Improvements in the chemistry have resulted 
in improved accuracy, longer read lengths, and shorter cycle times. In addition, 
by increasing both the area of the flow cell and the density of clusters, the total 
number of clusters has also been increased.

The engineering subsystem has doubled the throughput by using both the top 
and bottom of the flow cell for cluster growth. Cluster density has been increased 
by improving the optics and the algorithms that detect clusters. Total run time 
is regularly decreased by using faster chemistries, faster fluidics, faster optical 
scanning, and faster algorithms for image processing and base calling. On the one 
hand, improvements in each subsystem independently contribute to increases in 
throughput. On the other hand, an improvement in one system often becomes the 
leading driver for advances in the others.

Frontiers in Genomics

The way forward lies in improving the technology so that it can be adapted 
to a broader range of applications. Three ways to achieve this are: (1) increasing 

FIGURE 4  As the throughput of sequencing systems increases exponentially, the costs 
drop accordingly, outpacing the rate of change in Moore’s law (arbitrary cost units along 
the y-axis).
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accuracy to enable all diagnostic applications; (2) increasing the sensitivity of 
the system so that it can more robustly handle lower signal-to-noise ratios; and 
(3) increasing throughput to drive down costs.

Improving the Accuracy of Diagnoses

Using the methods described above, one can sequence an entire human 
genome starting with less than one microgram of DNA, about the amount of 
genetic material in fewer than 150 cells. However, there are other types of samples 
for which even this relatively modest amount of material is difficult to come by. 
For example, many researchers are beginning to look at the genomics of single 
cells—and not just one single cell, but processing small populations individually 
to evaluate the hetero-geneity in the group (Kurimoto and Saitou, 2010; Taniguchi 
et al., 2009; Walker and Parkhill, 2008). However, because a cell contains only 
about 6 picograms (pg) of genomic DNA and 10 pg of RNA, the corresponding 
signal is many orders of magnitude weaker than normal.

Another sample type that would benefit from improved assay sensitivity is a 
formalin-fixed, paraffin-embedded (FFPE) sample. FFPEs are histological tissue 
samples that have been chemically fixed to reduce degeneration, so they can 
be stained and examined under a microscope. Because there are huge archives 
of historical samples for which detailed patient outcomes are already known, 
researchers can use FFPE samples as resources to improve diagnosis by tracking 
down the genetic markers of disease. In addition, more accurate prognoses and 
more effective treatments are possible by studying the correlation between disease 
progression and genetic type in these earlier patients.

Unfortunately, fixing, staining, and storing FFPE samples can break down 
the genetic material, thus making sequencing or genotyping much more difficult. 
Nevertheless, the ability to use these samples and perform genomic analysis on 
them represents an invaluable resource for tracking down genetic contributions 
to disease and wellness (Bibikova et al., 2004; Lewis et al., 2001; Schweiger et 
al., 2009; Yeakley et al., 2005).

Increasing Sensitivity to Signal-to-Noise Ratios

In some cases, the signal itself is present at normal levels, but a much higher 
level of background noise drowns it out. For example, there has recently been a 
good deal of interest in studying the microbiome of different environments, such 
as soil, seawater, and the human gut (Gill et al., 2006; Turnbaugh et al., 2007; 
Woyke et al., 2009). In these cases, the genetic diversity of the sample can make 
it difficult to separate the components of different organisms.

Genomics also plays a vital role in the study of cancer (Balmain et al., 2003; 
Jones and Baylin, 2002; Stratton et al., 2009), which is defined by its genetic 
instability and pathology (Lengauer et al., 1998; Loeb, 1991, 2001). However, 
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cells taken even from the same tumor can exhibit extreme genetic heterogeneity 
making increased sensitivity and detection key to distinguishing the often subtle 
differences that lead to one outcome as opposed to another. Sequencing this kind 
of sample requires much deeper coverage (7,200X read redundancy per base) than 
the typical 30X coverage for a homogenous sample.

Reducing Costs

Increases in throughput will affect the quantity of genetic information avail-
able, and the resultant decrease in cost will open up completely new markets, 
representing a qualitative shift in the ways in which genomics impacts our daily 
lives. When the cost of sequencing an entire genome is comparable to the current 
cost of analyzing a single gene, the market will experience a watershed moment 
as a flood of new applications for sequencing become possible. Diagnosis, prog-
nosis, pharmacogenomics, drug development, agriculture—all will be changed 
in a fundamental way.

When whole-genome sequencing is priced in the hundreds of dollars, it will 
begin to be used all around us. It will become standard to have a copy of one’s 
own genome. As de novo sequencing brings the genomes of an increasing variety 
of organisms into the world’s data-bases, the study of biology will change from a 
fundamentally morphological classification system to genetically based classifica-
tion. In agriculture, sequencing can act as an analog of a tissue-embedded radio 
frequency identification device (RFID); but instead of having to tag a sample with an 
electronic technology, we will simply extract some genetic material from a sample 
and sequence it, leading back to the very farm from which it came.

Today, it typically takes 12 years to bring a new drug to market, half of 
which is spent on discovery and half on approval; sequencing plays a role in both 
stages. During drug discovery, the pathways elucidated by genomic analysis lead 
to targeted development and shorter discovery cycles. The approval process will 
be facilitated by using genetic testing to define the patient populations involved 
in the testing of new drugs. Genetic testing will make it possible to account for 
genetic variation in a trial subject group when assessing efficacy and side effects. 
This will also lead to an improvement in treatment after a drug has been approved, 
as companion genetic tests for drugs will help doctors make informed decisions 
about how a drug might interact with a patient’s genetic makeup.

Challenges

Peripheral Systems

Achieving the improvements described above will require overcoming techni-
cal obstacles directly related to chemical, engineering, and computation modules 
of sequencing systems. However, some of the most significant bottlenecks to 
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throughput are found not in sequencing itself, but in the peripheral (or ancillary) 
systems upstream and downstream of the process.

On the upstream side, for example, the rate at which samples are sequenced 
now outpaces the rate at which they can be prepared and loaded. At a confer-
ence last month, the Broad Institute described its ongoing efforts to increase the 
number of samples a technician can prepare each week from 12 or 15 to almost 
1,000 by making sample preparation faster, cheaper, and with higher throughput 
(Lennon, 2010).

On the downstream end of the system we are beginning to bump up against 
throughput limits as well. Currently the HiSeq 2000 system produces about 
40 GB (represented either as gigabases or gigabytes) of sequence information per 
day (http://www.illumina.com/systems/ hiseq_2000.ilmn). Information generated 
and accumulated at that rate cannot conveniently be handled by a local desktop 
computer. The storage, manipulation, and analysis of this information can only 
be done in the “cloud,” whether by local servers, dedicated off-site servers, or 
third parties.

Although this amount of information can easily be transferred over network 
hardware, as sequencing systems advance to more than 1 terabyte per day, the 
physical infrastructure of data networks will begin to become a limiting factor. New 
algorithms and standards for non-lossy compression of whole-genome data sets into 
files recording an individual’s genetic variations (single nucleotide polymorphisms 
[SNPs], copy number, etc.) from the reference genome will reduce the data burden 
a thousand-fold. However, even solving these kinds of bandwidth issues will not 
address the question of how one analyzes and uses the huge amount of informa-
tion being generated. To put this in perspective, a single machine can now produce 
the same amount of data in one week as the Human Genome Project produced in 
10 years.

Non-technical Challenges

Some of the most significant challenges facing mainstream genomics are 
decidedly non-technical in nature. Like many information-based fields, the pace 
of innovation is outstripping the rate at which legislation and regulation can keep 
up. Laws designed prior to the genomic revolution are being shoehorned to fit 
technologies and situations for which there are no clear precedents.

The regulatory landscape must be more clearly defined, so companies can 
move forward with confidence in leveraging innovations to improve people’s lives. 
Simultaneously, we must raise public awareness of genomic technologies to dispel 
myths and promote a realistic, more accurate understanding of the importance of 
genomics to the health of both individuals and society as a whole.
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Summary

Genomics has emerged as an important tool for studying biological systems. 
Significant cost reductions in genomic sequencing have accelerated the adaptation 
of this technology for applications in a variety of market segments (e.g., research, 
forensics, consumer products, agriculture, and diagnostics). The most important 
factor in reducing cost is increasing throughput per day. We predict that the cost 
of sequencing an entire genome will drop to a few hundred dollars in the next 
few years as throughput rises with increasing density, longer read length, and 
shorter cycle time.

In a year or so, the cost of genome sequencing will be less than the cost of 
single-gene testing, which by itself has already brought significant cost savings to 
health care. We also predict that genome sequencing will soon become a standard 
part of medical practice and that in the next 15 years everybody in the Western 
world will be genome-sequenced.
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Engineering Biomimetic Peptides for 
Targeted Drug Delivery
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Targeted drug delivery, the ability to deliver a drug to a specific site of disease, 
is the leading frontier in the pursuit of better strategies for selectively treating dis-
eases with minimal side effects. One promising class of targeted-delivery vehicles 
are peptide-functionalized nanovectors. Biomimetic peptide-targeting ligands 
(peptides that mimic cell-binding domains of proteins) can be readily designed 
to bind selectively to a target (e.g., an adhesion receptor on the surface of a cell) 
with high affinity and specificity. Even more important, biomimetic peptides are 
accessible by chemical synthesis and relatively compact compared to antibodies 
and full proteins.

PEPTIDE-FUNCTIONALIZED LIPOSOMES

Liposomes are the most extensively studied drug-transport systems to date. A 
number of non-targeted liposome delivery systems are already FDA approved and 
are being used in a clinical setting. Liposomes range in diameter from approxi-
mately 50 nm to microns, although diameters of 100 to 200 nm are often desirable 
for drug delivery. 

“Stealth” liposomes, often referred to as sterically stabilized liposomes, 
have short polyethylene glycol (PEG) polymer strands attached to a fraction of 
hydrophilic lipid headgroups. These PEG chains form a polymer brush on the 
surface of the liposome that, through steric repulsion, resists protein adhesion, and 
therefore clearance by the reticuloendothelial system (RES). An ongoing area of 
liposome drug-delivery research involves conjugating ligands, such as peptides, 
onto “stealth” liposomes to confer active as well as passive targeting capabilities 
on these drug carriers. 
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Like liposomes, polymeric drug-delivery vectors also encapsulate their 
cargo and shield it from degradation and clearance from the body. In addition, 
many of the same peptide-targeting ligands are being conjugated to polymeric 
delivery vehicles. However, an inherent conflict of design for most targeted-
delivery nanovectors is that the surface is typically coated with a polymer brush 
to inhibit protein adhesion, and therefore clearance by RES, while at the same 
time ligands are installed on the surface to promote targeted adhesion. 

Peptides have many of the same advantages as targeting ligands: they are small 
molecules; they can be efficiently chemically synthesized; they can achieve high 
specificity; and they are easily integrated into liposomes as peptide-amphiphiles 
(Tu et al., 2004). Peptide ligands can be designed to mimic protein-binding sites, 
or they can be identified, by phage display and other selection techniques, from 
large peptide libraries.

Today there are a multitude of peptide ligands for a wide range of target 
receptors; each of which exhibits different levels of binding specificity and 
affinity. Liposomes have been functionalized with different peptides: SP5-52, a 
peptide that binds to tumor vasculature; the basic fibroblast growth factor peptide 
(bFGFp), which specifically binds to FGFR-expressing cells, such as melanoma, 
breast cancer, and prostate cancer cells; the pentapeptide YIGSR, derived from 
the glycoprotein laminin, which has been shown to bind with high affinity to the 
laminin receptor over-expressed in human tumor cells; the NGR and APRGP 
peptides, which have been used as potential targeting moieties against tumor 
vasculature; and others (Pangburn et al., 2009).

A different strategy for delivering therapeutic loads to target cells is to 
use peptide sequences derived from protein transduction domains (PTDs), also 
called cell-penetrating peptides (CPPs). PTDs are short peptide sequences that 
mediate translocation across the cell membrane (Torchilin, 2008). Examples 
of PTDs include the Antennapedia peptide (Antp), the HIV-TAT (transactivator 
of transcription) peptide, poly-arginine peptides, and penetratin (Breunig et al., 
2008). Cell uptake by PTD peptides appears to bypass the endocytic pathway, 
and there are different theories about the mechanism of CPP-mediated uptake 
(Torchilin, 2008). 

The TAT peptide derived from HIV-TAT is a frequently used CPP (Torchilin, 
2008) that has been conjugated to liposomes to improve the intercellular delivery 
of therapeutic loads (Kale and Torchilin 2007; Marty et al., 2004; Oba et al., 
2007; Torchilin et al., 2003; Tseng et al., 2002). For example, Kale and Torchilin 
formulated a stealth liposomal delivery system with TAT conjugated on the sur-
face of the particles. The liposomes were delivered to the tumor sites by the EPR 
effect and lost their PEG coating in the low pH tumor environment thus exposing 
the underlying TAT peptides, which were then able to mediate transport into the 
tumor cells (Kale and Torchilin, 2007).

Another class of targeting peptides are fusogenic peptides. The capacity of fuso-
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genic peptides of natural (e.g., N-terminus of hemagglutinin subunit HA-2 of influenza 
virus) or synthetic (e.g., WEAALAEALAEALAEHLAEALAEALEALAA 
(GALA) or WEAKLAKALAKALAKHLAKALAKALKACEA (KALA)) origin 
has been exploited for the endosomal/lysosomal escape of several drug-delivery 
systems (Li et al., 2004; Plank et al., 1998). Fusogenic peptides assume a random 
coil structure at pH 7. Acidification triggers a conformational transition that allows 
their subsequent interaction with the lipid membrane, resulting in pore formation 
or the induction of membrane fusion and/or lysis (Breunig et al., 2008). The incor-
poration of synthetic membrane-active peptides into delivery systems has been 
found to improve the intracellular delivery of drugs, such as oligonucleotides, 
peptides, and plasmid DNA (Breunig et al., 2008).

Liposomes Functionalized with Collagen-Mimetic Peptides

Collagen-mimetic peptides have been developed to target the CD44 receptor, 
which is over-expressed in many tumor cells, and nanoparticles functionalized 
with the collagen-mimetic peptide ligands are endocytosed after the ligand binds 
to the CD44 receptor (Jiang et al., 2002; Tammi et al., 2001). Specifically, CD44 
in metastatic melanoma is in the chondroitin sulfate proteoglycan (CSPG) modi-
fied form (Naor et al., 2002). CD44/CSPG receptors bind to a specific amino acid 
sequence from type IV collagen α1(IV)1263-1277 (GVKGDKGNPGWPGAP), 
called IV-H1 (Chelberg et al., 1990; Fields et al., 1993; Lauer-Fields et al., 2003). 
More important, binding is highly dependant on the triple-helical structure of the 
sequence and the modified (CSPG) form of CD44 (Fields et al., 1993; Lauer-
Fields et al., 2003; Malkar et al., 2002).

The IV-H1 peptide sequence was functionalized with different dialkyl tails 
to create collagen-like peptide-amphiphiles. Results showed that, although the 
IV-H1 peptide did not exhibit any positive ellipticity similar to a polyPro II helix, 
the peptide-amphiphiles investigated were all in triple-helical conformations (Yu 
et al., 1996). Moreover, the triple-helical peptide-amphiphiles were very stable. In 
this example, the self-assembly of the hydrophobic tails of the peptide-amphiphiles 
align the peptide strands and induce and/or stabilize the three-dimensional structure 
of the peptide headgroup into triple helices, giving rise to protein-like molecular 
architectures (Figure 1).

Previous studies have shown that a peptide-amphiphile with a peptide 
headgroup [(GP-Hyp)4-GVKGDKGNPGWPGAP-(GP-Hyp)4-NH2] mimics the 
™1(IV)1263-1277 sequence in structure and function and specifically binds to 
CD44/CSPG (Lauer-Fields et al., 2003; Yu et al., 1996, 1998, 1999). When this 
peptide-amphiphile was incorporated into a stealth liposome and targeted to 
M14#5 metastatic melanoma cells, it promoted specific ligand/receptor interac-
tions. Non-targeted liposomes showed no binding (Rezler et al., 2007).
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FIGURE 1  Structure of a peptide-amphiphile with triple-helical protein-like molecular 
architecture. Long-chain dialkyl ester lipid tails (top left) are connected to linear peptide 
chains (bottom left). The tails associate by hydrophobic interactions, inducing and/or 
stabilizing the 3-D structure of the peptide headgroup (right). Triple-helical molecular 
architecture is stabilized in the peptide-amphiphile. Color figure available online at http://
www.nap.edu/catalog.php?record_id=13043. Source: Tirrell et al., 2002. Reprinted with 
permission from Elsevier.

PR_b-Functionalized Liposomes

Peptide ligands based on the tripeptide RGD (Arg-Gly-Asp) sequence are 
widely used in targeting research. The RGD sequence, located in the 10th type 
III repeat of the fibronectin molecule, which was originally identified as a cell-
binding site in the extracellular matrix protein fibronectin, has been used as a 
targeting moiety on numerous occasions. Although RGD has been used with some 
success as a targeting moiety against integrins, it does not have the same adhesive 
properties as native fibronectin (Akiyama et al., 1995; Garcia et al., 2002; Yang 
et al., 2001). 

A synergy amino acid sequence, Pro-His-Ser-Arg-Asn (PHSRN), located in 
the 9th type III repeat of fibronectin (Figure 2), has been shown to improve bind-
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FIGURE 2  The four repeats of the fibronectin (FN) fragment III7–10 are shown: far left 
repeat for III7 to far right for III10. The synergy site PHSRN is in the III9 repeat. The 
GRGDS is in the III10. The schematic drawing of the PR_b peptide-amphiphile shows the 
four building blocks of the peptide headgroup: a KSS spacer, the PHSRN synergy site, a 
(SG)5 linker, and the RGDSP binding site. When the PR_b peptide-amphiphile is used for 
the preparation of functionalized liposomes, the hydrophobic tail is part of the membrane, 
and the peptide headgroup is exposed at the interface. Color figure available online at 
http://www.nap.edu/catalog.php?record_id=13043.

ing affinity and is critical for specificity to the α5β1 integrin (Aota et al., 1994; 
Leahy et al., 1996). Although various targeting moieties incorporating both the 
RGD and PHSRN sequences have been tested, most of these designs did not 
achieve the cell-adhesion densities supported by native fibronectin over similar 
time scales (Aucoin et al., 2002; Benoit and Anseth, 2005; Kao, 1999; Kim et al., 
2002; Petrie et al., 2006). 

Mardilovich and Kokkoli postulated that, for a small peptide to effectively 
mimic the α5β1 binding site of fibronectin, the primary (RGD) and synergistic 
(PHSRN) binding sequences must be connected by a linker that approximates 
both the distance and hydrophobicity/hydrophilicity between the fibronectin 
sequences, which results in a neutral linker (Mardilovich and Kokkoli, 2004). 
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Although previous attempts had been made to match the distance between the 
RGD and PHSRN sequences, they did not pay particular attention to the hydro-
philicity/hydrophobicity of the linker. 

Mardilovich and Kokkoli’s efforts culminated in the design of a biomimetic 
peptide, named PR_b, which is now well established as a close mimic of the α5β1 
binding site in fibronectin and is a highly effective and specific targeting peptide 
(Mardilovich et al., 2006). PR_b has been shown to bind specifically to the α5β1 
integrin and to promote cell adhesion more effectively than similar peptides with 
hydrophobic or hydrophilic linkers, and even more effectively than fibronectin 
(Craig et al., 2008). When attached to a 16-carbon dialkyl tail to form a peptide-
amphiphile (Figure 2), PR_b can easily be incorporated into a liposome.

Recently, stealth liposomes functionalized with PR_b were used for the 
targeted delivery of therapeutics to colon cancer cells (Garg and Kokkoli, 2011; 
Garg et al., 2009) and prostate cancer cells (Demirgöz et al., 2008). In these stud-
ies, PR_b-functionalized stealth liposomes loaded with a chemotherapy agent 
were more effective than RGD-functionalized stealth liposomes or non-targeted 
stealth liposomes in terms of cell adhesion, internalization, and cancer-cell toxic-
ity (Figure 3).

CONCLUSION

A wide range of peptide-targeting ligands have been studied. The ones most 
frequently used in a variety of delivery systems, both liposomal and polymeric, 
are RGD, TAT, NGR, and bFGF. Installing a targeting ligand onto the surface 
of a delivery nanovector has been shown to have numerous advantages, such as 

FIGURE 3  Confocal images that show internalization of targeted stealth liposomes to 
CT26 colon carcinoma cells. The images show the cell membrane, the nucleus, and the 
drug delivery systems shown between the nuclear region and the cell membrane. Different 
formulations with low densities of PEG2000 (2–3 percent) were incubated with CT26 at 
37°C for 24 hours. The scale bar is 50 μm for all images. Color figure available online 
at http://www.nap.edu/catalog.php?record_id=13043. Source: Adapted from Garg et al., 
2009.
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increased cellular adhesion, internalization, and targeting. These advantages have 
now been confirmed by countless researchers. 
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Autonomous Systems and Synthetic Biology

Henry Hess

Columbia University

Autonomous systems have helped solve a variety of engineering challenges, 
from drastic changes in manufacturing processes since the 1950s to the exploration 
of space and oceans. Recently, autonomous systems conceived at the micro- and 
nanoscale levels are being used to address challenges in materials and biomedical 
applications. These microscopic devices and their applications are inspired by 
autonomous biological systems that operate both individually and collectively.

A prototypical autonomous biological device is a Vibrio cholerae bacterium 
that packs the ability to move, sense, target, adapt, and release active substances 
into just a few cubic centimeters. An example of a smart biological material, 
muscle, which is composed of autonomous systems, is hierarchically assembled 
from microscopic subunits, has the ability to exchange information with the 
environment via electrical and mechanical stimuli, and incorporates energy-
conversion modules and self-healing abilities.

Both V. cholerae bacteria and muscle cells are significant achievements in 
engineering by evolution. Both can operate in diverse environments with low 
power consumption and limited computing resources.

These and other examples of microscopic systems with complex function-
alities have been the inspiration for the emerging field of synthetic biology. A 
prominent research strategy in this new field—inspired by the successful large-
scale integration of electronic circuits—is to focus on the design of standardized 
gene circuits that can serve as modules of complex programs to be executed by 
bacterial cells. This approach is akin to the delivery of a set of well organized 
blueprints to a contract manufacturer who then manufactures equipment accord-
ing to the delivered specifications, learns from the experience of technicians to 
operate the equipment, and produces a product of interest.
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A second strategy, which is the topic of this paper, is to develop the technical 
expertise to rationally design complex, interacting microscopic systems (Schwille 
and Diez, 2009). This approach builds on nanotechnology, as well as on increas-
ingly complex in vitro experiments in cell biology. In these experiments, we rep-
licate critical cellular functions to test our understanding of essential and auxiliary 
biological mechanisms and components.

The challenges in designing biomimetic systems using nanoscale build-
ing blocks include (1) controlling their operation in the presence of Brownian 
motion and other sources of noise, (2) integrating molecular information properly, 
(3) addressing lifetime and reliability issues, and (4) anticipating and using emer-
gent phenomena.

Kinesin-Powered Molecular Shuttles

Kinesin motors are proteins that use ATP molecules as fuel to generate 
mechanical work (Howard, 2001). A microtubule assembled from thousands of 
tubulin proteins serves as a track for the kinesin motor. For each ATP molecule a 
kinesin motor hydrolyzes, it takes one step (i.e., moves 8 nanometers [nm]) along 
the microtubule track. The kinesin motor can advance against a force of about 
5 piconewtons (pN), in the process converting more than 50 percent of the free 
energy of ATP hydrolysis into mechanical work.

Within cells, kinesin is primarily responsible for transporting molecular cargo 
from the center of the cell to the periphery. Biophysicists have developed the abil-
ity to observe and manipulate kinesin motors and the associated microtubule fila-
ments outside the cell in so-called in vitro gliding assays. In these assays, kinesins 
are adhered to a surface, and fluorescently labeled microtubules are propelled by 
kinesin motors in the presence of ATP (Figure 1).

In addition to enabling the study of motor proteins, microtubules propelled 
by kinesin motors serve as a nanoscale transport system. By controlling the direc-
tion of the microtubules, the attachment and detachment of cargo to microtubules, 
and the supply of ATP fuel, microtubules can be induced to act as nanoscale 
delivery trucks, or “molecular shuttles” (Hess and Vogel, 2001). Assembled from 
biological components with unmatched functionality, these molecular shuttles 
can be used to explore design concepts for nanoscale systems and devices (Hess 
et al., 2002a,b).

Although individual molecular shuttles can be controlled (van den Heuvel et 
al., 2006), the inherent advantages of molecular devices can be better exploited by 
putting aside costly efforts to achieve individual control and accepting instead the 
autonomous operation of molecular shuttles in an externally directed “swarm.”

A suitable analogy to this scenario is an anthill. Although in principle it is pos-
sible to induce an individual ant to perform a specific task, the anthill, as a complex 
system, relies on the emergence of useful actions that result from the autonomous 
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FIGURE 1  Surface-adhered kinesin motors can propel fluorescently labeled microtubules 
(diameter 25 nm) across a surface. A coating of casein proteins on the surface prevents the 
kinesin motor domains from attaching to the surface. The experiment is conducted in a 
cell composed of a cover slip, spacers, and a slide. When microtubule motion is observed 
with a fluorescence microscope, microtubules appear as fluorescent rods, and the kinesin 
motors on the surface are invisible.

decisions of individual ants. Figure 2 shows the assembly of “nanospools” from 
“sticky” microtubules, a striking example of emergence in swarms of molecular 
shuttles (Hess et al., 2005).

Mechanical Engineering at the Interface of 
Biophysics and Supramolecular Chemistry

Precise measurements of nanometer lengths and molecular arrangements 
and interactions are the building blocks for the rational engineering of molecular 
shuttles. For example, fluorescence-interference contrast microscopy enables the 
measurement of the 20 nm “ground clearance” of molecular shuttles (Kerssemakers 
et al., 2009). Other experiments have determined the distribution of cargo-binding 
linker molecules on the shuttles and elucidated the complex, glue-like interaction 
between complementary linker molecules on a shuttle and its cargo (Pincet and 
Husson, 2005).

The combination of precise spatial information and detailed knowledge of 
molecular interactions enables us to predict emerging properties, such as an opti-
mal velocity for cargo loading (Agarwal et al., 2009). This optimal velocity is a 
result of (1) the milliseconds required for the glue-like interaction between biotin 
and streptavidin to strengthen and (2) the velocity-dependence of the number of 
attempts to form such bonds.

The importance of such studies is that they transition from the reductionist 
analysis of molecular processes often practiced in biophysics and supramolecular 
chemistry to an engineering analysis of emerging phenomena resulting from 
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FIGURE 2  Biotin-functionalized microtubules rendered “sticky” by a partial coating of 
streptavidin self-assemble into nanowires and ultimately into nanospools.

the assembly of well understood building blocks into complex and artificial 
structures.

The challenge is made more daunting because classic engineering tools, such 
as technical drawings, have not yet been adapted to capture the dynamic nature of 
molecular structures. Questions such as whether the fluctuating reach of a linker 
molecule should be represented by its most likely or it most extended configu-
ration (or both) are very important in a complex technical drawing (Figure 3) 
showing molecules of different sizes and flexibilities interacting on a wide range 
of time scales.
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FIGURE 3  Understanding the interaction between a gliding microtubule functionalized 
with linker molecules (left) and a surface-adhered nanosphere coated with the comple-
mentary molecules requires a detailed analysis of the spatial arrangement. Lengths are 
measured in nanometers, dashed lines represent most likely positions, and dotted lines 
represent maximal extensions of biotin linkers and kinesin molecules. Adapted from 
Agarwal et al., 2009.

“Smart Dust” Biosensors as  
Applications of Molecular Shuttles

Microorganisms, which have the ability to detect a variety of analytes with 
high specificity and sensitivity, process the incoming information, and communi-
cate their measurements, excel at biosensing. From the perspective of an engineer, 
microorganisms act as microscopic sensor packages that are immersed into the 
sample (their environment) and collectively respond to analytes.

This concept is transferred to the engineering domain by “smart dust,” which 
is an attempt to create highly integrated microscopic sensors in large numbers 
for remote detection scenarios (Kahn et al., 2000; Sailor and Link, 2005). 
With support from the DARPA Biomolecular Motors Program, five research 
teams working collaboratively pursued the creation of “smart dust” biosensors, 
whose core components are molecular shuttles (Bachand et al., 2009). In these 
sensors, antibody-functionalized molecular shuttles capture analytes, tag them 
with fluorescent particles, and transport them to a deposition zone for detection 
(Figure 4).

This design has several “biomimetic” aspects. First, the concept of smart 
dust per se is inspired by biological organisms. Second, the components of the 
molecular shuttles—kinesin motors, microtubules, and antibodies—are biologi-
cal in origin. And third, the principle of operation, a swarm of unsophisticated, 
autonomous devices creating a detectable signal, is also bio-inspired.

The disadvantages of such a hybrid device are also closely related to its bio-
logical origins. Although maintaining the biological components in a relatively 
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FIGURE 4  A “smart dust” biosensor based on molecular shuttles. Antibody-functionalized 
microtubules capture analyte molecules, such as protein biomarkers, in the center of a 
circular well and transport them across the surface. Collisions with antibody-coated fluo-
rescent particles leads to particle capture if analyte is present. Eventually, shuttles reach the 
periphery of the well, where they accumulate and their cargo of analytes and fluorescent 
particles can be detected optically.

narrow temperature range at a given pH and with well defined buffer conditions 
is feasible in the laboratory, it cannot be guaranteed in the field. Therefore, 
although strategies for extending the lifetime and optimizing storage conditions 
have been explored (Boal et al., 2006; Seetharam et al., 2006), the fragility of 
the biological components is a key shortcoming. Successful proof-of-principle 
demonstrations of application concepts with hybrid devices will therefore require 
the development of synthetic components, such as synthetic molecular motors 
(Kay et al., 2007).

However, even when synthetic devices come close to achieving the perfor-
mance of their natural counterparts, there is still an open question about whether 
there will be a fundamental trade-off between robustness and performance that 
will lead to similarly fragile synthetic devices. In addition, we do not know if 
biomolecular motors represent the pinnacle of achievable performance in terms of 
force, power, and energy efficiency, or if the use of synthetic materials and fabrica-
tion techniques will result in dramatic improvements in one or more metrics.
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Transitioning to Synthetic Materials

In addition to the exciting research and potential applications of hybrid 
systems mentioned above, the performance and capabilities of synthetic systems 
are being steadily improved by ongoing efforts in the semiconductor industry to 
miniaturize energy sources, sensors, computing elements, and communications 
systems. This technological trend may enable the design of “nanomorphic cells” 
(Cavin and Zhirnov, 2008). The creation of entirely new classes of autonomous 
micro-devices with applications, for example, as smart therapeutic systems in 
medicine would significantly benefit the semiconductor industry.

Although a number of interesting avenues will be explored in the design of 
nanomorphic cells, my collaborators and I are primarily interested in providing 
mechanical work for locomotion using chemical fuel sources. The conversion of 
chemical energy into mechanical work with synthetic nanoscale devices is still 
in its infancy. The design of complex organic molecules capable of contraction 
or rotation when provided with fuel molecules has made significant progress but 
has not yet resulted in designs that can compete with biomolecular motors (Kay 
et al., 2007).

One successful approach has been to mimic bacterial motility by platinum-
gold nanorods in a hydrogen peroxide solution (Hong et al., 2007). The nanorods 
catalyze the decomposition of the hydrogen peroxide, which in turn propels them 
forward. Surprisingly, the nanorods have a distinctly “chemotactic” response, 
moving toward higher hydrogen peroxide concentrations. The analysis of the 
process has informed our understanding of the mechanism supporting chemotaxis 
in bacteria.

On the basis of a similar combination of a “compartmentless” fuel cell and 
electroosmotic pumping, we were able to engineer a fully synthetic membrane 
that mimics the ability of cellular membranes to actively transport solutes using 
chemical energy harvested from the solution (Jun and Hess, 2010). A platinum 
electrode and a gold electrode on the surface of a polycarbonate membrane were 
electrically connected. When placed in a hydrogen peroxide solution, the fluid 
was pumped through the membrane (Figure 5).

In a sense, our efforts to create biomimetic functional materials and bio-
inspired nanodevices are following the arc of development of human flight. First 
came the study of biological systems. This was followed by the creation of hybrid 
systems to elucidate the key principles of flight. Ultimately, synthetic flying 
machines were developed.

Conclusions

The engineering of molecular shuttles and other autonomous systems is an 
exciting aspect of nanotechnology in which progress relies heavily on the use of 
biological components. The assembly of biological building blocks into newly 
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FIGURE 5  A biomimetic, self-pumping membrane (Jun and Hess, 2010). A thin plastic 
membrane with 1 µm diameter straight channels is coated with a thin film of platinum 
on one side and a thin film of gold on the other. When the membrane is submerged in a 
hydrogen peroxide solution and the two electrodes are electrically connected, the system 
acts as an integrated fuel cell and electroosmotic pump that uses the chemical energy of 
the hydrogen peroxide to power fluid flow across the membrane.

designed structures is a very stringent test of our assumptions about biological 
nanomachines and their interactions. As Richard Feynman said, “What I cannot 
create, I do not understand.” The design process forces us to see biology through 
the eyes of an engineer and, in the process, to ask about friction, wear, fatigue, 
and other quintessential engineering questions.
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listens to the entire world of music for developers to build search, personalization, 
and interactive music applications. His research links community knowledge of 
music to its acoustic properties to learn the meaning of music. He received a Ph.D. 
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Radical Innovation to Create a Smarter Planet
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