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Preface

The office of the Product Director for Test Equipment, Strategy, and Support (PD TESS)
of the Joint Program Executive Office for Chemical and Biological Defense in the Department of
Defense (DOD) is responsible for ensuring that sufficient infrastructure exists for the effective
and timely testing and evaluation of chemical and biological defense equipment. That
responsibility requires technical knowledge, capital, and physical resources.

To support its mission, PD TESS asked the National Academy of Sciences (NAS) to
assess current and future needs for testing and evaluating biological standoff detection systems,
to assess current test and evaluation (T&E) capabilities (in scientific and technical knowledge
and existing or near-term facilities), and to provide guidance on how to meet the future needs of
this T&E mission." NAS convened a committee of experts in a wide array of fields related to
chemical and biological defense, remote detection, and T&E to evaluate the requirements for and
feasibility of whole-system testing of biological standoff detection systems.” In particular, the
committee was asked to:

* Review the scope, adequacy, and limitations of current and potential near-future
biological standoff detection system testing protocols and methods.

» Identify test protocols and methods that should be adopted to ensure that current and
future biological standoff detection systems will meet operational requirements and
state why the identified test protocols and methods were chosen.

» Consider the testing of live or active biological warfare agents (BWAs), killed or
inactivated BWAs, and simulants and agent-like organisms (ALOs).?

* Discuss the knowledge and confidence that can be gained with each level of testing
and the shortfalls and risks associated with each level.

* For each of the three options—active BWA testing, inactivated BWA testing, and
ALO testing—comment on the relative scientific and technological risks and discuss
the relative cost-benefit and risk-benefit considerations, including regulatory issues
that would affect each level of testing.

! The full Statement of Task can be found in Appendix A.

? Committee biographies can be found in Appendix B.

3 Live and active BWAs are sometimes used interchangeably. Live refers to the viable form of the organism,
meaning it can reproduce; active refers only to toxins, which are not organisms. Therefore, active BWA refers only
to toxins and live BWA refers to all other classes of BWAs.

X
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In addition to the Statement of Task, PD TESS asked the committee the following
questions (Myers 2007):

» s testing with live or active BWAs necessary for adequate testing and evaluation of
the performance of biological standoff detection systems?

» Iftesting of live or active BWAs is necessary, is it feasible? If so, what technologies
and concepts should be pursued?

» Iftesting of live or active BWAs is unnecessary or infeasible, what level of testing is
required?

Those questions and the Statement of Task helped the committee focus its deliberations.

Efforts were made to estimate costs associated with the test materials. Despite the
committee’s best efforts, these estimates had substantial uncertainties and were not considered
reliable. Furthermore, the current state of knowledge constrained the committee’s ability to
quantify the risks associated with the test materials. Specifically, fundamental questions about
certain effects on the target signal need to be answered before there can be a quantitative
discussion of how well simulants correlate with ALOs and BWAs. Therefore, the committee has
provided only its qualitative judgment of the risks and costs associated with the test materials.

At the present time, lidar-based standoff detection technology is being explored for the
Joint Biological Standoff Detection System. Although the major development emphasis is on
lidar technology, considerable discussion of alternative methods occurred during the committee’s
review. The committee believes that a T&E strategy needs to be developed that will permit a
wide array of technologies that may be eligible for T&E in the future to be appropriately
compared with each other and tested at different levels.

The committee also approached the utility of and opportunities for modeling and
simulation (M&S). Although current efforts in T&E are predominantly empirical, a number of
M&S approaches were discussed. The committee considered research efforts that involved both
a greater reliance on understanding and predictions of the characteristics of a BWA plume and
hardware-in-the-loop simulation.

Finally, the committee discussed issues of operational versus developmental testing and
the effect that T&E would have on the future of biological standoff detection. In addition to
requirements for key technical performance data, it is important to understand the impact of
effective detection on military operations. It is critical to ensure that detection systems will both
meet technical performance specifications and support troops in the field by increasing their
probabilities of survival and making missions easier. The difference between operational and
developmental testing and the military concept of operations were both highlighted.

The sensitive nature of much of the information concerning biological standoff detection
presented a challenge in the writing of the committee’s report. The committee’s report has been
determined to contain information exempt from mandatory disclosure under 5 U.S.C. 552(b).

Section 15 of the Federal Advisory Committee Act provides that the National Academies
shall make its final report available to the public unless the National Academies determines that
the report would disclose matters described in one or more of the exemption provisions under the
Freedom of Information Act (FOIA). In such case, the National Academies “shall make public
an abbreviated version of the report that does not disclose those matters.” This unrestricted,
abbreviated version of the committee’s report was written to fulfill the National Academies’
statutory obligation. This abbreviated version represents in so far as possible the committee’s
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findings, recommendations, and other substantive material without disclosing materials
described in title 5 U.S.C. section 552(b).

x1
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Summary

A biological warfare agent (BWA) is a microorganism (or a toxin derived from a living
organism) that causes disease in humans, plants, or animals or that causes the deterioration of
material (NATO 1996). The effectiveness of a BWA is greatly reduced if the attack is detected
in time for the target population to take appropriate defensive measures. Therefore, the ability to
detect a BWA, in particular to detect it before the target population is exposed, will be a valuable
asset to defense against biological attacks. The ideal detection system will have quick response
(detection on the order of seconds) and be able to detect a threat plume at a distance (on the order
of kilometers) from the target population.4 The development of reliable biological standoff
detection systems—standoff detection refers to detection at a distance from the aerosol or plume
or detector’—therefore is a key goal.

Detection of biological agents is complex. This report focuses on one aspect of the
biological defense problem: How can we test whether a biological standoff detection system
fulfills its mission reliably if we cannot conduct open-air field tests with live BWAs?

Test and evaluation (T&E) of biological standoff detection systems to certify that they
fulfill their mission is difficult because open-air field tests with BWAs are not permitted under
international conventions and because the wide variety of environments in which detectors might
be used may affect their performance. Further, a T&E protocol should provide the opportunity
to demonstrate that a biological standoff detection technology can reliably differentiate between
a plume that is benign and one that contains BWAs.

Current and near-term standoff detection technologies are based on lidar (light detection
and ranging). Lidar uses pulsed lasers to optically detect and characterize aerosols® at a distance.
The basic components of lidar are a transmitter (laser), a receiver, and a detector. Lidar uses the
laser radiation that is scattered by aerosol particles to determine some property of the aerosol.
The major types of lidar currently relevant to biological standoff detection are elastic-backscatter
lidar, ultraviolet-laser-induced fluorescence lidar, high-spectral-resolution lidar, Doppler lidar,
differential-scatter lidar, and depolarization lidar. Different lidar technologies attempt to exploit
different signatures to infer characteristics of an aerosol. That is difficult because aerosol
particles interact with laser radiation in different ways. Aerosol particles consist of many
molecules and are therefore much larger than molecules. Their varied microphysical properties
(that is, particle size distribution, shape, and composition) affect the extinction and backscatter
intensity of the signal used to probe a BWA.

* The committee recognizes that all BW threats are not aerosols, but for purposes of this report the committee
considered all BW threats as aerosols, hence the emphasis on plumes.

> The actual standoff detection distance may vary based on the operational requirements for a specific technology.
For example, the Joint Biological Standoff Detection System (JBSDS) is required to detect aerosol plumes at a
distance of up to 5 km and discriminate BWA from naturally occurring organisms from 1to 3 km. For the purposes
of this report, standoff distance refers to that which is required by the JBSDS operational requirements document.

® An aerosol is a system of particles suspended in a medium (in this case the atmosphere). For the purposes of this

report, BWAs are assumed to be disseminated as aerosol particles.
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Once a plume has been detected, the varied characteristics of BWAs make discrimination
between threat and non-threat plumes even more difficult. The conventional wisdom several
years ago was that fluorescence cross sections of BWAs depended on the specific agents; for
example, dipicolinic acid is a fluorophore that is present in Bacillus anthracis spores but not
Francisella tularensis. However, recent laboratory work has shown that interspecies differences
can be obscured by other effects (Hargis et al. 2007). This critical finding suggests that a
standoff capability to detect the signatures associated with those effects may be more valuable
than one that can detect only specific agents. Such information is important to both developers
and evaluators in assessing test conditions.

Department of Defense Approach

The Department of Defense (DOD) is developing biological standoff detection
technology in phases. The first objective is to be able to detect an approaching plume of
biological material, whether human-made or natural, and determine its size and extent. The goal
is to provide longer warning times than are provided by biological point detectors, which can
detect biological agents based on direct samples of agent collected at the “point” at which the
detector is placed. Point and standoff detectors have different abilities to determine whether a
plume contains a BWA. Standoff detectors that can detect a plume but not determine its nature
might be deployed in conjunction with point detectors placed upwind from a site that is to be
protected. That would provide two independent kinds of warning: one that a plume is
approaching and one that a plume contains a BWA.

Standoff detection systems can be highly sensitive to various features in the atmosphere,
such as clouds, dust, and the like. A military unit might react to information that a plume was
approaching without knowing whether it was a natural aerosol plume, a dust storm, some other
phenomenon, or an actual threat; soldiers might be ordered repeatedly to don personal protective
equipment, although no biological threat is present, and this would reduce their operational
effectiveness.

In order to be effective, biological standoff detection requires a capability to at least
identify the approach of concentrations of biological substances. If the false-alarm rate is not too
high, and in conjunction with other intelligence or warnings, it might be acceptable to act on
information that some sort of biological material is approaching even if it turns out to be only
natural spores from nearby fields or trees. Under such a scenario, it might still be valuable to
detect an approaching plume of biological material and order troops to find protection, even if
the standoff detector could not determine whether the approaching biological material is
dangerous. However, it would be important to know that the standoff detection system is
capable of spotting enemy-made biological agents and not only natural airborne materials.
Therefore, T&E of such a system would necessarily include a demonstration that the system is
not blind to enemy-made biological agents either alone or in the presence of other materials, such
as contaminants or interferents.

Ultimately, DOD hopes to be able with standoff detectors to identify species in a plume,
that is, to identify specific BWAs. To test and evaluate a detector with such capability, it would
be necessary to demonstrate that the standoff detection system could dependably detect perhaps a
dozen or more enemy-made biological agents in the presence of other atmospheric phenomena,
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contaminants, and interferents.” T&E would thus require surrogates that could be released to
imitate the behavior of live, enemy-made agents in the field; in the absence of such surrogates,
tests with actual live BWAs would be necessary. Tests would need to be conducted in a facility
with reliable safety features to contain the BWAs in question. It also would require test facilities
to duplicate realistic field conditions. In some cases, the test facilities might have to be large so
that the limitations of the test facilities do not interfere with the measurements being made.

Test and Evaluation of Biological Standoff Detection Systems

T&E needs to be tailored to the level of operational capability being tested. The T&E
required for a biological standoff detection system that identifies a threat plume by species is
substantially different from and more complex than for a detection system that only
discriminates between biological and nonbiological aerosols, which requires more complex T&E
than a system that only detects a plume. Therefore, T&E needs to occur in a graduated manner
from detecting a plume, to discriminating between biological and nonbiological aerosol, and
finally to identifying a specific BWA.

Similarly, laboratory tests of a system should be used to inform the design and conduct of
tunnel tests, whose results should be used to inform the design and conduct of open-air tests.
Laboratory testing allows the determination of the impact of other effects on available signatures.
From laboratory testing the T&E strategy should expand to examine the influences of the
environment and different delivery systems on the system’s detection capability. Testing at this
level may indicate new limitations (for example, if the presence of some urban contaminants
masks BWA signatures or increases false-alarm rates) or indicate opportunities to enhance
detection capabilities (for example, if it is found that cueing by other detectors to focus on a
particular event might allow better interrogation of a plume by the standoff detector system,
which may require a change in system requirements). This testing offers another chance to
assess where programmatic and test strategy decisions should be reviewed.

Standoff detectors with no ability to identify specific biological agents require less
elaborate test facilities than would highly capable futuristic systems. Although less elaborate test
facilities are required for the T&E of a standoff detector that is intended to only measure the
extent of an approaching plume and determine its dimensions and velocity, the T&E capabilities
required are still challenging.

DOD does not have an adequate set of tools to test biological standoff detection systems
fully under both laboratory and field conditions and at component, subsystem, and full-system
levels and then to correlate the results. It has invested in developing test facilities for standoff
systems that can detect plumes, but the facilities are not suitable for standoff experiments
requiring containment, although some may have limited containment capabilities. The technical
and engineering difficulties of developing a set of facilities, complemented by modeling and
simulation tools, that can accommodate active standoff detection system development while
providing necessary containment are substantial and will make it expensive to develop such
facilities.

" The committee recognizes that this assumes the threat agent to be detected is actually known and cataloged. In
reality the committee understands that by definition “enemy-made” could be an engineered biological agent not
previously known.
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The committee believes that the technology to provide standoff identification of specific
BWAs is not likely to be practicable for many years. Current research indicates that the signals
detectable by current technologies associated with other effects can overwhelm the signals from
specific biological species. This critical finding means that substantial work will be required to
characterize those effects before a standoff capability to identify specific BWAs is possible. Not
only is the technology for standoff species identification challenging, but the T&E of such
systems would be difficult and complex.

Finally, being able to identify specific threat species assumes that there is both a known
set of threat agents and that certain procedures associated with those agents are known.
Characterization of novel unanticipated threats is not easily imagined.

Findings and Recommendations

The findings and recommendations presented below are intended to provide DOD and the
office of the Product Director for Test Equipment, Strategy, and Support with a clear path to
developing a robust process for testing and evaluation of biological standoff detection systems.

FINDING: The Department of Defense requires an integrated approach to development,
testing, and evaluation of biological standoff detection systems.

DOD needs a comprehensive T&E process that uses design of experiments and integrated
statistical analyses to dynamically and iteratively combine modeling, simulation, theory, and
laboratory efforts with the results of field testing. The process should quantify, through models
and data, the performance of every hardware and software component and the interaction of the
interrogation methods with the atmosphere and with aerosol particles. The performance
quantification needs to include uncertainty quantification. The process needs to integrate diverse
types of information into a single framework, including data from laboratory, tunnel, and open-
air testing and data from modeling and simulation.

All aspects of T&E should be integrated and coordinated with the development of
biological standoff detection systems. T&E should inform the development of biological
standoff detection systems, and interactions between the development and T&E communities
should be a routine part of the research and development process. Tracking opportunities for
development will allow the T&E community to insert new test technology into the T&E process
and develop new T&E capabilities to address evolving needs.

FINDING: Current understanding of the relationship between detection signals and the
properties of biological aerosols is insufficient to allow reliable correlation between
surrogates and agents.

A process for building a body of knowledge about the interaction of laser radiation and
other active interrogation techniques with aerosol (especially biological) particles and plumes
needs to be developed. ALOs and simulants have been used as surrogates for live BWAs in
testing, but the corresponding T&E results are valid only if a detection signal from a live BWA
can be predicted from the detection signal of a surrogate. Developing a robust model for
prediction requires an understanding of how a detection signal correlates with biological aerosol
properties. Achieving a high level of confidence requires comparison of predicted and measured
signals in a laboratory test bed that can accommodate live BWAs. There appears to have been
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insufficient emphasis on integrating laboratory-scale T&E to support such studies, which can
include conventional and scaled-down test beds.

FINDING: Referee systems need to be more accurate and precise than the system under
test.

Calibrated lidar is necessary to compare past, present, and future lidar data. Calibrated
lidar provides backscatter intensity and extinction data in physical units (for example, per meter
per steradian) that allow the data to be used in models of the integrated system. In recognition of
the importance of lidar as a key instrument in T&E of biological standoff detection systems, the
understanding, calibration, and reproducibility of lidar data should be emphasized. The most
accurate technique to calibrate aerosol lidar is high-spectral-resolution lidar (HSRL; Eloranta
2005), and there are eye-safe HSRL systems. Tunnel and range facilities require several well-
calibrated nephelometers® and visibility sensors to document scattering and extinction of both
plume and background.

A combination of point-based referee systems’ is necessary in tunnel and scaled-down
testing to measure the size distribution of the aerosol plume and background as accurately as
possible. The current Aerodynamic Particle Sizer can measure the size distribution only down to
a diameter of 0.5 um. Smaller particles in the plume require alternative detection technologies,
such as the Scanning Mobility Particle Sizer. Such measurement capability is critical for
understanding how aerosol particles contribute to the overall signal detected by a standoff
system.

RECOMMENDATION: The Department of Defense should develop an integrated
framework for test and evaluation of biological standoff detection systems that includes
modeling and simulation; uncertainty quantification; and laboratory, tunnel, and open-air
testing.

Viewing the T&E process as an integrated array of capabilities—as a “T&E system”™—
can improve overall T&E capabilities substantially. Design of experiments should be used to
guide the integrated T&E framework, and uncertainty quantification should be an inherent goal.

Uncertainty quantification is a vital component of the integrated framework. Its purpose
is to measure system performance and to measure errors present in each combination of test
conditions and test modality (laboratory, tunnel, open-air, and modeling and simulation testing).
The evaluation process is limited without an appropriate quantification of both system
performance and the associated uncertainties. Once the evaluation process is associated with
quantified uncertainties, the T&E community needs to make decisions in light of the
uncertainties. Each decision should be based on an evaluation of the additional reward or benefit
that it offers with respect to uncertainty quantification.

Modeling and simulation (M&S) play an important role in an integrated array of T&E
capabilities. Test and experimentation capabilities should be considered with respect to the data
they provide and how the data can be integrated into a strategy that includes M&S. Data from
experimentation can help develop and improve M&S with the goal of creating a “virtual test
bed” or “virtual T&E infrastructure.” This will reduce overall cost while expanding test
capability, especially for T&E of systems, such as biological standoff detection systems, that can

¥ A nephelometer is an instrument used to measure the light-scattering coefficient of aerosols.
? A referee system, sometimes referred to as a ground truth system, is used to characterize an aerosol plume at a
higher fidelity than the system under test.
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never be physically tested under realistic field conditions. The M&S capabilities developed to
test nuclear weapons after nuclear tests were banned are an example of such work.

RECOMMENDATION: The Department of Defense should assess the development and
construction of new facilities that are suitable for whole-system testing of standoff
detectors, for example, a large Biosafety Level 3 facility, in the context of an integrated
approach to test and evaluation.

It is possible that a large-scale Biosafety Level 3 (BSL-3) chamber will be required to
demonstrate that a full-scale biological standoff detection system works reliably. However,
given the current state of knowledge, building such a facility is premature. One critical issue that
must bleoresolved before a BSL-3 facility is built is the impact of other effects on the detection
signal.

An integrated T&E protocol must be an essential part of decision making regarding a
large-scale BSL-3 chamber for testing standoff detectors. The design and characteristics of a
BSL-3 facility would depend on the understanding gained from other aspects of the integrated
T&E approach and on the identified knowledge gaps that could not be filled by existing
facilities. It is critical to understand how data from a BSL-3 facility will be integrated into a
framework that can predict the response of a detection system to an open-air release of a
biological threat under realistic field conditions. With the current level of understanding, it is not
clear how data from a BSL-3 facility could be reliably interpreted. Laboratory and tunnel testing
and M&S efforts should be pursued to enhance the state of knowledge needed to decide whether
to build a large BSL-3 chamber.

It is likely that additional facilities that enhance current T&E capabilities will be required.
For example, scaled-down test beds with containment capabilities are likely to produce valuable
data. Development of these capabilities should be pursued before other more risky and
expensive options are considered. Building a large-scale BSL-3 facility is a high-risk endeavor
given the technical difficulties and likely cost. Specifically, it is unclear whether the technical
solutions proposed in the preliminary designs for the facility (see Chapter 4) would be sufficient
to result in a facility that is capable of producing the requisite data.

RECOMMENDATION: The test and evaluation community should place more emphasis
on testing the capability of standoff detection systems to discriminate between human-
made biological aerosols and natural biological aerosols.

The rational behind this recommendation is discussed in the committee’s full report.

RECOMMENDATION: Design of experiments should be used to efficiently explore the
array of test conditions required to characterize a detection system’s performance fully in
different environments and threat scenarios.

In a given test modality, many factors affect a detection signal. Experimentation that
tests one factor at a time is highly inefficient. Design of experiments affords an opportunity to
choose combinations of factors that will yield results with the same information content as one-
factor-at-a-time experimentation but at a much lower cost. A sound experimental design
approach will also allow the T&E process to determine potential interactions between factors.
And a sound experimental design approach can inform and guide research and development

' These effects are discussed in the committee’s full report.
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efforts if the research and development and T&E processes are appropriately managed and
coordinated.

In many highly complex and expensive systems, adaptive design of experiments is a
valuable tool. Adaptive design can be broadly classified as follows: “Given the uncertainty (as
evidenced by test data, models, analysis of results, and so on) in a system at time ¢, what
modality of testing, which factors, and what levels of those factors can maximize the reduction in
uncertainty at time ¢ + 1?7 The term adaptive refers to the notion that the question is asked after
each test is run. Adaptive designs are valuable, but they are also sequential; it takes substantial
time to complete a fully adaptive approach to testing and evaluation. Thus, a hybrid approach
that contains small-scale classical design of experiments and interim assessments of uncertainty
would provide an opportunity to evaluate uncertainty periodically and to revise the test plan.

Design of experiments should extend beyond laboratory, tunnel, and open-air concepts to
include M&S experiments that are recommended in the integrated approach to T&E. The
design-of-experiments protocol for the M&S process should be developed in light of the design-
of-experiments approach for laboratory, tunnel, and open-air experiments. The M&S approach
should be conducted according to principles of design of experiments and with the objective of
linking laboratory, tunnel, and open-air results.

RECOMMENDATION: The test and evaluation community should use the operational
requirements for biological standoff detection systems to drive the development of testing
and evaluation.

The need for T&E capabilities is determined in part by the performance requirements of
the standoff detection system under scrutiny. The likelihood that additional T&E capabilities are
needed depends on whether the goal of the standoff detection system is to detect an aerosol
plume, to detect a plume and determine whether it contains aerosol of biological origin or not, to
detect a plume and determine whether its signature is biological and human-made, or to detect a
plume and identify its signature as a BWA.

Regardless of the biological standoff detector’s performance requirements, laboratory
testing will be required to establish correlations between BWAs and surrogates. Data for the
correlation can be collected in confined chambers.

Once the correlation is established, if the goal of the standoff detection system is simply
to detect an aerosol plume without regard to its composition, whole-system testing with
simulants can be conducted to establish the detector’s performance under operationally relevant
conditions. The correlation between BWAs and surrogates (in this case simulants) is required to
ensure that the standoff detection system is not blind to aerosols that contain BWAs.

If the goal of the standoff detection system is to detect plumes and distinguish between
those that contain biological aerosols and those that do not, chemical characterization is needed
in addition to physical and optical characterization. Chemical characterization by identification
of the signatures associated with material of biological origin (such as amino acids) requires
laboratory testing with surrogates, such as simulants, ALOs, or killed or inactivated BWAs. In
addition to open-air testing with simulants, tunnel testing with killed ALOs may be used to
reduce the uncertainties in the detector’s potential performance with BWAs. It may be possible
to do some testing with risk group 2 (RG-2) organisms, such as live ALOs in the active standoff
chamber or a facility similar to it if sufficient containment is demonstrated to further reduce the
uncertainties.
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If the goal of the standoff detection system is to detect plumes and distinguish between
plumes that contain human-made biological aerosol and plumes that contain naturally occurring
biological aerosol, unique chemical characterization is required in addition to physical and
optical characterization. Unique chemical characterization is required to detect evidence of a
human “fingerprint” on the aerosol. Laboratory testing with such surrogates as simulants, ALOs,
or killed or inactivated BWAs will be required. In addition to open-air testing with simulants,
tunnel testing with killed ALOs may be necessary to predict the detection system’s performance
on BWAs. As before, it may be possible that some testing with RG-2 organisms can be
conducted in a facility to reduce the uncertainties in correlating surrogates with BWAs. These
tests should also vary certain procedures to determine the effects of those procedures on the
target signal.

If the goal of the standoff detection system is to identify a specific BWA, controlled
releases of live ALOs, killed or inactivated BWA, or even live BWA in a high-containment
facility may be required. However, such testing is not necessary at the present time.

RECOMMENDATION: The test and evaluation community must base its test and
evaluation of biological standoff detection systems on a system’s measures of performance,
measures of effectiveness, and concepts of operations.

Materiel developers, combat developers, and T&E professionals must have a clear
understanding of what information a candidate standoff system can provide and of the
operational value of this information. In determining what information requirements a system
can satisfy, developers and evaluators must consider the entire family of detector systems that
commanders will have available to them and how detection functions may best be allocated to
different systems. Identifying reasonable expectations for a technology allows applied
development programs to focus on delivery of equipment designed to satisfy operational needs
and allows T&E professionals to determine operationally relevant testing protocols.

RECOMMENDATION: The Department of Defense should foster the development of a
multidisciplinary biological testing community with increased interactions with the
broader research community.

The T&E community would benefit if staff and contractors were supported in getting
results published in refereed literature. There is tension between protecting national security and
maintaining open scientific exchange, but many aspects of the basic research carried out by
members of the standoff detection group would benefit from peer review. Outside unbiased
evaluation of experimental protocols and results would help guide T&E strategies. The annual
Joint Conference on Standoff Detection for Chemical and Biological Defense held in
Williamsburg, Virginia, publishes its proceedings, and the standoff detection community should
present results at other conferences and publish in peer-reviewed literature.

Because the field of biological standoff detection continues to evolve, the T&E
community would benefit from a scientific advisory board composed of independent engineers
and scientists to provide continuing direction and integration of the science and technology,
development, and operational communities. The board could help develop measures of
operational effectiveness and system performance and allow for review of emerging test results
between phases of system definition and development. This advisory board might interact with
the DOD Test Resource Management Center (TRMC). A T&E science and technology program

Copyright © National Academy of Sciences. All rights reserved.



Test and Evaluation of Biological Standoff Detection Systems: Abbreviated Version
http://lwww.nap.edu/catalog/12058.html

exists in the DOD TRMC to develop new test technologies for enhancing T&E capabilities. It
would be beneficial if the TRMC included biological T&E as a focus area.

Finally, greater interaction between the biological point detection and standoff detection
communities is urged. Analysis of the concept of operations for either kind of detection program
suggests that exchange is crucial during T&E, inasmuch as information from the deployed
systems must be exchanged to achieve detection for warning and protection.
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Appendix A

Statement of Task

At the request of the U.S. Army, the National Academies will evaluate the requirements for and
feasibility of whole-system testing of biological standoff detection systems using active
biological warfare agents (BWAs) and issue a report. The committee will:

* Review the scope, adequacy, and limitations of current and potential near-future biological
standoff detection system testing protocols and methodologies and

» Identify what test protocols and methodologies should be adopted to ensure that current and
future biological standoff detection systems will meet operational requirements and why.

In particular, the review will consider the use of (1) active BWA testing, (2) inactivated BWA
testing, and (3) simulants/agent-like organisms (ALOs) testing and

* Discuss the knowledge and confidence gained for each level of testing as well as the
shortfalls and risks associated with each, and

» For each of the three options (active BWA testing, inactivated BWA testing, ALO testing),
comment on the relative scientific and technological risks and discuss the relative cost-
benefit and risk-benefit. This should include consideration of regulatory issues that would
affect each level of testing.
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also is director of the Biosafety Level 3 Facility of UMDNIJ’s Center for the Study of Emerging
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Appendix C

Glossary

Agent-like organisms: Organisms having physiological, physical, and chemical properties
similar to those of a corresponding biological warfare agent while presenting a reduced risk of
infection. Agent-like organisms are most often derived from a vaccine or attenuated strain of a
biological warfare agent or a nonviable or an inactive form of a biological warfare agent.

Backscatter: the laser radiation returned, or scattered back, to a lidar system after an interaction
with an aerosol particle or a molecule at a distance.

Biological warfare agent: a microorganism (or a toxin derived from it) that causes disease in
humans, plants, or animals or that causes the deterioration of material (NATO 1996). There are
six classes: bacteria, fungi, rickettsiae, chlamydia, viruses, and toxins.

Elastic scattering: interaction of laser radiation with molecular or particulate matter in which the
incident radiation is redirected by the molecular or particulate matter. Elastic scattering changes
only the direction of the radiation; its energy and therefore wavelength are conserved.
Extinction: the sum of scattering and absorption.

Inelastic scattering: interaction of laser radiation with molecular or particulate matter in which
the incident radiation is absorbed and reradiated by the molecular or particulate matter. Inelastic
scattering shifts the wavelength of the radiation.

Operational test and evaluation: The field test, under realistic conditions, of an item (or a key
component) of weapons, equipment, or munitions for the purpose of determining the
effectiveness and suitability of the weapons, equipment, or munitions for use in combat by
typical military users, and the evaluation of the results of such tests.

Plume: a cohesive collection of particles released to the atmosphere.

Referee system: system used to characterize an aerosol plume at a higher fidelity than the system
under test. Referee system is sometimes referred to as a ground truth system.

Scattering: multiple reflection of electromagnetic radiation by gases or particles in the
atmosphere (Sabins 1978). Scattering can be categorized as elastic or inelastic.
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Simulants: Nonpathogenic or nontoxic warfare agent surrogates that provide useful evaluative
information on the performance of a biological detection system and can sometimes be directly
correlated with the biological warfare agent being simulated.

Standoff detection: Detection at a distance away from the aerosol/plume or detector system
(Joint Program Executive Office for Chemical and Biological Defense 2004).

Surrogate: an organism or material that serves as a substitute for biological warfare agent.
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Appendix D

Summary of Committee Meetings

The Committee on Test and Evaluation of Biological Standoff Detection Systems first
convened in January 2007 and held additional meetings over a period of 5 months. During these
meetings, the committee received briefings from government officials, academics, and outside
experts on current and potential biological standoff detection systems, how such systems can be
evaluated, and test agents. The committee also toured the Dugway Proving Ground in Dugway,
Utah.

January 16-17, 2007, in Washington, D.C. Briefings received from the following.
Product Director — Test Equipment, Strategy and Support (PD TESS): briefings on the purpose
of the study and charge to committee members and PD TESS’ perspective of future directions
and key limitations; West Desert Test Center, Dugway Proving Ground: current biological
standoff detection capabilities and requirements; Joint Biological Standoff Detection System
(JBSDS) Team: current biological standoff detection testing systems.

March 1-2, 2007, in Washington, D.C. Briefings received from the following. Johns
Hopkins University Applied Physics Laboratory: briefing on technical evaluation of biological
standoff detection systems; Army Test and Evaluation Command: the Army and Air Force
perspective on operational evaluation of biological standoff detection systems; Institute for
Defense Analyses: briefing on the Office of the Secretary of Defense perspective on test and
evaluation of biological standoff detection systems; Joint Program Manager — Biological
Detection Systems: overview of JBSDS Increment 1; Defense Advanced Research Projects
Agency: briefing on femtosecond adaptive spectroscopy techniques for remote agent detection;
National Center for Atmospheric Research: provided the description of Raman-shifted Eye-safe
Aerosol Lidar (REAL) plume algorithms; Massachusetts Institute of Technology Lincoln
Laboratory: briefing on the standoff aerosol active signature testbed.

March 20-21, 2007, at the Dugway Proving Ground, Dugway, Utah. Committee
members were given a tour of the Joint Ambient Breeze Tunnel, the Active Standoff Chamber,
the Containment Agent Chamber, and an overview of laboratory and range operations. The
committee also received a briefing on regulatory and treaty issues.

April 24-25, 2007, in Washington, D.C. Briefings received from the following. Center for
Disease Control: briefing on biosafety levels and Biosafety and Microbiological and Biomedical
Laboratories guidance; Pentagon Force Protection Agency: alternative test and evaluation
approach; Sandia National Laboratories: briefing on agent-simulant cross section measurements;
Dugway Proving Ground: information on agent and simulant preparation.

May 22-23, 2007, in Washington, D.C. Committee deliberations and report drafting.

23

Copyright © National Academy of Sciences. All rights reserved.



Test and Evaluation of Biological Standoff Detection Systems: Abbreviated Version
http://lwww.nap.edu/catalog/12058.html

Copyright © National Academy of Sciences. All rights reserved.



Test and Evaluation of Biological Standoff Detection Systems: Abbreviated Version
http://lwww.nap.edu/catalog/12058.html

Appendix E

Role of Test and Evaluation in Department of Defense Acquisition

The Department of Defense (DOD) major system acquisition process is described briefly
here to explain the role of test and evaluation (T&E). Further information is widely available. A
recent Congressional Research Service report provides a good overview of defense acquisition
(Chadwick 2007).

The acquisition of a new capability starts with the generation of a mission needs
statement, which identifies and supports the need for a new or an improved capability. The
acquisition process is initiated on approval of the mission needs statement by the secretary of
defense (referred to as Milestone A). On approval of the secretary of defense, a DOD
component runs the program. The Joint Program Executive Office Chemical and Biological
Defense (JPEO CBD), which coordinates biological defense efforts of the four services, is the
DOD component responsible for the T&E of biological standoff detection systems.

The next phase in the acquisition process is a competitive exploration of alternative
system concepts. Demonstration and validation follow approval of the alternative system
concepts. Pending the outcome of the demonstration and validation, a preferred system is
recommended. On approval of the secretary of defense (Milestone 1), full-scale engineering
development of the preferred system starts. Procurement of long-lead production items and
limited production for operational test and evaluation (OT&E) are approved at this time
(Milestone B).

On successful completion of the full-scale engineering development and on the basis of
the outcome of the OT&E, JPEO CBD may recommend production of a detection system. If
approved by the secretary of defense (Milestone C), production of the system begins, and the
services are authorized to deploy the system.

Two types of measurements are required to verify and validate the performance of lidar
systems. First, metrics must be provided to establish the quality of the modeling and simulation
products used to relate the performance of the lidar during both T&E and later operation. The
metrics will identify the underlying assumptions that produce a positive detection event from a
certain type of data and the confidence level and variability in that decision-making process.
Second, metrics must be provided to yield functional data that go into a model to produce a
positive call. These measurements should identify the variation in each element of the data and
explain how uncertainties are compounded. Often, they are measurements of performance and
effectiveness and of the merit of the system under test (for more information, see
hitp.//vva.dmso.mil/Special_topics/Measures/default. htm).

Measures of merit (MOMs) relate the effects of a concept or system to the mission that
the concept or system supports. MOMSs measure concept or system capabilities in terms of the
effects of the capabilities on the overall mission of which the concept or system is a part. They
cover mission attributes that define the overall objectives of the simulation. For example, an
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attribute of a standoff detector is usability. Measures of detector usability might include weight,
power use, mean time between failures, and difficulty in reading data.

Measures of effectiveness (MOEs) assess a system’s effectiveness in the accomplishment
of a task. MOEs measure capabilities in terms of task accomplishment or system attributes.
Tested capabilities should be related directly to operational capabilities in terms of engagement
or battle outcome. MOE evaluation criteria (acceptability criteria) should be quantitative if
possible. For example, measures of standoff detection include accuracy, false-alarm rates,
response time, reliability, range of detection, and discrimination between target and threat.

Measures of performance (MOPs) gauge system or component capabilities or
characteristics. MOPs are quantitative or qualitative measures of simulation capabilities and
characteristics. They are based on capabilities and characteristics that are defined by the
requirements of the intended application or that meet user-defined system performance
requirements. Quantitative MOPs are used when it is difficult to assess an MOE directly or
when quantitative criteria need to be established. Qualitative MOPs are categorical measures of
performance that refer to the presence or absence of specified characteristics. Quantitative
MOPs can frequently be related to a numerical scale. A MOP for a standoff detector would be
how many simultaneous plumes can be detected, tracked, and analyzed. A qualitative MOP
would be how much more rapidly a standoff detector allows a battlefield commander to decide to
change a protective posture. Subjective measurement techniques are generally used to address
qualitative MOPs.

Associated with each measure is a criterion that shows how well the measure needs to be
addressed by the simulation if it is to be acceptable for the intended use. Those criteria are
typically called acceptability criteria because they define a minimal level of performance, degree
of effectiveness, level of success, or the like that the simulation needs to achieve to be acceptable
to the user.
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