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Preface

After the events of September 11, 2001, there was a widespread sense
in the United States and in many other parts of the world that humanity
was entering a new and more dangerous era. Subsequent events, such as
the Indian Ocean tsunami of 2004, the Gulf Coast hurricanes of 2005, and
the terrorist bombings of July 7, 2005, in London have if anything strength-
ened that feeling, as have the potential threats of pandemic flu, dirty
bombs, and smallpox. Whether one believes that greenhouse gas emis-
sions are responsible for an increase in the frequency and severity of hur-
ricanes, or that television and the Internet make us all too aware of poten-
tial dangers, or that the sheer magnitude of historical events such as the
European Black Death of the fourteenth century, the 1556 earthquake in
Shansi, China, or the Asian flu pandemic of 1919 overshadow our modern
disasters by orders of magnitude, the sheer complexity and interdepen-
dencies of modern society clearly make us enormously vulnerable,
whether it be to natural disasters or to terrorist attacks. The modern sys-
tems that we require to sustain our way of life—the systems that transport
our energy, create our food supply, allow us to communicate over vast
distances, and maintain our low infant mortality and high life expect-
ancy—are all vulnerable to degrees that would have been unimaginable a
few decades ago. Furthermore, the dollar toll from these events is increas-
ing due to population growth in disaster-prone areas, especially in those
areas susceptible to hurricanes, floods, and earthquakes.

In this new world of the twenty-first century it is essential that we
anticipate such events and their potential impacts. It is impossible to know
exactly what form they will take, how severe they will be, or where and

X1
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when they will occur, but the value of planning has been amply demon-
strated. This report is about the value of a specific area of planning and
about how the United States might make improvements in that specific
area. Geospatial data and tools are currently used for emergency response,
but recent events have demonstrated the many ways in which our
geospatial data and tools and the use we make of them fail us, both in
preparing for unpredictable events and in responding to them afterwards.
This report examines the current use of geospatial data and tools in emer-
gency management and makes recommendations to improve that use.

The National Research Council’s (NRC’s) Committee on Geography,
now the Geographical Sciences Committee, first discussed the need for
this study in 2000, well before the events of September 11,2001. Those and
subsequent events led to a greater sense of urgency, a search for sponsor-
ship, refinement of the study’s charge, and to the eventual formation of a
study committee in 2004 under the auspices of the NRC Mapping Science
Committee. We thank the sponsors, the National Aeronautics and Space
Administration, the National Oceanic and Atmospheric Administration,
the National Geospatial-Intelligence Agency, and the U.S. Geological Sur-
vey, for providing funding for this study.

The committee was composed of 13 members and included scientists,
social scientists, and engineers from academia, industry, government, and
nongovernmental organizations. Committee members included people
with experience in designing decision support tools; users of these tools;
and experts in natural hazards, risk analysis, transportation, utility infra-
structure, geospatial data and remote sensing, disaster planning and re-
sponse, and computer and information science. The committee included
members with extensive field experience in emergency management and
response.

Several meetings were held to gather evidence from individuals and
representatives of organizations and agencies, including emergency re-
sponse practitioners and experts in geospatial data and tools. The pri-
mary information-gathering event was a workshop held on October 5-6,
2005, which included five discussion panels with approximately 25 panel-
ists from the relevant academic disciplines and agencies and from the com-
mercial software and data products industry. The workshop included a
mix of discussion panels and breakout discussions.

This report presents the committee’s findings and recommendations.
It is designed to be read by any public official who is concerned to make
his or her community disaster resilient: leaders of emergency response
and emergency operations agencies, elected officials and citizens who are
concerned about community vulnerability, agency staff who make or rec-
ommend decisions about the allocation or acquisition of resources, devel-
opers of technologies, or members of committees charged with develop-
ing policies.

Copyright National Academy of Sciences. All rights reserved.
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Summary

In the past few years the United States has experienced a series of
disasters that have severely taxed and, in many cases, overwhelmed the
capacity of responding agencies. Hurricane Katrina in 2005 provided per-
haps the most obvious instance as millions around the world watched a
region of the world’s most powerful nation apparently degenerate into
chaos. With modern technologies such as satellite imaging and services
such as Google Earth, it was possible for anyone with access to the Internet
to see the magnitude of the disaster and to marvel at how breakdown
could be so complete and pervasive in an era of such technological and
information abundance.

This study is about one type of information technology and the role it
plays in emergency management. Geospatial data describe the locations
of things on the Earth’s surface, and geospatial tools manipulate such data
to create useful products. Thus, this report is about the maps that are an
essential part of search-and-rescue operations, about the GPS (Global Po-
sitioning System) receivers that allow first responders to locate damaged
buildings or injured residents, about images that are captured from air-
craft to provide the first comprehensive picture of an event’s impact, about
road maps that form the basis of evacuation planning, and about all of the
other information connected to a location that can be used in emergency
management.

Great strides have been made in the past four decades in the develop-
ment of geospatial data and tools, and the Google Earth service is just one
example of the power and sophistication of this type of technology. Yet
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2 SUCCESSFUL RESPONSE STARTS WITH A MAP

no amount of technological sophistication will be sufficient to address the
kinds of breakdowns that occurred in the supply and use of geospatial
data and tools in recent disasters. The effectiveness of any technology is
as much about the human systems in which it is embedded as about the
technology itself. The committee concluded that issues of training, coor-
dination among agencies, sharing of data and tools, planning and pre-
paredness, and the attention and resources invested in technology turn
out to be the critical factors and the ones that have to be addressed if
future responses are to be more effective.

The goal of this study was to evaluate the current use of geospatial
data and tools in emergency management and to make recommendations
to improve that use. The study tasks assigned to the committee addressed
both planning and response; the status of tools for predicting and map-
ping vulnerability; the types of data required for emergency management;
the techniques available for discovering and accessing data from diverse
sources; training requirements; and issues of data security. The commit-
tee approached the task by holding a series of meetings at which it heard
evidence from individuals and representatives of organizations; organiz-
ing a workshop that included extensive formal and informal discussion;
and drawing on the considerable experience of its members.

The committee’s central conclusion is that geospatial data and tools
should be an essential part of all aspects of emergency management—
from planning for future events, through response and recovery, to the
mitigation of future events. Yet they are rarely recognized as such, be-
cause society consistently fails to invest sufficiently in preparing for fu-
ture events, however inevitable they may be. Moreover, the overwhelm-
ing concern in the immediate aftermath of an event is for food, shelter,
and the saving of lives. It is widely acknowledged that maps are essential
in the earliest stages of search and rescue, that evacuation planning is
important, and that overhead images provide the best early source of in-
formation on damage; yet the necessary investments in resources, train-
ing, and coordination are rarely given sufficient priority either by the gen-
eral public or by society’s leaders.

In all aspects of emergency management, geospatial data and tools
have the potential to contribute to the saving of lives, the limitation of
damage, and the reduction in the costs to society of dealing with emer-
gencies. Responders who know where impacts are greatest, where critical
assets are stored, or where infrastructure is likely to be damaged are able
to act more quickly, especially during the “golden hour” immediately af-
ter the event when there is the greatest possibility of saving lives.
Geospatial data that are collected and distributed rapidly in the form of
useful products allow response to proceed without the confusion that of-
ten occurs in the absence of critically important information. Indeed, it is

Copyright National Academy of Sciences. All rights reserved.
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impossible to imagine the chaos that would result if first responders were
entirely unfamiliar with an area and had none of the geospatial informa-
tion—maps, GPS coordinates, images—that is so essential to effective
emergency management.

Massive investments have been made in geospatial data and tools
over the past few decades in many areas of human activity, but the special
and specific needs of emergency management—rapid operational capa-
bility and access to data, extensive planning, training of first responders,
and tools that work under the difficult circumstances of search and res-
cue—have rarely been addressed. The committee found that while enor-
mous amounts of data relevant and indeed essential to emergency man-
agement exist, they are frequently scattered among multiple jurisdictions,
in disparate and often incompatible formats. Numerous impediments ex-
ist to data sharing, including lack of interoperability at many levels, lack
of knowledge about what data exist and where, restrictions on use, lack of
training on the part of users, concerns about data security, and lack of
operational infrastructure in the immediate aftermath of disaster.

This report makes 12 recommendations. The first reflects the
committee’s central conclusion and urges that the role of geospatial data
and tools should be recognized in relevant emergency management policy
documents, directives, and procedures (Chapter 4):

RECOMMENDATION 1: The role of geospatial data and tools
should be addressed explicitly by the responsible agency in strate-
gic planning documents at all levels, including the National Re-
sponse Plan, the National Incident Management System, the Target
Capabilities List, and other pertinent plans, procedures, and poli-
cies (including future Homeland Security Presidential Directives).
Geospatial procedures and plans developed for all but the smallest
of emergencies should be multiagency, involving all local, state, and
federal agencies and nongovernmental organizations (NGOs) that
might participate in such events.

In the early 1990s a new effort to coordinate the production, distribu-
tion, and use of geospatial data began under the rubric of the National
Spatial Data Infrastructure (NSDI). Standards have been developed and
implemented, clearinghouses have been built and access portals deployed,
and today the NSDI provides a coherent framework for the sharing of
geospatial data. To date, however, the special needs of emergency man-
agement have not been recognized as fully as the committee considers
desirable, and emergency management is only weakly represented within
the NSDI's existing governance structure. Accordingly, the committee’s
second and third recommendations seek to strengthen the NSDI as a
framework for the effective sharing of geospatial data for emergency man-
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http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

4 SUCCESSFUL RESPONSE STARTS WITH A MAP

agement. Since the Department of Homeland Security has been given re-
sponsibilities for geospatial data coordination for emergency manage-
ment, the committee specifically identifies it in the recommendations, pro-
posing that it play a leading role in strengthening the NSDI in this way
(Sections 4.1 and 4.2):

RECOMMENDATION 2: The current system of governance of the
NSDI should be strengthened to include the full range of agencies,
governments, and sectors that share geospatial data and tools, in
order to provide strong national leadership. The Department of
Homeland Security (DHS) should play a leading role in ensuring
that the special needs of emergency management for effective data
sharing and collaboration are recognized as an important area of
emphasis for this new governance structure.

RECOMMENDATION 3: A new effort should be established,
within the framework of the NSDI and its governance structure and
led by DHS, to develop policies and guidelines that address the
sharing of geospatial data in support of all phases of emergency
management. These policies and guidelines should define the con-
ditions under which each type of data should be shared, the roles
and responsibilities of each participating organization, data quality
requirements, and the interoperability requirements that should be
implemented to facilitate sharing.

Security is one of the many reasons cited by organizations for failing
to share data and failing to make data available in support of emergency
response. The committee’s fourth recommendation seeks to address this
issue through a system that would restrict access where necessary to ap-
propriately authorized emergency management personnel (Section 4.3):

RECOMMENDATION 4: DHS should lead, within the framework
of the NSDI, the development of a nationally coordinated set of
security requirements for data to be shared for emergency prepared-
ness and response. All organizations should implement these
guidelines for all data shared in support of emergency management
and should use them where necessary to restrict access to appropri-
ately authorized personnel. In concert with these efforts, the lever-
aging of existing organizations that could potentially serve as a
“clearinghouse” for critical infrastructure data should be explored.

Section 4.4 of this report describes the problems that occur in the im-
mediate aftermath of events when geospatial data must be acquired as
quickly as possible to assess impacts and plan response and recovery. All
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too often a lack of planning produces delays as organizations scramble to
overcome administrative roadblocks:

RECOMMENDATION 5: Standing contracts and other procure-
ment mechanisms should be put in place at local, regional, and na-
tional levels by the responsible agencies to permit state and local
emergency managers to acquire overhead imagery and other types
of event-related geospatial data rapidly during disasters.

Hurricane Katrina and other recent events have shown all too clearly
the potential magnitude of disasters and their ability to overwhelm agency
resources. Chapter 2 of this report describes the experience of the attacks
on the World Trade Center as well as two additional hypothetical sce-
narios, one a major storm in the New York area and the other a major
earthquake in the Los Angeles Basin. The committee believes that events
of this magnitude should be the basis for extensive preparedness exer-
cises, since they will allow many of the issues that arose during recent
responses to be anticipated and explored (Section 4.5):

RECOMMENDATION 6: Interpersonal, institutional, technical,
and procedural communications problems that currently inhibit
communication between first responders in the field and emergency
operations centers, emergency management agency headquarters,
and other coordinating centers should be addressed through inten-
sive preparedness exercises by groups involved in all aspects of di-
saster management. Such exercises should be tailored to focus on
clear objectives with respect to the use of geospatial data and assets.
They should involve decision-making representatives from all lev-
els of government, as well as other relevant organizations and insti-
tutions, and should be coordinated nationally so that common prob-
lems can be identified. They should be realistic in their complexity
and should allow participants to work carefully through the geo-
spatial challenges posed by disasters, including the difficulty of
specifying requirements, the difficulty of communicating in a con-
text of compromised infrastructure, and the difficulty of overcom-
ing logistical obstacles.

It is surprising perhaps that despite the intensity of the efforts that
went into recovering from the World Trade Center attacks, very little
documentation exists detailing the geospatial data and tools that were
employed that might serve as a basis for improved responses to similar
events in the future and as a basis for training. The experience of recent
events, particularly the World Trade Center attacks, also points to the need
for effective policies regarding the backing up of geospatial data and tools
in geographically separate locations (Section 4.6):
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RECOMMENDATION 7: DHS should revise Emergency Support
Function 5 of the National Response Plan to include backup and
archiving of geospatial data, tools, and procedures developed as part
of disaster response and recovery. It should assign responsibility
for archiving and backup in the Joint Field Offices during an inci-
dent to the Federal Emergency Management Agency, with an ap-
propriate level of funding provided to perform this function.

As noted earlier, geospatial data and tools are now widely deployed
in many areas of human activity. Emergency management presents spe-
cific circumstances, however, and demands a different approach to the
development and deployment of technologies. The committee finds that
there is a significant gap between the needs of emergency management
and the capabilities of current systems and recommends (Section 4.7) the
following:

RECOMMENDATION 8: The National Science Foundation and
federal agencies with responsibility for funding research on emer-
gency management should support the adaptation, development,
and improvement of geospatial tools for the specific conditions and
requirements of all phases of emergency management.

The committee believes strongly that if geospatial technologies are to
become an integral part of emergency response and recovery, they must
be part of the day-to-day operations of emergency managers and respond-
ers at all levels of government and there must be an increase in the num-
ber of personnel trained in the use of geospatial data and tools available
to support emergency management. The committee’s next three recom-
mendations address this issue (Section 4.8):

RECOMMENDATION 9: Academic institutions offering emer-
gency management curricula should increase the emphasis given to
geospatial data and tools in their programs. Geospatial profession-
als who are likely to be involved in emergency response should
receive increased training in emergency management business pro-
cesses and practices.

RECOMMENDATION 10: The Federal Emergency Management
Agency should expand its team of permanent geospatial profession-
als and develop strategies that will lead to their more rapid deploy-
ment both in response to events and in advance of events when
specific and reliable warnings are given.

RECOMMENDATION 11: The Department of Homeland Security
should establish and maintain a secure list of appropriately quali-
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fied geospatial professionals who can support emergency response
during disasters.

Finally, the committee found that funding for geospatial prepared-
ness is insufficient and the funding that exists is often used ineffectively
(Section 4.9):

RECOMMENDATION 12: To address the current shortfall in fund-
ing for geospatial preparedness, especially at the state and local lev-
els, the committee recommends: (1) DHS should expand and focus a
specifically designated component of its grant programs to promote
geospatial preparedness through development, acquisition, sharing,
and use of standard-based geospatial information and technology;
(2) states should include geospatial preparedness in their planning
for homeland security; and (3) DHS, working with the Office of
Management and Budget, should identify and request additional
appropriations and identify areas where state, local, and federal
funding can be better aligned to increase the nation’s level of
geospatial preparedness.

Besides these recommendations, the report also provides a set of more
detailed guidelines for the assessment of geospatial preparedness in emer-
gency management organizations in Chapter 5 and Appendix C. The list
is not intended to be exhaustive, but rather to provide a basis for enhanc-
ing geospatial preparedness and for directing planning and investment.

In essence, the report paints a picture of technological abundance, but
of geospatial data and tools that despite their power have not yet been
applied systematically and appropriately to emergency management. It
lists numerous institutional factors that have inhibited the effective de-
ployment of technology and numerous reasons why organizations have
failed to anticipate and plan for the particular circumstances created by
disasters. The committee hopes that the recommendations made in this
report, and the examples and guidelines that it provides, will help to cre-
ate a world in which future responses to disasters will be faster and more
effective.
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Introduction

1.1 SCOPE

We live in an age of technological abundance. Computers, the
Internet, satellites, and many other tools provide us with unprecedented
ability to collect, store, analyze, and distribute information on all aspects
of the planet we inhabit, the communities in which we live, and the daily
activities that we perform. We have access to high-resolution images of
our neighborhoods; we can obtain driving directions through cell phones;
we can track the movement of pets, people on probation, and vehicles
with Global Positioning System (GPS) tracking devices; and we can plan
new developments using geographic information systems (GIS). In all of
these examples the data and tools exploit our ability to know where events,
activities, individuals, streets, or buildings are to be found on the Earth'’s
surface. In other words, they include information that might be presented
in the form of a map. Today, we term such data and tools geospatial to
distinguish them from other types of data and tools, and they are essential
in virtually all aspects of human activity, from the operations of govern-
ment agencies and private corporations to the daily lives of the general
public. They are encountered in the form of paper maps, in-car navigation
systems, Internet sites, the software and databases of local government
and utility companies, the sophisticated analytical, mapping, and visual-
ization tools that support decision making in many private- and public-
sector organizations, and many other forms. Because of their usefulness
for so many diverse applications—from zoning and taxation, to environ-
mental management, to the national census, and of course, emergency

9
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response—communities at all levels have made massive investments in
acquiring geospatial information, converting it to digital form, and main-
taining computer-based systems for accessing and using it. Often, mul-
tiple applications need the same geospatial data sets, allowing for effi-
ciencies or redundancies in data development, depending on the amount
of coordination between organizations.

This report is about the geospatial data and tools that are available
for one particular application, that of preparing for and responding to
emergencies. It discusses how those resources are utilized and the im-
pediments that may exist to their greater and more effective utilization.
Although in testimony the committee was told that “successful emer-
gency response starts with a map,” the experience of recent disasters such
as Hurricane Katrina and the attacks of September 11, 2001, has shown
that the geospatial data and tools that exist within our communities have
not been integrated effectively into disaster planning, response, and re-
covery (Sidebar 1.1). There are many reasons for this, and they are ex-
plored in this report. The committee also examines the consequences of
underutilization, which are often disastrous, in the form of loss of life,
damage to property, and damage to the environment. The report’s rec-
ommendations point to steps that can be taken to address this serious
issue at local, national, and international levels through increased utili-
zation and more effective integration of geospatial data and tools into
emergency management processes. As MacFarlane (2005, p. 124) notes in
a report on the use of geographic information systems in emergency man-
agement in the United Kingdom, “The principles, both technical and op-
erational, . . . are established . . . and the technical enablers are all proven.
It will now require vision and leadership to realize the gains.” Closer to
home, a recent report from the National Governors Association con-
cluded that “despite the promise of GIS technology for strengthening
homeland security and its growing popularity across government, its use
is not yet ubiquitous. To be useful during an emergency, the mapping
tools and underlying data must be in place before the event occurs. While
an emergency operations center (EOC) would require the tools and data
other government agencies use every day, many states still lack an orga-
nizational and operational connection between the EOC and those other
agencies. Often executive leadership is necessary to make these connec-
tions” (National Governors Association, 2006, p. 7).

1.2 STATEMENT OF TASK AND APPROACH

The committee was charged with assessing the status of the use of
geospatial data, tools, and infrastructure in disaster management and
making recommendations to increase and improve that use. Specifically,
the study tasks were to
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1. Assess the value of geospatial data and tools in disaster planning
and disaster response;

2. Identify the status of and needs for decision support tools that
assimilate model predictions and data for mapping vulnerability to catas-
trophe, scenario testing, disaster planning, and logistical support;

3. Identify the mission-critical data requirements for effective deci-
sion making;

4. Examine technical and institutional mechanisms that enable rapid
discovery, access, and assemblage of data from diverse sources;

5. Assess training needs for developers and users of spatial decision
support systems; and

6. Examine potential conflicts between issues of security and the
need for open access to data.

The committee met four times to gather the information needed for
the study and write the report. The first two meetings included presenta-
tions by various federal agencies and private industry organizations that
described how geospatial data and tools are currently being used for emer-
gency management and discussed issues related to their use. The third
meeting was a workshop consisting of five discussion panels. The 25 pan-
elists included a broad range of specialists in various aspects of emer-
gency management from city, county, state, and federal government, pri-
vate industry, academia, nongovernmental organizations, and the United
Nations. (See Appendix D.) Breakout sessions with these experts were
also held to obtain further insights on the study tasks. After acquiring and
synthesizing a general overview of the value of and needs for geospatial
data and tools in emergency management through these meetings, pub-
lished documents, and the expertise of its members, the committee fo-
cused on the status of their use (i.e., how much and how effectively they
are currently being used and what is preventing better utilization). Rec-
ommendations were then developed to address each of these challenges.

The report is structured as follows. The remainder of this chapter de-
fines the major terms used in the report. Chapter 2 presents three sce-
narios, one real and two hypothetical, to illustrate how geospatial data
and tools are currently used in emergency response and how better utili-
zation could improve response. Chapter 3 goes into more detail about
disasters and emergency response, to provide context and describe the
needs of emergency responders, and reviews how current federal-level
emergency management policies address geospatial data and tools. Chap-
ter 4 then presents issues and challenges that are impeding the effective
use of geospatial data and tools and provides recommendations for ad-
dressing these challenges. Chapter 5 provides guidelines that can be used
by emergency managers to review their “geospatial preparedness” to re-
spond to disasters. Finally, Chapter 6 offers some thoughts for the future.
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Sidebar 1.1
Google Earth

Google Earth,? an Internet-based service originally developed by Key-
hole, became instantly popular when it was rebranded and released by
Google in early 2005. It allows users to view the Earth as a whole, zooming
from global to local scales, using high-resolution imagery that shows indi-
vidual buildings and vehicles, and to simulate a magic carpet ride over any
part of the Earth’s surface. By releasing an application programmer inter-
face (API), Google enabled thousands of individuals to add their own data
and their own applications, and to make them easily accessible to anyone.
In many ways, Google Earth represents a dramatic improvement in the
accessibility of geospatial data and tools, allowing the general public to
explore the Earth’s surface in ways that had previously been available only
to geospatial professionals.

In the immediate aftermath of Hurricane Katrina, high-resolution im-
ages began to appear on the Google Earth site, showing in detail the im-
pacts of the disaster. People from all over the world could explore the
impacted area, seeing the levee breaks in New Orleans, the extent of the
flooding, the damage to buildings, and the impacts on the environment.
Images from Google Earth appeared on television newscasts around the
world. Within the impacted area, however, where computers were dam-
aged, electrical power networks were destroyed, and Internet communica-
tions were disrupted, it was impossible for emergency managers to make
use of Google Earth’s data and tools for days and in some cases weeks or
months. Paradoxically, access to geospatial data and tools resembled a
donut—abundant far away from the impact area, but almost nonexistent
where it was most needed in the donut’s center.

ahttp://earth.google.com.

1.3 TERMS AND DEFINITIONS

1.3.1 Emergency Management

In this report, the term emergency is used to mean a sudden, unpre-
dictable event that poses a substantial threat to life or property. Emergen-
cies vary in magnitude, depending on the degree of threat, and they also
vary in duration and in the geographic extent of their impacts. A disaster
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Flooded areas near the New Orleans CBD
Based on lkonos data from 02 Sept 2005

= — ——

Google Earth screen capture showing oblique high-resolution view of
New Orleans central business district in foreground depicting post-Katrina
flooding. From Andrew Curtis, Louisiana State University (LSU), a
PowerPoint presentation on January 25, 2006, at the National Centre for
Geocomputation (http://ncg.nuim.ie/ncg/events/20060125/). Image cour-
tesy LSU World Health Organization Collaborating Center for Remote Sens-
ing and GIS for Public Health (WHOCC) Laboratory. Image processing of
IKONOS satellite imagery by DeWitt Braud, LSU Coastal Studies Institute.
Google Earth KMZ file and image produced by Jason K. Blackburn, Ph.D.,
LSU WHOCC. Image courtesy Google Earth™ mapping service, used with
permission.

is defined as a calamitous event that overwhelms the impacted
community’s ability to respond effectively. Catastrophes are very large di-
sasters that often require concerted national and international response
efforts. All three terms were used in the committee’s Statement of Task,
but to avoid confusion only emergency and disaster are used in this report,
the latter when it is desirable to emphasize severity or magnitude and the
tendency of such events to overwhelm communities. The terms event and
incident are used interchangeably throughout the report.
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Disasters suddenly result in extensive negative economic and social
consequences for the populations they affect, typically including physical
injury, loss of life, property damage, physical and emotional hardship,
destruction of physical infrastructure, and failure of administrative and
operational systems. All disasters threaten the general welfare of some
populace; thus, government intervention is warranted to minimize the
negative consequences of disaster and, ultimately, to restore order. Disas-
ters are often classified by cause (Alexander, 2000; Burton et al., 1993;
Cutter, 2001): natural (e.g., floods, droughts, landslides, volcanoes, hurri-
canes, earthquakes, winter storms, tsunami), technological (e.g., chemical
spills or releases, computer failures, train derailments, plane crashes,
power outages, bridge collapses), or social (e.g., riots, willful acts such as
arson or terrorism). However contemporary conceptual frameworks fo-
cus on the common elements of disaster incidents regardless of type or
cause, referring to the full breadth of incidents as “all-hazard.”

Emergency management is the organization and management of re-
sources and responsibilities for dealing with all aspects of emergencies.
Four phases of emergency management are generally recognized: pre-
paredness, response, recovery, and mitigation. Emergency management in-
volves plans, structures, and arrangements established to engage the nor-
mal endeavors of government and voluntary and private agencies in a
comprehensive and coordinated way to respond to the whole spectrum of
emergency needs.

An emergency operations center is a facility established to serve as a
focus for response and recovery support. EOCs vary dramatically in their
configuration and purpose. They may house key emergency management
staff and also provide the main access point for geospatial data and tools,
producing maps and other hard-copy geospatial products for distribution
to teams in the field. Other EOCs may contain only liaisons that help with
coordination and provision of resources, and in such cases, the locus of
decision making may be elsewhere—for example, at the Joint Field Office
for federal assets and at various command posts for local assets.

Chapter 3 provides a more comprehensive discussion of all aspects of
emergency management and describes the importance of geospatial data
and tools in each aspect.

1.3.2 Geospatial Data and Tools

All disasters have a temporal and geographic footprint that identifies
the duration of impact and its extent on the Earth’s surface. The term
geospatial is used to refer to those interdependent resources—imagery,
maps, data sets, tools, and procedures—that tie every event, feature, or
entity to a location on the Earth’s surface and use this information for

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

INTRODUCTION 15

some purpose. Location must be expressed in some standard and readily
understood form, such as latitude-longitude, street address, or position in
some coordinate system. GPS is today a very cost-effective way of associ-
ating an event, feature, or entity with a location and, thus, of making data
geospatial. Consistent use of such associations across a range of data sets
makes possible their integration for a variety of purposes, including dis-
play as maps and use for analysis and modeling.

Although location is an essential part of any item of geospatial data, it
is the ability to link a location to the properties of events, features, or
entities at that location that gives geospatial data their value. (To be con-
sistent with practice among geospatial professionals, the term feature is
used throughout this report to refer to any event, feature, or entity whose
location and attributes are recorded in a geospatial data set.) These prop-
erties are collectively termed attributes and may include the owner of a
parcel of land, the population of a neighborhood, the temperature of a
point in a burning building, or the wind speed and direction at a point in
a hazardous plume.

The terminology of geospatial data and tools is highly specialized,
and efforts have been made throughout this report to minimize the use of
technical terms and, where appropriate, to clarify their meaning. Particu-
lar resources and capabilities are referenced at points, both to serve as
examples and to provide additional insight for the more technically profi-
cient reader. Those who wish to explore this field in more depth should
consult one of the many introductory texts, such as those by Clarke (2003),
DeMers (2005), Longley et al. (2005), and Worboys and Duckham (2004).

Throughout this document, three types of geospatial data are dis-
cussed: framework data, foundation data, and event-related data. Frame-
work data comprise the seven geographic themes that are most commonly
produced and used by most organizations in their day-to-day geospatial
activities,! and which potentially provide a set of landmarks on the
Earth’s surface to which other data can be tied (for example, if an event
occurs at a street intersection and the location of that street intersection is
known in the framework, then the location of the event is also known).
The Federal Geographic Data Committee (FGDC) identifies these seven
themes as geodetic control, orthoimagery, elevation, transportation, hy-
drography, governmental units, and cadastral information, since all of
these are used in various contexts as frameworks within which other fea-
tures can be located (see Sidebar 1.2). Although they fall outside the range
of data themes in framework data, foundation data are also routinely col-

Thttp:/fwww.fede.gov/framework/.

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

16 SUCCESSFUL RESPONSE STARTS WITH A MAP

Sidebar 1.2
Framework Data Layers

The Federal Geographic Data Committee has identified seven themes as
forming the geospatial data framework:

1. Geodetic control: the very accurate system of measurements used to
establish the shape of the Earth and to lay out its basic coordinate
systems

2. Orthoimagery: high-resolution images derived from aerial photo-
graphs or satellites and corrected geometrically as if every location
were vertically below the eye

3. Elevation: data on the elevation of the Earth’s surface at densely
sampled locations

4. Transportation: the locations and properties of streets, roads, rail-
roads, and other transportation features

5. Hydrography: the locations and properties of rivers, lakes, and coast-
lines

6. Governmental units: the locations and properties of administrative
areas such as states, counties, and municipalities

7. Cadastral: the map of land ownership, showing the locations of prop-
erty boundaries

SOURCE: http://www.fgdc.gov/framework/.

lected to support the day-to-day operations of private- or public-sector
organizations or agencies. Foundation data themes typically relate to a
specific organization’s mandate and thus complement the framework
data themes. Examples of foundation data include maps or data sets of
soils, land use, weather, underground pipes, or overhead power lines.
Given the diversity of such themes, foundation data are a valuable re-
source for emergency management and will reflect the state of an area
prior to a disaster event, providing an essential baseline. Finally, event-
related data include all those items collected specifically to respond to
and recover from a particular disaster event. Such data include the loca-
tions of casualties, the locations of response resources, and imagery and
inventories of property and environmental damage. They might also in-
clude data gathered in real time from sensors monitoring event-related
phenomena such as earthquake aftershocks or chemical plumes, since
such data can be important in managing response.

Throughout this report, the committee differentiates between data and
information. The latter term connotes usefulness for some purpose, as when
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field observations of damage are checked and compiled into maps that
are designed to be used by first responders, or when raw measurements
of atmospheric conditions are converted into predictions of hurricane
tracks. Geospatial information is typically what is produced when
geospatial tools and procedures are applied to geospatial data.

To make effective use of a geospatial data resource, a user needs ac-
cess to that data resource’s metadata. Simply, metadata are “data about
data” and describe the content, quality, condition, level of geographic de-
tail, and other characteristics of geospatial data resources,> whether these
are images, paper maps, or digital data sets (see Sidebar 1.3 and Figure
1.1).

Metadata allow one person to describe a geospatial data set to an-
other person, allow users to search for geospatial data sets within on-line
catalogs, allow various kinds of automated processing of geospatial data,
and allow producers of geospatial data to track and manage the produc-
tion process. Metadata help to ensure that data are used appropriately;
without metadata, data may be improperly applied, resulting in inappro-
priate conclusions or decisions. Thus, metadata play a critical role in all
aspects of geospatial data use. When agencies have agreed to share data
resources to provide an integrated resource for emergency management,
it is essential that accurate metadata exist for each resource.

Remote sensing describes the collection of data from a wide range of
automated systems, including satellites and aircraft equipped with imag-
ing sensors, ground-based sensors for detecting biological and chemical
agents, and ground-based surveillance cameras. Imaging sensors may be
passive, relying on radiation reflected or emitted from the scene, or ac-
tive, emitting signals and detecting their echoes to build images of three-
dimensional structures. Many such systems have important applications
in emergency management and are cited at various points in this report.

Geographic information systems are software systems used to capture,
store, manage, analyze, and display geospatial data resources (see Figure
1.2). The “geographic” element of the name refers to the use of location,
specifically a coordinate system, as an organizing principle for these data
resources. Essentially, GIS integrate numerous functions that can be ap-
plied to geospatial data into a single, integrated tool set, just as Microsoft
Word integrates numerous functions that can be applied to the creation
and editing of text. GIS are among the most important and widely used of
geospatial tools, and their functions allow emergency managers to inte-
grate geospatial data, create maps, produce statistical summaries, and
perform many other essential functions.

thtp://www.ﬂqdc. gov/metadata/metadata.html.
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Sidebar 1.3
Example of Metadata

High-Resolution Shoreline Data (2007)

Identification Information:

Citation:

Citation Information:

Originator: National Oceanic and Atmospheric Administration (NOAA),
National Ocean Service (NOS), National Geodetic Survey (NGS)
Publication Date: 2007

Title: High-Resolution Shoreline Data (2007)

Geospatial Data Presentation Form: vector digital data

Publication Information:

Publication Place: Silver Spring, Md.

Publisher: NOAA’s Ocean Service, National Geodetic Survey (NGS)
Online Linkage: http://www.ngs.noaa.gov/RSD/shoredata/
NGS_Shoreline_Products.htm

Description:

Abstract: These data provide an accurate high-resolution shoreline com-
piled from remote-sensing data. The vector shoreline data may be suitable
as a geographic information system (GIS) data layer. This metadata de-
scribes information for both the line and point shapefiles. The NGS attribu-
tion scheme Coastal Cartographic Object Attribute Source Table (C-Coast)
was developed to conform the attribution of various sources of shoreline
data into one attribution catalog. C-COAST is not a recognized standard
but was influenced by the International Hydrographic Organization’s S-57
Object-Attribute standard so that the data would be more accurately trans-

Computer-assisted design (CAD) systems are widely used to create
and manage three-dimensional digital models of buildings and other en-
gineering structures. They have proven invaluable in modeling the col-
lapse of structures such as the twin towers of the World Trade Center in
order to provide direction for rescue efforts. When accurately registered
to the Earth’s surface, CAD data can be usefully combined with other
geospatial data.

Many web sites now provide access to large collections of geospatial
data sets, which can be discovered, assessed, and possibly downloaded
by remotely located users. Such sites are known as clearinghouses,
geolibraries, archives, or geoportals. The last term reflects the most recent
advances in this field, since a geoportal provides a single point of entry to
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lated into S-57. When complete, the data will be made available on-line:
http://www.ngs.noaa.gov/RSD/shoredata/NGS_Shoreline_Products.htm.
Purpose: The shoreline and associated data layers were originally intended
to support the NOAA nautical chart production. These data sets have been
cleaned and reformatted to support the efforts of supplying accurate shore-
line data layers for a coastal GIS database. These data sets may be benefi-
cial for performing change analysis for erosion and accretion studies, land-
use planning, determination of boundary extent, and other types of decision
making.

Time Period of Content:

Time Period Information:

Range of Dates/Times:

Beginning Date: 20061001

Ending Date: 20070930

Currentness Reference: publication date

Status:

Progress: planned

Maintenance and Update Frequency: As needed

Spatial Domain:

Bounding Coordinates:

West Bounding Coordinate: 141

East Bounding Coordinate: —61.1

North Bounding Coordinate: 74.8

South Bounding Coordinate: —14.6

SOURCE: NOAA Data Explorer. Available at http://oceanservice.noaa.gov/
dataexplorer/welcome.html [accessed on October 24, 2006].

resources that may be located in many different repositories. The
Geospatial One-Stop® (GOS) is a geoportal sponsored as part of the
administration’s E-Government Initiative and designed to provide a single
point of entry to geospatial data and web-based tools (Figure 1.3).

Spatial decision support systems (SDSS) are designed to provide the es-
sential information needed by decision makers when those decisions in-
volve location. For example, an SDSS might be used to design evacuation
routes, to select optimum locations for response teams, or to allocate
evacuees to shelters. SDSS are in effect specialized GIS, designed to be

Shttp://g0s2.geodata.gov/wps/portal/gos/.

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

20

"[9002 ‘¥ 1290120

U0 passadde] g1 1afpd/soop/vivpviain/eod vou-oppou mmay//:dijy :HDYNOS UonensIuTwpy dieydsouny pue dIuead() [euoneN 9y}
Aq (PIVINYAIN) PIV Juswageue]y 901nosay astidiajuy ejepeidjy paj[ed (00} juswdopasp ejepejow oy jo ajdwexy 1'1 YNOIL

Juofieuldioju] uoeonuapy,
0] ¥oBq 8jebiAeu ‘umoys
S10448 UONEBPI[BA OU YUIM ‘Usy |
"}85 E3ED
8y} INOGE UDI3EULOL] 1x3]
sAnduIsan JaY30

*S10119 UONEPI[BA OU 9JB 818U} Jey} sajealpul sy ebueyd |im esodind, pue
JOBIISQY, SeWeU 8y} JO J0j0d 8y} pue Jeadde Jo0u p|NoYs SUOD| SUORONIISU|
uolepfeA, 8y} ‘uonng lepifeA pue sabuey aes, ay) Bunos|as Jayy

uojeLIouUL
|ewawajddng

*MOjaq uonng
olepieA pue sebuey) sAeS, 8y} uo %oIjo
‘Bune|dwod Jayy ‘pepesu Se 1xa} Jejus

‘Juswia|3g ereq

leuondo ue s uoewou| [euawa|ddng, k[woraezruesio we zpenen pue ysayay

;@sodind, pue joelsqy, ‘Sjuswa|g ejeq [ = S PIEM 24 Ues BTYHHIR uonesodiog
Aloyepuew om} sulejuod uonduosaq,

< ssauslBlald 185

asoding awed4
Ul 031 _Eamﬂgﬁsm 0T sueam uonebiaey

adoz @

REH]
E1E[ AU} L0 AJELILNS
BAIELEU JEUO ¥
TOTIERTTEA

/ [

Wensqy ISP B m

-Toos quskEEeuBN pus s g

‘uOTIESn BIVPEIIN B S PIYHEIN JO ISn

CEF) CRTEETRITET C8) GEIERED (7 [EEEEE CECTERED G 1215 g m

uondussaq ewI04

ojuopds B=

anea awen [enbejep B

uoneuwuoyul Buasoaay pue bulaes 139110 QP @)

T @a
ag owEp = &

SUDIZINIISUT UOIRERIE A - ’ S0 0WSp F o

jeuondo - B o ajqeaydde—y-Ainiepuegy - B3 1o Asoyepueny - [@) o il )

dJy owap 7]

Dl E=

aBeUB Ly oWAR/BUILIE1AGE BEoU SppIU pRWLEW, sy :-u.u_ @ Q @ - AH_ . @

disf  sool  spewsodd  of  waElR P a)d
120}y - (3583[3Y A31N33S 2 3d02) 2'T'T PWIWHIWG

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

INTRODUCTION 21

3 Emergency Management Map Service - Microsoft Internet Explorer,

File Edit ‘iew Favorites Tools  Help Address‘(é]http:#gisokc.c\.okcﬂwebs\tefemergencyfwewer.htm

=] All Layers
“IFirs
D’E @ Incident Area

Damage Laval
] temr
e
ﬁ 2.3
- 3.4
—
QU ® wstorm Sheltars 4
DD mapartments ¥ e
O™ @ eFire stations °

0@ D chist pistricts ;]

QE® DEngme Company B of 2

=2
GDDD ® DO adder pistricts B !‘L =
= water
e 2 //g

Zoom Factor

1

|
S | o g T

Enter Seals 1] 46605 [[Go
Window Size

This map i & sarviea of Sasgraphie Suppart s.smm

Select Sizes | Large (¥
& |

|

Storm Shelters 8
HOUSEADDRESS | FERMITNUMBER| CELLARTYPE |CELLARLOGATION |NUMEBERCELLARS \VERIFICATIOND:

Information Technology T T e e
L " 9305 BUTTONWOOD AW BOS-8095 BELOW GROUND | IN BACK YARD 1 %

Geographic Support Services 11:08:20

|Mred, 12 Mar 20C

110820 &

< | t

2737 SEQOTH 5T B00-2633 BELOW GROUND |INBACK YARD |1

] Map: 2137354,43 , 1508179 — Image; 290 , 48 - ScaleFactor: 39.75502377747484, Scale 1146605 S Local intranet

FIGURE 1.2 Example of a screen shot from a GIS that can be used for emergency
management. SOURCE: Schad Meldrum, City of Oklahoma City.

used by decision makers to perform specific functions that often involve
comparisons between many possible alternatives. They allow the deci-
sion maker to consolidate, summarize, model, and transform data to sup-
port such tasks as analytical reporting, visualization, and trend analysis.

Geospatial tools are software and hardware systems that perform spe-
cific operations on geospatial data. They include GIS and SDSS, as well as
more limited tools and equipment designed specifically for such func-
tions as the analysis and processing of images, the reformatting of data, or
the acquisition of GPS measurements. They also include web-based tools
and sites that offer limited mapping and analysis functions through the
user’s own web browser.

Geospatial infrastructure is the set of institutions, people and skills, stan-
dards, educational programs, and other arrangements that provide the
context within which geospatial data and tools are used. In the United
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FIGURE 1.3 Data categories available in the Geospatial One-Stop.
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States, the National Spatial Data Infrastructure refers to those elements of
geospatial infrastructure that were instituted beginning in the early 1990s
in response to reports of the National Research Council (NRC, 1993), Ex-
ecutive Order 12906,* the Office of Management and Budget’s Circular A-
16,° and the ongoing efforts of the Federal Geographic Data Committee.®

Interoperability is the ability of products, tools, systems, or processes
to work together to accomplish a common task. In the context of this re-
port, the term refers specifically to geospatial data and tools. Often, the
focus of interoperability is on the software systems that are used to cap-
ture, store, process, analyze, and display geospatial data, and on the data
sets that must be exchanged between them. Because these systems have
often been developed by different vendors using their own proprietary
standards, there are frequently problems in exchanging data between
them. Different agencies may also use different standards, different clas-
sification systems, or different terms to describe the same things. Thus,
one way to move toward interoperability is through the application of
open, vendor-neutral, nonproprietary standards that are developed in a
voluntary consensus-based process.

Interoperability describes an ideal world in which problems of ex-
change have been addressed, allowing data and tools to be shared freely
and rapidly. In a broader sense, however, interoperability must deal not
only with data and tools but with differences that may exist between com-
ponents of computer hardware, the networks that link them, and the com-
munications technologies that operate on those networks.” In the broad-
est possible sense, interoperability also refers to the processes, policies,
and personnel of organizations and institutions, and this broadest sense is
particularly pertinent to effective emergency management.

Geospatial preparedness reflects the overall capability and capacity nec-
essary to enable all levels of government and the private sector to assemble
and utilize geospatial data resources, GIS software and hardware, and
SDSS to perform essential emergency management functions in order to
minimize loss of life and property.

4http:/fwww.archives.gov/federal-register/executive-orders/pdf/12906.pdf.
5http://www.whi tehouse.gov/omb/circulars/a016/a016_rev.html.
Ohttp:/fwww.fgde.gov.
"http:/fwww.opengeospatial.org/resources/? page=faqH45/.
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Thinking About Worst Cases:
Real and Hypothetical Examples

To better understand the benefits of the use of geospatial data and
tools in emergency management, this chapter presents a series of sce-
narios—one real, two hypothetical—to illustrate how geospatial data and
tools are or could have been used to support both preparedness and re-
sponse. The chapter begins with a description of the role played by
geospatial data and tools in the response to the September 11, 2001, at-
tacks on the World Trade Center and the lessons learned from that experi-
ence. It then uses two hypothetical cases to describe geospatial prepared-
ness as it currently exists, possible scenarios of post-event response and
recovery, and the lessons that might be learned by thinking through such
scenarios. These three events were chosen to exemplify the difference in
experiences between slower-onset events with significant warning time,
such as a hurricane, and rapid-onset events such as terrorist attacks and
earthquakes that occur without warning. The settings for the events—
metropolitan New York and Southern California—were selected to dem-
onstrate the issues associated with complex urban systems with multiple
jurisdictions, significant and vulnerable property and infrastructure, and
large and diverse populations. While the second and third events are hy-
pothetical, they nevertheless draw on experiences from events that have
occurred in the past 15 years or so, such as Hurricane Katrina in 2005.

As befits the context, the emphasis in all three cases is on the role
played by geospatial data and tools. The descriptions focus on how
geospatial data and tools were or would have been used in all four phases
of management: preparedness, response, recovery, and mitigation (see

25
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Section 3.1 for a complete discussion of these stages). By examining cases
such as these we can explore the value of the use of geospatial data and
tools, the gap between today’s typical levels of geospatial preparedness
on the one hand, and what could be done to lessen the impact and conse-
quences of disasters on the other. Although the second and third scenarios
are hypothetical, they almost inevitably will become real at some date in
the future.

2.1 THE SEPTEMBER 11, 2001, ATTACK ON THE
WORLD TRADE CENTER

2.1.1 Background

The terrorist attack that took place on September 11, 2001, in New
York City resulted in thousands of lives lost, the collapse of the twin tow-
ers of the World Trade Center as well as damage to adjacent buildings,
and extensive disruption of transportation and other lifeline systems, eco-
nomic activity, and social activities within the city and the surrounding
area. When the final accounting takes place, this attack will almost cer-
tainly constitute one of the most deadly and costly disaster events in U.S.
history. In a very real sense, the September 11th tragedy, the nature of the
damage that occurred, the challenges that the city’s emergency response
faced, and the actions that were undertaken to meet those demands can
be seen as a proxy—albeit a geographically concentrated one—for what a
major earthquake can do in a complex, densely populated modern urban
environment. Like an earthquake, the terrorist attack occurred with virtu-
ally no warning. As would be expected in an earthquake, fires broke out
and many structures collapsed. As has been observed in major urban
earthquakes and other disasters (e.g., Hurricane Katrina), structures hous-
ing facilities that perform critical emergency functions were destroyed,
heavily damaged, or evacuated for life-safety reasons. Thus, the attack
and its aftermath provide a useful laboratory for exploring a variety of
engineering and emergency management issues and for learning lessons
that can be applied in many other contexts.

The initial attack caused the collapse of the two main towers of the
World Trade Center, but flaming debris from the impact of the first jet
ignited a fire in a fuel tank in Building 7, weakening the structure so sig-
nificantly that this building also collapsed, destroying one of the most
sophisticated emergency operations centers (EOCs) in the country.
Housed in the EOC were geospatial tools and municipal data that had
been carefully accumulated over years to respond to numerous types of
emergencies. Backup data, which were stored in another part of the same

Copyright National Academy of Sciences. All rights reserved.
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building, were also lost. Another copy of the data was stored on comput-
ers in the Department of Information Technology and Telecommunica-
tions building two blocks north of the World Trade Center, but this build-
ing was abandoned shortly after the twin towers collapsed and the data
were rendered useless when dust and fumes from the collapsing build-
ings permeated the area and all power and communications were lost.
Thus, despite extensive efforts to prepare for such events by establishing
the EOC, the first maps distributed in support of the response were pro-
duced from a database stored at Hunter College, used primarily for re-
search and teaching, which fortuitously was available for use in response.

A combination of factors culminated in an unprecedented use of
geospatial data and tools. First, the devastation was beyond the imagina-
tive capabilities of emergency management professionals—there was sim-
ply no appropriate script for such an event—and the demand for informa-
tion proved to be immense. Second, Manhattan is unique in the United
States because of the density of its high-rise buildings, the complexity of
its infrastructure, and the value of its real estate. Because of this, and the
logistical needs that follow, the City of New York had already undertaken
intense mapping efforts, resulting in the production of highly accurate
geospatial databases. Third, even though this was a very large disaster,
the scale of events in New York was highly localized, with primary im-
pacts concentrated in a small geographic area that could be mapped and
imaged comparatively easily and quickly. These three factors combined
to make both imagery and maps particularly useful.

The geospatial operations center was moved to Pier 92 on Friday, Sep-
tember 14th, and organized into the Emergency Mapping and Data Cen-
ter (EMDC). Equipment and software were donated by numerous ven-
dors, and New York State contracted for and provided the city with aerial
imagery, detailed elevation data, and thermal data on a daily basis for six
weeks. Eventually, more than 100 volunteers assisted in responding to
more than 3,000 individual requests for geospatial information in support
of the search and recovery efforts at the World Trade Center site. Respond-
ers were able to track mobile offices, medical support teams, heat from
the fires, hazards, debris, and the daily progress of the search teams using
geospatial data and tools.

2.1.2 Lessons Learned

Itis clear that the primary responders, the New York Fire Department
(FDNY), were able to make extensive use of maps and remote-sensing
data during this disaster (see Figures 2.1, 2.2, and 2.3 for examples).
Geospatial data and tools played a major role in rapidly integrating, ana-
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lyzing, and visualizing data for emergency response, including the
following:

* Providing aerial imagery, detailed elevation data, and thermal
data on a daily basis to support damage assessment and ongoing response
effort;

e Tracking daily progress of the search teams;

e Tracking mobile offices and medical support teams;

* Mapping heat from the fires, hazards, and debris; and

* Providing key information on subways, telecommunications, and
other infrastructure layers as well as fuel and coolant storage tanks.

Significant lessons were learned from the World Trade Center re-
sponse effort, which as noted earlier was unprecedented in many ways,

FIGURE 2.1 Aerial imagery with building footprints and street names overlaid on
it. Picture provided with the permission of the New York City Office of Emer-
gency Management.

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

THINKING ABOUT WORST CASES 29

FIGURE 2.2 Aerial imagery with thermal data (hot spots) overlaid on it. This pic-
ture is provided with the permission of the New York State Office of Cyber Secu-
rity and Critical Infrastructure Coordination.

FIGURE 2.3 Aerial imagery depicting detailed elevation data obtained through
the use of LIDAR (light detection and ranging) technology. This picture is pro-
vided with the permission of the New York State Office of Cyber Security and
Critical Infrastructure Coordination.

Copyright National Academy of Sciences. All rights reserved.
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and at least two detailed analyses have been published (Galloway, 2003;
Thomas et al., 2003).! Several of these lessons relate to the use of geospatial
data and tools, including

¢ The need for emergency management personnel to be aware of
the value of geospatial information;

¢ The need for geographic information system (GIS) professionals
who respond to emergencies to understand the needs of emergency re-
sponders and to have trained to meet those needs;

* The value of providing close geospatial support to first respond-
ers, sometimes referred to as a mobile or away team, which can be of
assistance in providing the latest information, laying out search grids,
analyzing data found, and transmitting event data back to the emergency
operations center documenting the latest conditions at the incident site;

® The need to reduce the lag time in processing remote-sensing im-
agery, to avoid reducing its value for search and rescue and damage as-
sessments;

* Theneed to have backup data for emergency management opera-
tions securely stored in widely distributed geographic locations;

* The need to have a preestablished list of geospatial professionals
to provide support when needed during a catastrophe;

¢ The need to avoid duplication of effort and the confusion that
results when the same products are generated by multiple groups; and

¢ The problems of relying on connectivity to the Internet in the im-
mediate aftermath of a disaster, when it can be more efficient to distribute
data by hand using physical storage media.

2.2 A HYPOTHETICAL CATEGORY 3 HURRICANE MAKING
LANDFALL ON LONG ISLAND, NEW YORK

2.2.1 Background

It is late September, and a Category 4-5 hurricane has formed in the
warmer-than-normal Atlantic Ocean and begins moving northward at a
significant distance off the eastern seaboard of the United States. The en-
tire East Coast of the United States from Jacksonville, Florida, to Montauk,
New York, experiences high winds and surf, but no significant damage.
The National Hurricane Center’s forecasting models anticipate that it will
weaken and turn easterly as it heads northward.

ISee also http:/fwww.geoplace.com/uploads/featurearticle/0509ems.asp.
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FIGURE 2.4 The track of the Great Hurricane of 1938, known as the Long Island
Express, as it moved across the Atlantic Ocean and up the eastern seaboard.
SOURCE: Figure created by Daniel Vietor, Unisys Corporation. Data from Atlan-
tic Hurricane Database Re-analysis Project, National Oceanic and Atmospheric
Administration.

Approximately 200 miles west of Bermuda, as predicted, the hurri-
cane turns eastward. Its strength gradually drops to a Category 3 storm.
Then, without warning, it turns northward again, intensifies, and begins
to follow a track eerily similar to that of the great hurricane of 1938 known
as the “Long Island Express” (Mandia, 2005) (Figure 2.4). Preparedness
activities accelerate as the latest estimates predict landfall within the next
24 to 36 hours somewhere between New Jersey and Massachusetts. The
storm accelerates as it continues northward, and landfall is now predicted
in just over 12 hours. As the storm moves over cooler waters it again de-
creases in intensity to a Category 3 hurricane and makes landfall near
Bellport, Long Island.

The hurricane quickly crosses over Long Island and makes a second
landfall west of New Haven, Connecticut. Most of the south shore of Long
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Island, the northern shore of Great South Bay, lower Manhattan, coastal
Connecticut, and portions of Jersey City and Bayonne are covered by 7-10
feet of water. More than 8 feet of water accumulates at the entrance to the
Lincoln Tunnel and floods the subway and rail tunnels. The region’s three
major airports, La Guardia, Kennedy, and Newark Liberty, are under
water. Manhattan is virtually isolated, with bridges damaged by the high
winds, and tunnels and bridge access routes flooded. Wind damage ex-
tends inland for hundreds of miles.

2.2.2 Pre-event Geospatial Preparedness

As the hurricane approaches, residents secure their homes, manda-
tory local evacuations ensue, and shelters are opened and staffed by Red
Cross personnel. Natural disaster response plans (state, regional, county,
and municipal) include geospatial data such as

¢ Locations of population and infrastructure, detailed maps pro-
viding estimates of the number of residents in each small area;

® Locations of critical infrastructure potentially impacted by the
impending storm;

®  Shelter locations, capacity, and service areas;

e Track of the hurricane overlaid on maps of populations at risk;

¢ Likely storm-surge inundation zones delineated using SLOSH
(Sea, Lake, and Overland Surges from Hurricanes) models (storm surge),
distributed to coastal counties and New York City (Figure 2.5);

* Road networks and capacity, egress routes, and traffic control
points for the main state and county roads;

e (ritical infrastructure data (pipelines, power generation) are
available on a secure, on-line site for state officials, but not widely avail-
able to county or local governments; and

® The locations of special-needs residents, such as those in nursing,
adult care, correction, mental health, and youth facilities that were identi-
fied in the hurricane plans. Hospital capacity data are also available, but
are not current.

2.2.3 Likely Post-event Response

Once the hurricane has made landfall, telephone and network com-
munications fail and most communities are unable to communicate with
each other and with state or federal officials. Cell phones and radios do
not function. Responders are unaware of evolving and new threats across
the area, such as major flooding. They only know what they confront, but
have no way to report those conditions. They begin to work on solving
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FIGURE 2.5 This graphic is intended to provide an example of the results of
a SLOSH model. SOURCE: New York State Emergency Management Office
GIS. Surge heights modeled by the National Oceanic and Atmospheric
Administration.

problems where they are, but do not know how to locate additional re-
sources or where to take the victims they rescue. By day two, responders
have limited, intermittent radio communications, but there is so much
radio traffic that they cannot be sure that the dispatch center hears what
they report since they are never answered.

Because of the winds and the flooding, many streets are impassable
while others no longer have valid signage or operational traffic control.
Emergency responders have an urgent need for maps to organize search
and rescue and initial response. Responders trying to rescue victims can-
not get information about water depths, locations of high ground, and
locations of dry streets so they can figure out where to launch boats and
viable routes to and from launch sites. Responders feel disoriented even
in areas with which they are very familiar because street signs and land-
marks have been obliterated. After the fact, they realize that much better
routes had been open and available, but they had no way of knowing this
because they had little overhead intelligence other than from helicopters.
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They thus have trouble getting aerial views of the disaster area so they
can locate victims, prioritize rescue efforts, and direct ambulances. If they
could see the current condition of the road system, they could deploy
more efficiently and accurately, rather than by trial and error. They would
also be able to identify open hospitals and other useful sites (e.g., sites
where food and water are available). In short, they simply do not have a
good clear picture of what things look like unless they go by boat or high-
water truck. They do not have a web-based instant satellite or other real-
time tool to use, even though their computers at the local EOC are up and
could have been used.

As soon as they are able to fly, available state and local police helicop-
ters are sent up with digital cameras to try to capture the damage. Reports
of the extent of the damage are fairly good in New York City, but vary
widely across Long Island. Requests are made by New York City and the
counties on Long Island for immediate digital imagery to analyze the ex-
tent of the damage. Satellite imagery is not yet available because of cloud
cover and because satellite overpasses are infrequent. Instead, requests
for airborne imagery are made to New York State, to local imagery con-
tractors, and to the federal government, leading to multiple flights over
the area. The first digital imagery is provided five days later, although
national news organizations showed visual images of the devastation
from their news choppers much earlier. Given the time delay, local gov-
ernments continue to use simple, digital cameras on the ground and in
helicopters to record events as the recovery begins.

Some of the parties have previously shared copies of their framework
data with New York State and have agreed which data will be used for
analysis during the emergency. In the event that certain network or infra-
structure restrictions limit data transfer, a secure site has been established
at the U.S. Geological Survey (USGS) Center for Earth Resources Obser-
vation and Science (EROS) in Sioux Falls, South Dakota, to receive, store
securely, and permit the sharing of incident data with authorized parties.

A request is made from Suffolk County on Long Island for additional
GIS support. The state sends its “away” team to assist the county. This
team is composed of skilled GIS professionals and brings with it a server
filled with hundreds of state and local data sets, laptops, and a plotter. It
is flown to the county by helicopter. It quickly sets up and begins produc-
ing maps and responding to inquiries for geospatial information such as
coordinates for locations where rescues are still required. Other support is
provided as needed from the state GIS team in the state emergency opera-
tions center. The teams fill many gaps for the county; however, their lack
of connectivity with county networks results in delays in getting the in-
formation to the appropriate responders on the ground. Similar experi-
ences are common in other affected counties and neighboring states.
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Shortly after the first reports of the disaster are disseminated by the
media, offers of assistance begin to flood in. Vendors of geospatial data
and tools offer assistance of various kinds, some of it potentially helpful.
However, no mechanisms exist for sorting through the offers, or for mak-
ing use of the proffered data and tools in the chaotic situation that initially
prevails. The Federal Emergency Management Agency (FEMA) deploys
to this incident and sets up a Joint Field Office (JFO) with a GIS unit in the
plans section. However this process takes several days and comes too late
to be very helpful in the critical early stages of response.

2.2.4 What Could Have Been Done Better?

Few first responders have computer systems that allow them to share
data directly with each other and the emergency managers in their juris-
dictions. In some cases, emergency management officials do not even use
the same geospatial data and tools as other agencies in their own jurisdic-
tion, even in jurisdictions where enterprise-wide standards have been
adopted. Such problems of interoperability may create barriers to com-
munication between fire and police departments, emergency managers,
and others and may result in many lost opportunities to take advantage of
what responders on the scene are observing. Despite the promise of tech-
nology, therefore, much documentation of damage must still be done us-
ing paper forms.

Many of the geospatial data have been placed into various on-line
servers by the respective agencies, to facilitate real-time access and updat-
ing by their own staffs as the emergency unfolds. All counties, New York
City, and the states involved have GIS software, but it is not clear whether
their data and systems can be shared or with whom. Overall, then, the
picture is one of a patchwork of overlapping resources, developed in re-
sponse to a variety of scenarios, some of which may involve sharing and
integration of data between agencies and across jurisdictions. During an
event of this magnitude, affecting such a large area and so many govern-
ments and jurisdictions, this patchwork of arrangements and geospatial
preparedness would be wholly inadequate. While data and tools might
be interoperable within one jurisdiction, the need for agencies to collabo-
rate in unprecedented ways across jurisdictional boundaries will clearly
pose problems, even if communication systems remain operable.

Critical gaps become evident in the geospatial data available for re-
sponse, echoing the experience of Hurricane Katrina. For example, knowl-
edge of the number and locations of households without private automo-
biles is a critical geospatial data need for evacuation planning. The
availability, capacity, and locations of public transportation such as school
buses, which could assist in evacuation, should be known. Planners
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FIGURE 2.6 Web site reflecting the issues of pet evacuation during Hurricane
Katrina. SOURCE: Animal Rescue New Orleans, http://www.animalrescue
neworleans.com. Used with permission.

should anticipate the number and geographic distribution of household
pets that would need sheltering. More importantly, the presence of pets in
a household is a key determinant of a resident’s willingness to comply
with evacuation orders (see Figure 2.6), and geospatial data on the distri-
bution of pets could therefore be very helpful in emergency prepared-
ness. The notification and education of the public for evacuation and shel-
tering could be more effective if geospatial information such as maps were
available in the form of pamphlets, on billboards, or in the local phone
book.

Rapid procurement of digital imagery is critical during response. The
area must be flown over and imaged almost immediately after the storm
passes in order to capture the extent of the damage—such needs are pre-
dictable whatever the nature and extent of the event and should therefore
be planned as part of geospatial preparedness. Furthermore, the digital
data and images must be processed quickly to be of any use to emergency
managers—certainly within 24 hours. This means that states and counties
must have preexisting negotiated contracts with vendors or federal agen-
cies that can be activated quickly to gather the field data.
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While access to data within agencies was generally advanced, making
extensive use of on-line servers, very little data sharing took place between
agencies in advance of the disaster, and few of the problems associated
with data sharing had been worked out. As a result, sharing had to be
achieved ad hoc in the aftermath, when speed is critical, and problems
had to be solved on the fly, leading inevitably to delays. Such delays could
be minimized if sharing arrangements were worked out as part of
geospatial preparedness. The expansion of existing data layers and incor-
poration of local data into an already robust, sharable database could help
improve communications between the federal, state, and local emergency
response communities.

The geospatial tools that would permit rapid analysis of data must be
available to all agencies in all jurisdictions. For example, the timing of
evacuations is critical and must be done in sequence in order to prevent
massive traffic jams; geospatial tools exist to plan and manage such evacu-
ations by identifying routes, simulating driver behavior, and planning
traffic controls, but such tools are not widely available within the appro-
priate agencies. A secure on-line spatial decision support system designed
for use by people with minimal GIS skills would facilitate emergency re-
sponse decision making and provide a useful tool for local responders.?
Tools that automatically provide Global Positioning System (GPS) coordi-
nates to users would allow damage reports to be georeferenced quickly
and easily, avoiding the need to wait until a trained GIS professional is
available to perform the task.

The use of geospatial data and tools should have been fully integrated
into emergency response across this region. Emergency responders need
to be trained in the use of these data and tools, and steps have to be taken
to incorporate them into the decision-making process. In addition,
geospatial professionals who will be used to respond to such an emer-
gency have to be identified, and around-the-clock contact information
should be obtained for them as part of geospatial preparedness. It is also
helpful to identify in advance the availability of volunteer geospatial ex-
pertise. Such expertise exists in many universities and in national and
international volunteer relief organizations.? For example, the Computer
Aided Design and GIS Research Laboratory at Louisiana State University
was able to provide essential geospatial services in the aftermath of Hur-
ricane Katrina.*

?During Hurricane Katrina, the State of Louisiana and New Orleans police shared 911
data on the location of victims through the simple-to-use web-based Homeland Security
Information Network (HSIN).

3See, for example, http:/fwww.giscorps.org/, http:/fwww.mapaction.org.

http:/fkatrina.lsu.edu.
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Land-parcel data, one of the framework themes, are essential in man-
aging disasters and in assessing damage, along with building footprints
and the locations of infrastructure (power, telecommunications, water,
sewage, and steam-heating networks). GPS-enabled handheld devices for
damage assessment will speed up the process of response and recovery as
communities seek federal disaster aid. These computers should be pro-
grammed with “drop-down” menus to make it easy for staff to record
data on storm damage, et cetera. Ideally, this equipment would have se-
cure, wireless capability so that data can be forwarded electronically from
the site to a location where they can be integrated with other data, to
provide decision makers with a clear picture of the type and extent of
impact in a given area. Doing this easily and quickly requires not only
good planning, but also well-thought-out and frequent training.

Obtaining good data on the storm impact is important, but equally
important is the distribution of these data to other response partners. If
the Internet is accessible, this can be done most quickly through a secure,
on-line application that provides web-based services, but if it is not, then
other more traditional means of physical dissemination such as hand de-
livery will have to be used. Making the data available through a node of
the National Spatial Data Infrastructure (NSDI) would allow them to be
retrieved easily by authorized personnel across the country and would
ensure compliance with standards. Smaller amounts of data might be e-
mailed to a preestablished list of responders in neighboring counties and
municipalities, state government, and the federal government.

Because of the large number of evacuees, the distribution of supplies
and equipment to impacted areas must be well coordinated. The need for
food, water, and so forth, for shelters housing large numbers of evacuees
can be known in advance based on the population programmed for each
shelter. However, the length of time that evacuees are required to stay in
a shelter might vary depending on the damage to their home neighbor-
hoods. Inventories can be managed and replenished if tools such as bar-
coding devices can be used to provide data to a central database, where
they can be combined with preestablished geospatial data to support
faster and more effective decision making. Finally, it is critical that all
communities develop and maintain geospatial data on special-needs
populations such as the elderly, infirm, or those without cars. These resi-
dents will require special planning and additional resources to move them
out of harm’s way.
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FIGURE 2.7 Damage based on the Puente Hills earthquake scenario. SOURCE:
Southern California Earthquake Center (2005). Available on-line at http://wwuw.
scec.org/core/public/image.php/13085-2162 [accessed on October 6, 2006]. Reprinted
with permission of Earthquake Engineering Research Institute.

2.3 A HYPOTHETICAL SOUTHERN CALIFORNIA EARTHQUAKE

2.3.1 Background

It is another beautiful April Wednesday in Southern California with
temperatures in the 70s. Roughly at midday, and without any warning, a
rupture occurs on the Puente Hills fault, causing a magnitude 7.2 earth-
quake. Nearly 9.9 million people live in the Los Angeles Basin, and it is
safe to assume that most of them feel the earthquake. Given the time of
day, location, and magnitude, the early estimate of the number of fatali-
ties is 7,600, with casualties running between 56,000 and 268,000.> The
ground motion and shaking destroy more than 40 percent of the commer-
cial and industrial facilities in the immediate area, as well as critical facili-
ties such as hospitals and schools (Figure 2.7). Power and transmission

5The Southern California Earthquake Center projects losses of up to $250 billion for earth-
quakes on the Puente Hills fault under Los Angeles; see http://www.scec.org/research/
050525puentehills.htm and Field et al. (2005).
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lines are destroyed, and the basic transportation infrastructure is seriously
compromised. Residential structures are also affected, resulting in up-
wards of 735,000 displaced households. Ruptured gas lines create the po-
tential for fires, which break out sporadically in the affected area. The
water supply is disrupted, with significant damage to the aqueducts
bringing water from Northern California, the Owens Valley, and the Colo-
rado River.

Short-term public sheltering is required for 211,000 people who are
unable to move out of the area or to find alternative accommodation. Com-
munications are difficult, given the 182 different languages spoken in the
region; coupled with the loss of the major communications infrastructure,
this poses significant rescue and relief challenges. Aftershocks continue
for the next few days and keep the city on edge.

2.3.2 Pre-event Geospatial Preparedness

As part of their disaster preparedness, both the City of Los Angeles
and the much larger County of Los Angeles have geospatial data and
tools that are frequently used and constantly maintained, and emergency
management personnel are regularly trained in their use. Examples
of geospatial data helpful in preparedness for this event include the
following;:

® Locations of transportation routes, including road capacity, traf-
fic flows based on time of day, and workarounds (alternate routing should
there be an accident or some other traffic delay) are available in real time.
Aerial reconnaissance from traffic helicopters operated by both public
safety agencies and the major news media provide situational updates as
required.

* Demographic data exist at fine levels of geographic detail, stored
in databases and providing information on numbers of people and num-
bers of households, age characteristics, race and ethnicity, language spo-
ken at home, number of persons with disabilities, number of households
without cars, and number of persons living in poverty. These data are
available at the block level for the city and county.

e Data on the locations of potable water lines, wastewater treatment
facilities, sewer lines, natural gas lines, oil storage facilities, electric lines,
communications lines, and cell phone towers (often termed lifeline data)
have been culled from both private- and public-sector sources. In addi-
tion, geospatial data on critical infrastructure, including bridges, over-
passes, dams and reservoirs, aqueducts, day care facilities, hospitals,
schools, nursing homes, and urgent care centers, have been gathered and
regularly maintained. Capacity data for hospitals are available, but there
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is no up-to-date occupancy data. The same is true for schools, nursing
homes, and day care facilities.

e Communication systems capable of reporting the user’s location,
accessing and displaying maps, and performing other simple functions
on geospatial data are available on a limited basis for selected city and
county emergency managers, but are not widely distributed to local first
responders.

¢ Building inventory data is integrated with cadastral data for the
entire county. Although residential areas are clearly identifiable, there is
no consistent determination of the building’s commercial or industrial
usage.

® The locations of hazardous materials treatment, storage, and dis-
posal facilities are available, but the exact quantity and type of materials
at each location are not known. The city has a primary EOC that has all of
the geospatial data on-site, backed up at three additional locations scat-
tered throughout the region, but there is no backup facility outside the
region.

2.3.3 Likely Post-event Geospatial Response

Most of the buildings near the epicenter have been completely de-
stroyed, and the suspected area of damage extends outward for more than
50 miles (see Figures 2.8 and 2.9). The EOC sustained partial damage but

FIGURE 2.8 Apartment building collapse, Northridge, California, 1994. Photo
credit, Susan Cutter.
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FIGURE 2.9 Parking garage collapse, Northridge, California, 1994. Photo credit,
Susan Cutter.

is functional in the short term. Sporadic reports begin coming into the
EOC of catastrophic building failures within the county, especially among
the older commercial and industrial buildings east of downtown Los An-
geles. Power outages are widespread, and communications are spotty.
Cell phone service is interrupted and, when available, is overloaded. Rup-
tured gas mains continue to pose fire hazards, and fires are burning out of
control in some portions of the affected areas. Mass casualties are reported,
and many of the major surface roads have suffered extensive damage.

Almost immediately, city and county officials begin airborne surveil-
lance by helicopter. First responders begin fanning out to assist in search
and rescue in their immediate vicinities, but there is little coordination.
Search grids are laid out, but this has to be done by hand using paper
maps because no power is available to run computers, printers, or copi-
ers. Communications between first responders are limited, and mutual
assistance from surrounding communities is not forthcoming due to the
geographic extent of the damage.

Emergency power generation quickly enables some computer systems
to become operational, providing access to geospatial data and tools. The
region has an extensive network of trained geospatial professionals, espe-
cially among its HAZUS working group.® Calls go out to mobilize this

6 HAZUS is FEMA's geospatial tool for estimating potential losses from disasters; see http:/
Jwww.fema.gov/hazus/.
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resource to help in the response. Since many responders cannot get to the
EOC, secondary sites are established at major research universities where
power is available, allowing some geospatial data and tools to be shared
over the Internet.

2.3.4 What Could Have Been Done Better?

The mass casualties and injuries turn out to have been underestimated
since the population estimates were based on nighttime residence (de-
rived from census data), not on where people worked or attended school,
and casualty rates in places of work and in schools turned out to be gener-
ally higher than in residential buildings. Having access to daytime as well
as nighttime population data would be very helpful in responding to day-
time disasters such as this. While HAZUS can generate daytime and night-
time impact values so that an archive of scenarios can be built, immediate
access to daytime population estimates is just as important as access to
census block data in case the scenarios do not cover actual conditions.
Similarly, better data on individual buildings and the total numbers of
people at work or visiting on any given workday would improve urban
search-and-rescue efforts.

Ample geospatial resources were available elsewhere in Southern
California, notably from universities and the private sector, which assisted
greatly in the disaster response. However, these resources were not as
effective as they might have been because of the lack of geospatial data
backup at locations outside the affected area, and many of the data sets
had to be reconstructed from other sources. The trained volunteer labor,
however, proved useful.

Mobile, handheld devices for search and rescue and initial damage
assessments by first responders would enhance the disaster response, es-
pecially if these could be enabled with simple geospatial data and tools,
including GPS. Since many of the most damaged structures were com-
mercial and industrial buildings whose footprints could extend to entire
blocks, more precise locational information on inhabitants would be use-
ful for search and rescue. For example, it would be useful to know the
number of occupants of each room on each floor. Also important is knowl-
edge of the exact location of potentially hazardous materials within these
buildings, if any, so that fire and hazardous material (hazmat) teams can
anticipate and deal with them effectively.

Remote-sensing imagery to gauge the magnitude and extent of dam-
age, monitor particulate plumes from fires, and search for potential leak-
ages in the numerous dams in the region could enhance response. Heroic
efforts to acquire, process, and distribute imagery have been made by
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satellite operators, emergency managers, and geospatial professionals
during recent disasters such as Hurricane Katrina or the events of Sep-
tember 11, 2001. Yet despite its potential, the immediate use of remote
sensing remains difficult and limited, particularly due to a lack of equip-
ment, training, and rapid access to suitable imagery, and this continues to
thwart effective emergency response. To date, vendors and governments
appear to have been unable to secure appropriate contracts for image ac-
quisition and processing in anticipation of emergencies, leading to unac-
ceptable delays in rapid damage assessment when events occur. These
factors will continue to reduce and delay the use of remote sensing as a
source of geospatial data during the response phase of disasters.

2.4 SUMMARY

All three of these cases, whether real or hypothetical, afford an oppor-
tunity to illustrate the value of geospatial data and tools in emergency
management, to give examples of the current status of geospatial pre-
paredness, and to ask what could be done better. Although these cases
focus primarily on the initial response phase, geospatial data and tools
also play vital roles in short- and long-term recovery. Both discussions of
hypothetical scenarios included lists of geospatial data types that proved
useful, and it is not surprising perhaps that the lists are remarkably simi-
lar—the geospatial data needed to respond to large-scale disasters will
always include standard framework and foundation data sets, as well as
extensive event-related data, although their availability and quality will
vary markedly in practice. While the hypothetical scenarios were chosen
to illustrate the differences between an event for which there was warn-
ing (the hurricane) and one for which there was none (the earthquake), in
practice both scenarios proceeded in similar fashion. Geospatial data and
tools played a significant role in the warning process, but problems such
as lack of data interoperability, lack of training, and lack of effective com-
munication rapidly reduced any benefits that advanced warning might
have produced.

Virtually every aspect of emergency management requires knowledge
of where: the location of the event itself, the magnitude of its impact on
every part of the surrounding area, the locations of the assets that will be
needed in the immediate response, the locations of infrastructure and
evacuation routes—the list is endless. Effective emergency management
also requires access to tools that can process such data to generate prod-
ucts of use to responders: maps of the area showing the search grid, im-
ages showing damage, lists of locations flagged for inspection, or predic-
tions of the spread of wildfires or smoke plumes. The response phase of
emergency management requires speed, in the form of fast access to up-to-
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the-minute data, rapid generation of key products, and rapid delivery to
the personnel who need the products most. Accurate information deliv-
ered quickly can save lives, reduce damage, and reduce the costs associ-
ated with emergency response. Yet speed can be achieved only if respond-
ers are adequately prepared, through training, planning, and the
coordinated development of procedures.

To assess the current status of geospatial readiness, one needs to ask
the following questions. Are there significant gaps in the integration of
geospatial data and tools into emergency management, and is the rapid
delivery of geospatial information to key responders and decision mak-
ers during an emergency sufficiently straightforward? Do problems arise
when disasters span many jurisdictions, because of lack of
interoperability of geospatial data and tools and lack of foresight and
experience in working together? Would better integration of geospatial
information into the emergency management workflow improve deci-
sion making at all levels? Is there a need for better training in the use of
geospatial data and tools among emergency management officials, and
are geospatial professionals sufficiently trained in emergency manage-
ment processes and practices? Is the rapid delivery of geospatial infor-
mation a critical issue, and can emergency management workflows and
standard operating procedures be redesigned to take advantage of this
information? Finally, would regularly scheduled simulation exercises
help all parties to learn how to meet each others’ needs? These questions
are very closely related to the committee’s charge and are investigated in
detail in the following chapters.

As noted elsewhere (Bruzewicz, 2003; Cutter, 2003; ESRI, 2001; FGDC,
2001; Goodchild, 2003; Greene, 2002), there are substantial challenges and
constraints in using geospatial data to prepare for the worst cases. Many
of them have already appeared in the examples described above and in
the literature. In Chapter 3 the nature of disaster management and the
relevant national policy context are reviewed in detail. Then the challenges
and gaps in our current ability to prepare and respond with appropriate
geospatial data and tools are summarized, as gathered from the literature
and from testimony offered to the committee. In Chapter 4 the implica-
tions of these challenges and gaps are assessed in the light of current tech-
nology and anticipated future developments.
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Emergency Management Framework

Intervention to address disasters has evolved through time into a com-
plex policy subsystem, and disaster policy is implemented through a set
of functions known as emergency management and response. Modern
approaches to emergency management and response involve multidimen-
sional efforts to reduce our vulnerability to hazards; to diminish the im-
pact of disasters; and to prepare for, respond to, and recover from those
that occur. These responsibilities present formidable challenges for gov-
ernments because of the extraordinary demands disaster events impose
on the decision-making systems and service delivery infrastructure of the
communities they affect. Moreover, by definition an event constitutes a
disaster if it exceeds the capacity of the government or governments in
whose jurisdiction it occurs. Dealing with disaster therefore requires out-
side resources. In the context of a federally structured government, when
the capacities of government jurisdictions at lower levels are over-
whelmed, higher levels are called upon to assist, by either supporting or
supplanting the activities of the subordinate jurisdictions. Likewise, as-
sets and capabilities in the corporate and nongovernmental sectors may
be brought to bear. As a result, emergency management and response are
intrinsically intergovernmental, cross-sector policy implementation chal-
lenges. Also, since disasters dramatically affect our physical, social, and
economic geography, geospatial requirements and capabilities are embed-
ded throughout this complex system. This chapter describes the key char-
acteristics of disasters and the conventional phased approach to their man-
agement, with particular attention to geospatial needs and functions.

47
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3.1 THE CONTEXT OF DISASTERS

The paramount goal of disaster management activities is to reduce, as
much as possible, the degree to which a community’s condition is wors-
ened by a disaster relative to its pre-disaster condition. There are many
actions undertaken by participants in disaster management that support
this goal both pre-disaster (to forestall or reduce potential damage) and
post-disaster (to recover from actual damage), and ideally these activities
would reduce the potential effects of a disaster to the point of elimination.
Yet the very nature of disasters makes this ideal unachievable. There are
five major characteristics of disasters that make them hard to overcome
(for a more detailed explanation, see Donahue and Joyce, 2001; Waugh,
2000):

1. Disasters are large, rapid-onset incidents relative to the size and re-
sources of an affected jurisdiction. That is, they harm a high percentage of
the jurisdiction’s property or population, and damage occurs quickly
relative to the jurisdiction’s ability to avert or avoid it. They may also
directly impact the resources and personnel available to respond. As a
result, response to disasters evokes a profound sense of urgency, and
coping with them drains a jurisdiction’s human resources, equipment,
supplies, and funds. If pre-incident data are available, geospatial analy-
sis can provide important insight into the nature and extent of changes
wrought by disasters.

2. Disasters are uncertain with respect to both their occurrences and their
outcomes. This uncertainty arises because hazards that present a threat of
disaster are hard to identify, the causal relationship between hazards and
disaster events is poorly understood, and risks are hard to measure—that
is, it is difficult to specify what kind of damage is possible, how much
damage is possible, and how likely it is that a given type and severity of
damage will occur. Geospatial models can help predict the locations, foot-
prints, times, and durations of events, and the damage they may cause, so
that jurisdictions can better prepare for them.

3. Risks and benefits are difficult to assess and compare. Disasters present
emergency planners, emergency managers, and policy makers with
countervailing pressures. On the one hand, it is important to minimize
the exposure of populations and infrastructure to hazards; on the other,
people want to build and live in scenic, but hazard-prone, areas and often
oppose government regulation. Further, how should the various levels of
government address the balance between providing relief to the victims
of disasters and the need or desire to avoid encouraging risk-accepting
behavior; also, to what extent should the costs of such behavior be shifted
from those who engage in this behavior to the larger population? While
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most agree that response assistance should be provided to those who have
suffered from a disaster, questions arise as to whether insurance for those
in risk-prone areas should be subsidized by the federal government and
to what extent repeated damage should be compensated (for example, by
paying for rebuilding the same house after a second or third flood). An
important component of this issue is the accuracy of risk assessment.
Geospatial data and tools are invaluable in making the necessary assess-
ments of the geographic distribution of risk and in estimating the quality
of each assessment.

4. Disasters are dynamic events. Disasters evolve as they progress, and
they change in response to human actions and natural forces. This makes
it imperative that response strategies be flexible and argues for the value
of analysis in helping responders understand and adapt to the changing
conditions they face. Managing these phenomena can thus be a highly
technical endeavor requiring specialized expertise for both policy devel-
opment and policy implementation. In particular, geospatial data and
tools can help incident managers to visualize the event over time, track
the activities of responders, and predict the outcomes of various courses
of action.

5. Disasters are relatively rare. Most communities experience few, if
any, disasters during the average time in office of a political official or the
average time of residence of a citizen. Thus, many communities are un-
likely to have recent experience with disasters, and governments may feel
little imperative to build their disaster-management capacity, even if the
hazards are real and the risks formidable (Waugh, 1988). More obvious
and immediately pressing public service concerns readily displace disas-
ter preparedness as a priority. Specialized capabilities, such as geospatial
data and tools, are especially vulnerable to budget cuts and resource real-
location.

These inherent qualities of disasters leave governments in a quandary
about what to do to manage them. More specifically, the magnitude,
scope, uncertainty, dynamism, and infrequency of disasters give rise to
some important questions:

* How can we increase the resilience of communities to disasters—
for example, by adding levees, raising the elevation of the living floor in
homes, or imposing zoning regulations?

* How can we reduce the impact of disaster events—for example,
through more effective warning systems or better evacuation plans?

e How can we most effectively provide assistance to those who
have been affected—through development of a common operating pic-
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ture and common situational awareness shared by all emergency respond-
ers or through better search-and-rescue procedures?

Thus, we face both policy issues and practical challenges as we work
to reduce the risk to which our populations are exposed and to protect
people and infrastructure. Almost every emergency preparedness and
response challenge has important geospatial aspects, and effective emer-
gency management thus requires adroit use of geospatial data and tools.

To address these and other issues and challenges, the emergency ser-
vices professions have specified a host of activities aimed at assuaging the
losses that disasters inflict. The degree to which these activities have been
identified, assigned to responsible parties, and coordinated has evolved
over time into a broad framework first defined in a 1979 National Gover-
nors Association report on its study of emergency preparedness (National
Governors Association, 1979). This approach, known as Comprehensive
Emergency Management, specifies four phases of modern disaster man-
agement: preparedness, response, recovery, and mitigation. Each of these
phases levies particular demands on emergency managers and respond-
ers, and each can be informed and improved by the application of
geospatial data and tools. These phases follow one another in a continu-
ous cycle, with a disaster event occurring between the preparedness and
the response phases, as shown in Figure 3.1. For additional explanation of
the emergency management process, see Waugh (2000) and Haddow and
Bullock (2003).

3.1.1 Preparedness

Preparedness involves activities undertaken in the short term before
disaster strikes that enhance the readiness of organizations and commu-
nities to respond effectively. Preparedness actions shorten the time re-
quired for the subsequent response phase and potentially speed recovery
as well. During this phase, hazards can be identified and plans developed
to address response and recovery requirements. Disaster plans are often
developed by individual agencies, but one challenge of disasters is that
they demand action from agencies and organizations that may not work
closely together from day to day. Thus, plans are much more effective
when developed collectively by all agencies that will be responding so
that resources and responsibilities are coordinated in advance. Also dur-
ing the preparedness phase, training and exercises may be conducted to
help prepare responders for real events. These vary from conceptual dis-
cussions to more formalized tabletop exercises (TTXs), during which nei-
ther people nor equipment is moved, to field exercises (FXs), which simu-
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DISASTER
STRIKES

MITIGATION

RECOVERY =

FIGURE 3.1 Emergency management cycle.

late real events. As with planning, training and exercises may be con-
ducted by agencies in isolation, but they are more powerful when con-
ducted jointly so that interfaces can be resolved. Perhaps the most impor-
tant result of joint planning and exercising is the relationships developed
between those who will be involved in response. In the best instances,
these processes develop trust among those who will be called upon to
work together during an event.

From the geospatial perspective, preparedness objectives include
identifying data requirements, developing data sets, and sharing data
across agencies. This includes activities as basic as developing framework
data and foundation data on infrastructure, hazards and risks, location of
assets that are of use for response and recovery (sand bags, generators,
shelters, medical resources, heavy equipment, breathing apparatus,
chemical spill response units, etc.), determining (if possible) common stan-
dards for data, making potentially difficult decisions about attributes, and
compiling necessary metadata. Preparedness is greatly facilitated when
all potential responding entities are working with the same data sets for
the same features. Decisions also must be made as to whether data will be
accessed from single sources or whether they will be hosted by some or
all of the agencies involved in the response. Discussions about how
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geospatial support will be provided (each agency supporting its own
geospatial work or some form of sharing of human resources) should oc-
cur. Applications, such as web servers and services and databases related
to specific recovery and response activities, should be developed. Deci-
sions should be made about how data are to be reported (times, units,
method, format), which agencies will be preparing reports, and where the
data and information are located and how and by whom they can be ac-
cessed. If imagery is to be used during the response, this is the time to
consider user requirements for each mission, imagery that will meet these
requirements, whether imagery may meet multiple requirements, what
steps will facilitate the acquisition of this imagery, and how and to whom
the imagery will be distributed after it has been acquired.

In the preparedness phase, geospatial tools can be used to display the
distribution of hazards and risks as they exist now and risks as they may
exist under different future development scenarios. This enables local and
regional planners to work with emergency managers to plan for more
sustainable futures through the avoidance or mitigation of higher-risk al-
ternatives. For example, evacuation routes can be planned based upon
demographics, capacity of existing roads, and traffic volume as a function
of day and time.

Models of event scenarios can be used either in the development of
single- or multiagency response plans or as part of exercises designed to
test agency preparedness and the adequacy of those plans. The scenarios
are essential in developing the master scenario events lists (MSELs) that
enable exercise designers and controllers to test critical aspects of response
plans and to develop additional modifications of the course of events dur-
ing an exercise. Models also can be used prior to the actual impact of an
event (pre-landfall for hurricanes or prior to flood crest) to estimate po-
tential numbers of fatalities, injuries, and damage to infrastructure, so that
responding agencies can initiate activities as soon as it is safe to move into
the impacted area. Wind-speed models for hurricanes can be used to esti-
mate the extent of expected damage to buildings. Energy-infrastructure
damage models can be used to estimate the likely extent of damage to the
distribution grid, and water- and ice-demand models can be used to esti-
mate initial daily demand for these commodities.

3.1.2 Response

Response activities are undertaken immediately following a disaster
to provide emergency assistance to victims. The response phase starts with
the onset of the disaster and is devoted to reducing life-threatening condi-
tions, providing life-sustaining aid, and stopping additional damage to
property. During this phase, responders are engaged in a myriad of ac-
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tivities. As examples, search-and-rescue efforts are made to find individu-
als who may be trapped in buildings, under debris, or on roofs; basic com-
modities such as water and ice are distributed to affected populations;
temporary power and shelters are established and provided; and fires and
spills or leaks of hazardous materials are controlled. Although this phase
is considered to begin when disaster strikes, not all disasters occur sud-
denly and without warning—sometimes onset is slower or anticipated, in
which case response overlaps with the preceding preparedness phase and
may include proactive steps such as warning and evacuation. Likewise,
this phase has been defined historically as lasting 72 hours, but a clear end
point for this period is difficult to define. It transitions into the recovery
phase, and in reality response and recovery may overlap, especially dur-
ing large, complex incidents.

Geospatial information and analysis are critical inputs to incident
management and tactical decision making. Activities during this period
include image acquisition, processing, analysis, distribution, and conver-
sion to information products. Other geospatial data also must be collected,
collated, summarized, and converted into maps, reports, and other infor-
mation products. While sophisticated imagery and analysis are valuable
to the response effort, the products most in demand are maps, including,
for example, maps of the impact area and of the extent of damage; the
locations of population in the impact area; the locations of assets to be
used in the response, including inventories of critical supplies such as
potable water and ice, temporary roofing material, medical supplies, and
generators; maps of the area without power and of the timing of the re-
turn of power; and maps of road and bridge closures and downed power
lines. Beyond this, products must also be useful and usable, which means
that quality assurance and quality control (QA/QC) procedures and ac-
curate metadata are essential. Attention must be given to reducing errors
that arise when data are collected by different entities, or at different times,
and then integrated into information products. Agreements need to be
made regarding data reporting intervals and times, and data have to be
time-stamped accurately. Finally, generation of data, information, and
products is only part of the challenge—these must then be distributed to
those who need them to do their jobs. Geospatial data are often volumi-
nous, and this is especially true of imagery, which may amount to hun-
dreds of megabytes or even gigabytes. Moving such volumes of data over
networks that may have been partially disabled can be problematic, and
Internet access to data repositories often fails. Firewalls and other security
software installed on networks can also pose problems for the distribu-
tion of data and can significantly slow response. Agencies have often had
to resort to physical distribution of CDs (compact discs) and other digital
media during the response phase.
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During the response phase immediately following an event, but prior
to good information being available either from remote-sensing sources
or from reporting on the ground, geospatial models can be used to pro-
vide damage estimates (e.g., immediately after an earthquake). Alterna-
tively, real-time data from in situ monitoring can be used with geospatial
models to determine conditions during an event, such as the use of real-
time stream gauge data to issue flood warnings or the use of Doppler
radar data, which results in the issuance of public warnings for severe
thunderstorms and tornadic activity. While both imagery and verified re-
ports from the impact area will eventually replace and refine the informa-
tion provided by models, the latter may be the best source of information
for several days after the onset of the disaster. Use of dynamic models can
help guide and improve response; for example, the wildfire community
makes extensive use of real-time and near-real-time geospatial modeling
of wildfire behavior for logistical support. Display functions remain im-
portant at this time, showing the location of damage to specific infrastruc-
ture components (e.g., the transportation and energy infrastructure) as
well as the severity of damage and other specific information (e.g., dam-
age to roofs, temporary repairs, and energy grid restoration planned dur-
ing the next 24 hours).

Accomplishing all of these tasks is admittedly a substantial challenge
in the earliest stages of disaster response, when demands are urgent and
requests are voluminous. Poor products can have serious negative ramifi-
cations for response and recovery operations, however. For geospatial
professionals to perform well in this environment, they must be able to
rely on good training, relevant exercise experience, and sound standard
operating procedures.

3.1.3 Recovery

Recovery includes short- and long-term activities undertaken after a
disaster that are designed to return the people and property in an affected
community to at least their pre-disaster condition of well-being. In the
immediate term, activities include the provision of temporary housing,
temporary roofing, financial assistance, and initial restoration of services
and infrastructure repair. Longer-term activities involve rebuilding and
reconstruction of physical, economic, and social infrastructure and, ulti-
mately, memorializing the losses from the event.

Geospatial activities during recovery include the use of geospatial in-
formation and analysis to help managers direct the recovery process, in-
cluding the urban search-and-rescue grid and status, tracking the progress
of repairs, provision of temporary water and ice, locating populations,
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identifying sites for temporary housing and services, and showing the
operational status of hospitals and clinics.

An important task is capturing and archiving data collected as part of
the disaster, along with copies or descriptions of the procedures that were
used to turn those data into information and to distribute the information,
and documentation of lessons learned from the disaster. These data can
be used to inform mitigation planning and research about disaster pro-
cesses. Too often, however, archiving is given short shrift and valuable
data are lost.

3.1.4 Mitigation

Mitigation includes those activities undertaken in the long term after
one disaster and before another strikes that are designed to prevent emer-
gencies and to reduce the damage resulting from those that occur, includ-
ing identifying and modifying hazards, assessing and reducing vulner-
ability to risks, and diffusing potential losses. In short, it is a set of
sustained activities designed to reduce the impacts of future disasters.
Mitigation involves implementing policy changes and new strategies.
Some of these activities may be structural in nature, such as changing
building codes (e.g., to require that residential buildings be able to resist
sustained wind speeds of 150 miles per hour [mph] rather than 120 mph,
to require fastening roofs to bearing walls). Mitigation measures also can
be nonstructural. For example, zoning can be used to preclude develop-
ment in areas that are subject to risk from a hazard.

Geospatial assets can inform mitigation planning in important ways,
perhaps most importantly the opportunity to visualize and measure the
effects of alternative mitigation plans. Simulation models (e.g., to model
the inundation area that will result from various stream elevations with
and without the presence of levees or to predict the propagation of haz-
ardous materials in the atmosphere) can help planners make redevelop-
ment decisions. Geospatial analysis can support benefit-cost analysis by
comparing the cost of changes (such as new construction requirements) to
estimates of the savings that result when a hazard is mitigated. Geospatial
tools are of particular benefit due to their ability to permit the evaluation
of multiple alternatives relatively rapidly.

3.1.5 Additional Comments

The cycle shown in Figure 3.1 is clearly simplified, since events can
occur at any time and may overlap. Different organizations come into
play in different phases, creating a complex web of interactions. Recovery
and mitigation may not be complete before another event occurs, and the
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necessary funds to support them may not be fully available prior to the
next event. Further, as the ability to organize multiagency efforts contin-
ues to improve, some of the actions that have traditionally been thought
of as recovery activities are now beginning at essentially the same time as
the response. In theory, preparedness should reduce the time from the
initiation of response to the end of recovery. Mitigation should reduce the
cost of future disasters of the same type at the same location, and lessons
learned should be incorporated into planning and mitigation in other ar-
eas, thereby reducing impacts elsewhere.

A modification of this paradigm is used for acts of terrorism where
awareness, detection, deterrence, and prevention are seen as the key ele-
ments in reducing or eliminating the impacts or even the occurrence of
events. Specific emergency management activities may differ for those
described above as they are influenced by the intelligence and security
communities, but the sequence is analogous to that followed for natural
disasters and has elements that parallel what is required for technological
disasters. For these events, intelligence must be collected about risks posed
by individuals and groups that may seek to harm people or critical infra-
structure. In parallel to preparedness and mitigation, techniques are de-
veloped to deter or reduce the effectiveness of attacks so that the conse-
quences are reduced. In ideal cases, populations and infrastructure are
rendered invulnerable to attacks. Again, geospatial data and tools can be
used to show conditions at particular points in time. It is possible to model
the consequences of various forcing mechanisms (attacks rather than wind
speed or flooding) on the existing infrastructure under a range of response
and deterrence mechanisms.

3.2 RELEVANT ACTORS

3.2.1 Emergency Managers and Responders

The catastrophic nature of disasters means that all levels of govern-
ment and all sectors of society share responsibility for dealing with them.
In general, disasters are managed through a federal structure of responsi-
bilities and resources, where discretion and authority for management
reside with the affected jurisdictions, and where requests for resource sup-
port travel upward from those jurisdictions until enough are garnered to
stabilize the incident. Table 3.1 identifies the major functions of each level
of government during each phase of the disaster management process.

It is often said that “disasters begin and end at the local level.” The
effects of disasters are felt by people living in communities, and ultimately
the efforts of emergency services professionals focus on restoring the
health of communities. Disasters are fundamentally local in impact; thus,
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responsibility for the management of response resides with states and lo-
cal governments. Local responders provide the first response in commu-
nities, focused on initial efforts to save lives and property. As jurisdictions
are overwhelmed, neighboring jurisdictions may assist through the pro-
vision of mutual aid. Nongovernmental organizations (both private and
nonprofit) also supplement response with a range of assistance from pro-
viding shelter and food to helping manage donations of money, goods,
and services, to tracking and serving populations with special needs. Fig-
ure 3.2 describes the sequence of events for response.

For larger incidents, impacts can extend to regional or even national
levels, as was the case with Hurricanes Katrina, Rita, and Wilma in 2005,
and the Space Shuttle Columbia crash in 2003. If local jurisdictions find
they cannot manage the demands of an incident, they turn to their state
government for assistance. State emergency managers coordinate local
communities, state agencies, assets controlled by the governor (such as
the state national guard), and support from other states and the federal
government. They assess damage and resource needs, and then obtain
and allocate required resources. If the size and scope of the incident war-
rant, the governor may request a disaster declaration.

In the event of a request for a disaster declaration, or if the disaster is
national in significance or scope, the President may decide to bring the
resources of the federal government to bear. These resources are gener-
ally coordinated by the Department of Homeland Security (DHS) under
the National Response Plan (NRP).! The NRP “is an all-hazards plan that
provides the structure and mechanisms for national level policy and op-
erational coordination for domestic incident management.” It provides
the framework for federal interaction with other levels of government and
other sectors with respect to all phases of disaster management (prepared-
ness, response, recovery, and mitigation) and describes federal capabili-
ties, resources, agency roles, and responsibilities.

One critical function of emergency responders at all levels of govern-
ment is incident management. Incident management refers to the collec-
tion of command-and-control activities exercised to prepare and execute
plans and orders designed to respond to and recover from the effects of
an emergency event. It is usually effected through a functionally oriented
incident command system (ICS) that can be tailored to the type, scope,
magnitude, complexity, and management needs of the incident and can
operate at all levels of government. An ICS is employed to organize and
unify multiple disciplines, jurisdictions, and responsibilities on-scene un-

1http://www.dhs. gov/interweb/assetlibrary/NRP_FullText.pdf.
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TABLE 3.1 Key Disaster-Related Functions by Level of Government
and Phase
Level Mitigation Preparedness
Federal ® Supports research of hazard e Provides training and
causes professional development
¢ Develops means to modify programs
the causes of or vulnerability ® Provides public education
to hazards e Coordinates warning system
® Reviews and approves state e Formulates, implements, and
mitigation projects evaluates emergency management
e Provides training and technical policy
expertise e Conducts inspection and
e Directs flood control program assessment programs
e Directs hazard prediction and e Reviews, coordinates, and
mapping initiatives conducts federal, state, and
® Provides hazard mitigation grants regional exercises
® Provides funds to individuals for e Assesses and coordinates disaster
small projects to prevent losses plans
e Funds coastal land-use planning e Provides grants for disaster
¢ Creates geospatial data model planning, equipment, and training
e Provides federal flood insurance e Operates the national operations
e Invests in development of new center
technologies e Specifies required response
capabilities
e Facilitates information sharing
e Coordinates incident response
planning
e Synthesized intelligence
¢ Generates threat assessments
¢ Inventories critical infrastructure
e Stockpiles equipment and supplies
State e Conducts hazard identification e Conducts risk and exposure

Conducts land-use planning
Develops, adopts, and enforces
land-use standards

Regulates growth

Solicits mitigation projects and
establishes funding priorities
Establishes legal basis for local
ordinances

Regulates construction
Provides aid to localities

assessment

Monitors and surveys potential
hazards

Creates resource inventory
Conducts disaster planning
Coordinates plans of localities,
facilitates interagency policy
coordination

Stockpiles equipment and supplies
Conducts capability assessment
Provides public education
Conducts training and exercises
Provides technical expertise to
localities

Obtains grant funding to support
preparedness activities
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Response

Recovery

Collects data about the disaster
Creates and disseminates common
operating picture

Assesses damage

President may declare disaster or emergency

Implements the National Response Plan
and activates Emergency Support Functions
Designates principal federal official
Establishes Joint Field Offices to coordinate
support

Provides atmospheric modeling

Can mobilize the military

Validates and makes recommendations in
response to threat assessments

Provides food, water, temporary power,
and technical assistance

Mobilizes National Guard

Provides food, water, clothing, and shelter
Conducts damage assessment
Disseminates public information

Restores essential infrastructure

Executes state emergency plan

May request FEMA to assess damage
May seek presidential declaration

Runs EOC

Coordinates resources across jurisdictions
Funds mutual aid to other states
Provides aid to localities

Assists with evacuation

® Restores economic stability

® Provides crisis counseling

® Provides legal assistance

e Provides technical assistance, debris
removal, communications, and
public transportation, if requested

® Provides temporary housing
assistance, individual and family
grants, funds to repair facilities, and
disaster unemployment assistance

e Provide loans for repair of homes,
businesses, farms

e Provides tax relief

e Conducts debris removal

e Restores public services and
facilities

® Restores infrastructure

® Restores economic stability

* Renews economic development

® Restores governmental self-
sufficiency

® Prepares hazard mitigation plan

* May request federal agencies to
perform short-term tasks

® Administers federal assistance

® Provides technical assistance to
localities

e Provides relief funds to localities

continued
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TABLE 3.1 Continued

Level

Mitigation

Preparedness

Local

Controls siting of structures to
avoid disasters

Develops, adopts, and enforces
building codes and land-use
standards

Requires construction of disaster-
resistant structures

Initiates retro-engineering
activities to correct inappropriate
building designs

Regulates growth

Analyzes and monitors hazards
Identifies and assesses risks and
exposure

Identifies and inventories
resources

Conducts disaster planning
Develops interagency and
interjurisdiction response systems
Stockpiles, pre-positions, and
maintains emergency equipment
and supplies

e Undertakes hazard identification =~ ® Measures and assesses response
and control efforts capability

e Conducts training, exercises,
testing

® Provides early warning

e Conducts pre-disaster evacuation

e Provides public education
information

NOTE: EOC = emergency operations center; FEMA = Federal Emergency Management
Agency.
SOURCE: Adapted from Donahue and Joyce (2001).

der one functional organization. The ICS establishes lines of supervisory
authority and formal reporting relationships, but allows for team-based
leadership approaches. In particular, the ICS may include the adoption of
a formal unified command, a multiagency governance structure that in-
corporates officials from agencies with jurisdictional or functional respon-
sibility at the incident scene and allows them to provide management and
direction jointly within a commonly conceived set of incident objectives
and strategies. Regardless of whether the ICS is configured as a unitary or
a unified command, the ICS organization develops around five major
functions that are required for any incident whether it is large or small:

1. Command. The incident commander’s (IC’s) responsibility is
overall management of the incident. On most incidents the command ac-
tivity is carried out by a single IC. The IC determines incident objectives
and strategy, sets immediate priorities, establishes an appropriate organi-
zation, authorizes an Incident Action Plan, coordinates activity for all com-
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Response Recovery

e Warns public * Removes debris

e Provides emergency communications ® Restores public services and

e Evacuates public facilities

¢ Conducts search and rescue ¢ Restores individual emotional health
* Manages hazardous materials ® Restores economic stability

e Stabilizes debris ® Restores governmental self-

e Provides emergency food, water, shelter sufficiency

e Disseminates public information e Restores individual self-sufficiency
e Restores essential infrastructure e Rebuilds and repairs capital stocks,
e Provides fire suppression homes, and businesses

® Provides law enforcement ® Restores infrastructure

e Provides triage and medical care e Coordinates with nonprofit agencies
e Implements curfews to support human welfare activities
¢ Funds ongoing emergency activities * Renews economic development

e Provides mutual aid to other localities efforts

mand and general staff, ensures safety, coordinates with key people and
officials, authorizes release of information to the news media and the pub-
lic, and performs other key duties.

2. Operations. Operations refers to the ways in which resources are
applied in the field to meet emergency response objectives. In an ICS, the
operations section is responsible for directing and supervising the execu-
tion of all tactical activities. Operations chiefs also coordinate activities
with other entities, ensure safety, and request and release resources. Op-
erations are often facilitated by an associated planning process.

3. Planning. This function involves the collection, evaluation, pro-
cessing, and dissemination of resource and situational incident informa-
tion. This information informs the Incident Action Plan, which specifies
how all incident operations will proceed. Geospatial assets are typically
incorporated as part of the plans section, often through the use of techni-
cal specialists who provide a particular level of expertise necessary to
properly manage the incident.
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— Declares disaster or emergency

— Reviews declaration request and makes
recommendation to President

— Designates principal federal officer

— Designates federal coordinating officer

— Implements National Response Plan

— Establishes Joint Field Office
— Provides situational awareness through the HSOC
FEMA REGIONAL — Evaluates damage and requirements
DIRECTOR — Reports to DHS secretary
Federal
— Informs DHS (FEMA regional director)
— Declares state emergency or disaster
— Requests presidential emergency or disaster declaration
GOVERNOR — Activates state emergency response plan
— Activates state emergency operations center
State — Requests preliminary damage assessment
MAYOR/ — Requests aid from governor
COUNTY — Activates emergency response plan
EXECUTIVE — Activates emergency operations center
— Initiate on-scene activities to save lives, stabilize
LOCAL FIRST incident, and conserve property
RESPONDERS — Alert mayor or county executive

DISASTER
OCCURS

— Request mutual aid from other jurisdictions

FIGURE 3.2 Emergency response and disaster declaration process. NOTE: DHS =
Department of Homeland Security; FEMA = Federal Emergency Management
Agency; HSOC = Homeland Security Operations Center.
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4. Logistics. This function incorporates all incident support needs,
including supplies, facilities, transportation, communications, food, and
medical support. It is the logistics section’s responsibility to establish the
infrastructure required to meet the data management needs that arise as
geospatial data and tools are brought to bear on an incident.

5. Finance and Administration. This function includes activities such
as procurement, timekeeping, compensation, claims processing, and cost
management. Should geospatial data and tools be required to support an
incident, this section would be responsible for procuring them.

While the concept of incident command has been developed over
more than three decades and is broadly employed, different disciplines
and jurisdictions understand and implement ICS differently. Also, as the
committee heard in accounts of incident after incident, the implementa-
tion of a coherent command structure for a large-scale disaster is a sub-
stantial challenge. Very often, multiple, overlapping, duplicative, and
even conflicting command processes and structures emerge. This, in turn,
makes coordination and application of geospatial resources difficult.
The National Incident Management System (discussed below) attempts
to address these tensions by incorporating longstanding ICS and unified
command principles into a common incident management operating
philosophy.

3.2.2 Public Sector Geospatial Support

Emergency services professionals, from those operating tactically at
the front line to those working strategically at higher levels of govern-
ment, are aided in their incident management responsibilities by a variety
of geospatial experts using data and tools and working at various sites to
support response and recovery. In the public sector, these geospatial ex-
perts reside in numerous federal agencies and national laboratories and
in state and local governments. The role that each plays in emergency
management activities varies according to the mission of the organization
and is described in this section.

The federal agency whose mission is most closely involved in emer-
gency management is the Department of Homeland Security. Since this
agency was established in 2002, its development and operation of disas-
ter management policy and functions are dynamic and still evolving.
Nevertheless, from the geospatial policy perspective, DHS’s Geospatial
Management Office (GMO) was established by the Intelligence Reform
and Terrorism Prevention Act of 2004,2 section 8201 “Homeland Secu-

thtp://wwwfas‘org/i rp/congress/2004_rpt/h108-796.html.
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rity Geospatial Information.” The GMO is responsible for (1) coordinat-
ing the geospatial information needs and activities of the department;
(2) implementing standards to facilitate the interoperability of geospatial
information pertaining to homeland security among all users of such in-
formation within DHS, state and local governments, and the private sec-
tor; (3) coordinating with the Federal Geographic Data Committee and
carrying out the responsibilities of DHS pursuant to Office of Manage-
ment and Budget (OMB) Circular A-16 and Executive Order 12906; and
(4) making recommendations to the secretary and the executive director
of the Office for State and Local Government Coordination and Prepared-
ness on awarding grants to fund the creation of geospatial data and ex-
ecute information-sharing agreements regarding geospatial data with
state, local, and tribal governments.

The GMO'’s major initiatives include publication of a draft Geospatial
Data Model (May 2006),> developing geospatial guidance for DHS's grant
program, developing a geospatial concept of operations for the National
Response Plan, and publication of a national geospatial strategy to meet
national geospatial preparedness needs. Of note is that by 2007, the office
is supposed to be able to provide oversight of all geospatial IT (informa-
tion technology) systems management, procurement, security, and
interoperability issues at DHS.

The office has only a handful of staff and is currently funded at about
$13 million. Given its broad mission and ambitious agenda, these re-
sources seem inadequate. In fact, the DHS inspector general has noted
that the GMO has “used a ‘do no harm” approach—leaving legacy agen-
cies within DHS . . . to manage as they deem appropriate,” with the result
that other DHS component managers are stalled, unsure when to coordi-
nate with the GMO and when to act on their own (DHS, 2005, p. 22). This
may be a symptom of the fact that the office is underfunded and under-
staffed. It is the sense of the committee that this office and its initiatives
are relatively new and have not yet matured into a robust geospatial orga-
nization at DHS. It will be very important for geospatial capacity to be a
strong component of DHS activities, both operationally (as part of the
National Operations Center described below) and analytically (as part of
efforts such as infrastructure protection).

Other DHS agencies also are involved in geospatial activities. Since
July 2004, DHS has continuously operated a standing Homeland Security
Operations Center (HSOC), designed to serve as a center for information
sharing and domestic incident management and to help coordination be-

Shttp:/fwww.fgdc.gov/fedc-news/geo-data-model.
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tween federal, state, territorial, tribal, local, and private-sector entities. The
White House views the HSOC as the primary federal-level command and
control “hub for operational communications, information sharing and
situational awareness for all information pertaining to a domestic terror-
ist or disaster incident.” The HSOC collects and fuses information from a
variety of sources and provides real-time situational awareness and moni-
toring nationwide. It also coordinates incidents and response activities
and, in conjunction with the DHS Office of Information Analysis, issues
advisories and bulletins concerning threats and specific protective mea-
sures. Information on domestic incident management is shared with emer-
gency operations centers (EOCs) at all levels using the Homeland Secu-
rity Information Network (HSIN). The HSOC reports receiving hundreds
of calls and managing about 22 cases per day. To accomplish its missions,
HSOC relies on “watchstanders” from 35 agencies, including the National
Geospatial-Intelligence Agency, the National Oceanic Atmospheric Ad-
ministration (NOAA), and the DHS Geospatial Management Office. The
efficacy of the center has come under scrutiny since Hurricane Katrina.
The 2006 report by Congress, A Failure of Initiative: Final Report of the Select
Bipartisan Committee to Investigate the Preparation for and Response to Hurri-
cane Katrina,* for example, notes that the center “failed to provide valu-
able situational information to the White House and key operational offi-
cials” during the storm. DHS is currently considering consolidating HSOC
functions with those of other federal operations centers to form a National
Operations Center.

In direct support of the HSOC and incident management, DHS relies
on the ability to formulate a common operating picture (COP), driven by
fused data sources and types and shared geospatial data and services, in
order to facilitate situational awareness. Development of the COP is an
important job of the GMO. In the future, DHS hopes to use its COP capa-
bilities to support forecasting, modeling, and decision aids.

DHS also relies on its Interagency Modeling and Atmospheric As-
sessment Center (IMAAC) to serve as the “central provider” of atmo-
spheric dispersion and hazard predictions for use by federal agencies and
by state and local governments during incidents of national significance.
The IMAAC is designed to assess atmospheric hazards relating to releases
of chemical, biological, radiological, nuclear, and/or high-explosive ma-
terials. Following an atmospheric release event, IMAAC produces, coor-
dinates, and disseminates consequence predictions in near real time to
federal, state, and local responding agencies. In this way, responders will

Ahttp:/fwww.house.gov/transportation/fullchearings/02-16-06/katrina_report.pdf.
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share an up-to-date common operating picture based on accurate, unam-
biguous hazard prediction models. DHS’s vision is that the modeling
products produced by IMAAC will be based on a combination of
location-specific meteorological data, demographic data, and on-site ob-
servations garnered through the collaboration of various federal partners.
The IMAAC concept has not yet been fully developed or implemented. In
the interim, Lawrence Livermore National Laboratory’s National Atmo-
spheric Release Advisory Center is serving as a technical and functional
example for IMAAC.

Geospatial professionals directly involved in emergency management
work primarily in other capacities during normal times outside of disas-
ter response and recovery, although this varies by agency and level of
government. At the federal level, the Federal Emergency Management
Agency (FEMA) has geospatial professionals who produce maps and
analyses at the Mapping and Analysis Center (MAC) located at FEMA
headquarters. This group generates products that track damage, demo-
graphic changes in damage areas, and other information of interest to
policy makers. Staffing of this group is relatively small (approximately
five people). In the field during an incident, FEMA supports its Joint Field
Offices (JFOs) with a team of geospatial professionals as part of the plans
section. From testimony, the committee learned that most of FEMA'’s
geospatial personnel are not full-time permanent employees but reserv-
ists with geospatial skills who are called upon to staff JFOs during events.
The number of reservists available has varied, and recent experience dur-
ing the 2004 and 2005 hurricane seasons indicates that the number of
trained professionals who can provide sustained support for large events
is insufficient. Moreover, because reservists change from event to event, it
is difficult for FEMA to build robust, stable geospatial teams that work
together well and have a consistent understanding of their mission. Fi-
nally, it usually takes several days or even weeks for FEMA’s geographic
information system (GIS) section to be established at the JFO. Moreover,
the GIS section does not deploy as a unit that is ready to work when it
arrives on-site. Instead, a GIS team leader deploys and then assembles the
personnel and equipment needed for the section. As a result, FEMA’s abil-
ity to provide geospatial support can be significantly delayed. Delays in
getting adequate equipment, data, and software on-site often further
hinder FEMA’s GIS support at the JFO. Meanwhile, state and local
geospatial staffs have already begun work coordinating geospatial re-
sources and developing products. It can be difficult for FEMA’s GIS sec-
tion to integrate its support with these ongoing efforts. In addition, some
response problems end up being solved without the benefit of technology
that FEMA might have brought to bear, had it been on-site and opera-
tional sooner. The committee was told that in 2006, FEMA would be test-
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ing a geospatial strike team approach by sending professionals to a disas-
ter area to meet immediate mapping and analysis needs. The strike team
would move out to be replaced by longer-term personnel as response and
recovery activities proceed.

Other federal agencies and national laboratories also have geospatial
resources, including personnel, data, and tools that can be brought to bear
during disasters. The roles of the other federal agencies in emergency
management and their use of geospatial data and tools are very diverse,
depending on the mission of the agency. One important player is the U.S.
Army Corps of Engineers, which has no geospatial professionals dedi-
cated to emergency management, but has created a cadre of GIS profes-
sionals trained in the missions performed by the Corps under the Na-
tional Response Plan and in support to FEMA at the JFOs. The National
Oceanic and Atmospheric Administration is very involved in weather-
related emergencies, providing a wealth of geospatial data and tools.
The NOAA National Weather Service GIS Data web site® is but one ex-
ample of the types of data that it makes available. The National
Geospatial-Intelligence Agency (NGA) can be tasked by FEMA to provide
imagery and geospatial analysis for disaster response, as it did during
Hurricane Katrina. The U.S. Geological Survey (USGS) makes all of its
geospatial data available through various means for use during incidents
and has been asked by FEMA to help coordinate geospatial data efforts
among federal agencies. A recent example of this is the partnership be-
tween USGS, NGA, and DHS to collect data for hurricane response, called
GIS for the Gulf, which is being made accessible through the Geospatial
One-Stop. The Environmental Protection Agency (EPA) performs various
functions such as removing hazardous wastes from sites, risk assessments,
and environmental sampling of drinking water, air, and sediments, and
uses geospatial data and tools for supporting these functions. The U.S.
Forest Service is very advanced in the use of geospatial data, tools, and
models for wildfire response. National Aeronautics and Space Adminis-
tration (NASA) remote-sensing data are used not only for response activi-
ties, but also for monitoring, modeling, and predicting natural phenom-
ena. NASA works collaboratively with other agencies in developing
applications and tools for disaster management. Although there are many
more, these examples provide a feel for the broad range of geospatial ac-
tivities related to emergency response carried out by the federal agencies.

At the local level, municipalities may have up to three dedicated
geospatial professionals for emergency management activities, but most

5http://www.weather‘ Qov/gis/.
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small towns have none. Large cities often have their own GIS departments,
and cities such as New York have GIS operations that are dedicated to
emergency management. State emergency management agencies typically
have up to seven geospatial professionals, but also often have their own
GIS operations for other purposes such as environmental management or
conservation and may draw upon this group of professionals during a
disaster event.

Aside from the direct technical support that geospatial professionals
provide, they are also in a position to play an important role in helping
disaster managers and incident commanders think about how to define
their geospatial requirements. In some cases, response professionals are
not familiar with imagery, so they are unsure what is available that can
help them, or they are unable to frame their questions effectively. In other
cases, responders “have just enough information to be dangerous,” think-
ing they need something that will not actually help to solve their prob-
lems. Also, sometimes responders ask for the wrong thing, which then
fails, leading them to condemn geospatial technology as unworkable or
inappropriate. To bring geospatial data and tools to bear effectively then,
geospatial professionals must be conversant in how to define functional
requirements and must be willing and able to engage their responder cus-
tomers in a way that will help the customers to articulate their problems
and needs, so that the GIS unit can respond to them.

3.2.3 Geospatial Support from Universities and the Private Sector

Another repository of relevant expertise is at universities and private-
sector companies. Researchers and graduate students often support city,
regional, and state planning departments, and they may become fully
integrated into activities occurring during a disaster. Similarly, private-
sector corporations often provide professionals to assist governments in
their response. For example, following the events of September 11, 2001,
assorted specialists and volunteers from universities relocated to Pier 92
to contribute to the city’s geospatial response component, and various
private-sector organizations proffered an array of technical capabilities
and products to FEMA and the City of New York (see Section 2.1.1).

Private industry is also a large provider of geospatial information for
emergency management, primarily in the area of aerial photography or
other airborne remote sensing (light detection and ranging [LIDAR], ther-
mal imaging, hyperspectral data) and satellite imagery. These data are
vital for assessing impacts and damage immediately following an event
and for supporting response and recovery activities. They also can be used
for risk and vulnerability assessments in mitigation and preparedness
phases. Section 4.6 describes the use of these types of data in more detail.
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Some of the data necessary for emergency response, such as critical
infrastructure data, are developed and maintained by the private sector.®
Estimates from the Department of Homeland Security’s Protected Critical
Infrastructure Information (PCII) Program are that the private sector owns
and operates 85 percent of the nation’s critical infrastructure.” However,
use of private-sector utility data is often very restricted. Issues with the
use of these types of data are discussed in Chapter 4.

3.2.4 International Activities

The committee also queried members of the international emergency
response community about geospatial needs. They largely echoed the
needs expressed by responders in the United States and, in addition, cited
key gaps in the global coverage of framework data and problems in pre-
paring for and responding to emergencies that span national boundaries.
Also, metadata at multiple levels are lacking, and as a result, there is poor
harmonization among users. Attempts have been and are being made to
address this problem.

There are numerous international activities in the area of geospatial
data for emergency response, and much could be learned from them. Al-
though it was beyond the scope of this study to analyze these activities in
detail, a few are mentioned here as examples. The European Union Re-
search and Development Programme has had programs running for many
years on the specific role of geospatial information in disaster manage-
ment, particularly in the Sixth Framework Programme.® The Emergency
Planning College in the United Kingdom has recently published A Guide
to GIS Applications in Integrated Emergency Management (MacFarlane, 2005).
International efforts to support the development of a Global Disaster In-
formation Network® (GDIN) were initiated in 1998. Subsequent meetings
have been held to bolster this effort, and GDIN now exists as a voluntary
self-sustaining nonprofit association. Moreover the Indian Ocean tsunami
of 2004 created significant international interest in a warning network for
such disasters. An excellent summary of lessons learned from the Indian
Ocean tsunami regarding the deployment of geospatial data and tools in
sudden-onset emergencies can be found in Kelmelis et al. (2006).

6http://www.dhs.gov/dhspublic/display?theme=92&content=3760/.

’See DHS PCII Program overview at http://www.dhs.gov/dhspublic/interapp/editorial/
editorial_0465.xml.

8http://cordis.europa.eu/fp6/dc/index.cfm?fuseaction=UserSite. FP6HomePage.

Shttp:/fwww.gdin.org.
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The Civil Military Emergency Preparedness Program is an ongoing
effort funded by the Department of Defense that is focused on former
Warsaw Pact countries. This program has developed an on-line geo-
spatial data and map server available through the Partnership for Peace
(PfP) Information Management System!® (PIMS). It presently includes
an interface that provides multiscale access to data for these countries at
a variety of levels of geographic detail from 1:2,000,000 to 1:10,000 that
have been contributed by some of the participating countries. Low- and
high-resolution imagery is also available. Other important activities in-
clude the North Atlantic Treaty Organization’s (NATO’s) Euro Atlantic
Disaster Response Coordination Center!! (EADRCC) located at NATO
Headquarters in Brussels, and the United Nations” nongeospatial data-
base of response resources that has been provided by each participating
nation.

3.3 FEDERAL POLICY RELEVANT TO
GEOSPATIAL REQUIREMENTS

As described above, demands imposed by disasters have prompted
the evolution of emergency management into a formal set of activities
assigned to responsible parties and coordinated across governments.
Practices and policies have evolved over decades, and organizations and
agencies, such as the Red Cross and Civil Defense, and emergency ser-
vices, such as police and fire departments, have evolved a complex sys-
tem of practices and procedures. However, the events of September 11,
2001, further crystallized these responsibilities. The Bush administration
immediately established an Office of Homeland Security, and slightly
more than a year later, the Department of Homeland Security was cre-
ated. The DHS mission is stated as follows: “We will lead the unified
national effort to secure America. We will prevent and deter terrorist
attacks and protect against and respond to threats and hazards to the
nation. We will ensure safe and secure borders, welcome lawful immi-
grants and visitors, and promote the free-flow of commerce.” To meet
this mission, DHS has implemented a National Incident Management
System!? (NIMS) and an updated NRP.!® These and other recent federal-
level policy documents explicitly recognize the requirement to make
geospatial data and tools available to support incident management. This
section will identify the major policies and plans that currently guide

Wnttp:/fwww.pims.org.
Uhttp./fwww.nato.int/eadrcc/home.htm.
Lhttp:/fwww.fema.gov/nims/.

13http://www.dhs. gov/interweb/assetlibrary/NRP_FullText.pdf.
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incident management and emergency response and their requirements
related to geospatial data and tools.

3.3.1 National Strategy for Homeland Security

This strategy, issued by President Bush in July 2002, sought to articu-
late the administration’s vision for homeland security policy and to pro-
vide direction and guidance to agencies at all levels of government. It
states that “the strategic objectives of homeland security in order of prior-
ity are to prevent terrorist attacks within the United States, reduce
America’s vulnerability to terrorism, and minimize the damage and re-
cover from attacks that do occur.” In support of this, it identifies informa-
tion sharing as a foundation for achieving these objectives and explicitly
cites the National Spatial Data Infrastructure (NSDI) as “a working ex-
ample of compiling metadata to facilitate integration of data and support
decision making.” The NSDI (called for in Executive Order 12906, is-
sued by President Clinton in April 1994) is designed to be a network of
federal, state, and local geospatial databases (NRC, 1993). The National
Strategy for Homeland Security envisioned that the NSDI, as part of Presi-
dent Bush’s e-government initiative, would include geospatial products,
information, and enhanced metadata that would be coupled with inci-
dent management tools to allow real-time creation and display of maps
and satellite images. Section 4.1 describes the current status of the NSDI
as it pertains to emergency management.

3.3.2 Homeland Security Presidential Directive 7 (HSPD-7)

HSPD-7 establishes national policy on critical infrastructure identifi-
cation, prioritization, and protection.!® Section 31 directs the Secretary of
Homeland Security to collaborate with other federal departments and
agencies to develop a program to “geospatially map, image, analyze, and
sort critical infrastructure and key resources by utilizing commercial sat-
ellite and airborne systems, and existing capabilities within other agen-
cies.” It allows for use of “national technical means,” or classified imag-
ery gathered by certain defense and intelligence agencies, as a last resort.
In June 2006, DHS published a National Infrastructure Protection Plan
(NIPP),'” which says: “The Intelligence Community, the Department of

Ynttp:/fwww.whitehouse.gov/homeland/book/.
Bhttp:/fwww.archives.gov/federal-register/executive-orders/pdf/12906.pdf.
http:/fwww.whitehouse.gov/news/releases/2003/12/20031217-5.html.
17http://www.dhs. gov/dhspublic/interapp/editorial/editorial_0827.xml.
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Defense, and other appropriate Federal departments, such as the Depart-
ment of the Interior and DOT, are collaborating with DHS on the devel-
opment and implementation of a geospatial program to map, image, ana-
lyze, and sort critical infrastructure/key resource (CI/KR) data using
commercial satellite and airborne systems, as well as associated agency
capabilities. DHS works with these Federal departments and agencies to
identify and help protect those positioning, navigation, and timing ser-
vices, such as global positioning systems (GPS), that are critical enablers
for CI/KR sectors such as Banking and Finance and Telecommunications.
DHS and the intelligence community also collaborate with other agen-
cies, such as the EPA, that manage data addressed by geographic infor-
mation systems.” As part of this effort, it has developed a National Asset
Database (NADB), which integrates geospatial resources, and is working
on revising this. According to the NIPP, “The current NADB incorpo-
rates a flexible design to facilitate evolution, growth, and continued
interconnectivity with additional databases and tools. Advancements
will include integration with multiple commercial and Federal CI/KR
databases, vulnerability assessment tools and libraries, intelligence and
threat reporting databases, and geospatial tools into a single, integrated,
Web-based portal.”

3.3.3 National Response Plan

In December 2004, the Department of Homeland Security updated
the National Response Plan to respond to objectives specified by the Presi-
dent in HSPD-5,'8 which directed DHS “to align Federal coordination
structures, capabilities, and resources into a unified, all discipline, and
all-hazards approach to domestic incident management.” The NRP is the
successor to (and supersedes) several other major plans, including earlier
versions of the National Response Plan, the Domestic Terrorism Concept
of Operations Plan, and the Federal Radiological Emergency Response
Plan. The NRP adopts and adapts many of the functions and requirements
detailed in those plans, including those related to geospatial data and
tools. The NRP “is an all-hazards plan that provides the structure and
mechanisms for national level policy and operational coordination for
domestic incident management.” It is designed to be partially or fully
implemented either prospectively, in the presence of a threat or anticipa-
tion of a significant event, or retrospectively, in response to a significant
event. The NRP also seeks to provide the framework for federal interac-

18http://www.whi tehouse.gov/news/releases/2003/02/20030228-9.html.
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tion and integration with other levels of government and other sectors
with respect to all phases of disaster management. It describes federal
capabilities, resources, and responsibilities, making reference to geospatial
responsibilities in some cases. Importantly, the scope of the NRP is lim-
ited to federal departments and agencies that may provide assistance or
conduct operations in actual disasters or other potential incidents of na-
tional significance, which it defines as “high-impact events” that require
a coordinated response by a combination of federal, state, local, tribal,
private-sector, and nongovernmental entities.
The NRP has five main components:"”

1. The base plan, which “describes the structure and processes com-
prising a national approach to domestic incident management designed
to integrate the efforts and resources of Federal, State, local, tribal,
private-sector, and nongovernmental organizations”;

2. Appendixes, which provide definitions and details;

3. Emergency support function (ESF) annexes, which “detail the
missions, policies, structures, and responsibilities of Federal agencies for
coordinating resource and programmatic support to States, tribes, and
other Federal agencies or other jurisdictions and entities during Incidents
of National Significance”;

4. Support annexes, which describe administrative processes de-
signed to facilitate plan implementation; and

5. Incident annexes, which address how the NRP is applied to par-
ticular contingencies or hazards.

Geospatial requirements appear in the ESF, support, and incident an-
nexes as follows:

e Emergency Support Function 5—Emergency Management Annex. This
annex specifies that DHS-FEMA, as the primary responsible agency, “co-
ordinates the use of remote sensing and reconnaissance operations, acti-
vation and deployment of assessment personnel or teams, and Geographic
Information System support needed for incident management.” This an-
nex also provides for the planning function in accordance with the NIMS.
Specifically, ESF 5 “provides for the collection, evaluation, dissemination,
and use of information regarding incident prevention and response ac-
tions and the status of resources.” ESF 5 states that one of the functions of
the planning section is to coordinate “with the DHS Science and Technol-

At time of writing, the NRP was under revision, with an update expected in late 2006.

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

74 SUCCESSFUL RESPONSE STARTS WITH A MAP

ogy Directorate and agencies with special technical capabilities to request
support for geospatial intelligence, modeling, and forecasting.”

e Emergency Support Function 11—Agriculture and Natural Resources
Annex also makes reference to geospatial data. It specifies that with re-
spect to the protection of natural and cultural resources and historic prop-
erties and to animal and plant disease pest response, the Department of
Agriculture is responsible for coordinating with the Department of the
Interior for relevant mapping and geospatial data and assessment tools.
This annex also says that with respect to the safety and security of the
food supply, the Department of Agriculture “provides Geographic Infor-
mation Systems mapping capability for the meat, poultry, and egg prod-
uct facilities it regulates to assist State and local authorities to establish
food control zones to protect the public health.”

e Emergency Support Function 12—Energy is intended to restore dam-
aged energy systems and components during a potential or actual inci-
dent of national significance. Under Department of Energy leadership,
“ESF #12 provides information concerning the energy restoration process
such as projected schedules, percent completion of restoration, geographic
information on the restoration, and other information as appropriate.”

* Emergency Support Function 13—Public Safety and Security
Annex provides for NASA geospatial modeling capabilities to be used as
available.

e The Tribal Relations Support Annex specifies that federal depart-
ments and agencies are responsible for providing “appropriate incident
management officials with access to current databases containing infor-
mation on tribal resources, demographics, and geospatial information.”

*  The Nuclear/Radiological Incident Annex specifies that the Depart-
ment of the Interior “advises and assists in the development of geographic
information systems databases to be used in the analysis and assessment
of contaminated areas, including personnel and equipment.”

Overall, the committee believes that the NRP is weak in defining
geospatial requirements and providing federal agencies specific direction
about how to meet them, and that DHS’s Geospatial Management Office
should accelerate its plan to develop a geospatial concept of operations
for the NRP.

3.3.4 National Incident Management System

The NIMS “provides a consistent doctrinal framework for incident
management at all jurisdictional levels, regardless of the cause, size, or
complexity of the incident.” The NIMS provides a core set of doctrine,
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concepts, terminology, and organizational processes designed to promote
effective, efficient, and collaborative incident management.

The NIMS rests on the well-established and broadly accepted ICS,
which is employed to organize and unify multiple disciplines, jurisdic-
tions, and responsibilities on-scene under one functional organization that
directs incident operations. The ICS is classically organized into five ma-
jor functions (command, operations, logistics, planning, and finance and
administration; see Section 3.2.1). The NIMS suggests a sixth function,
information and intelligence, which explicitly includes the analysis and
sharing of geospatial data. The NIMS assigns responsibility to DHS's
NIMS Integration Center (NIC) for facilitating the development of data
standards for geospatial information, asserting that “the use of geospatial
data must be tied to consistent standards because of the potential for coor-
dinates to be transformed incorrectly or otherwise misapplied, causing
inconspicuous, yet serious, errors.” The NIMS sets forth the requirement
that standards should be “robust enough to enable systems to be used in
remote field locations, where telecommunications capabilities may not
have sufficient bandwidth to handle large images or are limited in terms
of computing hardware.”

3.3.5 National Preparedness Goal

HSPD-8 focuses on strengthening preparedness,?’ and one of its re-
quirements is the establishment of a national domestic all-hazards pre-
paredness goal. This goal, developed with a capabilities-based planning
approach habitually used by the military, is supposed to guide all levels
of government, nongovernmental organizations, and the public “in de-
termining how to most effectively and efficiently strengthen prepared-
ness for terrorist attacks, major disasters, and other emergencies.” An
interim goal was published in March 2005 and “establishes the national
vision and priorities that will guide our efforts as we set measurable
readiness benchmarks and targets to strengthen the Nation’s prepared-
ness.”?! As of the October 2005 draft, neither the national preparedness
goal nor the accompanying guidance that provides instructions on how
to implement the goal addresses the nature or role of geospatial data or
tools in preparedness.

According to the guidance, the goal is intended to be applied in con-
junction with DHS’s National Planning Scenarios and Target Capabilities

Dnttp:/fwww.whitehouse.gov/news/releases/2003/12/20031217-6.html.
2INational Preparedness Goal (March 31, 2005); see http://www.ojp.usdoj.gov/odp/assess-
ments/hspd8.htm.
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List (TCL). The TCL identifies the capabilities required to perform the
critical tasks identified in a Universal Task List (UTL), which provides a
menu of tasks that may be performed in major events such as those illus-
trated by the National Planning Scenarios. Among these tasks, some are
deemed critical. The UTL and TCL make only scant reference to geospatial
data and tools, as follows:

e Universal Task List. Version 2.1 of the UTL was published in May
2005.2> The UTL identifies approximately 1,600 tasks, of which 300 are
deemed “critical.” Critical tasks are defined as “those that must be per-
formed during a major event to prevent occurrence, reduce loss of life or
serious injuries, mitigate significant property damage, or are essential to
the success of a homeland security mission.” The UTL identifies one
geospatially related critical task as part of the emergency management
function: “Support identification and determination of potential hazards
and threats including mapping, modeling, and forecasting.” The UTL also
identifies “common tasks” (i.e., tasks that cut across mission areas). One
of the common tasks specified in the UTL is communications and infor-
mation management, which includes “facilitate the development of
geospatial information exchange standards” and “develop and maintain
geographic information systems” as subtasks (neither of which is deemed
critical).

e Target Capabilities List. Version 2.0 of this list was published in
August 2006 and identified 37 target capabilities.?> The TCL briefly refer-
ences geospatial capabilities as relevant for four target capabilities: emer-
gency operations center management, animal health emergency support,
environmental health and vector control, and triage and pre-hospital treat-
ment. In discussing resources needed for the management of emergency
operations centers by cities, geographic information systems and
geospatial imagery are listed as required resources to support planning.
With respect to investigation of animal health emergencies, the TCL men-
tions that equipment must be able to enter, store, and retrieve geospatial
information from the field and that geographic information systems may
be used by epidemiologists to track the progress of an outbreak or to pre-
dict the impact of various management strategies.

Beyond the federal-level policy and doctrine described above, vari-
ous other documents codify geospatial requirements. The DHS geospatial

2Universal Task List version 2.1, http://www.ojp.usdoj.gov/odp/assessments/hspd8.htm.

23Target Capabilities List version 1.1 is available at http://www.ojp.usdoj.gov/odp/assessments/
hspd8.htm. A revised version was published in August 2006 and is available to the emer-
gency response community, although it is not yet publicly available.
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data model as mentioned earlier was just released in draft form during
the writing of this report and therefore is not addressed in detail here.
Other examples include national interagency plans and agency-specific
plans, which are founded in either statutory or regulatory authorities and
tend to pertain to specific contingencies. These plans provide protocols
for managing incidents to be implemented by agencies that have jurisdic-
tion, and often operate independent of DHS coordination and the NRP
framework. Examples of such plans include, at the federal agency level,
the National Oil and Hazardous Substances Pollution Contingency Plan;
the Mass Migration Emergency Plan; the National Search and Rescue Plan;
the National Infrastructure Protection Plan; and the National Maritime
Security Plan.

While the focus in this section has been on DHS and policy
initiatives or revisions since September 11, 2001, since these largely define
the current disaster management operating environment at a national
level, some other long-standing federal policies continue to impact emer-
gency management. For example, in 2000, the Disaster Mitigation Act
(DMA 2000, P.L. 106-390) amended the Robert T. Stafford Disaster Relief
and Emergency Assistance Act (the legislation that enables FEMA to pro-
vide disaster assistance) to levy new mitigation planning requirements.
Notably, however, DMA 2000 makes no mention of geospatial capabili-
ties. In addition, FEMA’s mitigation division manages several programs
that focus on risk analysis and reduction. An important example is the
National Flood Insurance Program, which makes federally guaranteed
flood insurance available to citizens and businesses, promulgates flood-
plain management regulations to reduce damage, and identifies and maps
the nation’s floodplains.

Overall, direct reference to geospatial capabilities in federal policies is
sparse. While there is general acknowledgement of the role that geospatial
data and tools may play in incident response and management, no spe-
cific requirements are articulated in the National Response Plan or else-
where. Further, there is no explicit reference to the role of geospatial data
and tools in the pre-incident planning process. As a result, these policy
documents offer little guidance or direction to governments in terms of
the type or level of geospatial capability they ought to develop, or how
these capabilities should be integrated into the broader emergency man-
agement architecture. They also provide little incentive for DHS to con-
vene a robust team of geospatial experts that can be deployed rapidly to
support field operations. The national disaster response could be signifi-
cantly enhanced by integration and coordination of the various federal
agencies’ geospatial data capabilities and assets.

More importantly, certain needs articulated by the user community
are unaddressed. One in particular deserves attention: the management
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and preservation of geospatial data related to major incidents. The Na-
tional Response Plan specifies that FEMA is responsible for coordinating
remote-sensing and geographic information system support. The NRP
does not explicitly address the development and maintenance of data ar-
chives, however, and as a result such archives are rarely generated.?*
Geospatial data sets not only feed basic and applied research but are key
to post-incident analysis that can inform future planning and prepared-
ness activities. The time to develop data archives is during an incident;
recreating them after the fact is well-nigh impossible.

3.4 GEOSPATIAL DATA NEEDS

Mission demands and the organizations that participate in fulfilling
them vary across the phases of disaster and across hazard types. As a
result, geospatial requirements also vary. Geospatial resources and pro-
cesses must be able to adapt and respond to follow the contour of these
changing demands. During the committee’s deliberations, many individu-
als and agencies provided lists of the types of geospatial data most likely
to be needed during the various phases of emergency response and asso-
ciated tools and capabilities. Table 3.2 presents a summary of these dis-
cussions, showing some of the key user requirements and producer capa-
bilities that were brought to the committee’s attention, across the phases
of emergency response. The table is not intended to be comprehensive,
definitive, or prescriptive. It illustrates needs and current capabilities,
highlighting some that are available versus some that are not. Its objective
is to prompt further discussion about technology development and de-
ployment.

From this table, some important general categories of user needs stand
out. The most prominent requirements for geospatial data and analysis
by decision makers are the following:

e Ability to assess risk and resilience;

® Pre-incident forecasts about hazard behavior, likely damage,
property vulnerability, and potential victims;

¢ Decision aids to support recommendations for pre-positioning
resources and evacuation;

24The committee was told that the U.S. Army Corps of Engineers and FEMA agreed fol-
lowing the 2005 hurricane season that FEMA will keep such an archive, and that the Corps
will maintain an archive of Corps-developed disaster data.
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¢ Timely, incident-specific locational information with respect to
hazards, damage, victims, and resources, including information such as
where people went, what kind of help is needed where, and the location
of available resources;

¢ Ongoing monitoring of evolving hazards, response efforts, and
resource status; and

¢ Insight into the interdependence and status of infrastructure com-
ponents (energy, water, sanitation, road, communications, security sys-
tems, etc.) and awareness of critical infrastructure and facility vulnerabil-
ity and status (refineries, chemical facilities, hazardous waste sites,
bridges, tunnels, reservoirs, etc.).

3.5 CONCLUSION

This chapter begins with an elaboration of the processes and practices
of emergency management and defines its key terms. Key elements of
federal emergency management policy have been reviewed from the per-
spective of geospatial preparedness. Together, Chapters 2 and 3 provide
the necessary background for Chapter 4, which presents a systematic re-
view of the major themes underlying and impacting the integration of
geospatial data and tools in emergency management, and lays out the
committee’s conclusions and recommendations.

TABLE 3.2 FOLLOWS
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TABLE 3.2 Examples of Geospatial Needs and Capabilities

Requirements

Mitigation .

Preparedness e

Framework data, particularly detailed elevation data

Models, information, and analysis that can be used to develop

grant guidance, analyze grant proposals, and assess plans

Data archive from previous incidents to support research and
analysis

Research studies that can improve image analysis and inform
resource pre-deployment and disaster response approaches
Improved understanding of changing environmental conditions
post-disaster (e.g., new vegetation or flood maps)

Foundation data and imagery that allow for identification and
graphic relationships among critical facilities, hazards, and resources
Clear understanding of infrastructure inventories, locations,
relationships, and interdependencies

Risk and hazard maps

Ability to communicate with public about risk

Effective land-use planning using current local graphic information
with incorporated hazards information and GIS decision support tools
Public, private, and nonprofit organization client databases
Improved understanding of the distribution of target populations

at risk

Critical infrastructure database (including information on high-risk
occupancy facilities such as schools, medical facilities, and nursing
homes) that includes attribute information

Foundation data and imagery that allow for identification and
graphic relationships among critical facilities, hazards, and resources
Comprehensive geospatial database tied to full demographic profile
for communities to yield understanding of populations at risk
Detailed geospatial data on the location and characteristics of
businesses and the size of their workforce

Detailed geospatial data on the location and characteristics of
equipment and supply assets as well as human assets

Identification of alternate sites for critical facilities

Pre-event imagery

Pre-plans that include building interior data

Database of current resource status and locations (e.g., shelters,
vaccines, communications)

Shared parcel-level information (linked to tax assessor’s or insurance
industry data)

Spatial distribution and classification of residential structures by
resiliency to hazards

Spatial distribution of social support need in at-risk communities
Standing annual contracts for geospatial capabilities

Sophisticated damage estimation models

Redundant data storage in geographically disparate locations

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

EMERGENCY MANAGEMENT FRAMEWORK

81

Current Capabilities

Gaps

Digital elevation models developed from
ground-based survey or processing of
remote-sensing data—LIDAR,
photogrammetry, or radar

Intelligent query of multiple spatial
databases

Pre-event and post-event analysis
(change detection) using remote-sensing
and other geographic data

Geospatial analysis of project proposals
in line with state policies

Visualization technologies that
incorporate geographic risk data
Land-cover or land-use classification,
change detection, and mapping using
COTS GIS spatial analytical tools
Hazard models from government or
commercial sources

Comprehensive geospatial database
with full attribute data (may not be
available in all communities)

Critical infrastructure databases

(where they exist)

Evacuation models and planning tools,
and tools for monitoring traffic flow
Government and commercially
developed framework mapping and
standard COTS GIS products for
mapping and spatial analysis

Image data from government programs
such as the National Aerial Photography
program, Google Earth, or commercial
providers

Independent modeling of hazards impact
Land-cover classification for
discriminating variation in residential
structures using remote-sensing data
supported by ground survey

Tools for tracking resource movement
Optimal location analysis capability in
COTS GIS

Projected 24/7 population database that
estimates population on 1 km grid
resolution (ORNL Landscan population
database—does not have age attributes)

Modeling capability that determines
and describes multiple effects due to
dependencies in infrastructure and a
single or multiple failures

Data to drive these models lacking in
many communities

Robust, easily understood procedures
that identify specific features of interest
to emergency response managers in
image data

National cadastral database

National model or structure to share
cost of database development
Comprehensive, current, accurate
geographic database with census data
and full attribute information for all
features at the parcel level

A robust predictive model for
estimating evacuation demographics—
who will leave, where will they go, how
long will they stay, who will come
back—age is an important attribute
Incomplete up-to-date imagery (less
than 3-5 years old) and detailed
elevation data

Detailed geospatial data on the location
and characteristics of equipment and
supply assets as well as human
resources

continued
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TABLE 3.2 Continued

Requirements

Response

Ability to warn the public and notify responders

Ability to compare damage with client databases to calculate
expected demand

Ability to track resource locations and status, including shelter sites
Ability to track the activities of public, private, and nonprofit service
providers; maps of where current assistance is being provided

Rapid identification and categorization of the extent and type of
damage over a widespread area, assessment of damage severity,
including maps of damage areas and affected populations

Common operating picture based on shared geospatial data and
analysis and continuous, real-time data about incident, damage,
resources

Creation of an archive of social, economic, and geographic issues and
responses for the incident

Detailed information on refugee and stranded demographics especially
age and location and maps of needy and underserved areas

Robust communication system that supports data transmission from
point of service to site of definitive analysis and decision making
Understanding of critical infrastructure damage (e.g., road and bridge
closures, power outages)

Ability to provide coordinate locations for planning and executing
search-and-rescue operations
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Current Capabilities Gaps

Shared geospatial databases within
individual cities and counties

State- or county-funded image acquisition
Visualization technologies

Application-specific remote-sensing data
(i.e., multispectral data for environmental
assessment or true-color, off-nadir high
spatial resolution for structural
assessments) with sophisticated image
exploitation tool set

Coordinated access to government-
developed response database
Correlation of individual-level data across
data sets

Hazard model input to parcel-level
geographic database for prediction of
at-risk population

NOAA and FEMA Public Alert Warning
System and reverse 911

Residential structures damage estimation
(RSDE) database

Robust geospatial analytical capability—
COTS GIS, products for mapping and
spatial analysis, and the ability to
incorporate model output

Sophisticated, nearly incident-specific,
remote-sensing, image acquisition, and
exploitation capabilities

The ability to geo-code coordinates to
support search-and-rescue operations

Rapid dissemination of maps with
hazard and victim locations to
responders

Capability to track the location and
characteristics of equipment and supply
assets as well as human assets

Fleet tracking systems that provide full
resource location in a dynamic context
(possible but not used)

SOPs for remote-sensing and GIS
technologies in emergency management
agencies

Integrated system for real-time
reception of remote-sensing data to
forward deployed capability

Coupled modeling capability to spatial
decision support system or simple GIS
RSDE system is not integrated with GIS
database for real-time automated
update

Integrated, location-based field data
acquisition system linked to central GIS
for use by initial response teams and
recovery teams

Dynamic update of geospatial database
content from any approved point in the
response activity

Assured communication system for
geography-specific public alert and
feedback from affected population on
status and need

Coordinated, detailed information on
post-incident population movement
Rapid damage assessment identifying
extent and severity of damage

continued
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TABLE 3.2 Continued

Requirements

Recovery

Ability to provide information to public about rebuilding and
regrowth

Ability to track resource locations and status, and the locations and
activities of service providers

Access to response geospatial database for transition of response
to recovery

Geospatial tools for land-use planning

Identification and analysis of optimal landfill, shelter, long-term
housing sites, disaster recovery centers, and recovery team staging
areas

Integrated monitoring system for recovery operations at the parcel
level

Maps of how population shifts as a result of disaster—age is an
important attribute

New information required to issue building permits
Remote-sensing acquisitions to monitor recovery progress on a
regional basis

User-friendly decision support tools to systematically evaluate short-
and long-term demands such as allocation of resources, capacity
shortfalls, and status of restoration

NOTE: COTS = commercial, off the shelf; ORNL = Oak Ridge National Laboratory; SOP =
Standard Operating Procedure.
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Current Capabilities

Gaps

Optimal location analysis using image data, ® Fleet tracking or location-based service

geographic data, and spatial modeling
COTS GIS tools for spatial analysis of

optimal siting and land-use planning (e.g.,

landfill, shelter)

Commercial or government-provided
remote-sensing acquisitions to monitor
recovery progress on a regional basis
Land-cover or land-use classification,
change detection, and mapping using
COTS image analysis tools

Correlation of individual-level data across e

data sets

Multiple overlay and spatial relationships

and comparison

Standard COTS GIS products for mapping

and spatial analysis (but data may not be
available)

to tag field activity with a handheld
device; used by private sector (e.g.,
FedEx) but not by FEMA

Dynamic models that incorporate real-
time geographic data of response
activity within a GIS for full
understanding of resource use and
changing need

Coordinated, detailed information on
post-incident population movement
Simple geocoding capabilities that
allows nontechnical staff to provide
coordinates for search and rescue
operations
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The Challenge: Providing Geospatial
Data, Tools, and Information Where
and When They Are Needed

In this era of heightened requirements for prompt and effective re-
sponse, rapid access to disparate geospatial information sources is essen-
tial. As shown in Chapters 2 and 3, the emergency management commu-
nity relies heavily on the ability to discover and use accurate up-to-date
information in order to respond to disasters and other emergency events.
However, the necessary data are scattered among numerous agencies,
there are many impediments to rapid access, the skilled personnel needed
to work with the data and tools are often not available in sufficient quan-
tity, and the technological environment is changing constantly, causing
endless confusion. This chapter explores these and other related issues in
greater depth. Each section of the chapter takes one issue, describes the
problem in detail, elaborates on its significance, describes possible solu-
tions, and where appropriate, offers recommendations. This overview and
the first three sections deal with issues that require policy changes; the
next three focus on operational changes that could be made to enhance
the use of geospatial data and tools; the next two sections on tools and
training discuss changes that will produce better utilization in the future;
and the final section addresses funding.

It is important to note that this study deals with the intersection of
two distinct communities—the emergency response community and the
geospatial community. The issues discussed may have their roots in one
community or the other, but the resolution of these challenges will re-
quire both communities to work together, as reflected in the recommen-
dations. The fact that both of these are professions in their own right, with
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the emergency management community often seen as conservative with
regard to the adoption of new technologies, presents a challenge. Without
the support—and preferably the leadership—of the emergency manage-
ment community, the geospatial data community’s own efforts will have
little benefit.

The committee heard from many federal, state, and local emergency
management professionals during its deliberations and during the study’s
workshop, as well as from several representatives of the private sector
and nongovernmental organizations (NGOs). All testified to the central
importance of geospatial information. The first questions responders ask
when a disaster occurs are, Where is it? Where are the victims? Where are
the hazards? Where are the resources? The first request from an incident
commander is often for a map, and the need is immediate. Responders
must act within a “golden hour,” during which delivering victims to ap-
propriate care providers has the best chance of saving lives.

Data on the cost savings from more effective emergency management
are almost impossible to compile, in part because many benefits, such as
lives saved, are impossible to value and in part because any form of con-
trolled experiment in which costs are compared with and without effec-
tive emergency management is impossible to conduct. Nevertheless some
of the more direct cost savings might be quantified, in certain limited con-
texts. For example, The National Governors Association Center for Best
Practices published an Issue Brief on State Strategies for Using IT for an
All-Hazards Approach to Homeland Security (July 13, 2006).! In the sec-
tion about geographic information systems (GIS), it has the following
paragraph:

State and local governments in Virginia combined their efforts in Octo-

ber 2001 to launch the Virginia Base Mapping Program (VBMP) for use

in deploying resources and personnel during disasters. At an estimated

cost of $8.2 million, this program began delivering DVDs [digital video

discs] with GIS technology to 134 cities and counties in February 2003,

providing information about transportation systems, private-sector fa-

cilities, natural resources, and many other assets. Although measures of
lives saved, injuries averted, and property damage avoided are difficult

to calculate, it is estimated that in its first year the VBMP saved the state

between $5 million and $8 million in operating costs.

Responders and managers need to be able to work with several map
layers or themes. The most important layer to them is the search grid,
which must be established quickly and applied by all agencies working

1http://www‘nga.org/F iles/pdf/0607HOMELANDIT.PDF.
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on the incident. They also need to be able to locate points on the map and
on the ground. While street address normally provides an easy way to do
this in urban areas, it is often unsatisfactory in rural areas or when street
signs and house numbers have been obliterated. The Global Positioning
System (GPS) provides an effective and universal alternative, but requires
that maps be overprinted with GPS coordinates, using latitude-longitude,
Universal Transverse Mercator coordinates, or the proposed National
Grid (the National Grid was endorsed and adopted by the Federal Geo-
graphic Data Committee in 2001).2 Further, they need to be able to map
an event as it changes in real time and to print and distribute updates
quickly. From an emergency management perspective, maps enable the
location-specific assessment of hazard, risk, vulnerability, and damage.
They are required with different levels of geographic detail throughout
the emergency management cycle, from the moment an incident occurs
through long-term recovery and into mitigation.

For most emergency events, the needed geospatial information and
services for planning and response are maintained by a variety of public
and private organizations in multiple jurisdictions. Government agen-
cies are stewards of large volumes of data, most of which are held by
state or local agencies. However, additional key layers, such as critical
infrastructure data, are maintained by the private sector.® As mentioned
previously, estimates from the Department of Homeland Security’s Pro-
tected Critical Infrastructure Information (PCII) Program are that the pri-
vate sector owns and operates 85 percent of the nation’s critical infra-
structure.* Many of these organizations are members of local utility
notification centers, also referred to as “One Call” or “Call Before You
Dig” agencies. However, data are shared with these and other consortia
under very restrictive agreements and may not be used for any other
purpose, even during emergencies.

Emergency preparedness and response require data from many
sources both public and private, and critical infrastructure information is
but one of many themes that must be accessed. There are also needs for
property records, street centerlines, floodplain delineations, and other
data that are maintained by the public sector. From an emergency pre-
paredness and response perspective, it is critically important for all
sources of data to be utilized to ensure that planners and responders have

thtp://www.ﬂqdc.gov/standards/projects/FGDC—standurds—projects/usng/index_html.

3http://www.dhs.gov/dhspublic/display?theme=92&content=3760/.

4See PCII Program overview at http://www.dhs.gov/dhspublic/interapp/editorial/editorial _
0465.xml.
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the best possible common understanding of the operating picture. How-
ever, although many of the data that are needed by emergency managers
are already developed by other organizations for other purposes in the
general course of local government and community development, vari-
ous issues and challenges prevent easy access to or use of these data for
emergency management.

Data on the ownership of land parcels, or cadastral data, provide a
particular and in some ways extreme example of the problems that cur-
rently pervade the use of geospatial data in emergency management. Vast
amounts of such data exist, but they are distributed among tens of thou-
sands of local governments, many of which have not invested in digital
systems and instead maintain their land-parcel data in paper form. As
with many other data types, it is not so much the existence of data that is
the problem, as it is the issues associated with rapid access. In their report
Parcel Data and Wildland Fire Management, Stage et al. (2005) argue that
cadastral data can provide the most current and accurate information in
support of emergency management, but note that access to such informa-
tion can be limited by a number of factors including the following;:

1. Data distribution agreements. In some cases, local units charge for
the data or have data licensing agreements that constrict access to the
information.

2. Data format. The data might be in a format that is not recognized or
usable by responding agencies.

These and other issues identified in Chapters 2 and 3 are explored in
depth in subsequent sections of this chapter.

Local emergency responders generally have vast personal knowledge
of their communities, and as a result the use of geospatial information
may sometimes be seen as superfluous to their immediate needs. How-
ever, when disasters extend far beyond the boundaries of a community,
when local responders are unable to respond adequately and profession-
als without knowledge of the area must be brought in from elsewhere, or
when impacts extend to infrastructure such as underground pipes about
which local responders have little personal knowledge, then geospatial
data and tools become absolutely indispensable to an effective, coordi-
nated response.

Conclusion

As the committee heard in testimony, geospatial data and tools are
essential to all aspects of planning for disaster and to all aspects of com-
munity resilience. In this respect, the committee echoes a conclusion of an
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earlier National Research Council (NRC) study: “Much of the information
that underpins emergency preparedness, response, recovery, and mitiga-
tion is geospatial in nature” (NRC, 2003, p. 1). Without knowledge of
where the event has occurred, the area it has impacted, the nature of im-
pact in each part of that area, or the locations of shelters and potential
responders, and without access to the tools to analyze such information
and to present and distribute it in useful form, the eventual impact of the
event will necessarily be greater than it need be, whether measured in loss
of life, injury, damage to property, or disruption of essential activities.
Also, although many of the geospatial data needed for emergency re-
sponse generally have already been developed by communities for other
purposes, there are a variety of issues that currently impede their use for
emergency management. Therefore, steps must be taken to explicitly rec-
ognize and meet the geospatial needs of the emergency management field.
As its first, overarching conclusion, the committee believes that the im-
portance of geospatial data and tools should be recognized and integrated
into all phases of emergency management and, specifically, into the na-
tional plans and policies reviewed in Section 3.3 and existing emergency
management procedures.

RECOMMENDATION 1: The role of geospatial data and tools
should be addressed explicitly by the responsible agency in strate-
gic planning documents at all levels, including the National Re-
sponse Plan, the National Incident Management System, the Target
Capabilities List, and other pertinent plans, procedures, and poli-
cies (including future Homeland Security Presidential Directives).
Geospatial procedures and plans developed for all but the smallest
of emergencies should be multiagency, involving all local, state, and
federal agencies and NGOs that might participate in such events.

4.1 FOCUS ON COLLABORATION

The lack of consistent policy for collaboration, together with proto-
cols and structures for coordination and communication, has long been
an impediment to effective collaboration, sharing, and reuse of geospatial
data and tools among all levels of government. Since the early 1990s a
number of government initiatives and orders have charged federal agen-
cies with coordinating their programs in this specific area.

In 1990 the Federal Geographic Data Committee® (FGDC) was formed
and given the lead responsibility for this coordination by an updated Of-

Shttp:/fwww.fgdc.gov.
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fice of Management and Budget (OMB) Circular A-16.% In 1994 the FGDC
was also charged by Executive Order 12906 to provide leadership in coor-
dinating the federal government’s development of the National Spatial
Data Infrastructure (NSDI) and to seek the involvement of other levels of
government and sectors in this endeavor.” Federal-level coordination has
produced benefits in the development of more than 20 standards support-
ing the NSDJ, the implementation of the NSDI Clearinghouse Network,?
the Geospatial One-Stop,” and the emerging Geospatial Profile for the
Federal Enterprise Architecture.!®

State-level coordination has also produced many improvements. The
National States Geographic Information Council (NSGIC) has been an ef-
fective mechanism for facilitating coordination among states.! NSGIC's
activities have leveraged the strong geospatial programs present in a num-
ber of states to bring about improvement of coordination activities in
many other states. Private-sector and professional organizations have also
played important roles in facilitating coordination among various seg-
ments of the geospatial community and have likewise produced benefits
for participants. However, these efforts have been confined primarily to
local jurisdictions and, as such, have proven difficult to replicate across a
wider spectrum.

Specific examples of effective collaboration exist in many places both
across the nation and internationally. There are excellent resources already
available that describe the issues involved in collaboration and suggest
approaches to enhancing cooperation across jurisdictions. One such
project developed by the Geospatial Information and Technology Asso-
ciation (GITA) is entitled GECCo (Geospatially Enabling Community Col-
laboration).!? Another resource is the work of the Open Geospatial Con-
sortium as part of the Critical Infrastructure Protection Initiative (CIPI)
completed in 2002 and 2003,'* and another is the work done by Emer-
gency Management Alberta.!* In these three examples, a common prin-
ciple is that agreements must be discussed, negotiated, and formalized

6The current version of the circular can be found at http://www.whitehouse.gov/omb/circulars/
a016/a016_rev.html.

"http:/fwww.archives.gov/federal-register/executive-orders/pdf/12906.pdf.

Shttp://wwwfgda gov/dataandservices/.

http://g0s2.geodata.gov/wps/portal/gos/.

Wnttp:/fwww.fgde.gov/fgdc-news/geoprofile20050131/.

Whttp:/fwww.nsgic.org.

Lhttp./fwww.gita.org/ngidcip/gecco.pdf.

Bhttp:/fwww.opengeospatial .org/initiatives/?iid=64/.

14http://www.municipulujfairs. gov.ab.cafema_index.htm.
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before an emergency situation occurs if the impacts of institutional and
social barriers to interoperability are to be reduced.
Many types of agreements are needed, including the following:

e Data-sharing agreements among public and private organizations

® Proprietary agreements so that geospatial data can be used dur-
ing emergencies without becoming part of the public domain

¢ A predefined list of geospatial and other technical personnel and
vendors required in support of a response to an event

¢ Guidelines for sharing data with the media during and after an
event

e Agreement on interoperability standards to enable the on-
demand access, integration, and exchange of relevant geospatial data

® A process to organize, integrate, and distribute both data internal
to an organization and data from other organizations

These agreements can take considerable time and energy to put in
place, but if they are not, the results can be at a minimum very frustrating
and at worst devastating. However, despite efforts at various levels and
within sectors, collaboration between levels of government and with other
sectors has been difficult to achieve. The FGDC has been seeking to carry
out this role for the geospatial community; however it has not achieved
complete success due to lack of authority, budget, and resources.

The FGDC’s Future Directions Initiative recently provided a high-
level look at the nation’s sharing and use of geospatial information and
the development of the NSDL'> The study report finds that geospatial
data and information have been identified as valuable assets in conduct-
ing the business of government. In the post-9/11 era, there is a heightened
appreciation of the importance of geospatial data to support homeland
security needs and other critical requirements. There is a clear sense of
urgency that the problems associated with intergovernmental and
intersector collaboration in geospatial data production, access, and shar-
ing need to be resolved in a timely and comprehensive manner.

The Future Directions Initiative study team found widespread agree-
ment that the NSDI requires strong national leadership, that all sectors
should be represented in the leadership and governance process, that
stable funding and political support are required, and that an effective
NSDI requires a clear national strategy to complete and maintain the
framework layers. The team found a broad consensus that a strong and

15“Future Directions—Governance of the National Spatial Data Infrastructure,” final draft
report of the NSDI Future Directions Governance Action Team, May 31, 2005.
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renewed national focus is needed to drive our country toward the pro-
duction of highly accessible, accurate, and reliable geospatial data. The
team believed that a national approach, incorporating all sectors, is neces-
sary to accelerate the production of geospatial data for the NSDI and to
ensure its ongoing maintenance. The increasing ubiquity of geospatial
data and tools lends urgency to the need for current, complete, accurate,
and nationally consistent data. The study team recommended the estab-
lishment of a new governance structure to provide national leadership in
the development of the NSDI, with participation from multiple sectors.

The Committee on Planning for Catastrophe also reviewed the cur-
rent governance structure of the NSDI in light of this study and discussed
whether it was adequate to provide effective coordination across state,
local, and federal governments and the private and not-for-profit sectors
in the particular context of emergency management. The arguments and
conclusions of the Future Directions Initiatives study resonated strongly
with the committee, which concluded that the proposed changes in the
governance structure would provide a much more effective framework
for geospatial data and tools in emergency management. Moreover, the
committee felt that it was desirable for the needs of emergency manage-
ment to be addressed within this larger framework and that the emer-
gency management community should be given a sufficiently strong voice
to ensure that these needs are met.

Conclusion

A national geospatial governance process such as the one described
above would do much to improve the attention given to policy and other
institutional issues that make it difficult for the different levels of govern-
ment and other sectors to work together effectively in the development of
geospatial capabilities for emergency management. Whatever the root
cause of a disaster—terrorism, natural occurrences, or accident—the meth-
ods of preparing for, responding to, recovering from, and mitigating the
effects of such events, and ideally preventing reoccurrences, are based on
a common approach: the collaborative and coordinated use of geospatial
data and tools. This cannot happen without the many mutually depen-
dent agencies and organizations charged with protecting our nation’s citi-
zens and infrastructure being able to share their geospatial data and tools
efficiently and effectively for emergency management purposes. More-
over the special circumstances of emergency management—the need for
speed and for planning in advance without knowledge of where and when
disaster will strike, and the extreme costs in damage and loss of life that
may result from a bungled response—all give additional merit to argu-
ments in favor of greater collaboration and effective governance.
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The myriad of individual and organizational collaboration efforts are
currently doing much to resolve specific local needs and to provide a posi-
tive, dynamic environment for collaboration. Many problems and issues
remain, however, and many of these successful efforts have been costly in
terms of the time required to develop and maintain them. Missing is a
strong, nationally focused governance process to bring the relevant and
affected organizations together within the established framework of the
NSDI to ensure collaborative approaches to resolving multijurisdictional
and national-level issues. The kind of governance process described by
the report of the FGDC Future Directions Initiative is the subject of con-
tinued discussion within the NSDI community and could significantly
improve the environment for collaboration and data sharing during emer-
gency response. The Department of Homeland Security (DHS) has been
assigned responsibilities for coordinating geospatial data and tools for
emergency management, as detailed in Section 3.2.2. The committee there-
fore recommends that DHS play a leading role in ensuring that this pro-
posed strengthening of NSDI governance addresses the needs of emer-
gency management.

RECOMMENDATION 2: The current system of governance of the
NSDI should be strengthened to include the full range of agencies,
governments, and sectors that share geospatial data and tools, in
order to provide strong national leadership. DHS should play a lead
role in ensuring that the special needs of emergency management
for effective data sharing and collaboration are recognized as an
important area of emphasis for this new governance structure.

4.2 GEOSPATIAL DATA ACCESSIBILITY

A critical requirement for emergency preparedness, response, and
mitigation is to have rapid access to the most accurate, up-to-date
geospatial content, whether it be current wind speed and direction, the
location of hospitals, damage assessment data, or the results of predictive
flood models. Emergency managers and responders need rapid and reli-
able access to such content on demand. However, there are numerous
issues involved in meeting the challenges of this on-demand, rapid-access
requirement. Whether the geospatial data are being accessed from ar-
chives or from real-time sensor feeds, the following must always be con-
sidered if we are to build a national asset not just for emergency manage-
ment but also for other homeland security functions:

* Are geospatial data being collected once and maintained by the
organization that can do this most effectively?
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e Is it possible to combine geospatial data seamlessly from diff-
erent sources and to share them between many users and emergency
applications?

¢ Are geospatial data available for use in emergency management,
or do use conditions restrict their availability?

e Isiteasy to discover which geospatial data are available, to evalu-
ate their fitness for the purpose, and to know which conditions apply to
their use?

There are both policy and technology impediments to the achieve-
ment of these goals. Some of the issues deal with sharing data among
organizations, since there are many reasons why a data-producing agency
may be reluctant to make its data available, such as concerns related to
privacy, confidentiality, or liability. Other issues are more technical in
nature and are focused on the interoperability of data and the need for
standards that address not only the content and labeling of data, but also
real-time discovery of and access to data through clearinghouses and por-
tals. Finally, although data may be accessible, there may be questions re-
lated to their quality. This section describes these various challenges.

4.2.1 Data Sharing

The unwillingness to share geospatial data is by no means universal,
and many entities make their data free and easily accessible for use by the
public. Many do not, however, particularly local governments or private
utility companies, where some of the most important geospatial data for
emergency management often reside. There are a number of reasons for
this reluctance to share data, including the following:

® The desire to sell data to obtain revenue from a costly and valu-
able asset;

® The considerable effort required to convert data into a form in
which they can easily be shared, especially at the local level;

® The fear that data may assist terrorists in their activities;

® Abasic distrust of the entity requesting the data or a basic unwill-
ingness to cooperate;

® A concern for liability if the data are improperly used or are of
insufficient quality for a specific use;

* The fear that once others are aware of the existence of data they
may attempt to obtain access to them through freedom-of-information
laws; and

® The most basic fear that the organization will lose control of its
data.
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A workshop panelist told the committee that government agencies
were much more willing to share data for homeland security than for
other purposes, but were adamant in many cases that access be restricted
to that purpose. In some cases, agencies went so far as to agree to forward
certain data that they deemed sensitive only after an incident had
occurred.

Currently, policies for geospatial data sharing within specific levels of
government are set by their executive branches. The policies developed
for each level of government vary, and enforcement varies within each
level from department to department (Sidebars 4.1 and 4.2 contrast two
different approaches to policy formulation). Almost none of the policies
set for one level of government are imposed on another level, and many
local governments have no policies for sharing geospatial data at all. It is
impractical to expect that the data-sharing policies of all government enti-
ties will be the same. However, it is reasonable to expect that all govern-
ment and private entities have clearly defined data-sharing policies and
guidelines, especially for data relevant to emergency management.

As the committee heard in testimony from many individuals and
agencies, the lack of such policies and guidelines results in confusion for
data custodians and becomes a nightmare for those wishing to acquire
data on a large-scale basis either before or during an event. A significant
amount of time and staff effort is required to investigate each data
owner’s issues and policies and to keep abreast of changes in these poli-
cies. For example, New York State has been aggressive in collecting and
maintaining geospatial data since the events of September 11, 2001. A
representative of New York State’s Office of Cyber Security and Critical
Infrastructure Coordination reported to the committee that it has had a
team assigned to geospatial data collection and maintenance for home-
land security and emergency response since 2002 and has collected more
than 850 sets of geospatial data. However, it was noted that this involved
significant effort because each government entity required personal con-
tact to discuss how its data sets would be used and where they would be
stored. In one case the office had been unsuccessful in negotiating for
certain utility data from a federal agency. In another case, more than two
years of effort were required to obtain the use of a local government’s
parcel data. Data produced by federally funded research and develop-
ment centers (FFRDCs) and GOCO (government-owned, contractor-
operated) national assets are often not included in data-sharing agree-
ments between government agencies. This presents additional barriers
to effective data sharing.

Utility companies, in particular, have been viewed as organizations
that create and compile sophisticated databases but will not readily share
these data with others except in emergency situations. The first concern of
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Sidebar 4.1
The Case for Mandatory Data Sharing

The National Pipeline Mapping System

As a means of creating a single source of information, the U.S. Depart-
ment of Transportation (USDOT) requires all transmission pipeline opera-
tors to provide data on an annual basis to the National Pipeline Mapping
System (NPMS).2 Section 15 of the Pipeline Safety Improvement Act of
2002 required that operators provide “geospatial data appropriate for use
in the National Pipeline Mapping System or data in a format that can be
readily converted to geospatial data,” together with other information on
pipeline operations. The NPMS enforces strict mapping and metadata stan-
dards that must be followed by all operators. Its intent is to provide a com-
mon national database depicting the location of all pipeline networks and
related attribute information that can be accessed whenever needed.

The terrorist attacks of September 11, 2001, placed additional security
concerns on the U.S. pipeline infrastructure; therefore, access to the NPMS
is restricted to federal, state, and local government agencies (including
emergency responders). Participating pipeline operators are able to view
only their own data on-line from the USDOT’s web site and cannot view
data from any other operator. Operators who do not comply by the annual
mid-June deadline are subject to a minimum $1 million penalty that in-
creases the longer the operator is noncompliant. This action, however dras-
tic it may seem, is one example of how data sharing can be made a man-
datory rather than a voluntary venture.

The NPMS standards are a good example of program-oriented specifi-
cations from a federal agency, providing clear guidance on how to prepare
and submit data. If they could be extended to bring them into line with the
more general geospatial data standards of the International Organization
for Standardization (1SO),? the Open Geospatial Consortium (OGC),¢ and
the FGDC,? it would be easier to integrate NPMS data with other geospatial
data in emergency management operations as part of a national fabric of
critical infrastructure information within the framework of the NSDI.

ahttp://www.npms.rspa.dot.gov.
bhttp://www.iso.org.
Chttp://www.opengeospatial.org.
dhttp://www.fgdc.gov.
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Sidebar 4.2
The Case for Voluntary Data Sharing

The 50 States Initiative

This project seeks to support the NSDI by coordinating data-sharing
methodologies and standards at the local level, providing a common frame-
work in which all states can participate.

The effort is coordinated by the National States Geographic Information
Council (NSGIC), and plans to establish 50 state coordinating councils that
will contribute routinely to the governance of the NSDI.

Statewide councils will bring consistency to the NSDI by

e Serving as a focal point to aggregate the activities of all sectors into
the NSDI in a functional way;

e Providing incentives for non-federal entities to adopt appropriate
national standards;

e Working together on data production, infrastructure, and application
development to avoid duplication;

e Ensuring routine data access by all sectors;

e Establishing sharing agreements for data not in the public domain;

e Publishing lists of data stewards and integrators for framework

themes;

e Publishing metadata for framework themes in the NSDI clearing-
house;

e Providing functioning tools for maintaining the clearinghouse
inventory;

e Participating in the National Map initiative;? and
e Adopting appropriate data-sharing standards including

— A commitment to implement appropriate Open Geospatial Con-
sortium (OGC), FGDC, American National Standards Institute (ANSI),? and
International Organization for Standardization (ISO) standards;

— Posting local, state, and tribal framework data to the clearing-
house or otherwise making them available through interoperable interfaces;
and

— Promoting the adoption and incorporation of appropriate OGC,
FGDC, ANSI, and ISO standards and interoperable practices among local,
state, and tribal agencies.

ahttp://nationalmap.gov.
bhttp://www.ansi.org.
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many utility companies is that their data will become part of the public
domain and be available to anyone. From a utility perspective, this has
serious liability issues. For example, if an individual or organization
wanted to perform some type of activity that required excavation and
utilized information about underground facilities that had been made
available to the general public but proved to be dated and therefore inac-
curate, the utility company could be liable for any damages incurred. The
risk of this happening is very real, especially if the proper method of sub-
mitting a facility location request with the local utility notification center
within 48 hours prior to performing any excavation tasks was not fol-
lowed. Therefore, adequate measures to ensure that these data are ex-
cluded from the Freedom of Information Act (FOIA) are a basic require-
ment. Second, to address the need to accurately track facility information,
utility companies have spent a great deal of time and money to build so-
phisticated databases, which are consequently seen as corporate assets
and treated as such. Therefore, the prospect of sharing these data without
the protection of a proprietary agreement is often not an option. These
two barriers must be addressed if data-sharing and collaboration initia-
tives are to prosper, perhaps through the creation of suitable incentives
for data owners to participate in these types of activities.

However, it is important to note that data sharing does not necessar-
ily mean sharing one’s data in their entirety, but rather can be limited to
key data elements (e.g., commodity, location, size, material, ownership—
to name a few). Portions of an organization’s data may be proprietary,
confidential, or sensitive or may require protection as intellectual prop-
erty, whereas other portions may be suitable for limited or full data shar-
ing. Where there are legitimate reasons to protect portions of a data set,
identifying the critical data elements that are relevant in responding to
and planning for emergency events is particularly appropriate. Organiza-
tions vary in the level of geographic detail of their databases and in the
complexity of the attributes that are maintained to meet regulatory and
internal needs. Only a subset of attributes may be needed for emergency
management, and lower levels of geographic detail may also be sufficient.
Data sharing may be much more palatable to data owners if it involves
only subsets of attributes or coarser levels of geographic detail.

4.2.2 Interoperability

As defined in Section 1.3.2, interoperability is about the ability of two
or more systems to share data and tools effectively and seamlessly, inde-
pendent of location, data models, technology platform, terminologies, and
so forth. To achieve true interoperability (or the effective sharing of
geospatial data and tools), many levels and aspects of interoperability
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must be understood. The most obvious, and perhaps the easiest to solve,
is technical interoperability, which is concerned primarily with issues of
format. More problematic is semantic interoperability, which addresses
and overcomes differences in concepts and the meaning given to data by
different users and systems. These core semantic differences are reflected
in the selection and definitions of technical terms used in publications,
communications, and databases. (Institutional, human, and political is-
sues that make it difficult for individuals and organizations to work to-
gether and lack of legal interoperability due to inconsistencies between
the legal contexts in which different individuals and organizations oper-
ate are discussed in other sections of this chapter.) Achieving effective
interoperability for emergency management may require radical changes
to the ways in which organizations work, especially to their attitudes
about information. The following material expands on each of these
sources of interoperability problems.

Technical

This is the “nuts and bolts” of software and hardware interoperability,
where the work of standards organizations can best be leveraged. Techni-
cal interoperability is typically achieved by selecting and implementing
the appropriate software and Internet standards, common content
encodings for transmission, and so forth. Within an enterprise, technical
interoperability is quite often the easiest form of interoperability to achieve
for any given business process. Yet, in cases where different data formats
are encountered in the field during response, it can still cause significant
delays in developing useful geospatial products.

Semantic

Geospatial data represent an extremely rich conceptual domain that
requires special attention, perhaps more so than any other type of data.
The enormous variety of ways of encoding geospatial data and the large
number of classification schemes, vocabularies, terms, thesauri, and data
definitions in use by data-producing agencies make it particularly chal-
lenging to process requests for geospatial information. Within any orga-
nization seeking to integrate geospatial data, it is vitally important that
there is agreement on the proper definition and use of metadata. In prin-
ciple, proper metadata can provide the foundation for semantic
interoperability, by defining the meaning of each of the terms that under-
lie the data production process. In reality, however, the difficulties of over-
coming differences of culture, language, and discipline may be far be-
yond the capacity of current metadata standards and practices. Efforts to
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map terminologies across domains have proved challenging, but solu-
tions to this challenge are critical to ensuring accuracy and efficiency in
data sharing.

Issues related to interoperability are often addressed through estab-
lishment of standards. For example, the issue of communication of data is
being addressed by the Organization for the Advancement of Structured
Information Standards (OASIS), which is creating the Emergency Distri-
bution eXchange Language (EDXL) standard that will be incorporated
in the National Information Exchange Model (NIEM). OASIS is a well-
recognized standards organization that works on e-business standards—
many of which are required in the emergency management world. There-
fore, there is an Emergency Management Technical Committee that has
representatives from many organizations, such as DHS, Warning Systems
Inc., the Capital Wireless Integrated Network (CAPWIN), the Open
Geospatial Consortium (OGC), Environmental Systems Research Institute
(ESRI), and many others. Initially, EDXL was an outgrowth of work at the
Department of Justice and will be a multipart standard. The initial part
that has been approved by OASIS membership is EDXL-DE, where DE
stands for Distribution Element. The primary purpose of the Distribution
Element is to facilitate the routing of any properly formatted Extensible
Markup Language (XML) emergency message to recipients. The Distribu-
tion Element may be thought of as a “container.” It provides the informa-
tion to route “payload” message sets (such as alerts or resource messages)
by including key routing information such as distribution type, geogra-
phy, incident, and sender-recipient IDs. There are very few implementa-
tions of this new standard as yet.

There is also a need for standards that address not only the content or
communications of data, but also the real-time discovery of and access to
data through clearinghouses and portals. Part of this solution is agree-
ment on best practices regarding the standards of content and service in-
terfaces that can best help achieve these goals and meet the requirement
of providing geospatial content to emergency managers and personnel
when and where it is needed.

Examples of how other countries are defining best practices for on-
demand access to geospatial data can be seen in various e-government
and spatial data infrastructure activities in the European Community,'°
the United Kingdom,'” Germany,!® and New Zealand.!” All of these

onttp://inspire.jre.it.
Yhttp:/fwww.govtalk.gov.uk/schemasstandards/egif.asp.
Bhttp:/fwww.kbst.bund.de/SAGA-,182/start.htm.
Bhttp:/fwww.e.govt.nz/standards/e-gif/.
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activities include a variety of geospatial standards using consistent,
standards-based implementation architectures.

4.2.3 Data Quality

The committee heard many comments to the effect that use of the
most accurate and up-to-date framework and foundation data is essential
to successful response and recovery. These data almost always reside at
the local government level or with the private sector; at the local govern-
ment level, they are generally the by-product of routine business processes
such as the creation of parcel data for property taxation. Because they
serve everyday business needs, they are kept up-to-date and represent
the most accurate data available. Furthermore, local governments, which
are usually the first responders to emergencies, are the most familiar with
these data and understand their strengths and weaknesses (the impor-
tance of education in issues of geospatial data quality and uncertainty is
addressed in Section 4.8).

The use of geospatial data during the 9/11 recovery efforts was much
more effective because the local geospatial professionals working with
these data were familiar with them and understood their complexities
and high level of accuracy. The committee heard that when federal agen-
cies arrived on-site with their less accurate national data, they realized the
benefits of the more accurate local data and converted to them after sev-
eral days to improve overall coordination. During large disasters, the use
of the same framework and foundation data by responders in various
parts of the country is vital for close coordination.

Some municipalities and states have aggressively pursued the gather-
ing and improvement of data needed to respond to emergencies, but many
others have not. Unfortunately, instead of coordinated multiagency ef-
forts to organize data, assist in improving their accuracy, and create new
data to fill gaps, the committee heard about many redundant efforts to
gather, recreate, or purchase similar data at various levels of government.
This results in significant amounts of funding being needlessly spent and
time and effort wasted. As a result, an opportunity to focus on improving
the original local government data and reusing them through all levels of
government is often missed.

Furthermore, geospatial information is only as good as the available
data. The lack of established quality assurance and control (QA /QC) stan-
dards and testing processes results in data inconsistency and inaccura-
cies, which can negatively impact analyses used by decision makers. De-
termining whether differences in analyses and recommendations are the
result of inconsistent or inaccurate data is extremely time-consuming and
may be difficult to accomplish in a time-critical response environment.
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Conclusion

As Sections 4.2.1-4.2.3 have shown, current arrangements for
geospatial data access in support of emergency management resemble a
complex patchwork that is time-consuming to establish and maintain and
confusing for all involved. There is little agreement or consistency in such
technical issues as the formats that will be used, the locations where data
will be made available, the security mechanisms that will prevent unau-
thorized access, or the architecture of the servers. This patchwork makes
it difficult for agencies to acquire the data needed to prepare for, respond
to, recover from, and mitigate the effects of disasters; makes it difficult to
identify gaps in data coverage or to address problems related to data qual-
ity; and is one factor among many in determining eventual costs, injuries,
and possibly even loss of life. With some exceptions, there are both confu-
sion in the legislative context and an acute lack of consistency across lev-
els of government.

While a few data custodians prefer to not provide their data until
after an event has occurred, presentations to the committee made it clear
that access is needed prior to an event during the preparedness phase in
support of training and planning, and because pressures during the re-
sponse phase are so great that the process of acquiring data would delay
other essential activities.

The level of interoperability necessary to enable systems to exchange
and use data and tools, without special effort on the part of the user, can
essentially be achieved by the adoption of policies stressing the impor-
tance of interoperability and requiring standards-based software, termi-
nologies, and communications in all emergency management-related ac-
tivities. While the focus of research and standards development is often
on technical and semantic issues, interoperability is a multidimensional
problem, with institutional, political, social, and legal ramifications. In-
deed, the 9/11 Commission in its final report (National Commission on
Terrorist Attacks Upon the United States, 2004, p. 418) concluded:

Recommendation: The President should lead the government-wide
effort to bring the major national security institutions into the informa-
tion revolution. He should coordinate the resolution of the legal, policy,
and technical issues across agencies to create a “trusted information
network.”

The National Spatial Data Infrastructure provides an excellent tem-
plate for the development and sharing of geospatial data. It provides stan-
dards for the documentation of data resources (geospatial metadata stan-
dard); a network and procedures for posting, discovering, and accessing
geospatial data (Geospatial One-Stop Portal and NSDI Clearinghouse
Network); and base layers of framework data (National Map). While much
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progress has been made in implementing the NSDI, many agencies and
organizations are not yet managing their geospatial data resources effec-
tively or participating fully in the NSDI. Data description through
metadata is often insufficient to support effective discovery, and conflicts
exist between the metadata requirements of NSDI and other programs
such as the National Pipeline Mapping System (NPMS) and the National
Incident Management System (NIMS) Integration Center (NIC). A new
effort to develop the necessary policies and guidelines for the support of
emergency management, led by DHS but within the framework of the
NSDI, would strengthen the efforts of both DHS and the NSDI and bring
about more consistency. The recent work of DHS to develop the geospatial
data model in conjunction with the FGDC is an example of how this could
work and should be extended even further. Such a new initiative will
likely require strong backing, in the form of a directive or even legislation,
if it is to be effective. The Emergency Management Accreditation Program
(EMAP), which supports the continued development of standards for
emergency management, could be of great help in developing the needed
standards, and the National Emergency Managers Association (NEMA)
and the International Association of Emergency Managers (IAEM) also
would be critical in their development, but even more so in helping to
ensure that standards are adopted and disseminated to the emergency
management community.

RECOMMENDATION 3: A new effort should be established,
within the framework of the NSDI and its governance structure and
led by DHS, to develop policies and guidelines that address the
sharing of geospatial data in support of all phases of emergency
management. These policies and guidelines should define the con-
ditions under which each type of data should be shared, the roles
and responsibilities of each participating organization, data quality
requirements, and the interoperability requirements that should be
implemented to facilitate sharing.

4.3 GEOSPATIAL DATA SECURITY

The security of the data that are gathered for emergency management
must be examined from a variety of perspectives. To begin with, there is
the need to determine the actual risk to the nation should these data fall
into the hands of terrorists or others with harmful intentions. A report?
by the RAND National Defense Research Institute entitled “Mapping the

Dnttp:/fwww.rand.org/pubs/monographs/MG142/index.html.
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Risks: Assessing the Homeland Security Implications of Publicly Avail-
able Geospatial Information” (Baker et al., 2004) found that fewer than 1
percent of federal data sets are unique and 94 percent of the data sets
would not be useful to terrorists.

While this study clearly demonstrates the limited risk of making such
data widely available, it has not overcome the real fear exhibited by some
agencies about open access to their data, particularly in law enforcement,
defense, and local government. Whether or not the perception is justified,
it is real. Data that are not secure may be subject to intentional tampering
as well as inadvertent corruption. Thus, many agencies believe that data
shared for emergency management must be held securely, and if security
cannot be guaranteed, many data custodians will be unwilling to provide
their data. The committee heard from a panelist from New York State that
efforts to collect geospatial data for homeland security purposes were
more likely to succeed if security measures were guaranteed to the data
custodian. If data are shared and security is subsequently breached, the
resulting publicity could damage the agency’s long-term effectiveness and
erode its political support.

On the other hand, emergency planners at all levels must be aware
that needless restrictions on access to geospatial data can lead to skepti-
cism, if not open hostility, among local officials, the media, and the public.
When restricted access reflects understandable agreements with private-
sector data holders, the public needs to be informed about the reasons for
these limitations and to be assured that key data will be available to those
who need them should an emergency occur. Similarly, an informed pub-
lic needs to appreciate restrictions on the release of unique, clearly sensi-
tive, publicly held data involving critical infrastructure or hazardous ma-
terials. However, while narrow, sensible restrictions can inspire
confidence and cooperation, overly broad restrictions on access, particu-
larly when equivalent data are readily available through other channels,
are unnecessary, as discussed in the Rand report cited above. Equally un-
warranted are limitations on publicly collected geospatial data, which
should be available to emergency responders and the public, and should
include accurate metadata with a conscientious assessment of usability or
strong, clear caveats regarding appropriate use.

The issue of security should be addressed whenever agreements are
made for the sharing of data. Protection of confidentiality is one major
source of concern in such agreements, because data about individuals and
property that are useful during emergencies may be perceived as inva-
sions of privacy at other times, when they might be used by criminals, for
example. Appendix B presents a possible model for a confidentiality
agreement that could be incorporated into negotiations over data sharing
where appropriate.
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It is important to note that some data elements used for emergency
management may contain highly sensitive information (see Sidebar 4.1,
for example), while other data elements may already be in the public do-
main. There is a need to be able to extract elements useful to emergency
management without compromising security or criminal investigations.
A system of security levels could be established, with appropriate rules
governing access at each level, and applied to entire data sets, specific
features in data sets, or specific attributes of those features as appropriate.

Once agreements are in place or guidelines have been established
about the security of data that are shared for use in emergency response,
methods must be implemented to carry out secure access to the data ef-
fectively. One model mentioned earlier is the National Pipeline Mapping
System, which acts as a secure source of pipeline information. Another
potential technique would be to utilize the role that One-Call centers play
in managing underground critical infrastructure data from a variety of
data sources. As mentioned earlier in this chapter, One-Call centers act
as secure repositories of local utility information, which can be called
upon to mark the locations of underground utilities before excavation
work is done. Since these types of organizations have already established
relationships with utility data owners and receive facility updates at
scheduled intervals, they possess the means to potentially serve as a “one-
stop” source for facility data. Such an approach would alleviate the need
for data owners to provide their data to multiple agencies and would
leverage existing processes that are already in place in the majority of
regions throughout the United States. Although participation in a One-
Call program is currently voluntary, the ability to participate in a data-
sharing program to support national disaster recovery initiatives may
serve as incentive to participate. In a recent example of an effort to ad-
dress this issue, as mentioned earlier, the U.S. Geological Survey (USGS)
in partnership with the Department of Homeland Security and the Na-
tional Geospatial-Intelligence Agency (NGA) has implemented a central
“GIS for the Gulf” database within the framework of the Geospatial One-
Stop. When a federal emergency is declared, a user name and password
will be distributed to all government agencies within the affected area,
allowing them to access an extensive collection of geospatial data. Mecha-
nisms also exist within this framework for agencies to contribute their
own data, which will be available to others during emergencies under
the same constraints.

Conclusion

Data security is a key element of any data-sharing effort in support of
emergency management, and a mechanism that will protect and reassure
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the suppliers of data is therefore a core requirement. Guidelines defining
appropriate levels of security for various kinds of data needed for emer-
gency response have to be established and implemented. Again, the emer-
gency management professional organizations such as NEMA and IAEM
could be instrumental in helping support the development and adoption
of guidelines.

RECOMMENDATION 4: DHS should lead, within the framework
of the NSDI, the development of a nationally coordinated set of
security requirements for data to be shared for emergency prepared-
ness and response. All organizations should implement these
guidelines for all data shared in support of emergency management
and should use them where necessary to restrict access to appropri-
ately authorized personnel. In concert with these efforts, the lever-
aging of existing organizations that could potentially serve as a
“clearinghouse” for critical infrastructure data should be explored.

4.4 OVERHEAD IMAGING

Disasters raise immediate questions about geographic extent or foot-
print, and about the intensity of impact within the footprint. Emergency
responders at all levels need to know not only the areas affected and the
severity of damage but also the locations of any people who might require
timely rescue or immediate evacuation. When a disaster damages critical
parts of the telecommunications or other infrastructures or when calls
originating within and outside the area overload circuits, severely injured
people might not be able to summon help. Also, because a disaster with a
wide footprint readily overwhelms local first responders, agencies out-
side the region need to know the condition of the transport system, in-
cluding places where rescue helicopters and other aircraft might safely
land. Aerial surveillance of comparatively small sites is also beneficial,
especially when wreckage or complex terrain thwarts line-of-sight obser-
vation from the ground. Existing geospatial data might describe the road
network and pinpoint special-needs populations, but these are baseline
data prior to the event, and effective emergency response requires a broad,
up-to-date depiction of the devastation. However valuable, isolated re-
ports from victims and rescue teams will not initially provide as complete
a picture as images from an aircraft or a remote-sensing satellite with a
high-resolution sensor.

Aerial images can expedite disaster response and recovery if they
meet three requirements: (1) a strategically positioned platform collecting
imagery at the right place and time, (2) a competently revealing imaging
system (with sufficient geographic detail), and (3) skilled interpreters.
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Because the timing of the disaster and the type of damage affect all three
considerations, there are no one-size-fits-all solutions. For instance, a di-
sastrous seismic event occurring in early morning a few hundred miles
from an airport with reconnaissance aircraft and knowledgeable image
specialists allows for timely assessment with photographic or imaging
systems relying on reflected solar radiation. By contrast, overhead imag-
ing is likely to be thwarted by an earthquake occurring late on a winter
evening, with darkness approaching and a long night ahead. Many imag-
ing satellites pass over only near local noon, at intervals that may be as
long as two weeks. Delayed imaging is also inevitable when a severe,
slow-moving tropical storm makes low-altitude flying dangerous and cre-
ates heavy cloud cover beneath comparatively safe, high-altitude flight
paths. Even so, timely aerial coverage after the storm dies out or moves on
is highly valuable to officials orchestrating response and recovery.

Four imaging platforms that are potentially useful during or shortly
after an event are fixed-wing aircraft, remote-sensing satellites, helicop-
ters, and unmanned aerial vehicles (UAVs). Examination of their diverse
applications and limitations reveals significant complementarity. All four
platforms are developing rapidly, particularly in those aspects that can
potentially benefit emergency management, so they are discussed in some
detail from that perspective in the following paragraphs.

The fixed-wing airplane is the most common platform for aerial im-
aging and mapping. Whether propeller driven or jet powered, conven-
tional aircraft can reach a disaster scene within an hour or two from a base
several hundred miles away and provide generally thorough coverage of
a scene several hundred square miles in extent. Of particular interest are
technological improvements that enable some level of rectification of the
imagery (processing of the imagery so that the location of objects in the
image is more nearly the same as their actual location on the ground)
while the aircraft is in flight and telemetering of the imagery (rectified or
not) from the plane to a receiving station on the ground, processes that
can potentially reduce the time between image acquisition and delivery to
responders by 24 to 48 hours. If turbulence is minimal, low- or medium-
altitude aerial imagery might be acquired for multiple, slightly overlap-
ping flight lines. When winds or unstable air make flying hazardous or
preclude accurate imaging, aircraft with high-resolution photographic
systems or multispectral scanners can capture suitable images from
higher, safer altitudes. Cloudy skies are another obstacle, but radar-based
imaging systems designed to penetrate cloud cover may also be useful at
night depending on the ground cover and building density. When atmo-
spheric conditions preclude conventional approaches and the need is ur-
gent, use of high-altitude aircraft and satellite platforms could be crucial
despite the inevitable loss of resolution.
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Emergency response can also benefit from the improved resolution of
imaging systems authorized for and available from commercial remote-
sensing satellites in low-Earth orbit (altitude of roughly 400 to 800 kilome-
ters). Commercial remote-sensing firms offer panchromatic, color infra-
red, true-color, and multispectral satellite imagery with resolutions of 1
meter (3.3 feet) or better. Off-nadir viewing, with the scanner directed
sideways rather than straight down, has substantially reduced revisit
times, which are significantly shorter than the 18-day cycle for the com-
paratively coarse imagery collected by Landsat-1, the pioneering civilian
remote-sensing satellite launched in 1972, and may be as little as three
days. Further improvements are likely, with private-sector imaging firms
planning to launch “next-generation” satellites before the end of the de-
cade that will collect imagery with even greater geographic detail, allow-
ing objects as small as half a meter or less to be detected. As the level of
detail improves and the number of commercial satellites increases, the
remote-sensing industry has the potential to become an increasingly sig-
nificant source of geospatial data for emergency managers.

By contrast, helicopters afford a much longer “dwell time” than either
remote-sensing satellites, which must race along their orbital paths at
thousands of kilometers per hour, or fixed-wing aircraft, which cover large
areas systematically with carefully configured parallel flight lines but can-
not hover over a specific site. Although helicopters can be equipped with
aerial cameras and other imaging systems, photogrammetric firms prefer
fixed-wing aircraft, which are more cost-efficient for mapping wide areas.
Municipal and state governments that own helicopters typically use them
only for rescue and law enforcement because commercial photogrammet-
ric surveying is appreciably less expensive for routine mapping. More-
over, police agencies have been reluctant to conduct systematic aerial im-
aging since 2001, when the Supreme Court, in a strongly worded decision,
warned against unconstitutional warrantless searches (Kyllo v. United
States). While it is unlikely that helicopters equipped for medical evacua-
tion could be diverted to imaging, other state and municipal helicopters
might usefully be equipped with video imaging systems, which could be
linked to an emergency operations center. In Los Angeles and other large
municipalities where television broadcasters use helicopters for traffic re-
porting and news coverage, the private sector could be an important part-
ner in real-time overhead imaging.

UAVs, also called drones, can be useful as well, especially during a
radiological emergency, when low-altitude surveillance might imperil
human pilots. UAVs appropriate for real-time overhead surveillance vary
in size and payload. At one extreme are larger versions of the compara-
tively inexpensive, remote-controlled model aircraft used by hobbyists.
Equipped with a small, ultralightweight video camera, a model airplane
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could record the scene below on magnetic media. Time aloft is limited,
and the operator would have to keep the craft in view to orchestrate a safe
landing or trigger a retrievable drop. A UAV with a slightly larger pay-
load might carry more fuel for a longer range or a battery and transmitter
for real-time video transmission. GPS could improve navigation and con-
trol, and a gyro stabilizer could allow more accurate imaging (see, for
example, Oshman and Isakow, 1999). The military, which recognizes the
importance of “over-the-hill” surveillance, has been experimenting with
mini-UAVs for more than a decade.?! By contrast, the Air Force’s sophis-
ticated high-altitude endurance class Global Hawk, which can attain an
altitude of 65,000 feet and keep a payload of 1,960 pounds aloft for 42
hours, can be operated from a base hundreds of miles away.?? Less ex-
pensive but no less relevant to emergency response imaging is the Air
Force’s medium-altitude endurance class Predator, which can fly above
40,000 feet and sustain 29 hours of flight with a 700-pound payload. UAVs
equipped for communication with a satellite can operate hundreds of
miles from their base. A smaller, less sophisticated military system is the
joint tactical class Hunter, designed for real-time aerial surveillance with
a range of up to 200 kilometers, a maximum altitude of 15,000 feet, and 12
hours of flight with a 200-pound payload. Deployment of UAVs at mili-
tary bases around the country raises the possibility of timely imaging sup-
port with flexible UAV platforms and trained interpreters.

Efficient use of overhead imagery during an emergency will depend
on the availability of trained personnel at the emergency operations cen-
ter itself or at a remote site in direct contact with the center. Although
identification of obvious obstacles such as a fallen bridge or blocked high-
way requires little expertise, trained interpreters are needed to recognize
seriously weakened structures or signs of trapped occupants, both of
which might require timely inspection by responders in the field. Com-
munications are especially important because field personnel, especially
those who know the area well, will have knowledge of significant benefit
to experienced interpreters at a remote site. Because careful before-and-
after comparison is a key strategy in image interpretation, baseline imag-
ery acquired before the event is absolutely essential for change detection
as well as for identification of trouble spots on which real-time video sur-
veillance by helicopter or mini-UAV should be focused. Overhead imag-
ery is also valuable for developing response plans, planning and carrying
out training exercises, and planning mitigation efforts.

21For a description of the five-pound Dragon Eye used by the Marine Corps for over-the-
hill surveillance, see http://www.globalsecurity.org/intell/systems/dragon-eye.htm.
22http://www.ﬂzs‘0rg/ir]ﬂ/progmm/collect/global_huwk.hi‘m.
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There are several issues related to the use of overhead imagery for
emergency management. First, there is a critical need for rapid data ac-
quisition during emergency situations, and these temporal requirements
often cannot be met, especially for data gathered using remote sensing.
Issues of availability and level of geographic detail will continue to pre-
clude the use of remote-sensing imagery in the immediate response phase
of the disaster. However, the use of remote-sensing products for the pre-
paredness and mitigation phases, when speed is not as critical, is also
important. Three types of barriers inhibit the fuller and more immediate
access to overhead imaging systems needed for emergency response and
recovery. Contractual barriers exist where private-sector service provid-
ers are reluctant to commit staff and resources without guaranteed com-
pensation. Contingency contracts available to municipal and state gov-
ernments and specifying imaging requirements, payment schedules, and
various options and fees can ensure the prompt cooperation of private
photogrammetric mapping firms. Statutory barriers include restrictions,
real or perceived, on cooperation between different levels of government
or between civilian and military agencies. Federal agencies, on the other
hand, may have indefinite delivery-indefinite quantity (IDIQ) contracts in
place prior to an event that can permit very rapid development of mission
assignments for image acquisition. Regulatory barriers include Federal
Aviation Administration (FAA) restrictions on UAVs, which could inter-
fere with other air traffic. Demonstrations of the reliability of UAVs and
procedures for monitoring their use and licensing operators might over-
come the FAA’s understandable concerns, especially in times of emer-
gency when special rules are needed for civilian aircraft (aware of the
potential value of UAVs, the FAA is currently developing new policies,
procedures, and approval processes for their regulation?®). Another gen-
eral issue brought to the committee’s attention has been the lack of a lead
federal agency to coordinate the procurement of imagery during response.
While this has led to duplication of effort or confusion among the various
private industry vendors contracted to acquire imagery, these problems
currently are being addressed by the Federal Emergency Management
Agency (FEMA) and DHS with USGS and NGA as the lead agencies.

Conclusion

Based on the experiences of committee members and workshop par-
ticipants, the committee believes that overcoming barriers to the rapid
acquisition of high-resolution imagery, particularly through contingency

ZBhttp:/fwww.faa.gov/news/news_story.cfm? type=fact_sheet&year=2005&date=092005.
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contracts, is crucial to its timely and effective use in disaster response.
Remotely sensed imagery should be available for all phases of disaster
management, and its acquisition should be better coordinated among fed-
eral agencies and enabled through the development of IDIQ contracts and
through partnerships with federal agencies having such contracts. Ad-
vantage should be taken of advances currently being made in remote-
sensing technology using the full range of fixed-wing, helicopter, UAV,
and satellite platforms.

RECOMMENDATION 5: Standing contracts and other procure-
ment mechanisms should be put in place at local, regional, and na-
tional levels by the responsible agencies to permit state and local
emergency managers to acquire overhead imagery and other types
of event-related geospatial data rapidly during disasters.

4.5 COMMUNICATION OF REPORTS TO AND FROM THE FIELD

As noted and documented in previous sections of this report, data
and information are critical to the responders and emergency managers
dealing with a disaster. The committee heard that information may be
known by first responders on the front line but not known by managers in
the command post or the emergency operations center (EOC) or by other
agencies. Cultural differences between various groups of responders, such
as police and fire organizations, can also inhibit communication of infor-
mation. This information may include such things as knowledge of road
closures and inundated areas, specific information about damage to infra-
structure, or the location of disaster victims trapped in homes or other
buildings. Inability to communicate this information between respond-
ers, and between responders and managers, can delay critical action and
add unnecessarily to loss of life, personal injury, and property damage.

Flow of information to management groups at higher levels within
the responding agencies and the sharing of data with FEMA and other
agencies are essential components of the response. The National Response
Plan’s Emergency Support Function (ESF) 5, discussed in Section 3.3.3,
and the Homeland Security Operations Center (HSOC) serve the overall
disaster information function, supporting planning and decision making
at both the field or regional and the headquarters levels with information
from all sources. All data of interest to those outside the agency collecting
them should be provided to ESF 5 and the HSOC. Similarly, ESF 5 and the
HSOC should be providing necessary data to other responding agencies
(e.g., road outage information should be collected by municipalities or the
state police and provided to ESF and HSOC, who would redistribute these
data to all responding agencies for whom this is important.) Imagery ac-
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quired during disasters is provided to FEMA headquarters, the Joint Field
Offices (JFOs), and the state EOCs, as well as to the USGS and the U.S.
Army Corps of Engineers, which post the imagery for viewing and down-
loading over the Internet.

A major difficulty in the past has been the inability to move informa-
tion from the field to the EOC or JFO, and then to the headquarters of the
responding agencies and to FEMA. The technical components of these
problems hinge on both computer security and the use of different data
standards and formats. Data standardization, at least for those data used
during events, will greatly facilitate the transmission of critical informa-
tion. The EDXL standard described earlier in Section 4.2 will be very help-
ful in this regard. The committee also heard about specific problems re-
sulting from the use of agency firewalls. For example, the FEMA firewall
has impeded sharing of data during some incidents, which forced the
FEMA GIS team to set up a separate network outside the firewall to share
the data.

Difficulties also exist with the use of the imagery provided. While
most disaster-related missions require high-resolution data, responders
in the JFO, EOCs, and Emergency Response and Recovery Offices (ERROs)
are typically unable to work with the huge files involved. To maximize
their usefulness these data must be either compressed so that they can be
pulled across the network at the field offices, written onto physical media
such as CDs or fire wire hard drives and transported physically, or con-
verted into hard-copy maps with reduced resolution. Implementation of
a web-services architecture using NSDI practices would help alleviate this
problem by enabling the transfer of only those portions of an image file
that are actually needed by the user. Metadata, including indexing of im-
agery and other useful documentation, are especially helpful when data
are to be transferred.

Perhaps the single greatest difficulty during disasters is the move-
ment of files (large and small) between agencies working in the National
Response Coordination Center (NRCC), the Regional Response Coordi-
nation Center (RRCC), and the JFOs when responders from agencies other
than FEMA are attempting to communicate with their own agencies and
attempting to connect to their home agency networks, and when tele-
phone and Internet communication may be impossible. This issue is of
paramount concern to computer security specialists.

Attempts to reduce these difficulties range from the marginally ac-
ceptable provision of analog phone lines at FEMA facilities, which let re-
sponders use modems to connect to their home facilities, to the use of
high-speed digital subscriber lines (DSLs). While the second solution is
significantly faster, DSL transmission still requires the use of two comput-
ers, one at the origin and one at the destination, and requires that both
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they and the network be operational and secured. The security problem
may be solved in at least two ways. The first is to give disaster workers
from another facility the same responsibility for protecting the network
that they have at their own agency. If this strategy cannot satisfy com-
puter security specialists, the gov.net concept (Sewell, 2002), whereby
subnets on each of the agencies involved in the response become part of
an intranet, might provide secure access but only to essential parts of each
agency’s network.

The culture of not sharing data and information, which has already
been addressed in Section 4.2, is less tractable but of critical importance to
reports to and from the field. Because of strong resistance, the issue will
have to be dealt with through directives from higher levels in the organi-
zations involved. The assistance necessary to help affected populations
can best be delivered when all responders are able to contribute their in-
formation in timely fashion and when procedures are in place to see that
the information is redistributed to those that need it and available for those
who might need it.

An additional difficulty has been the communication (or its absence)
between the federal and non-federal partners in disaster responses. Many
states and municipalities complain of multiple data calls from federal
agencies for nearly the same information. Coordinating data calls through
one federal agency such as FEMA or USGS (who is putting liaisons in
every state), and coordinating their geospatial needs through a single
point of contact such as the state GIS coordinator, would help streamline
operations. This as well as various cultural differences from different ex-
perience bases can best be dealt with through exercises that result in the
development of partnerships prior to the onset of a disaster and also
through the use of the incident command system mandated as part of the
National Response Plan (NRP). Because the NRP is new, it may take some
time (and many exercises) before these problems are resolved.

Conclusion

For a variety of reasons ranging from damage in the disaster area, to
firewall issues, to other inter- and intrainstitutional problems and con-
flicts, data access in the field is often compromised. Plans must be in place
for the provision of broad-band Internet and intranet services to emer-
gency responders or for data transmission through other means such as
physical transport of CDs or other digital media. Likewise, firewall issues
that prevent access to essential data by members of multiple agencies lo-
cated at disaster sites (e.g., a JFO, the FEMA National Response Coordina-
tion Center, FEMA’s Regional Response Coordination Centers, or other
locations not run by the responding personnel) must be resolved.
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ESF 5 and the HSOC must continue to address the role of the collec-
tors and providers of data and information to the responding community.
This would be greatly facilitated by the use of standardized databases by
all emergency responders, but also requires identification of procedures
and deadlines for the provision of data and information to FEMA and
DHS, as well as policies and procedures for pushing data and information
to the responders and higher headquarters of all agencies. This will re-
quire procedures for making data available to the larger response com-
munity as well. More broadly, the committee finds that information flow
between entities participating in disasters must be improved, particularly
between responders in the field, field offices, and emergency operations
centers.

This and earlier sections of the report have drawn attention to a host
of problems that currently impede communication to and from the field.
While many forms of action might help to address these problems, in the
committee’s view the best strategy would be to invest in intensive pre-
paredness exercises, in which all aspects of communication can be tested.

RECOMMENDATION 6: Interpersonal, institutional, technical,
and procedural communications problems that currently inhibit
communication between first responders in the field and emergency
operations centers, emergency management agency headquarters,
and other coordinating centers should be addressed through inten-
sive preparedness exercises by groups involved in all aspects of di-
saster management. Such exercises should be tailored to focus on
clear objectives with respect to the use of geospatial data and assets.
They should involve decision-making representatives from all lev-
els of government, as well as other relevant organizations and insti-
tutions, and should be coordinated nationally so that common prob-
lems can be identified. They should be realistic in their complexity
and should allow participants to work carefully through the
geospatial challenges posed by disasters, including the difficulty of
specifying requirements, the difficulty of communicating in a con-
text of compromised infrastructure, and the difficulty of overcom-
ing logistical obstacles.

4.6 BACKUP, REDUNDANCY, AND ARCHIVING

Ideally, all data could be accessed through a distributed network from
local sources. This would guarantee that all responders are working off
the latest version of the data. However, numerous experiences have
shown that data can be lost, servers and networks can fail, and power and
communication systems can go down. In order to guarantee effectiveness
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during a disaster, multiple methods of accessing data have to be available
and tested regularly.

Standardized methods are needed to ensure appropriate data backup
and recovery. Of particular significance is the geographic dispersion of
the backed-up data so that copies survive the event and can be used in
response and recovery. On September 11, 2001, the New York City Office
of Emergency Management lost both its primary and backup data because
both were stored close to the World Trade Center (see Section 2.1.1). The
committee also learned that backup copies of data for the New Orleans
area were stored in close proximity to each other, and as a result, during
Hurricane Katrina both the original and the backup copies of some data
were destroyed.

As noted in Chapter 3, the data, tools, and procedures used during an
event are rarely if ever archived. A number of individuals and organiza-
tions told the committee of the need to establish procedures to archive
event-created data on a daily basis. This, in turn, would allow researchers
at a later time to measure the effectiveness of the geospatial information
and to determine methods to improve its contribution to the overall emer-
gency response effort in future events. Since it is likely that some of the
data used by responders will be proprietary, confidential, or subject to
privacy laws, archiving plans will have to balance the desire for openness
with security (see Section 4.3). Archiving plans will also have to include
effective strategies for data management.

Conclusion

Backup and archival plans should exist for all geospatial data, tools,
and procedures developed as part of disaster response and recovery, in
order to ensure the security of essential resources through geographic dis-
persal, and to provide extremely useful knowledge for improving re-
sponse to future events. Responsibility for this function should be stated
in Emergency Support Function 5 of the National Response Plan. Since
FEMA is currently given the responsibility in ESF 5 for coordinating GIS
support, the archive and backup function should be stated as part of
FEMA's responsibilities in the JFOs.

RECOMMENDATION 7: DHS should revise Emergency Support
Function 5 of the National Response Plan to include backup and
archiving of geospatial data, tools, and procedures developed as part
of disaster response and recovery. It should assign responsibility
for archiving and backup in the JFOs during an incident to the Fed-
eral Emergency Management Agency, with an appropriate level of
funding provided to perform this function.
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4.7 TOOLS FOR DATA EXPLOITATION

A variety of geospatial tools exist that can meet a wide range of emer-
gency management needs. The following material describes these tools,
how they are used, and issues that inhibit their successful exploitation.
Since another recent NRC report has an extensive discussion of technolo-
gies and methods for disaster research that includes geospatial data, re-
search, and technology (NRC, 2006), this report focuses on impediments
to the take-up of existing tools and the need to adapt them better to the
conditions of emergency management.

Visualization tools provide the opportunity to visualize features of
the pre- and post-event world individually or simultaneously. These fea-
tures may include hazards (fault zones, potential hurricane landfall areas,
and flood inundation areas) and risks (potential hurricane damage zones
based on projected wind speed and its impact on population, building
types, and critical infrastructure). These may be stand-alone tools for op-
eration on a single system or server-based tools designed for Internet or
intranet use, allowing an operator in one location to view data stored on a
server at a remote location. It is also possible to perform data-mining op-
erations on the data through the display-tool interface to determine criti-
cal relationships between hazards, disaster events, and the most appro-
priate actions.

Analysis tools include a wide range of models performing a hierar-
chy of functions, from models indicating impact area and expected sever-
ity (shaking or wind speed), to those showing expected damage (combin-
ing shaking or wind speed with geology and construction type), to models
to determine evacuation routes based upon the road network and traffic
flow (see Figures 4.1, 4.2, and 4.3). They can include validated atmospheric
models such as those used by the National Hurricane Center; atmospheric
plume models used by the national laboratories; waterborne plume mod-
els used by the National Oceanic and Atmospheric Administration
(NOAA); earthquake and wind damage models used by FEMA, the De-
partment of Defense, and others; hydraulic and hydrologic models used
by the U.S. Army Corps of Engineers; or empirical models used by the
Corps to estimate debris volume from disasters. They also include high-
interaction computer graphics, three-dimensional virtual reality media,
and other visualization techniques that promote realistic simulations of
disastrous events and planned responses.

Decision support systems assist emergency and other managers in
making the best decisions based upon conditions as they are known at a
particular point in time. These systems are often a combination of display
capabilities, one or more models, and visualization and data analysis func-
tions. With high-resolution digital elevation models, hydrology and hy-
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DR-1361 Nisqually Earthquake, Washington
Modeled Ground Shaking
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FIGURE 4.1 Example of modeling of ground shaking in the northwestern United
States. Courtesy of the Washington State Emergency Management Division and

the Federal Emergency Management Agency.
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Mount St. Helens Ashfall (Modeled) - 11/02/05
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FIGURE 4.2 Modeling of volcano ashfall. Courtesy of the Federal Emergency
Management Agency.

draulic models, elevations for the living floors of dwellings, and economic
damage models based on the depth of water above the elevation of the
living floor, it is possible to model the consequences of the operation of
water control structures during high-flow events. Both upstream and
downstream inundation with different release rates from the water con-
trol structure can be displayed, and analysis of the economic damage that
occurs for any release rate option can be calculated. While economic dam-
age is not the only factor involved in release rate decisions, this is an ex-
ample of how such systems can help the decision-making process. As part
of a multiagency effort, the U.S. Army Corps of Engineers is participating
in the development of a decision support system that will help communi-
ties and regulatory agencies evaluate the consequences of different poten-
tial land-use decisions in a river subbasin on communities located down-
stream.?*

%The High Resolution Land Conversion, Hydrology, and Water Quality Modeling of
Large Watersheds is a joint project of the U.S. Army Corps of Engineers’ Construction Engi-
neering Research Laboratory, Coastal and Hydraulics Laboratory, and the Corps” Rock Is-
land District, in conjunction with local communities. A draft report was due in spring 2006.

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

THE CHALLENGE 121

oR 2501 5000 THOM

FIGURE 4.3 Screen shot of an evacuation simulation for an area of Santa Barbara,
California, called Mission Canyon, where red indicates individual vehicles.
Microscale traffic simulation suggests that congestion will be great enough that if
everyone drives their cars out during an evacuation, a fire may overtake the neigh-
borhood while cars are still attempting to leave. Simulations such as this allow
investigators to evaluate a number of policy options, including new traffic con-
trols and reductions in the number of cars used for evacuation. Courtesy of Rich-
ard Church, University of California, Santa Barbara.

Geospatial models and tools are currently being used successfully in
numerous areas. One excellent example is the National Interagency Fire
Center in Boise, Idaho, that controls forest fire fighting using a range of
GIS tools, has a clear organizational structure, and sends real-time infor-
mation about topography, vegetation, and weather forecasts—and the re-
sulting fire predictions—to field units rapidly using handheld systems.
Another successful system presented to the committee was by the Prov-
ince of Alberta, in which GIS and geospatial data are an integral part of its
full emergency management operations system. These successful systems
often concerned single disciplines or small jurisdictions where it was pos-
sible to avoid the kinds of interagency issues addressed earlier in this
report. Yet despite these successes, there are still many impediments to
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the better use of geospatial tools in emergency management, as described
below.

First, all of these possibilities are easier to realize when the necessary
data are readily available and easily accessible. Ideally, they will take ad-
vantage of interoperability between the systems used by the different en-
tities involved with a disaster event. At their best, network-enabled ap-
proaches will allow (with sufficient security) all emergency responders to
access data sets and analytical products that are located on servers man-
aged by other responding entities. However, present implementations of
geospatial tools are largely, if not entirely, the work of single agencies and
not easily distributed. Although such solutions are workable, they are in-
efficient in the larger context.

Moreover, during emergency response, data may well be incomplete
and of poor quality, and first responders may be working under very dif-
ficult circumstances with limited technical resources. It is very difficult
and indeed unlikely that response personnel will take on the task of learn-
ing about new tools in this type of situation. Therefore, training on tools
must take place so that people working in an emergency situation feel
completely comfortable with their use (see further discussion on this topic
in Section 4.8). Furthermore, in the report Making the Nation Safer (NRC,
2002, p.162), a section on information management and decision support
tools makes the following comment:

In a chaotic disaster area, a large volume of voice and data traffic will be
transmitted and received on handheld radios, phones, digital devices,
and portable computers. Nevertheless, useful information is likely to
be scarce and of limited value. Thus, research is needed on “decision-
support” tools that assist the crisis manager in making the most of this
incomplete information.

In some cases, the modeling capabilities exist even though the needed
input data are not readily available. For example, loss estimation tools
exist; however the underlying nature of the default data on the building
inventory, infrastructure, and economic structure of places means that
only very generalized estimations can occur, normally at a regional scale.
The damage is expressed as the probability of the building being in one of
four damage states: slight, moderate, extensive, and total, with a range of
generalized damage functions (expressed as repair cost or replacement
cost) assigned to each damage class. The loss estimations work best when
applied to a class of buildings (e.g., residential), rather than to individual
buildings. Moreover, specific loss estimations at the city or county level
require supplemental data on building stock and infrastructure, localized
data not normally included. Finally, the loss estimations represent “di-
rect” damage, not “indirect” losses such as lost wages, loss of business
earnings, or loss of building use, in the overall loss estimation.

As one emergency management professional told the committee, a
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serious impediment to better use of geospatial data and tools for disaster
management is that “uninformed, overwhelmed public officials get sold
expensive systems they don’t need and don’t know how to use.” Several
testified to the need for a “common denominator” set of tools with de-
signs based on user requirements. Moreover, such tools must be simple,
easy to use, and tailored to what users really need (for example, functions
to assist navigation through the application, functions for basic query and
measurement of location, and tools for the management of saved files). At
the same time, users often fail to take advantage of capabilities because
they are unfamiliar with them. Typically, users only encounter geospatial
data and tools during emergencies, so they do not know what is available
or how to make use of it. Also, it can be hard to get users to adopt new
technology, especially in the midst of an event when novel approaches
feel like distractions rather than solutions to emergency responders. To
address these challenges, users argue that geospatial data and tools should
be integrated as a routine component of emergency planning, training,
exercises, and routine incident operations, so that during major disasters
they are readily available and easily incorporated.

Conclusion

Although numerous tools exist and may be very useful in the plan-
ning stages, they are not as effectively used during response because (1)
the necessary data may be of poor quality or not available during re-
sponse, or (2) the tools have not yet been fully integrated into regular
response activities. The committee concludes that efforts should be made
to more effectively integrate the use of geospatial tools into all phases of
emergency management, as proposed in Recommendation 1. Additional
research is needed on how geospatial data and tools can be used for deci-
sion support in the special conditions that prevail during emergency
response.

RECOMMENDATION 8: The National Science Foundation and
federal agencies with responsibility for funding research on emer-
gency management should support the adaptation, development,
and improvement of geospatial tools for the specific conditions and
requirements of all phases of emergency management.

4.8 EDUCATION, TRAINING, AND
ACCESSING HUMAN RESOURCES

Presentations to the committee provided ample evidence of the non-
use and underutilization of geospatial data and tools, and previous sec-
tions of this report have focused on many of the causes cited by the indi-
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viduals and agencies that provided testimony. This section focuses on one
of the more important and endemic causes: the lack of appropriate educa-
tion and training in geospatial data and tools among emergency manage-
ment personnel and a similar lack of education and training in emergency
management among geospatial professionals. These deficiencies exist at
all levels, from the bottom of agencies to the top, and must be addressed
by programs that raise awareness among leaders as effectively as among
their staff. It is important, moreover, to recognize that education in the
many issues surrounding the use of geospatial data and tools in emer-
gency management that are identified in the report, as well as in underly-
ing principles of geospatial data, such as the correct interpretation of
maps, their time-limited nature, and knowledge of their inherent uncer-
tainties, is at least as important as training in the technology itself.

While academic emergency management programs at both the
bachelor’s and the master’s levels are growing in the United States, the
committee heard that the emphasis given to geospatial data and tools var-
ies widely. Geospatial data and tools are not always considered essential
from a curricular standpoint and must compete for space in the curricu-
lum with many other subject areas. As an earlier NRC study concluded,
“The very people who could leverage this information [geospatial data
and tools] most effectively, such as policy makers and emergency response
teams, often cannot find it or use it because they are not specialists in
geospatial information technology” (NRC, 2003, p. 3). Only by requiring
that those in emergency management programs take classes in geospatial
data and tools (with a primary focus on emergency management applica-
tions), and by including modules in other emergency management classes
showing how geospatial data and tools can be used in all phases of emer-
gency management, will it become clear to future generations of emer-
gency managers that geospatial data and tools have significant contribu-
tions to make. Furthermore, because geospatial information is often taken
at face value, and since the response community is getting greater access
to multiple sources of geospatial data, it is critical to ensure that the un-
derlying assumptions, data quality, and uncertainty are conveyed prop-
erly. Geospatial data and tools are often so complex that even geospatial
professionals sometimes lack the training for proper interpretation of re-
sults. Access to technical specialists is key to the proper use and improve-
ment of such mapping products. For example, it is critical to understand
the time sensitivity of technical information (e.g., decaying radiation dose
from deposited material, relative changes in indoor and outdoor expo-
sure during a hazardous airborne release).

In a similar way, geospatial data and tools must be a component of
the in-service training offered to the current generation of emergency
management professionals. While such content is currently included in
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some of the training offered by FEMA at its Emergency Management In-
stitute in Emmitsburg, Maryland, and by the U.S. Army Corps of Engi-
neers in training provided to members of its emergency management
planning and response teams, there is a need to include such content in all
relevant training programs nationwide. First responders need relatively
rudimentary training in geospatial capabilities: they have to be able to
communicate what conditions they encounter and what they need
to know to fulfill their mission assignments. Incident command- and
management-level personnel (e.g., plans and operations section chiefs)
need a more sophisticated understanding of geospatial capabilities. Both
users and GIS personnel are extremely busy, stressed, and sometimes
emotionally volatile during emergency response. This is not the best time
to assess needs or to learn new material. Data sources and tools should be
presented to emergency management personnel before an incident in a
training situation so that they know what will be most useful. The con-
cepts, as well as the end products, have to be documented.

It is similarly important that geospatial professionals are acquainted
with the emergency management process and that geospatial products
are designed to be useful to emergency managers. Many geospatial pro-
fessionals who become involved in emergency response are not routinely
associated with the emergency management community in their normal
roles, however. It is essential therefore that training be provided as part of
emergency preparedness or, at worst, that it be part of the orientation
process when geospatial professionals or volunteers join response and
recovery teams. Not only should this training explain the emergency man-
agement organization in which the geospatial team will operate, but it
should also provide a window into the pressures and time constraints
under which personnel will be expected to perform. Emergency respond-
ers do not always know how best to articulate their information and im-
agery needs to geospatial professionals. Sometimes they are unsure of
what they need because they do not know what is possible. It is important
for technical personnel to spend time helping responders frame their ques-
tions. Sometimes, it helps to produce a variety of products and let re-
sponders identify those that are most helpful. Working with emergency
management personnel in this way can help provide geospatial profes-
sionals with feedback on how well geospatial data and tools address the
needs of responders, especially in terms of ease of use, interpretational
and supporting information, and documentation.

The lack of sufficient personnel trained in all aspects of the applica-
tion of geospatial data and tools to emergency management is a problem
at all levels of government, from local to federal, although specific needs
vary from agency to agency. In particular, trained personnel with knowl-
edge of imagery products should be included as essential members of the
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emergency management team. The past two hurricane seasons have
shown that the ability to provide these personnel has already been
stretched very close to the breaking point. Annual or semiannual exer-
cises that provide the opportunity for involved agencies to meet, exercise,
and discuss potential geospatially related successes and pitfalls in the
event of an actual disaster can both raise awareness of the importance of
an adequate supply of personnel and provide essential experience to those
involved.

Disasters, by definition, overwhelm the ability of local emergency
managers to respond sufficiently, and recent disasters have demonstrated
the importance of being able to augment local human resources with pro-
fessionals and volunteers drawn from both neighboring and remote ar-
eas. One of the common problems reported to the committee was the lack
of a preestablished team of geospatial professionals to support emergency
response within a significant number of emergency management organi-
zations. As a result, when a catastrophe occurs, a significant amount of
effort and time is wasted to locate geospatial professionals, bring them
into the emergency management organization, and provide them with
resources to accomplish their mission. By the time they become available,
many of the opportunities to apply technologies to solve problems have
passed.

As the committee heard repeatedly and as noted in Section 3.2.2,
FEMA has only a limited number of permanent geospatial professionals
and must rely on reservists to respond to events, which almost inevitably
delays deployment. If federal geospatial professionals arrive on scene af-
ter state and local staffs have already begun work, it can be difficult to
integrate and coordinate the various efforts. There is clearly a need for
FEMA to expand the effective size of its permanent staff of geospatial
professionals, perhaps through dual use, and to develop strategies that
will lead to their more rapid deployment.

In addition to having a preestablished team of geospatial profession-
als, having a mechanism in place to locate additional geospatial profes-
sionals to respond to a disaster is essential. Subsequent to the attacks on
the World Trade Center, the members of GISMO (Geographic Informa-
tion Systems and Mapping Operations), the New York City GIS user
group, used their contact lists to assist in assembling a team of volunteers.
Having this type of information can be invaluable in a disaster that is
geographically large and runs over an extended period of time (see
Sidebar 4.3). A national system to facilitate access to additional geospatial
professionals from a range of related fields could be organized by the
Department of Homeland Security, perhaps in partnership with universi-
ties as nodes of expertise, and used during disasters to locate and assemble
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Sidebar 4.3
“Geocoding” Used to Locate Katrina Survivors—Street
Addresses Not Very Useful After Hurricane Hit
By Marsha Walton, CNN

Police, firefighters, and Coast Guard crews may be the first to come to
mind when naming the lifesavers during disasters such as Hurricane
Katrina. It might be time to add geographers to that list. In the sometimes
desperate hours following Katrina’s landfall, experts in geographic infor-
mation services—GIS—helped search and rescue crews reach more than
75 stranded survivors in Mississippi. One of their most valuable tools was
a process called “geocoding,” the conversion of street addresses into GPS
coordinates. With streets flooded, street signs missing, and rescue crews
unfamiliar with the Gulf Coast area, street addresses were not very useful.

“They would get phone calls, or the Coast Guard would come in with
addresses in their hands and say, ‘I need a latitude and longitude for this
address.” So the GIS professionals would do a geocoding, give it to the
Coast Guard who got on helicopters and saved lives,” said Shoreh Elhami,
director of GISCorps.

Elhami, co-founder of GISCorps, said that since 2004, the organization’s
volunteers have responded to disasters such as the Asian tsunami and Hur-
ricane Katrina, as well as efforts to provide humanitarian relief, sustainable
development, economic development, health, and education in all parts of
the world. The Corps had 20 volunteers on the ground in Mississippi less
than 48 hours after Katrina’s landfall. GISCorps is part of URISA, the Urban
and Regional Information Systems Association. Elhami said more than 900
qualified volunteers have GIS experience, and range from city and state
government officials to academics to people in private industry.

Volunteer Beth McMillan, a field geologist and professor at the Univer-
sity of Arkansas in Little Rock, worked in Pearl River County, Mississippi, a
couple of weeks after the storm. “A couple of days after the hurricane hit,
| felt so down, and wondered what | could do. | could give a little bit of
money, but that doesn’t seem very satisfying. To be able to have a skill that
can be used is much more empowering, it doesn’t make you feel so help-
less,” said McMillan, back in Little Rock. . . .

Volunteers are never sure of the conditions they might face when de-
ployed to disaster sites or developing countries. Assignments usually last
between two weeks and two months. McMillan said her many experiences
“roughing it” as a field geologist helped her deal with the living conditions
in Mississippi. “They said be prepared for really hot weather, and bring a
sleeping bag,” she said. “I slept in an empty U.S. Department of Agriculture
building on a cot, with probably several hundred other people. But it did
have power, bathrooms, and showers, so conditions were not as bad as
they could have been,” she said. . . .

SOURCE: Excerpted from Walton (2005).
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teams. Such a system could also promote appropriate training, by estab-
lishing and implementing the minimal qualifications needed to be listed.

RECOMMENDATION 9: Academic institutions offering emer-
gency management curricula should increase the emphasis given to
geospatial data and tools in their programs. Geospatial profession-
als who are likely to be involved in emergency response should
receive increased training in emergency management business pro-
cesses and practices.

RECOMMENDATION 10: The Federal Emergency Management
Agency should expand its team of permanent geospatial profession-
als, and develop strategies that will lead to their more rapid deploy-
ment both in response to events and in advance of events when
specific and reliable warnings are given.

RECOMMENDATION 11: The Department of Homeland Security
should establish and maintain a secure list of appropriately quali-
fied geospatial professionals who can support emergency response
during disasters.

4.9 FUNDING ISSUES

Along with the lack of an effective governance process (see Section
4.1), funding is usually identified as a major barrier to effective use of data
in preparing for and responding to disaster events. For many organiza-
tions, particularly those in states and localities that are comparatively re-
source poor, there is inadequate funding to build even a basic geospatial
capability. For others, funding is lacking for ongoing programs to main-
tain and update existing geospatial data, for the servers and support ser-
vices needed to ensure effective access to and use of these data for con-
verting data formats to meet a standard, and for creating the metadata
needed to make data accessible through the NSDI. Finally, others lack the
capability of participating in coordination activities due to shortage of
personnel and funds. At the state level, geospatial preparedness is often
not seen as sufficiently important to qualify as a target for funds that flow
from federal homeland security programs. Several points are evident: dif-
ferent locations have different sets of needs and requirements across the
country; not all of the perceived funding problems can be fixed by the
infusion of more money; and funding for geospatial investments has of-
ten not been seen as a high priority.

A National Academy of Public Administration (NAPA) study, con-
ducted in the late 1990s and titled Geographic Information for the 21st Cen-
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tury: Building a Strategy for the Nation (NAPA, 1998), identified geospatial
information and technology as key components of substantial elements
of the U.S. economy. The report cited some of the major sectors of the
economy that are impacted by geographic information and stated that
geographic information plays a role in about one-half of the economic
activities of the United States (NAPA, 1998, p. 11). Although not focused
on budget or funding issues, the report also stated that competing priori-
ties at the time, such as the year 2000 computer problem, created the
reality that in the absence of additional major funding, only part of the
highest-priority efforts would be implemented and that fulfillment of the
stated goals for the NSDI was many years away (NAPA, 1998, p. 66-67).

It is not known with any accuracy how much money is spent by the
many units of government for geospatial activities. In part this is due to
differences in the programming and budgeting systems that exist among
the nation’s levels of government, along with the fact that much of the
nation’s resource of geospatial data and tools is acquired and used as part
of a mission program, not as a specifically identified activity. However,
the Government Accountability Office (GAO) estimated that billions of
dollars are spent each year by federal agencies and their partners on
geospatial data, services, technology, and expertise (GAO, 2004), and a
global figure for 2000 of $12 billion to $20 billion was given by Longley et
al. (2001, p. 360). With this amount of money being appropriated annually
to sustain the existing—but in many ways inadequate—resource of
geospatial data and tools, it is essential that ways in which current fund-
ing could be used more effectively be found, in addition to calling for new
funding.

As noted in Section 1.1, the past two decades have seen dramatic in-
creases in the use of geospatial data and tools in many aspects of human
activity. Data needed for emergency management are often collected,
managed, and disseminated for other purposes, particularly in the case of
the framework and foundation data defined in Section 1.3.2. Collection of
variables particularly important for emergency management might be pig-
gybacked on existing data collection activities at minimal additional cost,
and similar economies might be found in the costs of data dissemination.

Many changes will be needed in existing practices if geospatial pre-
paredness is to be funded more adequately. While this has proven diffi-
cult, some components of government have made significant progress by

* Adopting a clear strategic direction that lays out future objectives;

¢ Initiating changes early within the organization in order to ad-
dress personnel, structural, or other adjustments that affect employee per-
formance;
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e Planning a funding bridge to enable transition from current busi-
ness processes to new ways of conducting business; and

e Establishing customer expectations that help to drive the needed
changes but are also realistic about the pace at which changes can be made.

The committee heard in testimony that the most critical gaps in cur-
rent funding appear to be

® A lack of funds that can be used in shared arrangements to lever-
age the funding resources of multiple organizations;

* A lack of funds for coordination activities among multiple orga-
nizations; and

® The lack of a long-term base of funding to sustain geospatial data
collection, maintenance, and dissemination over time.

Several previous efforts have been explored to address these needs,
and it is useful to examine them as potential guidance in any renewed
attempts to address financing issues, whether through new mechanisms,
legislation for grant programs, or increases in agency appropriations.

The FGDC conducted a study in 2000 to explore alternative mecha-
nisms for “Financing the NSDIL.”?> The study report found that an op-
portunity existed to provide a national capacity through public-private
partnerships that could underwrite information technology investments
for geospatial data and tools, and could provide the capital financing
that local, regional, industry, and interest group consortia need to form
and grow. The report recommended ways in which these consortia could
pool and align intergovernmental and public-private investments in
geospatial data acquisition and maintenance; decision support applica-
tions; and supporting hardware, software, and integration services. Fi-
nancial mechanisms such as government-backed bonding authority for
use by local governments, revolving loan programs, and other debt struc-
tures were suggested for use in a range of capital planning strategies.
Financing would be dependent on the use of consensus standards for
interoperability from recognized standards development organizations
and other NSDI design elements as underwriting criteria.

Other NRC reports have also discussed funding options for the NSDI
and related issues (NRC, 1993, 1994), and several legislative proposals
have identified increased funding as a need. As one example among
many, in 2003 a committee formed within the Spatial Technologies Indus-

Dhttp:/fwww.fede.gov/publications/fgdcpubs.html.
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try Association (STIA) identified the need for increased funding and a
government-wide legislative base for establishing and maintaining geo-
spatial preparedness for homeland security, national defense, electronic
government, and other purposes. The proposal was presented in testi-
mony to the House Committee on Government Reform by STIA President
Fred Corle.?® One of the key elements identified was a major grant pro-
gram to assist non-federal levels of government to build and maintain the
NSDI and to achieve geospatial preparedness. Key elements of the grant
program were that it was to provide matching funds as an incentive for
geospatial preparedness and would require participants to adhere to stan-
dards for interoperable access, sharing, and use as part of the develop-
ment and implementation of the NSDL

To make it easier for organizations to find grant programs that they
can utilize to obtain funding for various activities, the federal government
has taken steps recently to identify grant opportunities through its elec-
tronic government initiatives. The FGDC has a grant program called the
NSDI Cooperative Agreements Program to assist the geospatial data com-
munity through funding and other resources in implementing the com-
ponents of the NSDI.?” This program is open to federal, state, local, and
tribal governments, and to academic, commercial, and nonprofit organi-
zations and provides small seed grants to initiate sustainable ongoing
NSDI implementations. This program could be used for geospatial pre-
paredness activities. The Department of Homeland Security has a number
of grant programs for emergency management in which geospatial activi-
ties could be included as part of the applicant’s proposal. However, there
is no comprehensive grant program that would provide funds for coordi-
nated actions across the nation to better organize, manage, share, and use
the geospatial data and technology that exist now and are being acquired
for emergency management and other important public purpose and busi-
ness reasons.

Conclusion

The committee concludes that the funding available to achieve geo-
spatial preparedness for disasters is not sufficient to meet the need. Ad-
equate resources must be made available to support existing mandates
and new initiatives that integrate geospatial resources into all phases of
emergency management and facilitate the acquisition and sharing of
geospatial data for emergency management. In particular, resources such

20http://reform.house.gov/UploadedFiles/Corle%20Testimony1.pdf.
2Thttp:/fwww.fgdc.gov/grants/.
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as grants need to be made available at the state and local levels where
many of the emergency management activities occur, but where resources
may be lacking to adequately support the development of the geospatial
capabilities needed.

RECOMMENDATION 12: To address the current shortfall in fund-
ing for geospatial preparedness, especially at the state and local lev-
els, the committee recommends: (1) DHS should expand and focus a
specifically designated component of its grant programs to promote
geospatial preparedness through development, acquisition, sharing,
and use of standard-based geospatial information and technology;
(2) states should include geospatial preparedness in their planning
for homeland security; and (3) DHS, working with OMB, should
identify and request additional appropriations and identify areas
where state, local, and federal funding can be better aligned to in-
crease the nation’s level of geospatial preparedness.
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Guidelines for Geospatial Preparedness

5.1 INTRODUCTION

The preceding chapters of this report have identified numerous is-
sues, and Chapter 4 made certain specific recommendations. The discus-
sion to this point has been general and has included issues that affect all
levels of government, the private sector, nongovernmental organizations,
and the general public. It seemed to the committee that it would be useful
at this stage of the report to assemble a set of guidelines, based on presen-
tations to the committee and the content of previous chapters, that could
be used by agencies seeking to improve their levels of geospatial prepared-
ness. The chapter has been assembled by members of the committee with
particular experience in emergency operations and presents a series of
potential solutions to the issues encountered in the previous chapters.
Appendix C presents a checklist developed from those issues and solu-
tions that is designed to assist members of the emergency management
community in analyzing how well they have integrated geospatial data
and tools into their emergency management processes and how well pre-
pared they are to take advantage of them during a disaster. Its goal is to
help all levels of government to understand better their deficiencies in
this arena and to suggest actions they might implement to be better pre-
pared for future disasters. While the lists here and in the appendix repre-
sent a compilation of issues and topics addressed by the committee, made
available to it through submissions and testimony, and compiled from the
relevant literature, they are nevertheless incomplete. The committee fully
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expects that organizations and individuals may find it necessary or ap-
propriate to make additions to the lists.

5.2 CRITICAL ELEMENTS IN SUCCESSFUL
PLANNING AND RESPONSE

To ensure a successful planning and response effort for emergencies,
there are a set of critical elements that are important at all response levels
from the local to the national. Testimony to the committee identified a
number of geospatial elements that were especially relevant. These are
identified and explained below.

5.2.1 Integration

e Develop standard, written operating procedures that integrate the use of
geospatial information across all phases of emergency management at the mu-
nicipal, state, and federal government levels. Where necessary, modify exist-
ing procedures to incorporate the use of geospatial information into the
workflow and decision-making cycle of emergency managers at all levels
as well as first responders.

®  Develop a geospatial team location at the emergency operations center.
Provide a dedicated workspace, data, hardware, software, and infrastruc-
ture to support a geospatial team.

e Establish a close working relationship between the state geographic in-
formation systems (GIS) coordinator and the state emergency management staff.
Hold regular meetings between the state GIS coordinator and his or her
emergency management counterparts to determine gaps between re-
sources and needs. Develop an action plan to bridge those needs.

e Establish relationships and coordinate activities. Establish working
relationships with adjoining jurisdictions and between state and federal
governments to share data and products prior to an event occurring. Col-
leges and universities, as well as national labs, also may have centers of
geospatial expertise that could provide support in an emergency. If use-
ful geospatial information is to be provided to the emergency response
community in an incident, then all geospatial communities must be in-
cluded in the process early on. At the local level, relationships must be
established with geospatial professionals at the county and state levels to
ensure that a coordinated approach is developed for the sharing of data
prior to an event and for the distribution of products during an event.
In addition, a methodology for obtaining regular inventories of useful
local, county, state, and federal data must be established through the data
custodians.

All of these relationships should ideally be built first at the local com-
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munity level, then at the county level, then the state level, and finally the
federal level. If done properly, they will establish a robust network that
will enable the data custodians and the GIS coordinators to add value to
the process and to assist all levels of the emergency response community
in the development of a dynamic infrastructure to support their needs.

In particular, federal government organizations intending to provide
geospatial services for an area need to coordinate their activities better
with state, county, and municipal GIS coordinators as well as their emer-
gency management counterparts to save time and resources and to elimi-
nate duplication. In most cases, this coordination can be best done by
working through the state GIS coordinator.

*  Develop agreements. Develop agreements between geospatial pro-
fessional teams at the municipal, state, and federal levels to predetermine
the data and products to be used, generated, and shared during a disaster.
Additionally, determine the roles on which each level will concentrate in
order to avoid duplication of effort when a large event occurs.

*  Obtain around-the-clock contact information for GIS coordinators and
their emergency management counterparts along with their respective backups
in the state. Make this information available to the emergency manage-
ment community at all levels in the state. In addition, provide around-
the-clock contact information for the emergency management counterpart
(and his or her backup) to the GIS coordinator in the state. Develop simi-
lar contact information for the GIS coordinators and their emergency man-
agement counterparts in each county and metropolitan government in
the state.

e Develop a secure web site with around-the-clock contact information for
GIS coordinators, their emergency management counterparts, and their respec-
tive backups in each state. This web site should be publicized and made
available to federal agencies that respond to emergencies as well as to
emergency responders and GIS coordinators across the country. It would
allow emergency responders and GIS coordinators to communicate more
easily before, during, and after an incident to determine information on
human resources, data, and equipment across their state.

5.2.2 Human Services

e [Establish a geospatial team to support emergency response. A
geospatial team should be created for an emergency response organiza-
tion. This team needs to be organized with roles established for each team
member. These roles should include an overall manager, a liaison (to co-
ordinate activities and determine needs of responders), and highly skilled
technical staff. All participants should be quick and able to work under
extreme pressure.
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e Establish a geospatial away team. One of the lessons learned from
the events of September 11, 2001, was the value of having geospatial pro-
fessionals close to the site to support operations. Where possible, having
geospatial professionals that can be used in a team to complement efforts
at or near the incident site can be extremely valuable both to provide re-
sponders with detailed geospatial information and to retrieve incident-
related data from the site. These teams should be equipped at a minimum
with data, hardware, and software. In some larger urban areas and states,
these teams need permanent vehicles to support this role.

e Develop an up-to-date inventory of geospatial professionals in each state
along with their areas of expertise that can be called upon to respond to an emer-
gency. This inventory should be shared between the state GIS coordina-
tors and their emergency management counterparts and should include
around-the-clock contact information for each person (see Recommenda-
tion 11).

e Establish a team to do modeling or establish contact with national teams
having this responsibility. Establish or make contact with teams of experts
with scientific expertise to develop and run models for plume analysis,
hurricane surges, flooding, and so forth. Include on the team both
geospatial experts able to use the available software and scientists with
backgrounds in a variety of areas able to ensure proper input into the
models and reasonable results.

5.2.3 Training

e Establish a training program for all levels of emergency response across
the country that details the decision-making support available from geospatial
tools. Conduct training on the capabilities for decision support that
geospatial information can provide for emergency responders at all lev-
els. Include information on the differing types of information applicable
to each level of responder. Modify existing emergency management train-
ing to incorporate the use of geospatial information into the workflow
and decision-making cycle of emergency managers at all levels and of
first responders. To be productive and avoid the pathologies of many
poorly executed programs, these exercises should have clear objectives
related to geospatial operations and should be narrowly tailored to focus
on these objectives.

e Establish a training program for members of the geospatial response
teams within each state to train them in emergency management procedures as
well as the data and tools available for use in an incident. In addition, establish
a training program for other potential geospatial responders who may be
called upon during a large event, detailing the emergency management
organizational structure and Standard Operating Procedures. Both groups
should be trained on the existing data, data-gathering methodologies and
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technologies, the software, the equipment, and product delivery mecha-
nisms to be used during an emergency.

o Conduct regular scenario-based training exercises that incorporate the
use of geospatial responders and geospatial information in supporting emergency
response operations at all levels within the organization. Use these exercises to
familiarize emergency responders with the capabilities of geospatial in-
formation and geospatial professionals with the specific needs and timing
for delivery of this information. In particular, these exercises should stress
to geospatial responders both the need to understand the data clearly and
the need for rapid delivery of geospatial maps and other products to emer-
gency responders. Include the geospatial professional team manager and
liaison in the exercise meetings and briefings to allow him or her to un-
derstand better the contexts in which the geospatial products are being
used in the decision-making process.

Results of these exercises should be made available to those not able
to participate, giving them the opportunity to learn from such experiences.
Scenario-based exercises relying on the use of geospatial information
should occur at least on an annual basis between municipal, state, and
federal responders (for an example of such exercises, see the New York
State web site),! and might leverage the National Exercise Program cur-
rently coordinated by the Department of Homeland Security (DHS) Of-
fice of Grants and Training.

5.2.4 Data Access

® Relationships. Gaining access to varied kinds of data required to
respond to an emergency requires a concerted effort. The emergency man-
agement community and GIS coordinators need to work closely with the
data custodians early in the process to understand their concerns and be
able to accommodate them while meeting their emergency management
needs.

Access to data should, where practical, extend from the local govern-
ment up to county, state, and federal governments. State GIS coordinators
should be involved in the process of developing a system to access those
data easily and quickly for emergency response activities.

5.2.5 Data Quality

e Establish a team to identify and gather data required to meet state emer-
gency management needs. Working with the emergency managers, this team
should identify and locate the most appropriate data available to meet

1http://www. nysgis.state.ny.us/outreach/training/gen_scenario_resp.htm.
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emergency response needs. After reviewing the data, the team needs to
determine the quality and usability of the data. Where necessary, it should
identify data requiring improvement or data not currently available need-
ing development. The team should coordinate these activities with the
state GIS coordinator and the state emergency management agency. A
joint plan should be developed that prioritizes the work on the data re-
quired to meet those needs.

Often data will require geographic adjustments that can be made rela-
tively easily by overlaying the data on recent digital orthoimagery. In
other cases, there will be deficiencies in the data’s attributes. These issues
should be addressed by working closely with the data custodians to cor-
rect or complete missing information. In all cases, the improved data
should be returned to the data custodians for their use and to encourage
improved data updates down the line (see Section 5.2.7).

5.2.6 Data Gathering

e Establish agreements with local governments and utilities and other
private-sector sources. Work closely with local governments and utilities
and other private-sector data sources to establish good relationships to
share data. Where required, establish legal agreements to obtain access to
and use of data required from local governments for emergency response
use. Where possible, these agreements should be worded to allow use of
those data by multiple organizations at various levels of government for
training, preparation for, and recovery from emergency events. In addi-
tion, the time frame for updates should be established and agreements
reached for obtaining those updates. If possible, on-line access to the lat-
est data should also be arranged.

e Develop a GIS-based system to track the distribution of emergency equip-
ment and supplies. This system should be established to enable emergency
managers to route and track the location, quantity, and type of items stock-
piled in and distributed to an area. It will greatly improve distribution of
supplies and equipment to those in need, enhance their ability to recover
reusable equipment (emergency generators and pumps), and provide in-
formation that can be analyzed to determine future needs (see Sidebar
5.1).

e Develop and deploy a system for electronic field collection of data. Ob-
taining timely, accurate, on-site data depicting the extent of an incident or
the nature of its impact is critical to assist emergency managers in plan-
ning their response to an event. One method for accomplishing this is by
using Global Positioning System (GPS) enabled, handheld computers with
wireless communication systems. If these computers are programmed for
emergency events and have drop-down menus to describe the character-
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Sidebar 5.1
Homeland Security Secretary Announces Tracking System for
Emergency Equipment and Supplies?

Speaking on February 13, 2006, to the National Emergency Manage-
ment Association Mid-Year Conference, Secretary Michael Chertoff ad-
dressed some of the problems that became apparent in the response to
Hurricane Katrina, including the lack of effective tracking of emergency
supplies:

Despite this remarkable effort, FEMA's [the Federal Emergency
Management Agency’s] logistics systems were not up to the task of
handling a truly catastrophic event. The reality is, FEMA lacks tech-
nology and information management systems to effectively track
shipments and manage inventories. FEMA relies on other govern-
ment agencies, like the Department of Transportation, who often
serve as agents of FEMA, and contract through their extensive net-
work of private sector entities to provide support and move most of
the necessary commodities. But the fact of the matter is, if FEMA is
going to take responsibility for moving goods and services, it can’t
do it by remote control. It has to have the ability directly to impact
the way in which we monitor and supervise and are able to effect in
real time the movement of those supplies. Therefore, DHS must have
some of the same skill sets that 21st century companies in the private
sector have to routinely track, monitor and dispatch commodities
where they are needed.

Our first step for strengthening FEMA will be to create a 21st cen-
tury logistics management system that will require the establishment
of a logistics supply chain, working with other federal agencies in
the private sector. What that means in the very short-run—because
we're not going to get all this done immediately—is that we have to
put agreements into place before the need arises again to ensure a
network of relief products, supplies and transportation support that
can be tracked and managed. In other words, we are going to insist
this year, as we go into contracting, that we are going to have as a
capability with anybody who is carrying our goods and services real-
time visibility to where those deliveries are, when they’re going to
arrive, and, if necessary, the ability to redirect those, if the emer-
gency so requires.

ahttp://www.dhs.gov/xnews/speeches/speech_0268.shtm.
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istics encountered, these data can be gathered relatively easily and for-
warded quickly to the emergency operations center.

e Store the inventoried data within each state’s emergency operations cen-
ter in at least one geographically distant location. Because communication net-
works and power systems are often impacted by large events, data stored
in the emergency operations center should also be backed up in at least
one geographically distant location. Updates to all stored data (including
backups) should be scheduled on a regular basis. Where possible, this
should include metadata and a data catalog. Last, the alternate locations
of these data should be provided on a secure web site for use by other
authorized users, if required.

*  Securely store copies of the same data on physical media capable of being
brought to incident sites for response and recovery efforts. Provide the loca-
tions of these media on the secure web site.

e Establish an agreement with a national site to store and provide secure
on-line access to a copy of these data. Once again, redundancy of data storage
is being stressed to accommodate the many problems with data access
that have occurred in past disasters. This national site should be an
“industrial-strength” site and should specialize in data storage. One site
that should be considered for such a role is the U.S. Geological Survey’s
Center for Earth Resources Observation and Science (EROS) in Sioux Falls,
South Dakota.

e Establish regional or statewide emergency contracts to provide imagery
of an incident site within 24 or at worst 48 hours of an event. One of the first
types of data needed after an event is aerial imagery. Contracts have to be
in place to allow rapid access by all levels of government as soon as they
have provided the appropriate level of funding to cover the costs.

e Establish agreements and standard operating procedures to acquire digi-
tal images via state, county, municipal, or private-sector helicopters, et cetera,
within one hour of an event and covering impacted sites. Digital pictures taken
from a helicopter can provide valuable insight into the extent of an inci-
dent for emergency managers. While they may have limited use as
geospatial information, they provide a very quick perspective of the event.
During the World Trade Center recovery efforts, they were used on a regu-
lar basis along with aerial, thermal, and LIDAR (light detection and rang-
ing) imagery. Establishing agreements for helicopter support prior to an
event with local police or state agencies (or the private sector) can be ex-
tremely valuable.

e Develop an up-to-date inventory of municipal, county, and state data
available for emergency response in each state (including metadata). This inven-
tory should note the best data available in all categories, utilizing the re-
sources of the National Spatial Data Infrastructure (NSDI) as much as
possible. It should include contact information for individuals familiar
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with how the data were developed. This inventory should be posted to a
secure web site based on NSDI architecture that is accessible by emer-
gency managers. Where possible, the inventoried data and metadata
should be made available on-line as well.

e Distribute these inventories to municipal, county, state, and federal re-
sponders and the state GIS coordinators. In addition, provide them with ac-
cess to this information on the secure web site. Finally, develop a method-
ology to keep these inventories up-to-date on an annual basis, at a
minimum.

5.2.7 Data Improvement

e Establish a joint federal, state, and municipal program to fund the devel-
opment and annual update of critical geospatial data. The data developed or
improved under such a program must be coordinated through the state
GIS coordinators and meet the needs of local governments. Such a pro-
gram should be flexible in providing funding and resources that supple-
ment existing local and state government efforts. Where data do not exist,
efforts should be made to provide resources or funding to the state GIS
coordinator to allow their creation and to ensure that the data created
meet local government needs.

5.2.8 Information Delivery

®  Deliver data rapidly. One of the keys to making geospatial informa-
tion a valuable resource to the emergency management community is to
be able to deliver it when it is needed. When an event occurs, emergency
responders want to react quickly to limit its effects. Therefore, they are
looking for significant information on that event within the first hour of it
happening. Traditionally, a number of reasons cause delay in providing
geospatial information, including gathering the team, locating the inci-
dent, and creating maps to portray its location, extent, and impact. If this
information is to be included and to be of value in early decision making,
the geospatial team must deliver certain standard products to the emer-
gency managers rapidly when they are establishing their initial strategies.

® Understand the needs. The geospatial team must understand the
needs of emergency responders and learn to match the appropriate prod-
ucts with those needs. If a responder needs to know the schools (and con-
tact numbers) in an area to be evacuated, a simple list may be more useful
and certainly quicker than printing out a beautifully composed map of
those school locations. Close coordination with the emergency managers
and knowledge of their workflow and information needs by the geospatial
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team manager are essential in understanding their requirements and
choosing the appropriate output.

®  Develop standard work products. Develop protocols that deliver
standard work products to emergency managers quickly through the use
of templates and other simple programs. Adoption of a standard map
layout should be part of this process. The goal of the team should be pro-
duction of maps within the first hour after the event occurs or shortly
thereafter.

In New York State, an application has also been built to allow emer-
gency managers to query geospatial information and obtain maps and
reports through a web application without any significant technical ex-
pertise. Making this capability directly available to emergency respond-
ers is another way to deliver this information faster. A similar initiative
has been taken in South Carolina.?

e Enhance models depicting the impact of disasters hitting the commu-
nity. Models for incidents that can potentially occur in the community
should be adapted to the community’s location and context. In coastal
areas, models can be run to determine the worst-case storm surge for a
particular hurricane category. This, in turn, can provide an idea of the
population that may have to be evacuated and the logistical requirements
for evacuating and sheltering that population. Similar models can simu-
late each of the hurricane categories that could hit the area. In other areas
of the country, models could be developed to determine the extent
of flooding from a river based on the predicted height of the water in that
river. This predetermined information can then be archived for use
during a real incident at a later time. Development of these models should
be coordinated at the state level to avoid redundancy and should be
made available to authorized geospatial professionals at all levels of
government.

®  Keep it simple. Because most emergency managers and responders
are not fully familiar with geospatial data and tools and because they are
under extreme pressure during an incident, they may lack the time to
understand clearly what is being presented to them. This problem can be
reduced if the team remembers to keep its products simple and uses
graphics that make them easy to understand.

*  Anticipate needs. While providing the standard products quickly
is essential, it is important to be able to anticipate other needs specific to
the type of event as it continues. One way to do this is by having the
geospatial team liaison take time to meet with operational groups and

thtp://wwwcus‘sc‘edu/geog/hrl/scemdmuin.htm‘
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task forces within the emergency operations center to determine their
needs and inform the team during an event. At the same time, the liaison
can offer these groups suggestions on how geospatial information might
provide them with assistance.

e Test delivery mechanisms. The finest geospatial products in the
world will be useless if they cannot be delivered in a timely manner dur-
ing an emergency. Some delivery methods can be as simple as capturing
an image and pasting it into a PowerPoint presentation. There are some
that appear simple, such as printing out a map, but that can become ago-
nizing if the plotter fails to respond properly or is too slow. Other mecha-
nisms, such as posting data to a web site or moving it to a web-based
services application can be limited by numerous technical issues. All of
these methods should be tested on a regular basis to ensure their avail-
ability in a time of need.

®  Practice. There is no substitute for the team practicing the delivery
of these products. Once the team is satisfied that it can deliver the stan-
dard products quickly, then it needs to incorporate its workflow into sce-
nario exercises. These can be done separately with the team and then as
part of the emergency operations center workflow. If this practice is ap-
proached properly, team members will be better prepared to deal with
the pressure of a real-life situation and able to react more effectively to it
to meet emergency managers’ needs. It is important to keep logs describ-
ing the methods used and examples of the maps and other products gen-
erated to support retrospective analysis of performance.

5.2.9 Hardware and Infrastructure

e Establish a secure, nationwide methodology to access local data. As an
event grows from a local to a state and then to a national crisis, there is a
need for more and more geospatial responders from different parts of the
state and the country to provide support. However, this support cannot
be given without access to the best data. A mechanism should be estab-
lished to provide a consistent, secure nationwide methodology for re-
sponders across the country to obtain access to the best data easily and
rapidly. The mechanism should accommodate multiple authorized users
at different levels across the country. This mechanism must include ap-
propriate redundancies and provide linkages to the appropriate data
sources in each state. It must allow local, county, state, and federal gov-
ernments to post and retrieve data without significant restrictions during
an emergency. Whatever mechanism is chosen, it should be coordinated
through the state, county, and local GIS coordinators. In addition, once
established, this infrastructure should be integrated into training exer-
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cises for all levels of emergency response to ensure that this technology
can be used effectively during a disaster.

e Develop an up-to-date inventory of the relevant geospatial hardware and
resources available for use in an emergency in each state. This inventory should
be developed in conjunction with the state GIS coordinator and should
include resources from government, academic, and private-sector organi-
zations. Around-the-clock contact information should be included for each
resource. This inventory should also be posted to a secure web site for
access by authorized emergency and geospatial responders.

e Establish a backup satellite communications system. Communication
systems are often interrupted during disasters. Establishing a backup sat-
ellite communications system to transmit voice and geospatial data can be
extremely useful to obtain reports quickly from the field and to transmit
information to other locations around the state or the country.
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Concluding Comments:
Looking to the Future

While the emphasis throughout the committee’s study and this report
has been on geospatial data and tools, it is not surprising that there are
similarities in many of its recommendations to the conclusions reached by
a parallel and recently published study of information technology (IT) in
disaster management, conducted by the National Research Council’s
Computer Science and Telecommunications Board (NRC, 2005). Writing
about interoperability in communications during emergency response,
that report concluded (NRC, 2005, p. 2):

Most communications interoperability issues are not technical. Better
human organization, willingness to cooperate, and a willingness of gov-
ernments at higher levels to listen to those at local levels who really do
the work and who are the actual responders are all critical factors in
making better use of information technology for disaster management.

On the issue of training, the report concluded (NRC, 2005, p. 4):

To be useful in a disaster, IT must be in routine use. In a crisis situation,
people tend to fall back on what they are familiar with. Technology that
is not included in planning, training, exercises, and standard operating
procedures will not be used in an actual disaster.

The committee also recognized these issues, which were raised many
times by participants in its meetings and workshop, and they underlie
several of its recommendations, including those regarding the need for
increased training and more effective exercises, for technology that is bet-
ter adapted to the special circumstances of emergency management, and
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for more effective sharing of data within the framework of the National
Spatial Data Infrastructure. In short, most of the problems associated with
the use of geospatial data and tools are institutional and not technical,
and the use of geospatial data and tools must be habitual rather than
exceptional.

Geospatial data and tools have evolved over the past four decades
into an extremely powerful and effective application of digital technol-
ogy, and they are now widely deployed in many areas of human activity.
However, emergency management provides a very different context for
their application. First and foremost, its demands occur under enormous
pressure of time—rather than weeks or months, data must be acquired
and analyzed within minutes. Second, the users who rely on the products
of geospatial tools are often poorly trained in their use and working un-
der very difficult circumstances. Little room exists for error and little ad-
miration for complex technologies that fail under pressure.

The central message of this report is that geospatial data and tools
are useful and indeed essential in all phases of emergency management.
Yet it is never easy to persuade authorities or the general public of the
need for investment in information infrastructure when the primary con-
cerns in the immediate aftermath of an event are clearly focused on food,
shelter, and the saving of lives. The fact that information is essential to
effective response—that “it all starts with a map”—is easily forgotten.
The need for geospatial data and tools may be everywhere, but in a sense
it is also nowhere in minds that are overwhelmed by the circumstances
of a disaster.

The answer to this fundamental dilemma is clear, and the chapters
and recommendations of this report will hopefully give it the exposure
that it needs. Society must plan in advance for disasters and cannot afford
to wait until the next one happens, as it inevitably will. Investment in
infrastructure is an important part of preparedness, and the kind of infra-
structure represented by geospatial data and tools is a very important
part of that investment. The committee hopes that the experience of re-
cent disasters, when emergency management agencies were so clearly
overwhelmed by the sheer magnitude of the event, along with increasing
awareness among the general public and decision makers of the potential
usefulness of geospatial data and tools, will help to drive home the
report’s central message.

Another event of the magnitude of Hurricane Katrina will occur at
some point in the future, and the hypothetical events described in Chap-
ter 2 will almost certainly become real. When they do, and if the problems
identified in this report and evident in the response to Hurricane Katrina
are not addressed, similar patterns of breakdown will undoubtedly occur.
However, with the kinds of preparedness outlined in this report, the
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events will occur in a very different world from that of 2005. Agencies
will have planned the immediate and coordinated acquisition of data, us-
ing arrangements that are already in place and relying on technologies
that are fully interoperable. Teams of geospatial professionals will be acti-
vated immediately, even prior to events if accurate warning exists, and
will be on-site and operational within hours. Emergency response per-
sonnel will have practiced the use of geospatial data and tools under a
range of scenarios and will be fully familiar with the kinds of problems
they will encounter. Response will be better targeted and managed, and
additional lives may be saved. The way to achieve this vision of prepared-
ness is clear; society has only itself to blame if it is not realized.
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List of Acronyms

ANSI American National Standards Institute
API application programmer interface

C-Coast  Coastal Cartographic Object Attribute Source Table

CAD computer-assisted design

CAPWIN Capital Wireless Integrated Network

CD compact disc

CI/KR critical infrastructure/key resource

CIPI Critical Infrastructure Protection Initiative
cop common operating picture

COTS commercial off the shelf

DHS Department of Homeland Security
DMA Disaster Mitigation Act
DSL digital subscriber line

EADRCC Euro Atlantic Disaster Response Coordination Center
(NATO)

EDXL Emergency Distribution Exchange Language

EMAP Emergency Management Accreditation Program

EMDC Emergency Mapping and Data Center

EMS emergency medical service
EPA Environmental Protection Agency
EOC emergency operations center
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EROS Earth Resources Observation and Science

ERRO Emergency Response and Recovery Office

ESF emergency support function

ESRI Environmental Systems Research Institute

FAA Federal Aviation Administration

FDNY New York Fire Department

FEMA Federal Emergency Management Agency

FFRDC federally funded research and development center
FGDC Federal Geographic Data Committee

FX field exercise

GAO Government Accountability Office

GDIN Global Disaster Information Network

GECCo Geospatially Enabling Community Collaboration
GIS geographic information system

GISMO Geographic Information Systems and Mapping Operations
GITA Geospatial Information Technology Association
GMO Geospatial Management Office

GOCO government-owned, contractor-operated

GOS Geospatial One-Stop

GPS Global Positioning System

hazmat hazardous material

HSIN Homeland Security Information Network

HSOC Homeland Security Operations Center

HSPD Homeland Security Presidential Directive

TAEM International Association of Emergency Managers
IC incident commander

ICS incident command system

IDIQ indefinite delivery-indefinite quantity

IMAAC  Interagency Modeling and Atmospheric Assessment Center
ISO International Organization for Standardization

IT information technology

JFO Joint Field Office

LIDAR light detection and ranging

MAC Mapping and Analysis Center
MSEL master scenario events list
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NADB National Asset Database

NAPA National Academy of Public Administration
NASA National Aeronautics and Space Agency
NATO North Atlantic Treaty Organisation

NEMA National Emergency Managers Association

NGA National Geospatial-Intelligence Agency
NGO nongovernmental organization

NGS National Geodetic Survey

NIC NIMS Integration Center

NIEM National Information Exchange Model
NIMS National Incident Management System
NIPP National Infrastructure Protection Plan
NOAA National Oceanic and Atmospheric Administration
NOS National Ocean Service

NPMS National Pipeline Mapping System

NRC National Research Council

NRCC National Response Coordination Center
NRP National Response Plan

NSDI National Spatial Data Infrastructure

NSGIC National States Geographic Information Council

OASIS Organization for the Advancement of Structured
Information Standards

OGC Open Geospatial Consortium

OMB Office of Management and Budget

ORNL Oak Ridge National Laboratory

PCII Protected Critical Infrastructure Information
PtP Partnership for Peace

PIMS P{P Information Management System

QA/QC  quality assurance/quality control

RRCC Regional Response Coordination Center

RSDE residential structures damage estimation

SDSS spatial decision support system

SLOSH Sea, Lake, and Overland Surges from Hurricanes
SOP Standard Operating Procedure

STIA Spatial Technologies Industry Association

TCL Target Capabilities List

TTX tabletop exercise
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UAV unmanned aerial vehicle

USDOT  U.S. Department of Transportation
USGS U.S. Geological Survey

UTL Universal Task List

VBMP Virginia Base Mapping Program
XML Extensible Markup Language
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Sample Confidentiality Agreement

This Confidentiality Agreement (“Agreement”) is effective as of the
[Enter Day of Month] day of [Select Month] 2003 by and among

Name of Company Possessing the Data to Be Shared
(hereinafter referred to as “Company”)

and
[Enter Name of Company]
[Enter Type of Company]
Having its principal office at [Enter Address of Company]
(hereinafter referred to as “Contractor”)
WITNESSETH:

WHEREAS, the Parties hold information and data that are proprietary to
each Party respectively and desire to share certain confidential and pro-
prietary information with each other in connection with [Enter Brief De-
scription of Subject Matter] (hereinafter referred to as “Matter”).

NOW, THEREFORE, the Parties agree as follows:

159
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APPENDIX B
Definitions

a. “Confidential Information” includes any and all information,
including but not limited to all oral, written, graphical, and
electronic information disclosed to the Party receiving the in-
formation. If Confidential Information is disclosed in written,
recorded, graphical, electronic, or otherwise in a tangible
form, it may be labeled as “proprietary” or “confidential” or
with a similar legend denoting confidentiality, or it may oth-
erwise be verbally designated as such.

b. “Company” includes description of company, affiliates, and
subsidiaries.

c. “Party” or “Parties” refers to Company, Contractor A and
Contractor B, individually and collectively.

The Parties agree not to use or disclose Confidential Information
except for the purpose of the Matter. The Parties agree only to
disclose the Confidential Information received from each other to
the Parties’ respective employees whose duties justify their need
to know such Confidential Information. The Party disclosing Con-
fidential Information shall ensure compliance by its employees
with the terms and conditions of this Agreement.

Confidential Information is not information that

a. Now is or becomes generally known to the public without
fault of the Party or Parties receiving the information; or

b. Is proven by written documentation to have been in the re-
ceiving Party’s possession prior to its receipt from the dis-
closing Party; or

c. Isreceived from an independent third party who is not under
obligation of confidentiality.

To the extent the Party receiving Confidential Information is re-
quired by an order of a court of competent jurisdiction to reveal
such information, the Party will promptly notify the Party that
provided the Confidential Information in order to allow the Party
to take necessary action including a protective order, as appropri-
ate, and will cooperate with the disclosing Party in protecting the
confidentiality of the Confidential Information in a lawful man-
ner.

Disclosure of Confidential Information by any Party under this
Agreement does not grant the receiving party any right or license
to use the Confidential Information unless explicitly set forth
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herein or in a letter of authorization from the disclosing Party and
signed by an employee of that Party authorized to grant such au-
thorization.

6. All Confidential Information, unless specified in writing, remains
the property of the disclosing Party, and must be used by the re-
ceiving Party only for the purpose intended by the disclosing
Party. Upon termination of this Agreement, all copies of written,
recorded, graphical, electronic, or other tangible Confidential In-
formation must be returned to the disclosing Party. The disclos-
ing Party may in its sole discretion direct the receiving Party to
destroy and certify in writing that it has destroyed the Confiden-
tial Information.

7. Confidential Information supplied is not to be reproduced in any
form except as required to accomplish the intent of the Matter.

8. All Confidential Information must be retained by the receiving
Party in a secure place with access limited to only such of the
receiving Party’s employees (or agents or subcontractors who
have a non-disclosure obligation at least as restrictive as this
Agreement) who need to know such information for the purposes
of the Matter, and to such third parties as the disclosing Party has
consented to by prior written approval. The receiving Party must
provide the same care to avoid disclosure or unauthorized use of
the Confidential Information as it provides to protect its own con-
fidential and proprietary information.

9. Each Party warrants that it has the right to disclose the Confiden-
tial Information that it will disclose to the other Parties pursuant
to this Agreement, and each Party agrees to indemnify and hold
harmless the Parties from all claims by third parties relating spe-
cifically to the subject matter of this Agreement. Otherwise, no
Party makes any representation or warranty, express or implied,
with respect to any Confidential Information. No Party is liable
for indirect, incidental, consequential, or punitive damages of any
nature or kind resulting from or arising in any manner whatso-
ever in connection with this Agreement.

10. The Parties acknowledge that a receiving Party’s unauthorized
disclosure of Confidential Information may result in irreparable
harm. The Parties, therefore, agree that in the event of a violation
or threatened violation of this Agreement, without limiting the
rights and remedies of each Party to seek damages, a temporary
restraining order and/or an injunction to enjoin disclosure of
Confidential Information may be sought against the Party who
has breached or threatened to breach this Agreement and the
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11.

12.

13.

14.

15.

16.

17.
18.

APPENDIX B

Party who has breached or threatened to breach this Agreement
agrees not to raise the defense of an adequate remedy at law.

All media releases, public announcements, and demonstrations
by any Party to this Agreement relating to the Matter, its subject
matter, or the purpose of this Agreement must be approved in
writing in advance signed by all Parties prior to the release, an-
nouncement, or demonstration.

No party shall assign any of its obligations under the Agreement
without the prior written consent of the Company, which shall
not be unreasonably withheld or delayed.

a. Not withstanding the foregoing, the Company shall have the
right to assign this Agreement to an entity as a result of
merger, acquisition, reorganization, or sale of substantially
all of the Company’s assets.

The obligation to hold Confidential Information confidential is
perpetual and shall survive this Agreement.

This Agreement represents the entire understanding between the
Parties, and the terms and conditions of this Agreement super-
sede the terms of any prior agreements or understanding, express
or implied, written or oral.

This Agreement may not be amended except in writing signed by
all Parties.

The provisions of this Agreement are considered to be severable,
and in the event that any provision is held to be invalid or unen-
forceable, the Parties intend that the remaining provisions will
remain in full force and effect to the extent possible and in keep-
ing with the intent of the Parties.

There are no additional party beneficiaries to this Agreement.
Failure by a Party to enforce or exercise any provision, right, or
option contained in this Agreement will not be construed as a
present or future waiver of such provision, right, or option.

Accepted by Accepted by
[Enter Name of Company] [Enter Name of Company

By:

Possessing the Data to Be Shared]

By:

Name: Name:
Title: Title:
Date: Date:
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Preparedness Checklist

The attached checklist is designed to allow federal, state, county, and
municipal governments to assess their use of geospatial information and
tools to improve their first responder and emergency management capa-
bilities. Ideally, the committee would like this checklist to be used by the
emergency response communities in each municipality, county, and state
working together with the state geographic information system (GIS) co-
ordinator. This should also include federal government agencies that are
called on to respond to emergencies, such as the Federal Emergency Man-
agement Agency (FEMA), the U.S. Army Corps of Engineers, and the
Coast Guard.

Measuring Emergency Management Preparedness:
A Checklist to Determine Your Ability to Use Geospatial Information
in Emergency Management

Integration

1 Does your emergency operations center (EOC) have geospatial
technology available?

1 Do you have a permanent workspace or office for your geospatial
team?

1 Is the use of geospatial information integrated into your emer-
gency management operations and used in emergencies?

163
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Do your written standard operating procedures include the use
of geospatial information in your workflow and decision-making
processes?
Do you know the name of your state GIS coordinator?
Do you have contact information for the state GIS coordinator
and his or her backup?
Does your state GIS coordinator know who his or her emergency
management counterpart is in your organization?
Does the state GIS coordinator have around-the-clock contact in-
formation for his or her emergency management counterpart and
his or her backup?
Do the state GIS coordinator and the state emergency manage-
ment counterpart (and their respective backups) hold regular
meetings to determine any gaps in their geospatial support for
your emergency management operations?
Have action plans been developed to bridge those gaps?
Have you established agreements with adjoining jurisdictions and
with state and federal governments to share data and products?
Have you established agreements with adjoining jurisdictions and
with state and federal governments that determine what data and
tools will be used during an emergency?
Have you developed agreements between geospatial professional
teams at the municipal, state, and federal levels that identify the
roles that each level will play and who will produce what in order
to avoid duplication of effort during a large event?

(For the state emergency management agency) Have you worked
with the state GIS coordinator to develop an inventory with
around-the-clock contact information for GIS coordinators, their
emergency management counterparts, and their respective back-
ups in each county or major municipality in your state?

(For the state emergency management agency) Has this informa-
tion been distributed to the emergency management community
and the GIS coordinators in each county or major municipality in
your state?

(For FEMA) Have you developed a secure web site with around-
the-clock contact information for GIS coordinators, their emer-
gency management counterparts, and their respective backups in
each state?

(For FEMA) Has this information been distributed to the federal
agencies that respond to emergencies as well as to the emergency
management community and the GIS coordinators in each state?
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Human Resources

a

a

Do you have a designated geospatial team that is regularly de-
ployed in your EOC for emergencies?

Have you developed an organizational structure for your team
that defines the roles of team members (manager, liaison, and
technical support staff)?

Does your organization have a geospatial team (away team) that
you can deploy to incident sites to assist in emergency response?
Does your organization have a geospatial modeling team estab-
lished, with scientific expertise in developing various models for
plume analysis, hurricane surges, flooding, etc.?

(For state GIS coordinators and the state emergency management
agency) Have you worked together to develop a list of additional
geospatial professionals (volunteers) in your state (along with
their areas of expertise and around-the-clock contact information)
who can be called upon to assist in an emergency?

(For state GIS coordinators and the state emergency management
agency) Have you worked together to develop a secure web site
to distribute this information to authorized users?

Training

a

A
A

oo

Is the use of geospatial data and tools included as part of your
emergency training exercises?

Are these exercises conducted more than once a year?

Do your emergency response professionals understand the capa-
bilities that geospatial data and tools offer to improve their ability
to plan for and respond to incidents?

Have you established a training program for your first respond-
ers and emergency management decision makers on the use of
geospatial data and tools in their workflow and decision-making
processes?

Are the first responders and emergency management decision
makers trained on this at least once a year?

Have you established a training program for your geospatial team
in emergency management organization concepts and operational
procedures?

Are these responders trained on this at least once a year?

Have you established a training program for your geospatial team
in the use of geospatial data and tools during a disaster?

Is the team trained on this more than once a year?
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Does your geospatial team train with predeveloped map tem-
plates?

Do you conduct scenario-based training exercises that include
geospatial professionals and the use of geospatial data and tools
in the emergency management work cycle and decision-making
process?

Are the geospatial professional team manager and liaison in-
cluded in the scenario training exercise meetings and briefings to
allow them to understand better how geospatial data and tools
are being used in the decision-making process?

Do you conduct these exercises on a quarterly basis at a mini-
mum?

Are the results of these exercises posted to a secure web site so
that other authorized responders not involved in the exercise can
learn from them?

Have you integrated the use of an on-site geospatial unit (away
team) into your training program?

Has your geospatial modeling team been incorporated into your
scenario training exercises?

Data Access

a

U dJ o Jdodo o
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Have you developed relationships through the state GIS coordi-
nator with the data custodians and established protocols and
agreements, where required, to ensure access to and use of the
data you require for planning, training, and emergency response
activities?

Have you developed a methodology to ensure regular updates to
those data?

Are your geospatial data backed up on a regular basis?

Do you have a full copy of the data?

Do you have copies of the data securely stored in different geo-
graphic regions of your state?

Do you have a copy of the data securely stored in a different state
or geographic region of the country?

Have you tested your methodologies for rebuilding your servers
using the backed-up data within the past year?

Have you tested the process for accessing data from data-sharing
partners during simulations to ensure the viability of your meth-
odology?

Have you established a web-based GIS service to encourage rapid
access to and delivery of event-based data?

(For FEMA) Have you worked with the state GIS coordinators to
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develop a secure web site within each state with an inventory
(with around-the-clock contact information for the data custodi-
ans) of geospatial data in each state for use in emergency manage-
ment operations?

1 (For FEMA) Have you developed links to each of these state in-
ventories and made this resource available to local, county, state,
and federal agencies that would respond to a catastrophe?

Data Quality

d Do you have geospatial data on your critical infrastructure? Do
they include the following:

a

I Ty 0 Ay

Utilities (water, sewer, electric, gas, and petroleum lines and
their related facilities);
Telecommunications lines including phones, networks, and
cable;

Cell and other communication towers;
Transportation systems;

Shelters;

Dams;

Petroleum and chemical storage sites;
Hazardous waste sites;

Fire departments;

Police departments;

EMS (emergency medical service) districts;
Ambulance services;

Educational facilities;

Medical facilities;

Government facilities;

Military facilities;

Religious facilities;

Long-term care facilities;

Nursing homes;

Day care centers;

Animal control facilities; and

Animal shelters?

In addition, do you have:

A
A
A

Imagery;
ZIP code boundary data;
Roads and address data;
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Elevation data;

Flood zones;

Property data;

Aquifers and other hydrological features;

Data that locate businesses and industry in your state and
detail their numbers of employees;

Census data;

Data on the daytime populations in specific areas;

Data on the agricultural industry, including types of crops or
animals housed at each site;

Data on emergency equipment (pumps, generators, cots,
blankets, etc.) or supplies (water, food, etc.) that are ready for
deployment during an emergency; and

d Data from surrounding regions or states?

U JUodo dodood

Has your geospatial data team determined the quality and usabil-
ity of the geospatial data gathered for emergency response?

Do the metadata provide an adequate description of data quality,
including accuracy and currency?

Data Gathering

a

a

o dJ o o
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oo

Have you established a team to identify and gather all geospatial
data needed for your emergency response activities?

Has your geospatial data team determined the quality and usabil-
ity of the geospatial data gathered for emergency response?
Have you worked with your state GIS coordinator to develop an
inventory of municipal, county, state, and federal data that you
require for use in emergency response?

Does this inventory include around-the-clock contact information
for the data custodian or owner?

Does this inventory include metadata documenting and describ-
ing the geospatial data?

Does your state have contracts in place for emergency aerial im-
agery?

Do you have agreements in place to acquire digital images via
government or private-sector helicopter, etc., of event sites imme-
diately after an event occurs?

Do you have agreements in place and near-live data feeds from
utilities detailing the geographic extent of power outages?

Do you have live or near-live geospatial weather data?

Do you have live or near-live geospatial data on road conditions
and capacities or other transportation systems?
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a

Do you have any near-live data feeds from hospitals or other
medical facilities detailing geospatial data on bed capacity or
medication availability?

Do you have the capability to track the distribution of your emer-
gency equipment or supplies geographically?

Have you tested your data-gathering methodologies in training
exercises?

Do you have a geospatial web-based service application that pro-
vides rapid access to your event-related data by regional, state, or
federal organizations responding to a large event?

Data Improvement

a

U do O O

Has the geospatial data team identified which data require im-
provements and which data not currently available need devel-
opment?

Has this team worked with the state GIS coordinator to coordi-
nate the required work?

Do you get updates to your data (not including imagery) on an
annual basis at a minimum?

Is the imagery for your state less than five years old?

Do you have a system for improving geospatial data to meet your
emergency response requirements?

(For FEMA) Have you worked through the state GIS coordinators
to establish a program to identify the needs in each state for data
improvement and the creation of new data where none exist?
(For FEMA) Have you developed a mechanism coordinated with
the state GIS coordinator to provide funding and resources to as-
sist state and local governments in improving and developing
those data?

Information Delivery

a

Has your geospatial team practiced rapid delivery of geospatial
information to meet emergency management decision-making re-
quirements? Can it deliver standard products required by your
emergency managers within two hours of an event?

Has your geospatial team developed templates to improve the
speed of delivery of geospatial information during an emergency?
Have you developed models depicting the impact of hurricanes
or floods on the community, based on the category of the hurri-
cane and the projected height of the flood waters?
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Do you have an easy-to-use on-line application that allows emer-
gency responders at all levels who are not geospatial profession-
als to make geospatial inquiries to resolve issues?

Do you have automated geocoding capabilities that will allow
your geospatial team (or nontechnical staff) to convert address
locations to latitude and longitude quickly, to assist rescuers dur-
ing disasters (such as floods) in locating individuals in need of
rescue?

Are your requests for assistance during an emergency tracked in
a database and tracked via a GIS application to provide visual
analysis of problem patterns, etc.?

Have your geospatial professionals developed agreements with
geospatial professional teams in adjacent communities or the
state, and at the federal level, to determine the data and tools to
be used and shared during disasters?

Have your geospatial professionals developed agreements with
geospatial professional teams in adjacent communities or the
state, and at the federal level, on the roles that each level will play
and the products that will be generated in order to avoid duplica-
tion of effort during a disaster?

Equipment and Infrastructure

a

a

Do you have up-to-date geospatial software and hardware in your
EOC?

Do you have electronic field data collection methods (using Glo-
bal Positioning System [GPS] enabled handheld computers with
wireless communication systems) available to determine the geo-
graphic extent of an incident?

Do you have capabilities of obtaining digital photographs of inci-
dent sites and transmitting them wirelessly to the EOC?

Does your state have geospatial equipment and data prepared for
deployment near an incident site?

Do you have a vehicle (van, recreational vehicle, etc.) that has
hardware, GIS software, data, and wireless communication sys-
tems installed and prepared for deployment to an incident site?
Has your staff trained in this vehicle during scenario-based exer-
cises?

Do you have the ability to push out or pull in geospatial data or
web-based services across the Internet?

Do you have backup satellite communications systems to trans-
mit geospatial data when necessary?
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1 (For the state emergency management agency and the state GIS
coordinator) Have you worked together to develop an up-to-date
inventory of geospatial hardware available for use in an emer-
gency (and around-the-clock contact information) in your state?

d (For FEMA) Have you developed a secure web site with this in-
ventory and around-the-clock contact information for each state?

d (For FEMA) Have you developed a secure, national GIS web-
based application to enable data to be accessed by authorized us-
ers across the country?
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Workshop Agenda and Participants

WORKSHOP ON GEOSPATIAL INFORMATION
FOR DISASTER MANAGEMENT

Agenda

Wednesday, October 5, 2006

8:30 a.m. Continental Breakfast

9:00 Welcome (Goodchild)

PANEL 1: User Needs: Requirements and Gaps
9:10 Introduction (Donahue, Bruzewicz)
9:15 Panelist Remarks

Questions by Committee
Open Discussion
10:35 Summary of Discussion (Donahue, Bruzewicz)

10:40 Break

PANEL 2: Data and Tools: Requirements and Gaps
11:00 Introduction (Goodchild, Cutter)
11:05 Panelist Remarks

Questions by Committee

Open Discussion

173
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12:25 p.m. Summary of Discussion (Goodchild, Cutter)
12:30-1:30 Lunch

PANEL 3: Interoperability
1:30 Introduction (Moeller, Hu, Reed, Klavans)
1:35 Panelist Remarks
Questions by Committee
Open Discussion
2:55 Summary of Discussion (Moeller, Hu, Reed, Klavans)

3:00 Break

BREAKOUT SESSION
3:30-5:00

1—Members Room
2—Room 142

3—Room 146

PLENARY SESSION
5:00 Summary of Breakout Sessions

5:30 Adjourn

5:30 Reception in Great Hall

Thursday, October 6, 2006

Venue: Members Room

8:30 am. Continental Breakfast

PANEL 4: Training
9:00 Introduction (Stanley, Cutter)
9:05 Panelist Remarks
Questions by Committee
Open Discussion
10:25 Summary of Discussion (Stanley, Cutter)

10:30 Break
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PANEL 5: Data Accessibility and Security
11:00 Introduction (Gomez, Monmonier, Oswald)
11:05 Panelist Remarks
Questions by Committee
Open Discussion
12:25 p.m. Summary of Discussion (Gomez, Monmonier, Oswald)

12:30 Lunch

BREAKOUT SESSION
1:30-3:00

1—Members Room
2—Room 142

3—Room 146

3:00 Break

PLENARY SESSION

3:30 Reports from Breakout Session
4:00 Wrap-up of Workshop

4:30 Adjourn

Session Panel Members and Chairs

Session 1: User Needs: Requirements and Gaps

Amy Donahue, University of Connecticut (co-chair)

Andy Bruzewicz, U.S. Army Corps of Engineers (co-chair)

Jim McConnell, New York City Office of Emergency Management

Michael Payne, Pierce County, Washington

Suha Ulgen, United Nations Office for the Coordination of
Humanitarian Affairs

Bruce Davis, Department of Homeland Security

Session 2: Data and Tools: Requirements and Gaps

Mike Goodchild, University of California, Santa Barbara (co-chair)

Susan Cutter, University of South Carolina (co-chair)

Paul Densham, University College London (co-chair)

Michael Hodgson, University of South Carolina

Tim Johnson, North Carolina Center for Geographic Information and
Analysis

Bob Chen, Columbia University
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Stephen Smith, Oak Ridge National Laboratory

Earnie Paylor, WorldTech Inc.

John Perry, Federal Emergency Management Agency (FEMA)
Charles Huyck, ImageCat

Session 3: Interoperability

John Moeller, Northrup Grumman TASC (co-chair)

Pat Hu, Oak Ridge National Laboratory (co-chair)

Judith Klavans, University of Maryland (co-chair)

Carl Reed, Open Geospatial Consortium (co-chair)

Judith Woodhall, COMCARE

Craig Stewart, GeoConnections Secretariat, Natural Resources Canada
Tom Merkle, Capital Wireless Integrated Network

Tony Spicci, Missouri Department of Conservation

John Contestabile, Maryland Department of Transportation

Eric Anderson, City of Tacoma, Washington

Session 4: Training

Ellis Stanley, Los Angeles Emergency Preparedness Department (co-chair)
Susan Cutter, University of South Carolina (co-chair)

Sue Kalweit, Booz Allen Hamilton

David McEntire, University of North Texas

Robert Slusar, Northrup Grumman IT TASC

Ron Wilson, National Institute of Justice

John Hwang, California State University, Long Beach

Session 5: Data Accessibility and Security

Pete Gomez, Xcel Energy (co-chair)

Mark Monmonier, Syracuse University (co-chair)

Bruce Oswald, New York State (retired) (co-chair)

Don Welsh, New York State Office of Cyber Security and Critical
Infrastructure Coordination

Peter Gomez, Xcel Energy

Beth Lachman, Rand Corporation

Harlan Onsrud, University of Maine
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Biographical Sketches of
Committee Members and Staff

Michael F. Goodchild (NAS) is a professor of geography at the Univer-
sity of California, Santa Barbara, and chair of the Executive Committee of
the National Center for Geographic Information and Analysis. He re-
ceived a B.A. in physics from Cambridge University and a Ph.D. in geog-
raphy from McMaster University. He taught at the University of Western
Ontario for 19 years before moving to his present position in 1988. His
research interests focus on the generic issues of geographic information,
including accuracy and the modeling of uncertainty, the design of spatial
decision support systems, the development of methods of spatial analy-
sis, and data structures for global geographic information systems (GIS).
He has received several awards and published numerous books and jour-
nal articles. He is a member of the National Academy of Sciences, and a
member of the National Research Council’s (NRC’s) Geographical Sci-
ences Committee, and was a member and a chair of the NRC’s Mapping
Science Committee (1992-1999).

Andrew J. Bruzewicz is director of the U.S. Army Corps of Engineers
(USACE) Remote Sensing/GIS Center and has served as the program
manager for the Corps’ civil works geospatial research and development
program since its inception in 1998. Since 1991, he has conducted research
on the application of geospatial technologies to disaster preparedness,
planning, and response, and since 1999, he has been integrating these tech-
nologies into the USACE emergency management processes. Mr.
Bruzewicz is presently the team leader for the Corps’ GIS Planning and
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Response Team and serves as the Corps’ liaison to the Federal Emergency
Management Agency (FEMA) for geospatial data collection and sharing
during disasters. He is the past national education chair of the American
Society for Photogrammetry and Remote Sensing and has presented at
two National Academies workshops. Mr. Bruzewicz holds an A.B. in eco-
nomics and an A.M. in geography from the University of Chicago.

Susan L. Cutter is the director of the Hazards Research Lab, a research
and training center that integrates geographical information processing
techniques with hazards analysis and management, as well as a Carolina
Distinguished Professor of Geography at the University of South Caro-
lina. She received her Ph.D. in geography from the University of Chicago.
She is the co-founding editor of an interdisciplinary journal Environmental
Hazards, published by Elsevier. She has worked in the risk and hazards
fields for more than 25 years and is a nationally recognized scholar in this
field. She has authored or edited eight books and more than 50 peer-
reviewed articles. Dr. Cutter is a fellow of the American Association for
the Advancement of Science (AAAS), was president of the Association of
American Geographers (1999-2000), and is a member of the NRC’s Geo-
graphical Sciences Committee.

Paul J. Densham is a reader in geography and a researcher in the Centre
for Advanced Spatial Analysis at University College London (UCL). His
research interests and publications focus on spatial decision support sys-
tems, locational analysis, GIS, and parallel algorithms for spatial prob-
lems. Prior to joining UCL, he was an assistant professor of geography at
the State University of New York at Buffalo and a research fellow in the
U.S. National Center for Geographic Information and Analysis (NCGIA).
He co-led NCGIA’s research initiatives Spatial Decision Support Systems
and Collaborative Spatial Decision Making, and led the investigation Par-
allel Computation and GIS. Dr. Densham has applied spatial decision sup-
port systems in his work on dynamic location strategies for emergency
service vehicles (with Cadcorp, Ltd.) and other work with the Environ-
mental Systems Research Institute, HSBC, NYNEX Science and Technol-
ogy, lowa Department of Education, and planning offices and govern-
ment shops in India; he has also worked on migration and biodiversity
problems. He holds a B.A. in geography and economics from the Univer-
sity of Keele, an M.Sc. in operational research from the University of Bir-
mingham, and a Ph.D. in geography from the University of lowa.

Amy K. Donahue is associate professor of public policy at the University

of Connecticut. Dr. Donahue’s research focuses on the productivity of
emergency response organizations and on the nature of citizen demand
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for public safety. For the past two years, Dr. Donahue has served as a
technical adviser to the Department of Homeland Security’s (DHS’s) Sci-
ence and Technology Directorate, helping to develop research and devel-
opment programs to meet the technological needs of emergency respond-
ers. From 2002 to 2003, Dr. Donahue served as senior adviser to the
Administrator for Homeland Security at the National Aeronautics and
Space Administration (NASA). She was the agency’s liaison with DHS
and the Homeland Security Council and identified opportunities for
NASA to contribute to homeland security efforts across government. In
2003, Dr. Donahue spent three months in Texas helping manage the Co-
lumbia recovery operation, an intergovernmental response that involved
450 organizations and 25,000 responders. Prior to her affiliation with the
University of Connecticut, Dr. Donahue was a senior research associate at
the Alan K. Campbell Public Affairs Institute at Syracuse University. She
also has 20 years of training and field experience in an array of emergency
services-related fields, including managing a 911 communications center
and working as a firefighter and emergency medical technician in
Fairbanks, Alaska, and upstate New York. As a distinguished military
graduate of Princeton’s Reserve Officer Training Corps, she served on
active duty for four years in the 6th Infantry Division, rising to the level of
captain. Dr. Donahue holds her Ph.D. in public administration and her
M.P.A. from the Maxwell School of Citizenship and Public Affairs at Syra-
cuse University. Her B.A. from Princeton University is in geological and
geophysical sciences.

J. Peter Gomez is manager of information requirements for Xcel Energy.
He has broad knowledge and experience of critical infrastructure protec-
tion, particularly in the context of gas and electric system planning and
design, asset management, and data system integration. Mr. Gomez has
been with Xcel Energy (formerly the Public Service Company of Colo-
rado) since 1985. His current responsibilities include the expansion of the
corporation’s asset management system across the company’s 10-state ser-
vice territory. He also serves as a primary business liaison between Xcel
Energy’s operations organization and IBM, the information technology
business partner of Xcel Energy. Earlier, he led Xcel Energy’s Geographic
Information System and Outage Management System application devel-
opment organization. Mr. Gomez received a B.S. degree in mechanical
engineering from New Mexico State University. He has served on advi-
sory boards for the Colorado School of Mines, Metro State University, and
the Denver Public Schools Career Development Center. Since 2000, Mr.
Gomez has been on the Board of Directors of the Geospatial Information
Technology Association (GITA) and served as its president in 2005.
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Patricia Hu is director of the Center for Transportation Analysis at the
Engineering Science and Technology Division of Oak Ridge National
Laboratory (ORNL). She has been at ORNL since 1982 and in her current
position since 2000. Ms. Hu contributed to DHS’ research and develop-
ment plan for critical infrastructure protection. Additionally, she led a
team (supported by the Transportation Security Administration) that
studied the domain awareness of U.S. food supply chains by linking and
analyzing geospatial data on transportation networks, traffic volume,
choke points and congestion, freight flow, and traffic routing. Ms. Hu
holds a B.C. from the National Chengchi University, Taipei, Taiwan, and
an ML.S. in mathematics and statistics from the University of Guelph,
Guelph, Ontario, Canada. Currently, she chairs the NRC’s Transportation
Research Board (TRB) Committee on National Data Requirements and
Programs and has been a member of more than 10 other TRB committees.

Judith Klavans is director of research at the Center for Advanced Study
of Language in the College of Information Studies, University of Mary-
land. Her research is in digital libraries, linguistics, and natural language
systems. Until 2004, she was director of the Center for Research on Infor-
mation Access at Columbia, which is responsible for linking theoretical
computer science research with operational applications such as digital
libraries and digital government. She is a principal investigator in several
large projects, including the National Science Foundation (NSF) funded
PERSIVAL medical digital library, the NSF and Bureau of Labor Statistics
(BLS) supported Digital Government Research Center joint with Univer-
sity of Southern California-ISI, the TIDES (Translingual Information De-
tection, Extraction, and Summarization) multilingual summarization
project funded by the Defense Advanced Research Projects Agency, and
most recently, the Mellon-supported CLiMB (Computational Linguistics
for Metadata Building) project, which links text and image collections.
Prior to arriving at Columbia, Dr. Klavans spent nearly 10 years in the
Computer Science Division of the T.]. Watson IBM Research Division,
where her work included extracting information from machine-readable
dictionaries, building bilingual aligned phrasal dictionaries, and text-to-
speech. Earlier, she was postdoctoral fellow at the Massachusetts Institute
of Technology in linguistics and computer science. Dr. Klavans holds a
Ph.D. and an M.A. in linguistics from the University of London, an M.Ed.
in English as a second language from Boston University, and a B.A. in
Spanish and mathematics from Oberlin College.

John J. Moeller is senior principal engineer at Northrop Grumman TASC

(The Analytical Sciences Corporation). He is senior adviser for geospatial
interoperability, geospatial architectures and infrastructures, and national
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and international geospatial policy and strategic issues. Prior to joining
TASC in 2002, Mr. Moeller accumulated 34 years of federal government
management and leadership experience, including 7 years as staff direc-
tor of the Federal Geographic Data Committee, 24 years in leadership roles
at the Bureau of Land Management, and 3 years as an officer in the U.S.
Army. Mr. Moeller has received numerous awards and letters of com-
mendation for outstanding performance, and received the Federal Com-
puter Week 2002 Federal 100 award presented to 100 leaders who made a
difference in federal information technology during 2001. He has a B.S. in
forestry from the University of New Hampshire and an M.S. in natural
resource management from the State University of New York.

Mark Monmonier is the distinguished professor of geography at Syra-
cuse University. Dr. Monmonier has used geographic information sys-
tems extensively as a tool in estimation and communication of risk and
uncertainty with natural and technological hazards. In addition, he re-
searches the use of multimedia and other advanced technologies in the
design and use of maps throughout society as analytical and persuasive
tools in homeland security, journalism, politics, public administration, and
science. Furthermore he researches the legal and ethical issues in intellec-
tual property, liability, privacy, and public access and in mapping policy
at the state and national levels. He is the author of nine books, including
How to Lie with Maps. Dr. Monmonier has received numerous awards,
including the Globe Book Award for Public Understanding of Geogra-
phy, and awards from the Canadian Cartographic Association, the Ameri-
can Geographical Society, the Pennsylvania Geographical Society, and the
Association of American Geographers. Dr. Monmonier was a member of
the NRC’s Mapping Science Committee from 1999 to 2005. He has a B.A.
from the Johns Hopkins University and an M.S. and Ph.D. from the Penn-
sylvania State University.

Bruce Oswald is vice president of public sector geospatial solutions for
the James W. Sewall Company. Mr. Oswald leads the company’s Public
Sector GIS Consulting Group, where he directs Sewall projects and initia-
tives at the statewide and state-agency level. Founded in 1880, Sewall has
provided comprehensive GIS consulting services to government, utility
companies, and the forest industry since the 1970s. Prior to joining Sewall,
Mr. Oswald was the assistant director and chief information officer of the
New York State (NYS) Office of Cyber Security and Critical Infrastructure
Coordination. There he was responsible for the implementation of New
York’s cyber security and statewide GIS programs, as well as its critical
infrastructure coordination efforts in response to the terrorist attacks on
the World Trade Center. Mr. Oswald also served as the chair of the NYS

Copyright National Academy of Sciences. All rights reserved.


http://www.nap.edu/11793

Successful Response Starts with a Map: Improving Geospatial Support for Disaster Management

182 APPENDIX E

GIS Coordinating Body. He has been involved in the use of GIS for emer-
gency response for major snow and ice storms, hurricanes, landslides, and
potential and real terrorist events since 1998 and in the development of
New York’s new Critical Infrastructure Application, which provides ac-
cess to geographic information technology for nontechnical emergency
responders. Prior to serving in that position, Mr. Oswald served as the
assistant director for statewide initiatives within the NYS Office for Tech-
nology as well as the director of the Center for Geographic Information.
Mr. Oswald is a certified project management professional and a licensed
landscape architect. He holds B.S. degrees in environmental science and
landscape architecture from the College of Environmental Science and
Forestry at Syracuse University, and an M.B.A. from Rensselaer Polytech-
nic Institute.

Carl Reed is currently the chief technology officer of the Open Geospatial
Consortium, Inc. (OGC), a nonprofit trade association with a current mem-
bership of 270 commercial, government, and academic organizations
whose primary objective is to create a consensus forum and related indus-
try collaboratives to solve technical and business development problems
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