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Preface

The Department of Defense Joint Program Executive Office for Chemical
and Biological Defense (DoD JPEO-CBD) requested that a committee of the
National Research Council review current biological point-detection system test-
ing protocols and integrated evaluation methodologies. Specific consideration of
the Joint Biological Point Detection System (JBPDS) and a whole system live
agent test and evaluation (T&E) strategy were requested.

The focus of the final report is a specific proposal from the West Desert Test
Center, Dugway Proving Ground (DPG) for a whole system live agent testing
facility (WSLAT). The committee considered scientific, technological and regu-
latory aspects of the WSLAT proposal in its critique and offers suggestions for
improvement if WSLAT were selected as part of the near term test and evaluation
strategy. Because of identified schedule and scientific risks, we suggest an alter-
nate approach that focuses test and evaluation efforts on leveraging existing data,
improving agent simulants, representing appropriate inhibitors and backgrounds,
and modeling for performance prediction to extrapolate from relatively con-
trolled environments with simulant testing to complex environments with live
agent operations. The committee believes that the DOD, in fact, needs significant
resources to expand the T&E strategy to include elements of both approaches.

The committee’s report was originally transmitted to the sponsor on July 23,
2004, requesting confirmation that the report is in fact unclassified and can be
made available to the public without restriction, to include the possibility of
posting it on the National Academy of Sciences’ (NAS) world wide web site. On
September 24, 2004, BG Stephen V. Reeves, U.S. Army, Joint Program Executive
Officer for Chemical and Biological Defense, informed the NAS that JPEO-CBD

ix
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“recommends that the distribution of the subject report be restricted to U.S.
Government Agencies and their contractors only.”! Further, the letter states
“Though the report is unclassified, per Department of Defense Directive 5230.24,
the distribution must be restricted because it contains information concerning
keystone test equipment, characterized in the regulation as “critical technology.”
Additionally, potential military applications, system test and evaluation limita-
tions, and biological defense vulnerabilities are discussed throughout the docu-
ment. The document should also be marked export-controlled per Department of
Defense Directive 5230.25.”

Section 15 of the Federal Advisory Committee Act (FACA) provides that the
Academy shall make its final report available to the public unless the Academy
determines that the report would disclose matters described in one or more of the
exemption provisions under the Freedom of Information Act (FOIA). If the
Academy determines that the report would disclose matters described in one or
more of the FOIA exemptions, “the Academy shall make public an abbreviated
version of the report that does not disclose such matters.”

Paragraph 4.5 of DoD Directive 5230.25 states “The authority provided
herein may not be used to withhold from public disclosure unclassified informa-
tion regarding DoD operations, policies, activities, or programs, including the
costs and evaluations of performance and reliability of military and space equip-
ment. When such information does contain technical data subject to this Direc-
tive, the technical data shall be excised from that which is disclosed publicly.”
Accordingly, all technical data has been excised from the attached Summary.

The Academy has determined that this Summary does not disclose matters
described in any of the FOIA exemptions.

All of the committee’s recommendations remain identical to the recommen-
dations in the version of the report delivered to JPEO-CBD.

ILetter, BG Stephen V. Reeves, U.S. Army, Joint Program Executive Officer for Chemical and
Biological Defense to Mr. Kevin Hale, Director, Program Security, The National Academies,
September 24, 2004.
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Executive Summary

Biodetector validation is based on a range of metrics that should increase
confidence in the system and its ability to meet specific performance goals. In the
end the warfighter wants confidence in a system’s performance and the sponsor
wants assurance that the funds are well spent. Both of these goals require
managing risks.

In its Statement of Work (see Appendix) the committee was asked to “review
current biological point-detection system testing protocols and integrated evalua-
tion methodologies”, and “assess the feasibility and benefits of the DOT&E
[Director, Operational Test and Evaluation] requirement for a systems-level,
active agent testing capability.” Despite the importance of the Joint Biological
Point Detection System (JBPDS) production decision, the committee is not
convinced that the planned Whole System Live Agent Testing (WSLAT) facility
alone will provide the information required for that decision. Without an inte-
grated test and evaluation methodology and a suite of optimized and dependable
simulants, the agent/simulant correlation measurements intended to be conducted
in WSLAT and elsewhere will not be meaningful. Also, changes in threat require-
ments and unexpected results with live agents in WSLAT or other facilities will
require dependable simulants and a consistent test methodology for resolution.
The WSLAT performance requirements document equivocates on critical threat
details, and was changed during the committee’s work.

A preliminary review and assessment of these issues was made by the com-
mittee in its interim report. In Chapter 1 of this report, the committee provides a
general introduction and a summary of the Interim Report that addressed the first
item of the committee’s Statement of Work.
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2 TESTING AND EVALUATION OF BIOLOGICAL POINT DETECTORS

With additional data available to the committee, these issues are examined in
further detail in Chapter 2. Additionally, the committee was asked in its State-
ment of Work to review the Whole System Live Agent Testing proposal provided
under a study from the West Desert Test Center, Dugway Proving Ground. This
review is provided in Chapter 3 of this report.

In its overall evaluation the committee agrees with the concept of WSLAT,
or a WSLAT-like facility, in which biological detectors will be evaluated against
threat representative challenges. However, the committee concludes that the pur-
poses and need for WSLAT must be clarified and defined more rigorously, since
the proposed WSLAT program carries high schedule risk, high cost and question-
able feasibility of adequate system performance. The WSLAT program does not
present a clear plan for the testing to be done, data to be produced, or how the data
will be analyzed and applied to the decision. These issues have not yet been
addressed and included in schedule and budget plans for WSLAT.

The committee concludes that in parallel with the planned WSLAT program,
an essential matching effort is needed by the DOD to develop a well-defined
testing and evaluation methodology.

In Chapter 2, the committee provides the following three high-level recom-
mendations (recommendations 2-1, 2-2, and 2-3), and justification relative to the
Interim Report and information provided to the committee subsequent to the
release of the Interim Report.

Recommendation 2-1: A scientifically credible integrated test and evalu-
ation methodology should be established and implemented to guide
sensor validation and subsequent production decisions.

This test and evaluation methodology is detailed further in recommendations
2-4,2-5, and 2-6.

Recommendation 2-2: Facilities are needed for validation of JBPDS and
other biodetection systems, and should be developed in a phased manner
where each phase adds to the ability to predict performance capability
of the system under testing.

This facility could be a WSLAT-like facility that evolves from the original
concept to support changes in the test and evaluation methodology and to address
shortcomings identified by the committee in its review. The recommended
strategy is to work backwards from the integrated T&E plan to the data and
analysis needed and then to specification of appropriate facilities and infra-
structure. A mobile whole system T&E capability is recommended to address
T&E in representative environments and backgrounds.

Recommendation 2-3: An independent expert advisory committee
should be created to provide guidance on JBPDS testing and subsequent
detection system development.
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Based on the collective expertise and experience of the committee, the tech-
nical challenges inherent in the development and implementation of evaluation
methodology for the JBPDS warrant outside scientific advice through an inde-
pendent team. Because this team could be composed of individuals both inside
and outside DOD, more wide ranging scientific expertise can assist project
managers in moving forward with additional confidence in the scientific rationale
for the decisions that DOD needs to make.

The integrated T&E plan should be externally peer reviewed as should any
anticipated changes to the WSLAT proposal.

Each of the following recommendations related to testing and evaluation
methodology is developed in detail in Chapter 2.

Recommendation 2-4: A suite of optimized and dependable simulants
should be developed.

Recommendation 2-5: Modeling and correlation analyses of components
and whole systems should be developed.

Recommendation 2-6: Testing and modeling should be constructed in
complex, operationally realistic environments.

With the exception of component testing of simulants and live agents, it is
clear that Dugway Proving Ground does not currently have adequate test facilities.
It is for this reason that the committee recommends that a Whole System Killed
Related Agent Testing (WSKRAT) facility be constructed and used to begin
implementation of the test methodology described above.

Recommendation 2-7: A WSKRAT facility should be constructed that
would permit the development of predictive models and the testing of
the adequacy of killed related-strain agents as simulants for live agents.

The use of killed related strain agents provide the best opportunity to both
mimic live agents and to pass regulatory hurdles that may limit testing. Another
advantage of such a facility is that WSKRAT would be a fully contained system
with no open-air release, implying that some testing can begin immediately. In
addition, by avoiding the use of live agents, it should be possible to construct a
mobile WSKRAT facility that can test in realistic operational environments.

Recommendation 2-8: A WSKRAT mobile test facility should be con-
structed to assess the ability of system models to predict whole system
behavior in operational environments.

While the committee is convinced that the development of WSKRAT is
essential as part of a complete set of test and evaluation facilities, a WSLAT-like
facility also will be necessary. However, without the needed data provided by a
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graded approach that includes WSKRAT, a WSLAT itself will not represent an
adequate test strategy.

Recommendation 2-9: A test facility should be constructed for final
validation of JBPDS or any future point detection system.

In Chapter 3, the committee provides its evaluation of the WSLAT feasibility
study, the second item in the committee’s Statement of Work, including the
following recommendation and a summary of the justification developed more
fully in Chapter 3.

Recommendation 3-1: An analysis of alternative WSLAT design
approaches that would include comparisons of the various key perfor-
mance requirements in each design approach should be undertaken. The
analysis should include a thorough discussion and analysis of risk, miti-
gation methods, and development of a sound risk mitigation plan.

The committee is not optimistic that the proposed WSLAT approach will
succeed. The design has major unresolved technical questions. The schedule is
highly compressed and is already behind. The committee also concluded that risk
identification, analysis, and proposed management were particularly weak. The
committee’s observations on the feasibility study are presented in three groups.
The first addresses the requirements analysis, the second addresses the scientific
and engineering approach, and the third group of comments addresses regulatory
and policy concerns.

In addition to these comments specifically about the WSLAT feasibility
study, the committee notes that a credible testing program requires more than
testing facilities. Supporting methodology, materials (e.g., agents and simulants),
and validated processes are also needed. To be useful, WSLAT should be operated
according to an overall, integrated test and evaluation methodology. The live
agents it will use must be validated and correlated with a suite of optimized and
dependable simulants. Neither the methodology nor the suite of simulants is
adequate, and WSLAT alone will not suffice.

In Chapter 4, the committee suggests an alternative and complementary
process for the testing and evaluation of biopoint detection systems in light of the
recommendations and evaluations provided by the committee in this report.

Assuming that simulants can be selected that mimic the biological agents! of
concern, the predictive capability of the system performance testing protocol
increases in the following order (this list is in order of increasing confidence
levels):

IBiological agents are live microorganisms or toxins that can incapacitate or kill humans and ani-
mals, and damage crops.
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Level 1 Component testing with simulants

Level 2 Component testing with live agents

Level 3 Whole system testing with simulants alone

Level 4 Whole system testing with live agents

Level 5 Whole system testing with simulants under environmentally
representative conditions

Level 6 Whole system testing with live agents under environmentally

representative conditions

Recommendation 4-1: Assuming good simulants exist, the committee
recommends testing to proceed from component testing with simulants
(Level 1), and live agents (Level 2), through whole system testing with
simulants (Level 3), and then to whole system testing with simulants
under environmentally representative conditions (Level 5).

With an ideal simulant, there will be sufficient confidence in the simulant’s
ability to faithfully mimic the agent(s) of concern that whole system live agent
testing will not be required. If such simulants do not exist then Level 4 (WSLAT)
is necessary before going to Level 5. The committee’s position is that testing at
Level 5 should be the minimum for system certification. The committee assumes
that Level 6 will not be permitted as part of any evaluation procedure.

A WSLAT-like capability likely may be necessary in the future because ade-
quate simulants for all agents of concern will not be found, or because adequate
simulants may prove to be too time consuming or costly to develop for all agents
of concern, or because new agents of concern may arise for which a WSLAT
capability is needed to support the warfighter in the field on short notice, or
because the modeling may not develop dependable relationships in all cases.

A WSLAT facility alone will not obviate the needs for an integrated T&E
plan, method development including better simulants, and modeling and analysis
for predicting operational performance against live agents. The commitment to
develop a feasible WSLAT plan, therefore, necessitates parallel investments in
these other areas.
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Introduction

INTERIM REPORT SUMMARY

Prior to the present Final Report, the committee issued an Interim Report that
addressed several of the committee’s tasks for this study (the committee’s state-
ment of task can be found in the Appendix). A brief summary of the Interim
Report is provided below.

The committee developed a technical framework that considers the decision
process for test and evaluation, including the WSLAT option. The risk mitigating
value of live agent simulants and component-level testing were evaluated in the
context of biological point detection systems in general and JBPDS in particular.
Three specific questions are integral to the decision framework.

1. Are simulants good surrogates for live agents?

2. Can whole system performance against live agents be predicted from
whole system and component testing with simulants?

3. Are testing methodology and facilities adequate and complete?

Are Simulants Good Surrogates for Live Agents?

The four most commonly used biothreat agent simulants under consideration,
Bacillus subtilis var niger (BG), Erwinia herbicola (EH), Male Specific Coliphage
(MS2), and Ovalbumin (OV) were evaluated for effectiveness as live agent surro-
gates. The consensus of the committee is that BG is the only reasonable surrogate
for a full range of biothreat agent properties (e.g. physical, antigenic).
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A single simulant is unlikely to meet the requirements for all live agents of
concern; therefore, the committee believes that representative simulants may be
selected for classes of similar or related live agents.

When available, killed related strains provide effective surrogates to biothreat
agents, with the benefit of less stringent handling. The component tests can be
conducted at lower biosafety levels than the corresponding live-agent tests,
thereby greatly increasing the flexibility and variability of component testing
(although the live-agent component testing is still required).

The committee supports the use of the current simulants in open-air whole-
system tests as part of operational checkout, i.e., environmental tolerances,
maintenance and logistical support.

The use of killed related strains may not obviate the need for a WSLAT
facility. It remains to be determined whether whole system performance can be
extrapolated from component testing.

Can Whole System Performance Against Live Agents Be Predicted from
Whole System and Component Testing with Simulants?

Determination of the relationships between component and whole system
measurements requires a high degree of systematic testing and analysis. Multiple
performance models relating system response to simulants and live agents should
be considered to address the different metrics, including sensitivity and false alarm
rates, in component and whole system testing.

To address component-whole system correlation at an appropriate level of
detail, there should be an integrated experimental plan, coordination of data
analysis reports across component and system T&E, system modeling, and
creation of an integrated evaluation team. Data will be needed for each simulant
category from components and whole system testing, as well as data from com-
ponent testing for selected agents of concern.

The committee considered the risks and benefits of several whole system
testing approaches. The committee is of the opinion that whole system killed
related agent testing (WSKRAT) may provide nearly the same level of confidence
as WSLAT, while conferring low risk of failure because much of the testing can
be done in existing facilities. This opinion assumes that killed related agents can
be identified and demonstrated for all live biological agents of concern.

The committee has also examined the options for whole-system testing,
including simulant only, killed agent, killed related strain, and live agent. Assum-
ing that comparative tests are conducted and validate the use of killed related
strain pathogens, they should be used when possible so that the opportunities for
aerosol testing can be increased to include tunnel tests of the whole system.
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Are Testing Methodology and Facilities Adequate and Complete?

Both the test methodology and the facilities appear to need additional resources
to pursue WSLAT or any of the other options the committee investigated. A WSLAT
facility would provide value to both military and counterterrorism programs. How-
ever, the committee has concerns that regulatory requirements and meeting all legal
stipulations will delay construction and use of a WSLAT facility in time to impact
JBPDS decisions. Even if the schedule were guaranteed, extensive testing will be
required. Even more important from the point of view of facilities is the fact that
there are pathogens that simply cannot be done with a WSLAT strategy.

To date there has been insufficient work to define “representative” back-
grounds that could then be reproduced in controlled testing facilities.

A possible means for achieving this in the near term is to inject “qualitative”
background aerosols into low containment whole system testing. In parallel, the
DOD should undertake efforts to develop quantitatively defined, representative
background aerosols that can be reproducibly injected into whole system tests.

To mitigate the risk of WSLAT the committee recommends an investigation
of the predictive value of using killed related agents as simulants. A Whole
System Killed Related Agent Test (WSKRAT) strategy significantly reduces
schedule risks and possibly OT&E costs compared to WSLAT. In the committee’s
opinion, an alternative approach to WSKRAT, using a Whole System Killed
Agent (WSKAT) strategy, would not significantly reduce the costs or schedule
risks compared with WSLAT. In addition to the challenges associated with bio-
logical agents, the T&E strategy should formally incorporate system performance
variation associated with changing backgrounds and inhibitors that are represen-
tative of deployment environments, and should decrease technical risks.

THE FINAL REPORT

The Whole System Live Agent Testing (WSLAT) proposal was not specifi-
cally evaluated in the Interim Report, but was generally considered as one option
to assist in the JBPDS full-rate-production (FRP) decision process.! At the time
of drafting its Interim Report the committee had little documentation to support
its answers to the questions addressed in that report; subsequently the committee
received several briefings, reports, data summaries, and communications with
representatives of the Joint Program Executive Office for Chemical and Biological
Defense (JPEO-CBD). Although it has not seen complete information, the com-
mittee believes that it is sufficiently aware of the types of data that have been
generated to elaborate on and complete its recommendations. Thus, the purpose
of this final report is to expand upon the recommendations provided in the interim
report and to evaluate the specific WSLAT proposal under consideration.

1“Full-rate production” is defined as contracting for economic production quantities following sta-
bilization of the system design and validation of the production process.
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The remainder of the report is structured into three chapters. Chapter 2
summarizes the committee’s high-level recommendations that result from its
evaluation of data, briefings, and reports that became available after the release of
the Interim Report and that address the need for development of a scientifically
credible evaluation plan. Note that no information obtained subsequent to the
release of the Interim Report has altered the primary recommendations that we
made; rather, any new information has served primarily to strengthen our confi-
dence in the credibility of these recommendations. Chapter 3 examines the
WSLAT proposal under current consideration, addressing the questions;

1. Will construction of the WSLAT facility, as defined in the current
proposal, provide a capability for JBPDS testing that currently does not
exist? Yes, it would be a unique facility that will require an associated enhanced
infrastructure.

2. Is this capability technically necessary and sufficient? The capability
is necessary to provide a basis for a JBPDS FRP decision on a reasonable time
scale, but not sufficient. Additional capabilities will be needed in new methods,
modeling and analysis to extrapolate WSLAT data to detector performance in
operational environments.

3. Can this facility be constructed within the schedule constraints imposed
by the full-rate production decision? Uncertain, because the committee has
identified areas for technical improvement in the specific proposal as well as in
the overall T&E plan that increase schedule risks.

4. What is the technical risk to the JBPDS program of not fabricating
the WSLAT facility as proposed? The technical risk to the JBPDS program is
the risk of not having the methodology to properly use the results from WSLAT.
Without good methodology there is also the risk of accepting (or rejecting) the
JBPDS based on incomplete or faulty test data. If the technical evaluation cannot
be completed, then the JBPDS FRP slips day for day until they can develop
another strategy. Technical and schedule risk for WSLAT can be reduced by
addressing the areas of concern the committee identifies in Chapter 3 and holding
an external design review for the updated plan.

Chapter 4 provides an outline of recommended evaluation strategies that the
committee believes are both technically defensible and that will more adequately
support the Army’s needs for biological agent? detection system testing and evalu-
ation than would the current WSLAT proposal alone.

2Biological agents are live microorganisms or toxins that can incapacitate or kill humans and
animals, and damage crops.
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2

Overview and High-Level
Recommendations

There are three high-level recommendations that derive from the committee’s

assessment of the current testing and evaluation methodologies.

Recommendation 2-1: A scientifically credible integrated test and evalu-
ation methodology should be established and implemented to guide
sensor validation and subsequent production decisions.

Recommendation 2-2: Facilities needed for validation of JBPDS and
other biodetection systems should be developed in a phased manner
where each phase adds to the ability to predict performance capability
of the system under testing.

Recommendation 2-3: An independent expert advisory committee
should be created to provide guidance on JBPDS testing and subsequent
detection system development.

Each of these recommendations will be discussed in detail in the following

sections. Additional recommendations related to these high-level recommenda-
tions are also in these sections.

TEST AND EVALUATION METHODOLOGY

As the committee received information on the process by which the JBPDS

program had identified performance requirements, presented testing criteria, and
evaluated early sensor constructs, it became clear that a systematic and scientifi-
cally credible test methodology would still be needed to guide production deci-

10
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sions for JBPDS. As detailed in the interim report, this test methodology should
comprise

e component testing with optimized simulants and live agents;

» whole system testing with simulants and, where necessary, live agents;

» predictive correlation analyses of component to whole system perfor-
mance; and

 testing and correlation analyses in realistic operational environments.

Although these testing elements appear straightforward, and much has been
done consistent with the committee’s recommendations, it appears that these test-
ing elements have not been applied in a systematic and rigorous manner to the
evaluation process as a whole. Therefore, the committee examined each of these
testing elements in order to provide further guidance and elaboration on their
justification and implementation.

The committee was not provided protocols and corresponding data to assess
the performance of JBPDS components or whole system upon which to base a
decision for operational deployment of these systems. The first fundamental need
for a credible integrated test methodology for JBPDS is the development of a
suite of well-correlated simulants for each live agent of concern or for appropriate
classes of live agents. The second need is the development of predictive models
and correlation analyses between component response and whole system
performance.

Recommendation 2-4: A suite of optimized and dependable simulants
should be developed.

It is important that the term “simulant” be clearly defined for the purposes of
this report. Simulants are nonpathogenic organisms that are employed to mini-
mize the exposure risks to testing personnel. In fact, simulants are anything that
provides useful, evaluative information on the performance of the system under
test, short of the actual biologically active, weaponized warfare agents them-
selves. Other terms used frequently in this report are defined as follows:

Live Agent—One or more of the viable pathogenic organisms or active toxic
compounds as cited in the International Task Force-6 (ITF-6) report of 9 Febru-
ary 1990.

Killed Agent—The nonviable or inactive forms of the aforementioned live
agents.

Live Related-Strain Agent—One or more viable organisms or active com-
pounds that closely resembles, genetically or chemically, a live agent as described
above EXCEPT that it is of low to zero pathogenicity, virulence or toxicity.

Killed Related-Strain Agents—Nonviable or inactivated form of related-
strain agent.
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The better the simulant (or surrogate) mimics the biological warfare agents
of concern (i.e., creates the same response in the system under test) the more
confidence evaluators and warfighters will have in the system’s ability to fulfill
its mission. Equally important to the biological verisimilitude of the simulant is
the ability for testers to employ the simulant in a threat representative manner and
in operationally relevant environments. In addition, simulants should be easily
quantifiable so that evaluators can in turn provide a quantitative measure of the
tested system’s performance. In summary, the ideal simulant will have the
following properties:

It will interact with the system under test in a manner that can be directly
correlated with the analogous warfare agent.

e It can be presented to the system under test in a threat representative
manner, and under operationally relevant environments.

o It supports quantitative measure of simulant challenges to the system
under test.

It should provide greater flexibility in whole system testing and evalua-
tion compared with actual agents.

The committee’s recommendations for better simulants derives entirely from
the need to exercise the system in as realistic a fashion as possible so that results
derived from simulant testing can be used to predict live-agent performance.
Optimization of the actual JBPDS performance itself should be an ongoing but
separate effort.

The committee suggests that the best simulants to mimic the behavior of live
agents would be killed agents or killed related strains of live agents.

Provided that the biodetection component response to these killed related
strain agents can be correlated with that of their pathogenic live counterparts,
their relative ease of growth, preparation, and handling will provide for more
realistic and frequent whole-system testing.

Recommendation 2-5: Modeling and correlation analyses of components
and whole systems should be developed.

Substantial emphasis was placed in the Interim Report on the importance of
developing both component and whole system performance prediction models.
The assumptions are twofold: (1) The component response to simulants can be
statistically correlated to those of live agents, and (2) whole system models can
be developed with good predictive value even in realistic environments. If these
assumptions are true, then component-to-whole-system modeling may enable live
agent performance prediction from simulant whole system testing, and therefore
obviate the need for WSLAT under some conditions.
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The committee notes that additional expertise in system modeling may be
required to supplement the current team that is slated to execute the tests; options
for providing this essential expertise should be explored.

Recommendation 2-6: Testing and modeling should be conducted in
complex, operationally realistic environments.

Degradation of performance when complex systems are taken to the field is
the rule rather than the exception, and this is the reason for the committee’s
consensus that testing in realistic environments is as important, if not more
important, than whole system testing against live agents. The integrated test
methodology should include a path forward for eventual tests in more challeng-
ing operational environments.

While the committee recognizes the complexity of such modeling and
analyses outlined above, we believe they are within the state of practice in the
field. The critical question then becomes, “Which facilities and expertise are
necessary and sufficient to support the testing and model validation?”

TESTING AND VALIDATION FACILITY REQUIREMENTS

In reviewing the available test facilities at DPG and in assessing what will be
needed for system validation it is clear that with the exception of component
testing of simulants and live agents, DPG does not currently have adequate test
facilities. It is for this reason that the committee recommends that a Whole System
Killed Related Agent Testing (WSKRAT) facility be constructed and used to
begin implementation of the test methodology presented in the previous section.
The WSKRAT would be a fully contained system with no open-air release.
Techniques for introduction of transient environmental interferents should be
developed to provide more realistic conditions for whole system testing.

Recommendation 2-7: A WSKRAT facility should be constructed that
would permit the development of predictive models and the testing of
the adequacy of killed related-strain agents as simulants for live agents.

As noted previously, it is essential to ultimately test in realistic operational
environments. While much can be learned from the introduction of collected
background air into the WSKRAT facility, it is difficult to reproduce the natural
variation found in the broad range of likely JBPDS deployment environments.
Therefore a mobile test facility should also be constructed that can accommodate
simulants that mimic live agents. The mobile WSKRAT would enable optimized
simulant challenges (to mimic live agents) in varying complex operational envi-
ronments. This system would offer capability in assessing operational perfor-
mance as well as in validating the whole system correlation models.
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Recommendation 2-8: A WSKRAT mobile test facility should be con-
structed to assess the ability of system models to predict whole system
behavior in operational environments.

The cornerstones of the committee’s recommended approach are high corre-
lation between component results for killed related strain and live agents and the
ability of predictive models to reproduce whole system behavior in operational
environments. A phased approach to test facility development has the advantages
of immediately proceeding with implementation of the systematic test and
evaluation methodology proposed while also providing valuable data to guide the
development of an end-point facility.

While the committee is convinced that the development and construction of
both stationary and mobile WSKRAT facilities are essential, we suspect that a
WSLAT facility also will be necessary as part of a complete set of test and evalu-
ation facilities. However, while WSLAT may become necessary, by itself it will
not represent an adequate test strategy. The proposed graded approach—includ-
ing WSKRAT—will provide the needed data.

Recommendation 2-9: A test facility should be constructed for final
validation of JBPDS or any future point detection system.

The arguments for a WSLAT-like facility are to

complete the validation of system models.

test systems or agents not amenable to modeling.

test agents not amenable to the killed related strain strategy.
establish the facilities and expertise.

D=

The committee stresses that design and construction of an appropriate test
Sacility requires generation of an extensive scientific body of evidence, as well
as substantial analysis and modeling, before an effective WSLAT facility can
be developed; reliance on the current WSLAT proposal alone will not ade-
quately address the needs for test validation to support JBPDS testing, evalua-
tion, and production. In summary, the committee proposes that the order of
priorities in test and evaluation should be

1. implementation of a scientifically credible, integrated test and evaluation
methodology;

2. component testing of simulants and live agents (and the development of
models to correlate the two);

3. component and whole-system testing in WSKRAT (and the development
of predictive system performance models);

4. testing and evaluation in complex operational environments (with model
refinement as required); and
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5. whole system live-agent testing and evaluation in a WSLAT-like facility
(with model validation).

ESTABLISHMENT OF AN INDEPENDENT ADVISORY COMMITTEE

The need for an independent expert committee to advise the JPEO on the
development of credible integrated test and evaluation methodology was apparent
by the lack of submission of any protocols and systematic methodologies for the
committee to review. The scientific, management, and regulatory demands of
such methods development are daunting, and JPEO would be well served by a
formal advisory committee to accelerate the progress and enhance the utility of
future products of the program.

The overall evaluation methodology for the JBPDS (and biological point
detectors in general) should be documented and submitted for peer review.

Recommendation 2-3: An independent expert advisory committee should
be created to provide guidance on JBPDS testing and subsequent detec-
tion system development.

Based on the collective expertise and experience of the committee, the
technical challenges inherent in the development and implementation of evalua-
tion methodology for the JBPDS warrant outside scientific advice through an
independent team. Because this team could be composed of individuals both
inside and outside DOD, more wide ranging scientific expertise can assist project
managers in moving forward with additional confidence in the scientific rationale
for the decisions that DOD needs to make.

This team should include a broad spectrum of expertise spanning the techni-
cal breadth required for the development, testing, and evaluation of systems such
as the JBPDS. Although the details of the charter for this team should be
determined by the JPEO-CBD and DOT&E, the committee recommends that this
advisory body be used to assess future proposals for test facilities and test and
evaluation protocols for JBPDS and next generation systems. The committee
expects that the proposed independent team will complement and greatly assist
the expertise resident in the existing programs.

Copyright © National Academy of Sciences. All rights reserved.


http://www.nap.edu/catalog/11287.html

Evaluation of the WSLAT Feasibility Study

This chapter presents the results of the committee’s review of the WSLAT
feasibility study! that was specifically requested in the Statement of Work. The
WSLAT feasibility study responds to the directive dated July 9, 2002, from the
Director, Operation Test and Evaluation (DOT&E) to incorporate whole system
testing with live biological warfare agents, both before and after the full-rate
production decision for JBPDS.? The committee’s consideration of the overall
need for WSLAT, and a recommended alternative approach, are presented
elsewhere in this report. This section is directed at the feasibility study of
February 2004 and the requirement on which it is based, and is independent of the
committee’s other recommendations.

The WSLAT feasibility study proposes a single design approach to satisfy
the requirements of the DOT&E directive. It concludes with a plan and construc-
tion schedule to meet the technical and operational deadlines, with the clear
proviso that certain decisions and funding should be made in a timely manner.
The committee notes that the time for decision and funding is now several months
overdue. As a result, the risks of not establishing WSLAT successfully and not

IFeasibility Study for the Whole System Live Agent Testing Program, Battelle Memorial Institute,
505 King Avenue, Columbus, OH 43201. WDTC Document No. WDTC-FS-03-125, West Desert
Test Center, U.S. Army Dugway Proving Ground, UT 84022-5000. February 2004. This document is
referred to as the WSLAT feasibility study in this report.

2Memo, Ji uly 9, 2002, Office of the Secretary of Defense, Operational Test and Evaluation, Deputy
Director, SUBJECT: Joint Biological Point Detection System (JBPDS) Test and Evaluation (T&E)
Strategy.
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obtaining data and results to support the JBPDS decision schedule are already
very high and becoming higher as the schedule compresses.

The committee is not optimistic that the proposed WSLAT approach will
succeed. The design has major unresolved technical questions. The schedule is
highly compressed and already behind. The committee also concluded that risk
identification, analysis, and proposed management were particularly weak. The
committee’s observations on the feasibility study will be presented in three
primary groups. The first addresses the requirements analysis, the second
addresses the scientific and engineering approach, and the third group of com-
ments addresses regulatory and policy concerns.

In addition to these comments specifically about the WSLAT feasibility
study, the committee has noted in the report that a credible testing program
requires more than testing facilities. It also needs supporting methodology,
materials (e.g., agents and simulants), and validated procedures. To be useful, the
WSLAT should be operated according to an overall, integrated test and evalua-
tion methodology. The live agents it will use must be validated and correlated
with a suite of optimized and dependable simulants. Neither the methodology nor
the suite of simulants is adequate, and WSLAT alone will not suffice.

SCIENTIFIC AND ENGINEERING CONCERNS
ON THE PROPOSED WSLAT

The scientific and engineering concerns arise from the apparent lack of engi-
neering design and analysis, even at a late stage of the schedule. The schedule
itself includes many elements of high risk, and is already behind. The study has
insufficient engineering detail, so the comments are more general in nature than
they would have been had detailed design information been available for the
committee. If a detailed engineering design for WSLAT is prepared, then the
independent advisory panel recommended in this report could serve as a review
body for the design.

IMPACT OF POLICIES AND REGULATIONS

In its evaluation of the regulatory aspects of WSLAT, the committee has no
comment regarding DOD regulations and procedures, nor on DPG’s obligations
to the State of Utah. The committee’s comments address only implications of
compliance with the National Environmental Policy Act requirements.

The committee concludes that to be complete, the WSLAT feasibility study
should address environmental requirements, and the potential for controversy and
subsequent delay, in a rigorous fashion.
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SUMMARY COMMENTS AND RECOMMENDATION

The committee is concerned that the WSLAT feasibility study is not mature
and that the methodology, technology, time, and management attention available
are not adequate to provide a reasonable expectation of success. The study writers
themselves refer frequently to data that are not available (but essential), and the
need to develop additional technology and methodology. The project is very high
risk, and is already behind schedule. The difficulty the committee has experi-
enced in obtaining information and data critical to its own study, cited in the
Interim Report, is not a good indicator that the funds, attention, and management
needed to execute this program will be made available.

Recommendation 3-1: An analysis of alternative WSLAT design
approaches that would include comparisons of the various key per-
formance requirements in each design approach should be undertaken.
The analysis should include a thorough discussion and analysis of risk,
mitigation methods, and development of a sound risk mitigation plan.

The committee considers these to be essential features before realistic fund-
ing and schedule decisions can be made.
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Recommended Evaluation Strategies

As discussed in Chapter 2, the committee’s two primary concerns are that the
current simulant suite does not adequately mimic live agents and that whole
system testing in pristine environments will not predict successful operation in
the field. Many chemical and biological detectors that perform well under labora-
tory conditions fail when faced with real-world challenges. Thus, in addition to
the evaluation of the current WSLAT proposal as described in Chapter 3, the
committee has suggested alternative and complementary protocols for the evalu-
ation of biopoint detection systems.

The Statement of Work for the committee directs it to assess the WSLAT
proposal’s ability “to support test and evaluation of current and near-future bio-
logical point detection systems.”! The question that derives from this directive is
this: “How does the WSLAT fit into the Government’s total evaluation plan?” The
committee’s alternative protocols were built around this central question.

DEVELOPMENT OF OVERALL SYSTEM ASSESSMENT

It is imperative then that the top-level question of how the WSLAT contrib-
utes to the overall system assessment be addressed by DOD before committing to
an expensive and high-risk course of action. It is the committee’s belief that the
OTA’s concerns of evaluating the JBPDS in an operationally relevant environ-
ment, and with threat representative challenges, can best be met in the near future

IStatement of Work from the JPEO-CBD to the National Research Council. (see Appendix A).

19
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with a WSKRAT-type facility, a facility that will also serve as a mechanism for
developing critical enabling methodologies for a WSLAT-like test facility.

The committee notes that killed? related agents, such as those used for
vaccines, are readily available and provide agent simulants (or surrogates) that
most nearly mimic agent activity without pathogenecity. In addition, these killed
related agents can be evaluated in BSL-2 facilities where the detectors can be
challenged with representative environments.

Assuming that simulants can be selected that mimic the agents of concern,
the predictive capability of the system performance testing protocol increases in
the following order (this list is in order of increasing confidence levels):

Level 1 Component testing with simulants

Level 2 Component testing with live agents

Level 3 Whole system testing with simulants alone

Level 4 Whole system testing with live agents (WSLAT)

Level 5 Whole system testing with simulants under environmentally
representative conditions

Level 6 Whole system testing with live agents under environmentally

representative conditions

Recommendation 4-1: Assuming good simulants exist, the committee
recommends testing to proceed from component testing with simulants
(Level 1), and live agents (Level 2), through whole system testing with
simulants (Level 3), and then to whole system testing with simulants
under environmentally representative conditions (Level 5).

With an ideal simulant, there will be sufficient confidence in the simulant’s
ability to faithfully mimic the agent(s) of concern that whole system live agent
testing will not be required. If such simulants do not exist then Level 4 (WSLAT)
is necessary before going to Level 5. The committee’s position is that testing at
Level 5 should be the minimum for system certification. The committee assumes
that Level 6 will not be permitted as part of any evaluation procedure.

A WSLAT-like capability likely may be necessary in the future because ade-
quate simulants for all agents of concern will not be found, or because adequate
simulants may prove to be too time consuming or costly to develop for all agents
of concern, or because new agents of concern may arise for which a WSLAT
capability is needed to support the warfighter in the field on short notice, or
because the modeling may not develop dependable relationships in all cases.

2“Killed” agents are microbes or toxins that are rendered biologically inactive, and hence non-
pathogenic and non-reproducing. Typical “kill” or inactivation protocols use gamma-irradiation or
chemical inactivation. The goal is to render the biologics inactive and non-pathogenic/non-toxic, but
still identifiable by the sensor under test. “Live” agents retain their pathogenic/toxic and/or reproductive
capacities.
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An additional advantage of the correlated simulant approach is that trans-
portable test facilities (referred to as “mobile WSKRAT” in this report) can be
taken to a specific location and the detector tested directly under real environ-
mental conditions.

The committee understands that creating a representative environment inside
a BSL-3 or higher facility will be expensive and difficult to accomplish. Neverthe-
less, a WSLAT facility in which detectors can be challenged with representative
environments would provide a high level of confidence in the detector. The com-
mittee repeats its earlier recommendation, however, that a WSLAT-like facility
should be considered an end stage in a progressively more realistic test facility
development and should not be viewed as sufficient in and of itself to provide
detection system evaluation.

SUMMARY: THE ARGUMENT FOR
AN IMMEDIATE START ON WSKRAT

The committee’s proposed strategy offers significant advantages and risk
reductions over a strategy based on the WSLAT program alone. The committee
stresses that with its strategy constructive work could begin immediately on the
development of an evaluation plan, challenge definition and methodology devel-
opment. At a future time work on testing could take place to support the full rate
production decision.
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Appendix

Statement of Work

The DOD Joint Program Executive Office for Chemical and Biological
Defense (JPEO-CBD) commissions the National Research Council to evaluate
the requirement for whole-system live agent testing (WSLAT) for biological
point-detection systems in general, and the efficacy of its WSLAT proposal. Reso-
lution of this issue impacts fielding to support battlefield missions as well as
homeland defense missions. The National Research Council will:

Review current biological point-detection system testing protocols and
integrated evaluation methodologies, as well as potential near-future
development and operational testing protocols, and assess the feasibility
and benefits of the DOT&E requirement for a system-level, active agent
testing capability. In particular, the review will consider use of (1) active
agent testing up through the system component level, (2) inactivated
agents (including nonpathogenic and gamma-irradiated), and (3) simulants.
In evaluating the use of simulants, it will consider the nature and robust-
ness of agent-simulant correlations (including correlation between various
challenge scenarios, including both ambient breeze tunnel and field trials.)
The review should consider the additional knowledge and confidence
gained at each level of testing. The study will also identify risks associ-
ated with executing whole-system live agent testing for biological point
detectors.

Review the WSLAT proposal provided under a study from the West
Desert Test Center, Dugway Proving Ground. This review will consider
the scientific, technological, and regulatory aspects of the WSLAT pro-

23
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posal to support test and evaluation of current and near-future biological
point-detection systems. In particular, the review shall independently
ascertain the ability of the WSLAT proposal to support an evaluation of
biological point-detection system technical and operational requirements,
including risk associated with design, development, and verification/
validation of the WSLAT proposal. This review will include consider-
ation of the procedures needed to operate a large bio-level 3 facility, and
the disposal and decontamination of tested items.
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