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Preface

On June 2, 2002, the National Academy of Engineering (NAE)
convened a one-day workshop to consider issues related to the
development of owner-authorized handguns—firearms that

would operate only for an authorized user. Nearly 40 individuals represent-
ing diverse organizations and perspectives attended the session. The work-
shop explored the technical feasibility, legal implications, and possible soci-
etal consequences of handguns engineered to prevent or reduce
unintentional discharge or intentional, illegal use. The project was funded
by the NAE and is consistent with the Academy’s interest in topics that lie
at the intersection of technology and society. The planning of the work-
shop and the preparation of the summary report were substantially aided
by the volunteer services of the workshop steering committee. This report
summarizes the presentations of invited speakers and panelists.

Lance Davis
Steering Committee Chair and

Executive Officer
National Academy of Engineering
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1

Overview

On June 2, 2002, the National Academy of Engineering (NAE)
convened a group of individuals in Washington, D.C., to discuss
owner-authorized handguns. Some 40 people with diverse back-

grounds took part in the one-day workshop (see Appendix A). This report
is a summary of the workshop discussions, which focused on three topics:
the state of the art of technology for creating owner-authorized handguns,
liability concerns affecting the development and use of such firearms, and
the potential impact of these devices on health and crime in the United
States (see Appendix B).

The National Academies, of which NAE is a part, are accustomed to
examining complex—sometimes controversial—issues at the intersection
of science, technology, and society. Owner-authorized handguns, often
called “smart” guns, have generated considerable public interest. The feasi-
bility and utility of smart firearms have been debated in a variety of
forums, but, for the most part, these discussions have not included the
engineering community.

The June workshop, funded by NAE, was intended to set the stage for
a more in-depth examination of owner-authorized handguns. In December
2002, NAE received support from the David and Lucile Packard Founda-
tion to assess the technical feasibility of developing a reliable smart hand-
gun. The 12-month project, which began in summer 2003, will provide
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cost and time estimates for bringing one or more smart-gun technologies to
the marketplace.

For the purposes of the June 2002 workshop, an “owner-authorized
handgun” was defined as a firearm that would only function when operated
by the designated owner of the handgun. In retrospect, a better descriptor
might have been “user-authorized,” since there are situations in which a
person other than the handgun owner might have a legitimate need to fire
the weapon. For example, more than one adult in a family might need
access to a handgun for purposes of home-defense; and in some police
departments, law enforcement personnel share firearms.

Whatever the terminology, owner-authorized handguns are meant to
prevent specific unintended or undesirable uses of handguns: accidental
shootings, usually by very young children; the shooting of police officers by
assailants using the officers’ own weapons; suicides, especially by teenagers;
homicides by individuals using stolen handguns, guns purchased informally
(“gray market” firearms), or guns sold illegally (“black market” firearms);
and other crimes, including robberies, committed with stolen handguns or
guns purchased on the gray or black market.

Simple methods of preventing guns from firing, such as grip safeties,
have been available for a century or more. Although the focus of the work-
shop was on high-tech approaches to preventing unauthorized use, the ap-
plication of certain low-tech solutions, such as trigger locks, could be an
effective deterrent in some situations. More sophisticated technologies have
only recently begun to be investigated. These include systems with elec-
tronic, magnetic, mechanical, radio, and sensor components, often in com-
bination. Access may be controlled based on something the gun owner
knows (e.g., a PIN code), something the owner possesses (e.g., a magnetic
ring), or something unique to the owner (e.g., a fingerprint).

As is true of technologies generally, whatever technology is contem-
plated for owner-authorized handguns will be imperfect. Every technology
has advantages and drawbacks and creates new, unanticipated problems.
No single technological approach is likely to satisfy the needs of all handgun
users. Police officers, for example, have different requirements for handguns
than typical homeowners trying to protect their families. By the same token,
the needs of these two groups differ from those of gun collectors and target
shooters. All users, however, appear to have a common interest in technology-
enhanced firearms that are as reliable and robust as traditional handguns.

No hard data are available about the amount of money being spent on
research and development (R&D) related to smart-handgun technologies.
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R&D by the gun industry is probably limited, however. For several years,
the federal government has supported a small amount of R&D on smart
handguns through a program at the National Institute of Justice. And at
least one state, New Jersey, has earmarked funds for smart-handgun re-
search at a state-run university. Taken together, these investments appear to
fall well short of the amount necessary to bring a technology to the com-
mercial marketplace in the near future.

Product liability will influence both the ability and the willingness of
gun makers to pursue the development of owner-authorized handguns.
Guns differ fundamentally from other products in that, in normal use, they
are intended to cause harm. Therefore, liability is limited to foreseeable,
“unintended” injuries caused by a defect in the firearm. Defects may result
from manufacturing flaws, design flaws, or a failure to provide adequate
warning of the risks of using the product.

The existence of a defect is based on the state of the art at the time the
product was manufactured. The challenge for the courts will be to deter-
mine the state of the art at a given point in time. If a technology for owner-
authorized handguns matures and is considered state of the art, it is pos-
sible that a gun manufacturer could be held liable for not incorporating it.
In such a climate, the threat of litigation could provide a strong incentive
for R&D and innovation. Gun makers who pursue smart-handgun tech-
nology might realize a competitive advantage over those who do not. Gun
makers who lag behind could risk being shut out of the marketplace.

Given the technical challenges of producing a reliable owner-authorized
firearm, however, the fear of litigation could also stifle innovation. Gun
makers have three not-mutually-exclusive avenues for addressing the liabil-
ity threat: creating the best design and warning possible; buying liability
insurance; or seeking protection from the government. Legislation now
working its way through Congress would prohibit civil liability actions
against gun manufacturers for damages resulting from the misuse of their
products. The bill provides no protection to gun makers for injuries caused
by defective products, however.

Every year, handguns kill and injure thousands of people and are used
in the commission of a variety of crimes. Policy makers at the state and
national levels, and the public, have focused on police officer gun takeaways
and accidental shootings involving children as the problems that can be
best addressed by owner-authorized handgun technology. However, these
two problems account for a small percentage of the deaths and injuries
caused by handguns. According to the FBI, between 1992 and 2001,
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46 police officers were killed by service revolvers—either their own or a
partner’s—in the hands of an adversary (FBI, 2001).  Fewer than 200 chil-
dren under age 20 were killed by unintentional discharges of firearms in
2000, the latest year for which there are data (NCHS, 2002).  In contrast,
of the 28,663 individuals killed by firearms in 2000, 58 percent (16,586)
were suicides, and 38 percent (10,801) were murder victims.

Although most crimes are not committed with guns, the majority of
gun crimes are committed with handguns. According to the National Crime
Victimization Survey, perpetrators of nearly 90 percent of rapes and sexual
assaults, robberies, and aggravated assaults in 1993 used handguns in
committing their crimes (Zawitz, 1995).  Slightly more than half of the
roughly 500,000 guns stolen each year are handguns. A variety of studies
have shown that adult and juvenile offenders have stolen firearms or kept,
sold, or traded stolen firearms.

Smart-handgun technology could influence the diversion of firearms
from authorized to unauthorized users. Diversion occurs through transfers
within the home; seizures of handguns from victims by assailants; thefts
from homes, vehicles, and commercial locations; and transfers in so-called
secondary markets, such as “straw” purchases made on behalf of individuals
who cannot legally buy guns. Smart-handgun technology could make un-
authorized transfers difficult or unprofitable. Because there are some
70 million “dumb” handguns in circulation in the United States, the im-
pact of technology-enhanced firearms on suicide and homicide rates would
depend on their speed of market penetration. The ultimate size of the effect
would be influenced by the interplay of a variety of legal, behavioral, eco-
nomic, and other factors.

The availability of owner-authorized handguns could encourage some
people to purchase firearms who otherwise might not, thus increasing the
total number of handguns in circulation. The availability of firearms per-
ceived to be “safe” could also have the unintended effect of encouraging
people to use less stringent firearms storage practices. And because it might
be difficult to tell the difference visually between a technology-enhanced
handgun and a dumb handgun, the presence of smart handguns—in the
home, for example—could increase the risk of accidental discharges of
weapons mistaken for smart handguns.

Given the uncertainties involved and the absence of data, it is
impossible at this time to predict whether reliable owner-authorized hand-
guns would have an overall beneficial or detrimental effect, especially in the
short term. Despite this uncertainty and the current technical immaturity
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of these devices, the potential utility of owner-authorized handguns is
intriguing. Considerably more research—in the laboratory and by social
scientists—will be necessary to provide manufacturers, policy makers, and
the public with enough information to make informed decisions on this
important topic.
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Session 1
Technology for

Owner-Authorized Handguns

Speaker Presentations

D r. Lance Davis, executive officer of the National Academy of En-
gineering (NAE), opened the Workshop on Owner-Authorized
Handguns with some welcoming comments. He explained that

NAE’s mission is to promote the technological welfare of the nation by
marshalling the talents of eminent members of the engineering profession
to study issues at the intersection of technology and society, such as the
focus of this workshop, owner-authorized handguns. The people attending
the workshop, who are involved in the social, legal, or political aspects of
gun safety, are well aware that a so-called smart handgun could have an
impact on crime and public health and that several technology-related ques-
tions are central to the issue. How mature is the technology for owner-
authorized weapons? How reliable will these guns be? How long would it
take to put them into production? What would it cost?

Dr. Davis noted that the complex issues surrounding smart handguns
could not be addressed in a single day and the workshop would probably
not provide definitive answers to those questions. The workshop would
help NAE frame a future study of the state of research and technology for
smart guns.

FIRST KEYNOTE SPEAKER

The first of the two keynote speakers, Don Sebastian of the New
Jersey Institute of Technology (NJIT), has been involved with the issue of
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smart-gun technology for about three years, since the New Jersey Senate
began considering legislation to mandate the development of smart-gun
technology. (The legislation was enacted in December 2002.) In 2001,
NJIT received a $1 million appropriation from the New Jersey legislature
to study smart-gun technology in 1999. The legislature appropriated an
additional $500,000 in both 2000 and 2002 to supplement the first award.

The legislature mandated that the study focus on smart guns that could
address the issue of child safety in the home (legislators used the terms
“child-safe” guns, “owner-only” guns, and “smart” guns interchangeably).
The legislators wanted to address three concerns: accidental shootings, de-
liberate crimes by children, and teen suicides. Dr. Sebastian said that NJIT
willingly pursued the study under those terms—not for the money but
because the institution has always been willing to tackle difficult public-
policy questions. Such work, he said, is part of the institution’s responsibil-
ity as a technological research university.

With the appropriation, the NJIT study focused on three critical ques-
tions: Does smart-gun technology exist? If it doesn’t but is possible, what
would be needed to bring it to the commercial marketplace? Finally, what
can NJIT do to bring smart guns closer to market?

One of the first discoveries the NJIT researchers made, Dr. Sebastian
said, was that “smart gun” is a term of art. People talked about smart guns
as if one existed; there was not an engineering definition of it much less an
actual product. The researchers also observed that most people believe that
the technologies to create a smart gun already exist. It was, people thought,
just a matter of desire for all of the pieces to be put together. The team also
learned that a single smart-gun design was not likely to solve all handgun
safety problems.

As background for the NJIT study, the team looked into a study (Weiss,
1996) conducted by Sandia National Laboratories in 1995 with funding
from the National Institute of Justice (NIJ). That study had focused on the
problem of law-enforcement “take-away”—when a police officer’s gun is
taken away during a crime. The New Jersey legislature, in contrast, was
concerned with guns owned by private individuals. Whereas police weapons
must be protected from an array of potential abusers, household weapons
must be protected most of all from family members. The NJIT researchers
concluded that a typical gun owner could not be depended on to adhere to
rigorous standards of gun safety. Owners often do not use locking devices
or maintain the integrity of the ones they do use. As an example,
Dr. Sebastian cited some extant devices that depend on a personal
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identification number. The research team found that the codes became
common knowledge in a family, and that most codes could be easily
discovered by hackers. In short, private gun owners need a technological
solution that performs well despite neglect and abuse. Police officers need a
technology that will guard against illegal transfer and perform well while
the owner maintains strict, rigorous procedures.

Gun hobbyists and sports enthusiasts have entirely different needs,
according to Dr. Sebastian. The main concern of these gun users is very
likely accidental discharge. Some firms are already working on smart-gun
technologies to deal with that issue.

The NJIT researchers developed a list of requirements for home-owner
handguns. When not in use, the gun would have to be in a protected mode
yet be ready to fire. The gun would have to be able to identify its rightful
owner without time-consuming, cross-modal actions.

People often assume that a single technology will solve all of these
problems. Popular expectations tend to focus on technology based on fin-
gerprints or voice recognition. Dr. Sebastian emphasized, however, that
solving all of these problems will require a systems approach. A gun that
turns on when it recognizes a legitimate user will have to be based on a
system that integrates several technologies.

During the study, NJIT worked with the New Jersey-based Joint Ser-
vices of the Small Arms Program (JSSAP), which designs sidearms for the
armed services. JSSAP tested 18 commercially available lock-on, bolt-on
handgun safety devices and concluded that all of the products manufac-
tured for home use could be compromised with relative ease. In fact, they
concluded, none was any better than a traditional lock box.

NIJ is also funding research on electronic analogues of a lock and key.
Designed for law enforcement, most of these technologies require a device
worn on the person, such as a ring or watch, that communicates with the
gun by radio frequency (RF) or ultrasonics. In a home environment, how-
ever, the “key” component of these systems is likely to be stored near the
gun or in an easily discovered hiding place. And so these technologies,
although important from a research standpoint, are not well suited to
home use.

To create a true smart gun, according to Dr. Sebastian, it will be
necessary to develop a system that uses an attribute of the user or owner—
a biometric—as a nontransferable token, a key that cannot be counter-
feited or shared. Moreover, of the technologies that might be used in smart
guns, biometrics seems to be the most mature. Biometrics are being
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investigated for an array of other uses and, therefore, already have a fairly
diverse market demand.

NJIT researchers studied commercially available fingerprint identifica-
tion devices in the laboratory.  Although these devices have not been
embedded in guns, they are already in common use, typically to provide
computer-related security. The team studied four fingerprint-recognition
technologies—one that used optical scanning, two that used capacitative
measurements, and one that used infrared. The hardware was tested with
commercially available software and with a more sophisticated pattern-
recognition software developed by BES, a New Jersey company. They also
tested BioMouse, an accessory for a computer mouse used in the log-in
process in e-commerce to verify purchaser identity. But Biomouse, the size
of a traditional optical scanner, cannot be miniaturized to fit inside a gun.

The mechanical failure rate of traditional handguns is around 1 in
20,000. With fingerprint devices failure rates were at best 1 in 100; at
times, the failure rate was as high as 1 in 4. The best result with these
devices was a 99 percent recognition rate, and that rate could only be
achieved under pristine laboratory conditions, with the sensor stringently
cleaned between every use. And that rate is about two orders of magnitude
higher than the mechanical failure rate. Trying to capture a fingerprint
with a fixed sensor, the researchers concluded, would be difficult in real-
world situations. In addition, there was no apparent technological growth
path for any of the sensor technologies that would bring the failure rate
down to the ideal rate. This does not mean that fingerprint technology
should be discarded, but it does suggest fingerprint technology might be
more effective if it were integrated into a multisensory approach to user
identification.

The NJIT team next looked into using the way each person grabs a
gun handle to differentiate among gun users. The researchers captured hand
placements and sizes from several hundred people to see if they could be
used to identify individuals. Hand size was fairly reliable they found,
although reproducibility was better for practiced handgun users, such as
law-enforcement professionals, than for non-users. When the researchers
added sensors to the grip that measured grip pressure during the period of
trigger squeeze, the trace of the grip over time could be used to differentiate
among hundreds of different users. Satisfactory results were achieved with
as few as nine pressure sensors. The NJIT laboratory is now experimenting
with micropatterning inside the hand grip of the guns used by the New
Jersey State Police.
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Dr. Sebastian said he foresees a system approach based on multiple
modalities. If one technology has a 1 in 100 failure rate, and another has its
own 1 in 100 failure rate, when they are used together, they would have a 1 in
10,000 failure rate. That rate would approach the rate of mechanical failure.

Dr. Sebastian noted that many people think gun manufacturers should
be able to develop a reliable smart gun using their own R&D capacity. He
estimated that total annual revenues for the gun industry are about $500
million and a reasonable investment in research of 1 percent—or $5 mil-
lion per year—would not be enough to bring a smart handgun to the mar-
ketplace. In fact, he said, neither public entities nor private firms will be
able to create smart guns on their own. Gun manufacturers do not have the
necessary expertise in software development and microsensor technologies.
Public entities simply do not have enough funding to carry out the research
on their own. Some sort of public-private partnership will be necessary.

NJIT is now working on a small project with the Picatinny Arsenal to
evaluate hand-grip technology in live-fire situations using advanced simu-
lation environments. NJIT has also submitted a proposal to NIJ to create
grip-dynamic technology and validate it in live-fire situations. But this is an
enormous undertaking, and as the technology gets closer to real-world test-
ing, the costs of development will increase exponentially.

Training a weapon to recognize its authorized user is a real concern. At
present, NJIT has developed a grip template that uses 30 “trigger” points to
recognize the user—10 points as a baseline and the remaining 20 to estab-
lish its robustness. One important question that has arisen is whether a
user’s profile changes in stressful situations. Handguns in private hands
present different problems. If a gun comes with a simple home-use kit—if
the process is very open—children might be able to reprogram the gun
themselves. Would that invalidate the authorization? Different states already
have different policies regarding handgun safety, and states may also demand
that they be allowed to train and validate weapons in their own ways.

Dr. Sebastian said there is an acute need for solid, platform-
independent, technology-independent standards for legislation regarding
smart guns. The standards must be appropriate for the application environ-
ment and must specify the levels of recognition and reliability a smart gun
would be expected to provide. Only such neutral, objective rules would
provide technology developers with standards for judging the suitability of
a particular technology or system.

Eventually nontechnology issues, such as product liability, will also
have to be addressed. Dr. Sebastian emphasized that even though gun
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manufacturers are working on the problem of smart guns, unless the matter
of liability is resolved, smart guns will never reach the marketplace. An-
other important issue is the question of proprietary rights. If smart guns are
developed through public-private partnerships, who will produce the new
weapons? Who will have the right to distribute them and to train people to
use them? When smart guns are ready for sale, who will administer and
authenticate the technology?

Moreover, the entire issue of deployment and enforcement could stray
into the sensitive area of gun control. These problems will have to be ad-
dressed early on, before they become explosive and expensive to address.

SECOND KEYNOTE SPEAKER

John Wirsbinski of Sandia National Laboratories, the next keynote
speaker, talked about a very different user group for smart guns: law-
enforcement personnel. In 1994, he said, NIJ asked Sandia to take a sys-
tems engineering look at the problem of law-enforcement officers being
killed in the line of duty when their own weapons were used against them.
Sandia’s 1996 report was based on that review. More recently, NIJ asked
Sandia to take another look at the gun take-away issue to determine how
the technology has evolved (Wirsbinski, 2001). Both reports were driven
by an assessment of user requirements and focused on systems engineering.
The first report used a key analogy: a key, a lock, and a discriminator. In the
second report, keys and discriminators were examined from the perspective
of access control.

The term smart gun has become such a catchall phrase that the Sandia
researchers felt it essential to establish categories to distinguish the types of
smart-gun technology. Just as there are several ways to get into a building,
there are several possible ways to limit access to a gun. The first way is with
mechanical safeties. These are not really smart-gun technologies because
they cannot keep a gun from being used by anyone who knows how to
operate the mechanical device. However, Mr. Wirsbinski said that he had
heard of at least two cases in which a mechanical device on a police officer’s
gun had delayed an adversary from firing long enough for the officer to
regain control of the weapon. Some types of mechanical devices are not
very helpful, however. Trigger safeties, for instance, cannot prevent the de-
liberate firing of the weapon by an unauthorized user—with the safety off,
the gun will discharge no matter who pulls the trigger. Mechanical thumb
safeties, however, could delay adversaries for a brief period.
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Another type of access device is a gun lock. Gun locks are commer-
cially available now, both as retrofits and integrated in new firearms. Many
are token based, requiring a key. One problem is that the keys tend to be
universal, so anybody could have one. But the mere act of locking a gun
does provide some security, although it probably would not be very useful
in a law-enforcement scenario. It would be hard to imagine a police officer
carrying around a locked weapon, and having to get out a key to use it.
Police officers could use gun locks when it was necessary to relinquish a
gun, if it had to be stored for a period of time, for instance.

Most current technology development is focused on self-locking weap-
ons that revert to a secured state when they are released from a firing grip.
Right now there is a great deal of discussion about technologies to realize
such weapons, such as magnetic rings and biometric approaches, including
grip scans and fingerprint readers. One company is experimenting with
thermal scans of subcutaneous structures. In a law-enforcement scenario,
the latter approach could pose problems. For instance, wearing gloves might
affect the scan. Another company is producing a fingerprint reader that
uses sound waves that can actually penetrate gloves, which might resolve
some of the problems associated with fingerprint scans.

The ideal solution for law enforcement is a truly personalized weapon,
which will almost certainly be an evolution of a self-locking weapon. But a
self-locking weapon, by definition, can only offer a partial solution because
it cannot satisfy all of the requirements established in Sandia’s 1996 report.
But no self-locking weapon is available now; and none will be available in
the near future. Producing such a weapon will require systems integration,
which is always a troublesome engineering problem. In addition, miniatur-
ization issues will have to be addressed.

Most likely, the solution will emerge from one of two technologies:
biometrics or a system using an RF transmitter. One promising type of RF
transmitter would be a weapon activated by a chip embedded in the user’s
hand. Mr. Wirsbinski told the audience that when he first heard this tech-
nology proposed as an answer for a self-locking weapon, he did not take the
idea seriously. But such chips are already being used in other fields. They
are surprisingly popular in health care, for example, where they are used to
embed vital medical information that patients always carry with them.
Embedded chips have also been used for quite some time to identify pure-
bred animals. Using this technology for a user-authorized weapon would
require a small coil inside the gun to generate an induction field with
enough power to retrieve information from a chip embedded in the
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authorized user’s hand. The embedded chip concept would resolve a
number of problems with locking technology, such as the possibility of
losing a magnetic ring. Mr. Wirsbinski said he has been approached by a
gun manufacturer in a country whose military was interested in developing
such a weapon for its special forces. In the United States, Mr. Wirsbinski
said, developing such a technology for use by police would introduce
troublesome privacy issues.

Before biometric user-authorized weapons become common, Mr.
Wirsbinski said, many hurdles will have to be overcome, including user
acceptance. A few years back, he said, he had worked at an Air Force facility
that had just put in place a huge new access-control system that included
retinal scans, card swipes, and pin codes. Soon after the system was imple-
mented, a general came through and flatly refused to submit to the retinal
scan. He said, “You are not scanning my eyeball with a laser; I don’t trust
it.” The retinal scan was turned off. Another serious issue in the law-
enforcement community is reliability. It will be essential that any new tech-
nology be proved as reliable in everyday use as the technology the police
have now.

Another very complex issue is training handguns to recognize their
authorized users. Access control is based on the idea that there is a central
location where the access-control database is stored. It is analogous to using
a badge reader to get into a building. When you swipe the card, data on the
card are compared to data in the computer database, a relatively simple
matter. But with a biometric weapon, things would be more complicated.
Ideally, the weapon itself would carry the database. When the weapon is in
enrollment mode, it would build a template of the authorized user. Then,
when it is in use, it could recognize the user, either by comparing his or her
template to all of the templates in the database and looking for a match or
by directing the system to compare the biometric reading to the specific
template of the user to confirm his or her identity. But for a handgun to
carry the entire database of stored templates, enormous technical challenges
would have to be overcome.

Another potential problem in training a biometric weapon is that a
user who is properly enrolled onto a biometric weapon may not be recog-
nized because the template can be thrown off by user stress. When the body
goes into fight-or-flight mode, many things change, such as blood flow,
muscle tension, and even physical structures. At these times, things that
were learned in an unstressed situation become inaccessible. How can bio-
metric gun technology cope with this reality?
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Another problem with biometric weapons is false rejections. Over the
years, researchers have learned that for the first two to six weeks after bio-
metric and access control devices are deployed, they have a higher false
rejection rate. Once the user is well trained, the devices work far more
reliably. Whether this will happen with firearms is an open question. In
addition, when a biometric device is not used for an extended period of
time—six months, perhaps—the false rejection rate recurs. The biometrics
community is not sure whether this is a function of an aging template—
that a person’s biometrics change over time—or whether it is a function of
user training. In either case, this could be a serious problem. Many officers
leave their guns holstered for extended periods of time, and many never fire
their weapons at all in the line of duty.

The two biggest changes in smart-gun technology since the Sandia
group’s 1996 report have been evolutionary rather than revolutionary. First,
there is now a commercialized electronic primer technology, which is used
only in long arms. Second, some manufacturers are looking into totally
electronic weapons. In fact, a few prototype “proofs of concept” have been
created. In these guns, the bullets are stacked in the barrel, and the priming
compound is stacked in the barrel; there are no mechanical operations. No
self-contained cartridge is chambered and ejected. Everything is electronic.
But, this also raises some serious issues. Mr. Wirsbinski asked the audience
to think of how personal computers work and decide if they would be
willing to bet their lives on the reliability of electronics. In addition,
electronic guns would require the development of a totally new manual
of arms.

These technologies may one day lead to the development of a smart
gun. Many of them are promising and some of them suggest answers that
might work in certain situations. But, so far, none of them meets the needs
of law enforcement.
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Panel Presentations

The panel session opened with remarks by Ken Green, who repre-
sented the National Shooting and Sports Foundation and the
Sporting Arms and Ammunition Manufacturers Institute

(SAAMI). Established in the early 1900s, SAAMI’s purpose is to set stan-
dards for the manufacture of firearms and ammunition.

Currently, SAAMI has 25 member organizations, but the standards
apply to all commercial manufacturers of firearms and ammunition.
SAAMI has set some 700 standards, covering the dimensions of cartridges
and chambers, the velocity of projectiles, and chamber pressure for rimfire
pistol, revolver, shotgun, and rifle cartridges. There is also a standard for
the abuse and mishandling of weapons. Many of the standards are listed
with the American National Standards Institute (ANSI), and all are volun-
tary, although most manufacturers do follow them. ANSI standards docu-
ments may be seen on its website, ansi.org. When the technologies for user-
authorized guns become available, standards will be set for them as well.

Kevin Foley, a representative of Smith & Wesson, said that his com-
pany has been working in the area of user-authorized weapons for some
time. The company acted in an advisory capacity during the 1996 study by
Sandia National Laboratory (Weiss, 1996). Once the study was completed,
he said, Smith & Wesson became more active in researching the technol-
ogy. All of Smith & Wesson’s revolvers are now sold with integrated me-
chanical locking systems. By next year, the locking systems will also be on
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all of its pistols, thus meeting the legal requirements for several states. The
company has provided external gun locks since 1997.

Smith & Wesson has experimented with placing electronics and other
devices inside a conventionally produced handgun. The handgun would
then fire only when a user wore a wristwatch-type transponder. One prob-
lem with this approach involves the mechanics of a gun. The inside of a
conventional handgun is entirely mechanical, with levers, springs, and pins.
To prevent the trigger from firing, the linkage between the trigger and the
firing pin must be disconnected or blocked. This might be done by adding
a separate, microelectromechanical system (MEMS). But the Smith &
Wesson researchers found it would be impossible to make the MEMS reli-
able. Because handguns are designed to be field stripped, disassembled, and
cleaned, a MEMS device could be easily disabled. Besides, it would be very
easy to bypass a sophisticated electronic security system inside a handgun.

Transponders, which are essentially electronic keys, also turned out to
be unsatisfactory. When Smith & Wesson researchers compared transpon-
ders with the key locks the weapons industry had been providing for some
time, they concluded that transponders offered no additional benefit. In
the officer take-away situation, nothing was gained.

Based on these experiences, Mr. Foley said, the research team set some
design goals. First, the reliability and durability of the weapon must not be
compromised by a security system. Second, if the security system is
removed, the gun must stop functioning and become useless. Third, there
should be no keys. An authorized-user-only weapon should function, or
not, based on the user’s identity, not on what the user brings to the gun,
he said.

The Smith & Wesson team concluded that the design goals could only
be met by eliminating the mechanical firing mechanism and designing the
weapon so the electronic security system could be integrated into the firing
mechanism. The user would be identified by biometric information, and
identification could be instantaneous. If the authorized user picks up the
gun, it will function, but if anyone else picks it up, it will not.

At this point, the research team examined Remington’s EtronX primer,
which is used in rifles that fire cartridges electronically. A rifle stock has a
lot more room than the handgun grip. Beginning in 1997, Smith & Wesson
has worked to miniaturize the technology for electronic firing. At this point,
company researchers have fired about 50,000 rounds of ammunition and
are building 50 handguns, a number of which have fired more than 5,000
rounds. But the space is very cramped inside those guns, and they are not
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perfect. Mr. Foley said that attaining a durable and reliable system is be-
coming increasingly feasible.

Working with funding from the National Institute of Justice (NIJ),
Smith & Wesson’s next step will be to miniaturize the firing electronics to
make room for biometrics. The company is working with a biometrics
company in New Mexico to develop a small light emitting diode (LED)
sensor that conforms to the grip but that does not rely on fingerprint im-
age, so that grip placement does not have to be precise. The electronics are
small and fast, and the performance of the gun has the potential to be as
good as or better than anything else the researchers have seen.

The team is now past the proof-of-concept stage. In March 2002, the
company built its first solid-state system, which is now being tested. Mr.
Foley said Smith & Wesson researchers are about two years away from a
handgun with integrated biometrics that can be tested in the field.

The next speaker, Peter Sebelius of the Charles Stark Draper
Laboratory, noted that since September 11, 2001, research on biometric
identification has increased dramatically. Identification by biometrics, he
said, is an interesting process, one that has tended to focus on the
automation of mechanical systems already in use. Mr. Sebelius argued that
biometric identification should take a more expansive approach. Just as
people identify each other by drawing on several senses, similarly, biometric
identification should use multiple sensors and an automated judgment, or
weighting, scheme.

Examples of judgment schemes are already in use. Fault-tolerant sys-
tems, for example, draw input from multiple sensors, sometimes sensing
the same things and sometimes sensing different things. This kind of sys-
tem is used in the SSN-21 submarine, where four flight-control-system
channels measure the vessel’s position and movement, then instantaneously
“vote” whether the computer has come to the right conclusion as a result of
the sensor input. If one channel or component fails, the other channels
recognize that, shut the system off, and then continue to operate in a re-
duced mode, while issuing warnings about the failure.

Training is vital to using the system, and it will be vital that handgun
users be trained to use biometric weapons. Although, as one participant in
the conference pointed out, federal law does not set requirements for
handgun ownership, many states require that owners be trained to use
handguns. At that time, owners could also be trained to use biometric iden-
tification features.
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It is also important to remember that mechanical safety devices are
already available commercially but are often not used. Often in the gun-
related tragedies reported in the media, for instance when a child takes his
father’s gun and shoots a classmate, all of the extant mechanical locks were
available to the father. A trigger lock could have been put on the gun or the
gun could have been put in a cabinet and the key kept by the father. Mr.
Sebelius recalled one workshop participant pointing out that a national
survey of private firearms ownership indicated that of households with
handguns only 43 percent kept them locked and unloaded (Cook and
Ludwig, 1996). Even fewer households kept guns unloaded.

Another issue that arises in this context is the reliability of an elec-
tronic device. Mr. Sebelius argued that we already trust many electronic
devices. We trust electronic watches to tell time. When we fly, we trust
computers with our lives. A lot of work is being done to create trustworthy
electronic weapons.

Naeem Zafar of Viridicom, a spinoff of Bell Labs located in Silicon
Valley, noted that his company is working on fingerprint-sensor technology
and fingerprint-sensing algorithms. The company has commercialized a
silicon sensor and holds some of the original patents on the technology.
Three patent applications related to these technologies are in different stages
of the patenting process. He said Veridicom’s sensor is the most widely used
fingerprint sensor in the world.

The biggest market for biometrics, he said, is in South Africa, where
government payments are made on the basis of fingerprint identification.
The same technology is becoming popular in China, where the govern-
ment has issued national identity cards to every citizen in the form of smart
cards carrying two fingerprint sensors. The technology is also being adopted
in Malaysia, Hong Kong, and Italy, he said.

Eventually, it will be possible to put biometrics into the gun itself, but
many questions will have to be answered first. Biometrics-based handguns
will not be accepted unless they are safe and simple to operate. It is fine to
investigate exotic technologies, but, ultimately, the police want a gun that
is deployable and does not hinder critical actions. Sometimes, he said, po-
lice must just pick up a gun and shoot, with no time to think about placing
their fingers just so.

At Veridicom, researchers are approaching the take-away problem not
as a matter of securing a gun, but as a matter of securing gun access. One
solution Veridicom is now pursuing is a secure holster. The holster looks
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like a normal holster and can carry a normal gun, but it has a fingerprint
sensor inside that unlocks the gun once it confirms the print. Recognition
takes only a few milliseconds. The holster, he said, is convenient, simple to
program and use, and keeps a record of the last 500 people who tried to
access the gun. Right now, as a specialty item, the holster costs around
$100. When it enters mass production, the cost will drop to about $20.

Mr. Zafar’s associate, Andrew Eros, president of AcciMetrix, the com-
pany working with Veridicom to assemble the holster technology, said that
if the device does not recognize the user, the gun remains locked in the
holster. The holster is powered by a 9-volt battery and has a shelf life of one
year. When the battery fails, the holster releases the gun. If a catastrophic
failure should occur, for instance if the gun is dropped and accidentally
discharges, the holster keeps the gun locked in place. Mr. Eros said that the
holster, which he described as an intermediate solution to the problem of
gun take-aways, will enter production when testing is complete, perhaps by
the end of 2002.

In reply to a query about whether fingerprints are unique enough iden-
tifiers, Mr. Zafar said fingerprints are more individual than many other
identifiers now in common use, such as PIN numbers and passwords.

Veridicom has been working on ways to circumvent certain finger-
print-sensor problems. For instance, currently the technology will not work
when a user is wearing gloves or when fingerprints are coated with various
solvents and household products. The company has recently introduced
software that can screen out “old” (latent) fingerprint impressions on the
sensor in order to read only the current print.

In reply to a question about fingerprint registration as being tanta-
mount to handgun registration, Mr. Zafar said that the fingerprints repre-
sent the gun owner’s relationship to the gun. They are not currently regis-
tered with the government and do not pass into a centralized database but
remain in localized databases on the weapons themselves.

In the last three years, the reliability of fingerprint-identification tech-
nology has improved enormously. Veridicom’s testing with the 1.2 million
registered users in the South Africa database has reduced the failure rate to
1 in 100,000.

Fingerprint-recognition technology is being deployed more widely than
in just weapons applications. For instance, it is finding many uses in secur-
ing medical records. And as part of an access-control device, Veridicom’s
chip is built into PCs made by NEC, Fujitsu, Acer, Panasonic, and Hitachi;
its competitor’s chip is built into Samsung and Micron equipment. About
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45,000 PCs a month are sold with the Veridicom chip built in. Mr. Zafar
said he believes everyone will eventually have some kind of small biometric
device, on a keychain, perhaps, or an electronic ring, for everyday con-
sumer transactions—to pay for groceries, open a car door, log onto a PC, or
protect valuable digital content, such as music.

Wendy Howe, a program manager in the NIJ Office of Science and
Technology, defined the purpose of NIJ, the research arm of the U.S.
Department of Justice, as improving the criminal justice system, either
through the identification and modeling of programs in the social sciences,
or through improvements in science and technology. The Office of Science
and Technology began supporting research on smart guns in 1994,
prompted by the gun take-away problem in law enforcement.

Police officers have very specific views about what they need in a smart
gun. They do not want weapons that require wearing a secondary unit,
such as rings on both hands or watches on both wrists or badges or pagers
that carry the technology. The recognition technology and power source
needed to be transparent and seamless. They don’t want to go through
extensive training, and they want new weapons to resemble the weapons they
already know.

The 1996 Sandia report found that one of the most critical feature to
law-enforcement officers was that, if the power source in the smart weapon
failed, the weapon would revert to a normal sidearm; in other words, it
must “fail live.” Thus, the officer could still use the weapon, but in the
event of a take-away, so could the assailant.

Another important concern is related to multiple authorized users.
Most law-enforcement agencies in the United States have fewer than
25 officers. Sometimes, an entire department must have access to one
weapon; in certain situations, partners must share a single firearm. Particu-
lar units, such as SWAT teams, often share weapons.

Everyone wanted the weapon to be cost effective, preferably a technol-
ogy that could be retrofitted to existing guns so that police departments
would not have to strain their limited budgets to buy new weapons.

In addition to the report, Sandia produced several proof-of-principle
devices—actually boxes containing air pistols and electronics and a power
source. Ms. Howe’s team then attended conferences of major law-
enforcement organizations, such as the International Association of Chiefs
of Police, the National Sheriffs Association, and the Fraternal Order of
Police, as well as technology fairs in local communities. At each venue, they
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demonstrated the devices and described the research process, addressing
technology issues, such as voice recognition and magnetic rings.

The boxes were a difficult sell because they were rudimentary and could
not demonstrate the full potential of the recognition technology. But these
demonstrations did provide opportunities for law-enforcement personnel
to discuss their requirements for such a firearm. For instance, some officers
pointed out a serious flaw for police in voice-recognition technology—an
officer could not “talk to” his or her gun without revealing his or her the
location to the suspect. The higher up the chain of command, the greater
the interest in the proof-of-principle devices. Command staff was far more
interested in the liability issue associated with smart guns than line officers,
who typically saw only a cumbersome box containing an air pistol. When
the NIJ team exhibited a 40-caliber weapon (developed by Colt) that au-
thorizes the user through a radio-frequency technology contained in a wrist-
watch, many officers were very receptive because the gun was similar to the
ones they already use and was activated by the mere presence of a watch.

In 1999, in response to a public solicitation for proposals, NIJ  awarded
nominal grants ($300,000 each) to Smith & Wesson and to FN Manufac-
turing for smart-gun technology development. In 2000, after Congress ap-
propriated $8 million in new money specifically for smart-gun research,
NIJ provided significant funding to Smith & Wesson for its electronically
fired, biometric recognition firearm, and FN Manufacturing’s ultrasonic
with embedded microelectrnics identification weapon. NIJ also funded
Sandia to update the 1996 study, and it released a directed solicitation for
the development of smart-gun technology.

NIJ’s goal was not to have one universal smart-gun technology for all
firearms but to provide seed money to bring several promising technologies
to fruition. Of the 12 proposals that were submitted for independent peer
review, Ms. Howe said four were funded. The proposals used various ap-
proaches, including additional biometric recognition systems, chemical
compounds and radio-frequency technologies. Two of the four projects—
one using ultrasonic technology together with a transponder, and one using
biometric identification in an electronically fired weapon—are moving for-
ward very well and have gone through independent peer reviews with law-
enforcement agencies to determine the functionality of the firearms in con-
trolled operational settings.  The grantees include VLe Small Arms, Expo-
nent Inc., Technology Next, and Mosermation.

Ms. Howe said that it will be at least five years before there is a weapon
capable of undergoing rigorous laboratory and field testing. A smart gun
for law enforcement will not be ready for many years.
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Session 2
Liability Concerns

Speaker Presentations

Under product liability theory, a gun manufacturer is not at legal
risk simply because it produces a dangerous product, said Prof.
David Fischer, keynote speaker at the second session. Prof. Fischer

is the James Lewis Parks Professor of Law at the University of Missouri,
Columbia, and the author of Products Liability: Cases and Materials (West
Group, 2002), a leading book on torts cases, as well as numerous scholarly
articles on tort and product liability law. The key determinant of liability,
he said, is that the gun be defective. For a manufacturer to be liable, the
gun has to malfunction in some way.

A product liability action must meet several conditions, Prof. Fischer
explained. First, the defendant must be in the market chain of distribution
(e.g., a manufacturer, wholesaler, retailer). A casual seller would not be
subject to product liability. Second, the gun must be defective, and the
defect must emerge while the gun is used as intended. There is no requirement
that a product protect against an unforeseeable misuse. Product liability
applies to physical harm to persons or property, not to pure economic loss.

There are three kinds of defects: manufacturing flaws, design defects,
and warning defects.

MANUFACTURING DEFECTS

Manufacturing defects are quality control failures. Ten thousand tires
come off an assembly line; because quality control measures failed, one has
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a flaw and blows out. Because the product deviates from its intended de-
sign, the manufacturer is liable for physical harm caused by the flaw. Manu-
facturing defects are relatively rare, and such cases constitute a small per-
centage of product liability litigation.

DESIGN DEFECTS

Design defects account for a much larger percentage of liability litiga-
tion. These cases are based on allegations that the design makes the product
excessively dangerous. If a plaintiff succeeds in persuading the court of this,
it could have serious implications, because every product off the assembly
line has the same defect.

Product liability law is a common-law system. Each state has its own
product liability law; the rules are remarkably similar, but there are some
significant differences. To escape liability, however, manufacturers must live
up to the standard of the most stringent state law. Moreover, to determine
whether a product is defective in design, the most common risk-utility test
balances (1) the risk associated with using the product against (2) the bur-
den of taking steps to eliminate the risk. With firearms, the consequences
of a design-related mishap can be quite serious. Not all jurisdictions require
proof of a safer alternative design, although plaintiffs often come into court
and present evidence of a safer design to the jury.

Some jurisdictions use a consumer-expectations test. Even if there is
no liability to an open and obvious danger, the product is defective if it
contains an unknown, unexpected danger. In these jurisdictions, the question
is whether the danger is known. Would a handgun that doesn’t have owner-
authorized technology be defective under this test? Probably not, because
today people do not expect guns to recognize owners. But if in the future
people do expect that, under this test a gun could be considered defective.

Most jurisdictions, however, use the risk-utility test. The burden of
protecting against risk involves many factors, such as the feasibility of imple-
menting a safer alternative design. The court must decide if it is mechani-
cally, physically possible to implement the safer alternative today. This
means manufacturers are held to the standards of experts; they are required
to keep up with the state of the art.  The risk-utility test, however, also
requires taking into account the cost of the safer alternative design. In this
case, cost is not just the expense of the alternative design, but also the
adverse consequences to the user and the usefulness of the product. For
instance, it would be possible to put a governor on an auto engine that
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would make it impossible to drive faster than 20 mph, which would dra-
matically reduce the number of road accidents and injuries. But this would
also interfere, to a degree unacceptable to users, with the usefulness of the
product. So no one requires that. A plaintiff must persuade a jury that a
manufacturer could have adopted a safer alternative design that would have
eliminated the risk in question, taking into account the cost of the device
and the possible impairment to the product’s functioning resulting from
the new design.

Hammond v. Colt Industries, a 1989 Delaware case, involved a replica
of a nineteenth-century Colt revolver loaded in all six cylinders. A 13-year-
old twirled the gun around his finger and the gun shot him in the head. An
action was brought on his behalf charging that Colt should not have sold a
gun with a primitive nineteenth-century safety device that did not work.
Plaintiffs argued that Colt should have included a modern safety device to
prevent such an accident. The modern safety would have prevented the
accident, would not have interfered with the gun’s use, and would have
been very inexpensive. But a gun with such a device would not have been
100 percent authentic. The jury found in Colt’s favor. It decided that in the
nineteenth century, when the original gun was made, the primitive safety
device was state of the art and that products must be judged according to
the state of the art prevailing at the time of original manufacture.

As a corollary to this decision, manufacturers have no duty to recall
and retrofit products that were not defective at the time of manufacture.
The duty to recall only applies to defective products, Prof. Fischer said.
Recall is required when mandated by a government agency, though many
companies recall defective products to prevent injuries even in the absence
of a mandate.

One of the challenges facing a manufacturer of a user-authorized hand-
gun is determining the state of the art at the time of manufacture. Assume,
for example, such a firearm goes on the market in 2010. By 2012, the
technology will already have evolved rapidly. If in 2020 a lawsuit is brought
against a manufacturer for failures in that 2010 gun, one of the things
litigated would be whether the gun’s makers complied with the state of the
art of 2010. Could they have done better?

A workshop participant posed this hypothetical situation: In the year
2010, a gun manufacturer makes 21 gun models. Twenty are conventional
weapons, but the twenty-first is a “smart” gun.  If that gun proves success-
ful, could it be argued that the 20 other models are defective, that the
manufacturer could have made them better? Prof. Fischer replied that if
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alternative products are offered, and neither is defective, then there is no
liability. An analogy might be cars, which come with and without antilock
brakes. However, if smart-gun technology becomes very good, as it might
by 2020, then the legal issues could change. Someone selling a conven-
tional gun after that date could be liable for selling a defective model be-
cause the expectation would be that all new handguns have technology that
recognizes the authorized user. In this scenario, manufacturers with smart-
gun technology, or simply the patents on the technology, would have a
huge competitive advantage.

It is not enough for a plaintiff to come up with just any alternative
design, Prof. Fischer explained. The new design has to be better overall
than the design that was used. A simple example is the use of shatterproof
glass in the side windows of automobiles. Putting shatterproof glass in the
side windows would completely eliminate the risk of injury by flying glass
in an accident. But in a different kind of accident, if the occupant is trapped
inside the car, the shatterproof glass would prevent rescuers from reaching
the occupant of the vehicle. So putting shatterproof glass in side windows
eliminates the risk of one kind of injury but increases the risk of a different,
and more catastrophic, injury. In the risk-utility model, these risks must be
balanced. A manufacturer may have to make hard choices, and a plaintiff
can always argue that the choices were wrong.

User-authorized handgun technology can present this very problem.
For example, if a manufacturer chooses to use a radio transmitter inside a
ring, the gun owner might be able to fire the weapon with only one hand.
What happens if that hand is injured? If the range of the sensing device is
increased, then a criminal could take the gun away and shoot the owner. By
solving one problem, you would create another. Fingerprint technology
also has problems, as was discussed earlier. No technology is perfect, and
every technology could end up being criticized under one theory or an-
other. That is the dilemma gun manufacturers face.

Typically, Prof. Fischer said, a product is proved defective by inspec-
tion by an expert. But sometimes products are not available for inspection,
if they have been destroyed or stolen, for instance. Is there any way to prove
that a gun is defective if the gun is missing? Some cases suggest that, under
certain circumstances, if a product fails to perform its manifestly intended
function, the failure can be inferred to be the result of a defect.

If, for example, the steering in a new car fails without warning, and the
car hits a tree, one can probably infer that this happened because of a defect
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and that the car was defective when it left the manufacturer. But if the car is
three years old, the situation may be different. The steering failure may
have resulted from a defect, but there is no reason to believe that the car
was defective at the time it left the hands of the manufacturer. The defect
might have been introduced at a later time.

How does this apply to owner-authorized technology? Suppose a gun
allows only the owner to fire it. There could be a failure (1) if it doesn’t fire
when the owner wants it to or (2) if it fires when an unauthorized person
uses it. Is the product defective merely because it failed to work the way it
was expected to work? That question can only be addressed by looking at
the nature of the technology. But if it is a relatively new handgun that has
not been abused or manipulated, we might infer that it was defective at the
time it left the manufacturer.

WARNING DEFECTS

The final theory of product liability is the warning theory, which es-
sentially requires reasonable care on the part of the manufacturer. A good
warning has three components. First, it must adequately catch the user’s
attention. Second, it has to adequately apprise the user of the nature of the
danger. And third, it has to adequately instruct the user in how to avoid the
danger. With user-authorized handgun technology, what would be an ap-
propriate warning? Should warnings be written out in a booklet or in-
scribed on the gun? The problem with warnings is similar to the problem
with designs. There is no perfect warning. A warning that is too detailed,
for instance, could be self-defeating itself because no one would read it.

Another problem manufacturers must face is that user-authorized tech-
nology will probably never be completely foolproof. There are many ways
the technology could fail. Because any choice the manufacturer makes
might be criticized, there are also many ways a plaintiff could obtain a legal
determination regarding the product’s defectiveness. If the product is really
good and the manufacturer has done its best to design and to warn, the
manufacturer might win the case, but the costs of defending the case could
be significant.

A manufacturer could do several things to insulate itself from these
potential problems, Prof. Fischer said. It could develop the best technology
possible, give the best warnings, and buy liability insurance—and then
build the cost of the insurance into the price of the gun. Liability insurance
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might enable a manufacturer to bear some of the financial risks associated
with selling user-authorized technology—assuming, of course, that liability
costs don’t drive the price of the gun so high that it becomes unaffordable.

Manufacturers could also seek protection from the government. If the
government were to mandate owner-authorized safety devices, it might also
implement a scheme to shield manufacturers from civil liability. Manufac-
turers would favor this, but it might be hard to achieve politically. If liabil-
ity risks to manufacturers must be reduced through insurance, gun users
will finance the system. If government steps in, taxpayers will finance it.
These are important policy options about which people disagree.
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L arry Keane, vice president and general counsel for the National
Shooting Sports Foundation, the firearms industry’s major trade as-
sociation, and general counsel to the Sporting Arms and Ammuni-

tion Manufacturers Institute (SAAMI), affirmed that the firearms industry
is not opposed to the development of so-called smart-gun technology. Many
interest groups now involved in litigation, including municipal litigation,
say that the firearms industry has suppressed the development and imple-
mentation of smart-gun technology, but that is not the case, Mr. Keane
said. The participation of representatives of firearms manufacturers in the
NAE workshop, and the descriptions of their companies’ work in this area,
is evidence of that.

The firearms industry’s primary concerns about product liability are
related to proposed state laws that would mandate the implementation of
smart-gun technology. It is abundantly clear from the workshop discussions,
Mr. Keane said, that the technology to make user-authorized, or smart,
guns is immature. Manufacturers are right to be seriously worried about
product liability exposure if they are asked to market products that are not
currently reliable and that pose a risk to users and to the general public.

Laws that require the incorporation of unreliable technology in hand-
guns, Mr. Keane said, are bad public policy because they expose manufac-
turers to unjustified and unwarranted liability. Citing Dr. Fischer’s discus-
sion of the contentious issue of immunity from product-liability lawsuits,
Mr. Keane said he is not aware of any state legislation that requires the
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production of “smart” guns and also provides immunity to manufacturers
or anyone in the firearms distribution chain.  Mr. Keane noted that there is
a bill before Congress intended to prevent what he called “frivolous” law-
suits brought by the Brady Center and other groups against the firearms
industry for the criminal misuse of handguns.4

A number of firearms manufacturers sell products that incorporate
built-in, or internal, locking devices. External locks, Mr. Keane noted, have
been distributed for years—for decades by some manufacturers. Although
the number of firearms in the U.S. has been rising, the number of acciden-
tal fatalities and criminal homicides involving firearms has been dropping,
he said. Firearms accidents are at their lowest rate since record keeping
began in 1903. These are indications, Mr. Keane said, that contrary to
what other speakers had suggested, consumers are using external gun locks.
An internal locking device, like an external one, requires that the consumer
lock it and unlock it. If, for the sake of argument, one assumes that external
locks are available but are not being used, then the same problem of disuse
would apply with internal locking mechanisms.

One important question is what constitutes a defect in smart-gun tech-
nology. Regardless of the technology, there are significant reliability issues,
for instance, issues related to a product’s failure mode. Does the product
fail so it can still be used, or does it fail so it cannot be used? If one can
envision bad outcomes in either scenario, is the product defective?

Consumers ought to have a choice, and manufacturers should have the
opportunity to market products that consumers want, Mr. Keane said. A
properly functioning firearm is not defective in and of itself; it is designed
to fire a bullet when the trigger is pulled. The absence, or presence, of a
“smart” device, even if the technology were feasible, would not render the
product defective, according to liability principles. The analogy to antilock
brakes is a sound one. Another applicable analogy also involves cars. It is
foreseeable to General Motors that people will buy cars, that they will drive
the cars, that their children will ride in the cars, that accidents will occur,
and that some children will be injured. No one would suggest that the
absence of a built-in child car seat renders an automobile defective. But

4The House passed the bill, Protection of Lawful Commerce in Arms Act (HR 1036),
on April 9, 2003.  It has 52 cosponsors in the Senate. The legislation would not provide
immunity from liability for harm caused by defective products.
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there are car models available today with such built-in seats. The absence of
a car seat does not make a car defective.

Arthur Bryant, the executive director of Trial Lawyers for Public Jus-
tice (TLPJ), a national public interest law firm, said TLPJ has never been
involved in gun litigation or taken a position on any gun-related issues.
TLPJ is neither pro-gun nor anti-gun.

Mr. Bryant said the law does not require products to be smart, and it
does not require smart guns. The law does require that manufacturers act
like they are smart and, when a product could injure someone, act like they
care. The law generally says the manufacturer has a duty to prevent foresee-
able injuries. “Foreseeable” is a mushy term. When that principle is applied
to guns, all of a sudden the discussion gets weird, because guns are intended
to cause injuries. So with guns, said Mr. Bryant, the manufacturer has the
duty to prevent foreseeable unintended injuries.

Manufacturers cannot be expected to prevent all unintended injuries.
For example, auto manufacturers can’t prevent everyone from being injured
in car crashes. Gun manufacturers, no matter what they do, can not pre-
vent all unintentional injuries caused by guns. But the law says that manu-
facturers have to act responsibly, not negligently; they have to act reason-
ably; they have to act with the knowledge of an expert. The law says
manufacturers are expected to act as if they know more than consumers,
because whether they do or not, they ought to.

To act responsibly when making a product, manufacturers must first
warn and educate consumers about risks consumers may not fully appreci-
ate. Second, companies must design their products so all reasonable steps
have been taken to prevent, in this case, unintended foreseeable injuries. If
a new design introduces other problems, the manufacturer should try to
modify the design to bypass those problems. Third, manufacturers must do
everything they reasonably can to make their products to specifications.

Mr. Bryant said that most workshop participants seem to accept that
gun manufacturers cannot reasonably be expected to produce a reliable
smart gun at this time. But, he said, many seem to believe that manufacturers
could be doing things now that are “smarter” than what they are actually
doing. Some of the common-sense, doable things that appear to be superior
to external locks are combination locks, transponder rings, and internal
locks. But these devices are not being advocated very heavily in the market-
place. In other words, they are not being incorporated into most guns.



Copyright © National Academy of Sciences. All rights reserved.

Owner-Authorized Handguns:��  A Workshop Summary
http://www.nap.edu/catalog/10828.html

34 OWNER-AUTHORIZED HANDGUNS

Mr. Bryant said there was a dramatic difference, historically, between
the attitudes of firearms manufacturers and the attitudes of most other
manufacturers toward the duty to prevent unintended injuries. In most
industries, products are routinely designed to avoid causing unintended
injuries. But the firearms industry has not consistently made design im-
provements a priority. It appears that the incentives for producing a safer
product are not as developed in firearms manufacturing as they should be,
and this has contributed to a responsibility lag, Mr. Bryant asserted.

It is only a matter of time, he said, before a manufacturer is held liable
for not incorporating, for instance, internal locks or ring technology. When
that happens, there will be powerful incentives for other manufacturers to
start incorporating the technology.

Mr. Bryant noted that in the early 1980s, the federal government was
pushing car manufacturers to install air bags, although the technology was
not quite ready. Meanwhile, most cars in America had no rear-seat shoulder
belts. The belts cost almost nothing, and they would have prevented some
injuries—not a massive number, because most car injuries happen in the
front seat. But the federal government waited and waited to mandate them.
Around this time, a lawsuit was brought against Ford involving a child who
was riding in the back seat wearing his lap belt. The car was in a frontal
collision, he jackknifed over, his head hit the front seat, and he ended up
with brain damage. In court, the plaintiff ’s lawyers showed how little it
would have cost to install a rear shoulder harness. The case was helped
because Ford was already selling cars with rear shoulder harnesses in Eu-
rope. There was a multimillion dollar verdict, and within two months, the
federal government required that car manufacturers install the harnesses. It
was the litigation that drove the change. Don’t be surprised, Mr. Bryant
said, if litigation over existing technologies—not smart guns, which may be
way off in the future—leads to similar quick changes in the gun industry.

The threat of liability can affect innovation, Mr. Bryant said. A study
(Huber and Litan, 1991) by the Brookings Institution on this topic found
two countervailing forces. On the one hand, the threat of liability encour-
ages innovation. Manufacturers want their products to be safer to avoid
lawsuits. On the other hand, the threat of liability can deter innovation
because manufacturers may not want to be the first to introduce a new
design that hasn’t been proven safe. In other words, the threat of litigation
encourages manufacturers to introduce safety-related technologies, but it
also encourages them to make sure the innovations work.
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It is important to remember, he said, that the perfect can be the enemy
of the reasonable, the possible, and the good. If it is reasonable and possible
to make guns marginally safer now, while also pursuing the long-term goal
of a smart gun, then we ought to be acting through policy, litigation, and
engineering to implement the steps that could make some difference.

Dennis Henigan, director of the Legal Action Project of the Brady
Center to Prevent Gun Violence, said the tort liability system plays an
essential role in bringing about design changes intended to prevent the
misuse of guns by children and other unauthorized users.

History teaches two lessons about product safety, he said. First, the
safety of dangerous products is too important to be left in the hands of the
manufacturers of those products. Second, making products safer is not sim-
ply a matter of science and engineering. It is also a matter of will—the will
to make products safer. Improvements in product safety in any industry
depend on how much the industry is willing to invest in research and de-
velopment. That, in turn, depends on the incentives industry has to make
its products safer.

History also suggests that the free market often does not provide a
sufficient incentive. The costs of unsafe products generally are not borne
by the industries that manufacture them, Mr. Henigan said. Rather, they
are borne by the victims of those unsafe products and by the public,
through the cost-spreading mechanisms of private and government insur-
ance. In the case of gun-related injury and death, the victims are often not
the consumers of the products, nor even related to those consumers. When
it comes to guns, the question is not a matter of what consumers ulti-
mately want. Everyone has an interest in gun safety. The reason there has
not been greater progress toward product safety in the gun industry is not
because the industry lacks resources. Rather, he suggested, it is because the
industry has not taken seriously its obligation to prevent misuse by un-
authorized persons.

Mr. Henigan asked why more progress in developing smart guns has
not been made. The concept of personalization and resistance to unautho-
rized use has been around for a long time. According to Mr. Henigan, the
gun industry has invested in research on ways to pack more firepower into
smaller, more concealable spaces. But it does not invest in research and
development in product safety.

Developing safer products is a process. Some early innovations may be
imperfect, but they are improvements. Why has this process begun for
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guns only in the last few years? For most products, government safety regu-
lation and the product liability tort system work in tandem to provide
strong incentives to make products safer. For example, the auto industry
did not introduce seat belts or air bags or make cars more crashworthy out
of the goodness of its heart. It did so because of regulatory mandates and
civil liability concerns. Automakers made precisely the same arguments that
gun manufacturers use today when talking about making guns resistant to
unauthorized use. Auto accidents, they said, are caused not by unsafe cars,
but by unsafe drivers; improvements in auto safety will make cars
unaffordable, will make drivers more careless, and will ultimately cost more
lives than they will save. All of those arguments, Mr. Henigan asserted,
were ultimately discarded, and we now expect automobiles to have these
safety features.

Mr. Henigan cited another example, cigarette lighters used by children
to start fires that endanger not only the children themselves, but sometimes
whole neighborhoods. The problem is very similar to the problem of gun
owners leaving their weapons where they are accessible to kids. Courts are
now beginning to hold manufacturers of cigarette lighters liable for failing
to use existing childproofing systems. Interestingly, the manufacturers’ de-
fense in those lawsuits has been that the lighters are intended for use by
adults, not children. The courts have rejected this defense, holding that the
cigarette lighter manufacturers have a responsibility to design lighters that
are resistant to use by unintended users. The courts have imposed liability
even though the lighters did not malfunction in any way.  In Perkins v.
Wilkinson Sword, the Ohio Supreme Court ruled that a lighter manufac-
turer may be liable for failing to use a feasible alternative design that would
have prevented harm caused by an unintended, but reasonably foreseeable,
use of its product.

The Consumer Product Safety Commission (CPSC) now requires that
lighters be made childproof. In contrast, guns are specifically exempt from
regulation under the CPSC. This is an example of the triumph of raw
political power over rationality in public policy, said Mr. Henigan. Guns
are the only widely available consumer product that is designed to kill. But
there is no federal agency with the authority to recall defective guns or set
safety standards for guns. The gun lobby has succeeded in winning the
industry that exemption. That means the only incentive to get the gun
industry to take its safety responsibilities seriously is the threat of damages
liability. Now the industry is trying to immunize itself from the civil liabil-
ity system as well.
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The firearms industry is desperate for immunity from liability when a
tragedy results from an unintended use of a gun. This is because the courts
are now starting to find gun manufacturers liable based on an argument
similar to the one affecting manufacturers of cigarette lighters. In a case
brought in New Mexico last year, Smith v. Bryco Arms, the New Mexico
Court of Appeals issued a landmark ruling holding that a gunmaker could
be held liable for failing to install safety mechanisms in guns to prevent
unintentional shootings by minors. The safety mechanisms at issue were a
magazine-disconnect safety and a load indicator, not an integral locking
device. Significantly, this ruling was handed down in New Mexico, in gun
country. The court said the manufacturer of a product intended to be lethal
has a greater responsibility to make it less accessible to foreseeable but un-
intended users.

The gun industry has great reason to be concerned about its potential
liability for failing to move forward on product safety, Mr. Henigan as-
serted. Allegations based on the industry’s failure to make guns more resis-
tant to unauthorized use are a part of most of the municipal lawsuits his
group has filed against the gun industry, he noted. Most of those cases have
survived motions to dismiss.

The substantial threat of liability is having a profound impact on the
industry’s behavior and on the design of guns. Prior to 1995, when the
Brady Center filed Dix v. Beretta, the first lawsuit focused on a
manufacturer’s failure to install a gun-locking mechanism, not a single U.S.
gun manufacturer had made or sold a gun with an integral locking system.
Now, there are at least seven. Mr. Henigan said he doubts the change re-
flects legislative mandates, because only one state, Maryland, has passed
legislation that requires new handguns to have an internal locking device.

Mr. Henigan said that the gun industry’s contention that gun owners
are hostile to personalized technology is false. A study in the New England
Journal of Medicine three years ago (Teret et al., 1998) found that 59 per-
cent of gun owners favored legislation requiring all new handguns to be
personalized.

Many groups are opposed to the concept of owner-authorized guns,
but there is simply a compelling logic to the idea. That logic is demon-
strated best, he said, by a speaker who will appear later in the program, Paul
Blackman of the National Rifle Association (NRA). Mr. Blackman’s writ-
ten statement says that personalized handguns “would not be the first or
the most commonly personalized consumer items. Among the personalized
items in widespread ownership in America are houses, motor vehicles, and
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computers.”  The NRA concludes, Mr. Henigan went on, that this is a bad
idea, because personalization cannot solve social problems. Presumably, the
NRA would not object, then, to cars without door locks or without key-
operated ignitions and antitheft devices. Most people come to precisely the
opposite conclusion, he said. Just as we would be appalled if Ford sold cars
with no locks, we ought to be equally appalled that the gun industry sells
its products without locks.
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Session 3
Impact on Health and Crime

Speaker Presentations

P rof. Philip Cook is the ITT/Stanford Professor of Public Policy at
Duke University and a member of the Institute of Medicine, a unit
of the National Academies. Among his works is a book coauthored

with Jens Ludwig, Gun Violence: The Real Costs (Oxford University Press,
2000). Prof. Cook said that one of the things he found most remarkable
about the morning proceedings was the significant push by the federal
government to develop personalized gun technologies to protect law-
enforcement officers and by the New Jersey state legislature to protect
children. In the grand scheme of things, he said, those two populations
represent only a small part of the problem of the misuse of handguns.

The larger concern is guns that are diverted from their intended pur-
pose into the hands of dangerous individuals who are forbidden by law to
have guns. Reducing diversion would reduce gun-related homicides, acci-
dents, and suicides.

Public health statistics give a sense of the scale of the problem. In 1999,
there were about 11,000 gun homicides in the United States, almost all
caused by handguns. This represents about two-thirds of the total number
of homicides in that year. Moreover, there were 187,000 robberies involv-
ing a gun, more than one-third of the total number of robberies, and
340,000 gun assaults. There were almost 17,000 gun suicides in 1999, or
57 percent of the total number of suicides. Teenage suicide is of particular
concern. Of the 17,000 suicides, 1,100 were younger than 20. In terms of
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injuries, there were 29,000 fatalities caused by gun-related injuries in 1999
and 76,000 nonfatal injuries.

A second way of thinking about the magnitude of the issue is to look at
the impacts of gun crime. For example, the threat of gun crime imposes a
burden on all of us, Prof. Cook said. Fear and anticipation of the possible
loss of a loved one translate into costly activities to avoid victimization.
Dealing with the consequences of gun crime imposes costs on our criminal
justice and medical systems. In many urban neighborhoods, serious vio-
lence reduces property values, stops commercial development, and encour-
ages neighborhood flight. The dynamic was illustrated in the 1990s, when
a major decline in violence, especially gun violence, coupled with an eco-
nomic renaissance, led to huge increases in property values in inner cities.
Prof. Cook estimated that the costs associated with the criminal use of guns
amounts to about $80 billion a year.

No doubt, reducing gun violence could save a lot of money, he contin-
ued. Nevertheless, the value of a gun-safety device that adds, say, $30 to the
price of a new gun must be balanced against the average additional social
burden that additional guns impose on all of us. It is also important to
remember that guns have virtuous uses.

Thirty-five to 40 percent of American households own a handgun,
typically in conjunction with several other guns (Cook and Ludwig, 1996).
The 200 million guns and 70 million handguns in circulation are confined
to perhaps 30 million households. Gun-owning households have on the
average five guns.

In 1999, 4.7 million new guns, 1.7 million of them handguns, were
sold in the United States. There were some 2 to 3 million transactions in
used guns. If the purpose of personalization is to reduce diversion, it is
important to understand how diversion happens. According to the Na-
tional Sample of Prisoners, 25 percent of prisoners who had a gun when
arrested had acquired it from a retail dealer. In a sample of juvenile offend-
ers, however, only 7 percent said they bought their guns from retail dealers.
Buying a gun from a retail dealer and committing a crime with it is rela-
tively rare. Guns usually pass through several sets of hands between retailer
and the commission of a crime. Ten percent of prisoners stole their guns;
2 percent took them away from their victims; and about 30 percent bought
them on the black market or on the street.

There are four ways a gun can be diverted from a legal user to an illegal
user: (1) unauthorized transfer within a household; (2) seizures from victims
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by assailants, the so-called take-away phenomenon, a rare event; (3) thefts
from residences, vehicles, and commercial businesses; and (4) transfers in
the secondary market. Prof. Cook described the last two diversion routes in
some detail. There are at least 500,000 gun thefts a year from residences,
enough to provide a gun for every gun crime committed in a single year.
There are a few million transfers every year in the secondary market. Most
of these are perfectly legal, but some are not. The classic straw purchase is
when a girlfriend with a clean record buys a gun at a retail store and hands
it to her boyfriend, who has a criminal record. There are also sales out of
private collections and from states with fewer controls to states with
tighter controls.

Conventional personalized technologies, a keyed lock, for example,
would do little to prevent the fourth type of diversion, voluntary transfers
in the secondary market. When a gun with a keyed lock is sold, the accom-
panying bracelet or key or ring could simply be handed over so that the
purchaser could fire the gun as easily as the seller. A biometric weapon,
however, could not be transferred as easily; the gun would have to be repro-
grammed. With some technologies, transferring the gun in working order
would be impossible.

The personalization could also include a locator built into the gun, a
technology that is already used in cars. The Lojack system has led to a steep
reduction in vehicle thefts, because it allows law enforcement to track ve-
hicles very easily. Building a signal device into guns would have a remark-
able deterrent effect. Even if the signaling device were entirely optional, but
perhaps encouraged by insurance companies, the effect could well be to
deter theft. That has been the experience with car owners—they pay for
Lojack but then get an insurance break. Some miniaturization issues might
have to be overcome, but this technology has real potential to stop one very
important kind of diversion and make gun theft a lot less attractive than it
is now.

Prof. Cook said it would be useful to analyze how these three technolo-
gies—key or combination locks, biometrics, and locator signals—match
up with the four diversion channels. To what extent would a particular
personalization design influence each of these?

A standard key or combination lock design should presumably prevent
household diversions, and, if the gun were locked, prevent take-aways. If it
were made very difficult to rekey the lock, if rekeying by an unauthorized
person would basically destroy the gun, this approach would also prevent
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thefts of workable guns. A very similar analysis could be performed for
biometric weapons. A gun with a locator device wouldn’t prevent house-
hold thefts or take-aways, but it might have a substantial effect on theft.

Prof. Cook also raised the issue of “competing” risks. When a new
safety technology is introduced, it introduces new, so-called competing
risks. The classic example is air bags and seat belts, which reduced old risks
but created new ones. For new gun-safety technology, a competing risk
might be that, as safer options become available, handgun ownership might
rise, thus increasing the overall risk of gun violence. A second competing
risk is that some people might get a false sense of confidence, and choose to
keep their guns loaded and otherwise unlocked because they think their
guns are now safe. Finally, if the locking mechanisms fail, the owner would
be prevented from using the weapon during an attack.

Prof. Cook suggested several policy approaches to introducing person-
alization as a way to address the problem of gun diversions. Handguns with
internal locking devices or a built-in geopositioning system could be pro-
duced but not required. Another approach would be to require certain
groups to carry personalized guns—for instance, people with concealed-
carry permits or security guards, who are usually not trained in gun use but
are required to carry guns. The third policy option would be to require
every new handgun to have an accepted personalization device built in.
The result would be a steady increase in the percentage of guns of no inter-
est or use to thieves. It would take a long time for these guns to penetrate
the market, but newer handguns are greatly overrepresented in criminal
use, so penetration might be fairly rapid.

The fourth and most radical approach would be to require that any
conventional handgun being transferred to another owner be retrofitted
with an appropriate personalization technology. That would greatly accel-
erate market penetration.

Social reforms, including gun control, have always been subjected to
the same criticisms: futility, perversity, and jeopardy. Futility suggests that
reform is hopeless because of the large number (200 million) of guns in
circulation. Perversity suggests that smart guns will not fire when necessary,
so they would be worse than useless. Jeopardy suggests that requiring smart-
gun technology would interfere with our right to own guns. These same
arguments have been made for every past social policy reform. But studies
of social reforms show that, on balance, they were effective. This suggests
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that the correct answer might be that safer guns will mean fewer gun deaths
and gun injuries.

Different smart-gun designs would accomplish different purposes. But
the larger purpose of all smart-gun technologies should be to reduce diver-
sions, Prof. Cook said. The effectiveness of any particular design will de-
pend not only on the design, but also on the regulations that go with it.
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Panel Presentations

C harles A. Moose is chief of police of Montgomery County,
Maryland, a major in the District of Columbia Air National
Guard, and a member of the adjunct faculty at Montgomery

College. Chief Moose said he has carried a handgun for the 27 years he has
been in law enforcement, but as a child he never handled a gun. His father
had a gun, however, and probably died under the illusion that he had kept
it successfully hidden from his children. No one in his household misused
his father’s gun, but many young people make very poor decisions about
the use of family guns, decisions that result in accidental shootings,
accidental deaths, and suicides.

In contrast to home- and family-related misuse of handguns, law-
enforcement take-aways are a relatively minor problem. Only a small
number of law-enforcement officers are killed with their own weapons. A
much better reason to pursue smart-gun research would be to stop young
people from hurting themselves or others.

One of law-enforcement officers’ biggest concerns about smart guns is
their reliability. That is the challenge manufacturers must face. Chief Moose
said if he and his peers were not convinced that a smart gun would be
absolutely reliable every time it is used, they would rather stick with the
weapons they already have. There is considerable skepticism in the law-
enforcement community about existing gun-safety technologies. A number
of law-enforcement agencies ask their police officers to use locking devices
on their guns, at least during off-duty hours. His own agency issues the



Copyright © National Academy of Sciences. All rights reserved.

Owner-Authorized Handguns:��  A Workshop Summary
http://www.nap.edu/catalog/10828.html

SESSION 3: PANEL PRESENTATIONS 45

equipment and encourages its use, and many younger officers, he said, have
not only asked for locks but for better locks. But Chief Moose said he
doubts that many officers actually use the equipment, and he admitted that
he does not lock up his own gun at night. He said he is afraid that, if he needs
quick access to the weapon, struggling with a lock will take too much time.

A smart gun would be of most value in preventing gun misuse in the
home. Chief Moose noted that homeowners rarely shoot criminal intruders.
More often, a criminal completes a crime and may even take the gun away
from the victims and use it against them or simply steal it. The idea that
guns provide home protection just is not borne out in real-world experience.

Chief Moose said he endorses maintaining a relationship among law
enforcement, developers of gun technology, and the public health commu-
nity. But he repeated that for personalized gun technology to catch on with
law enforcement, it would have to be 100 percent reliable. The challenge is
not only to design smart weapons but also to sell and market them.

The next speaker, Paul Blackman, research coordinator for the lobby-
ing arm of the National Rifle Association, said he knows of no opposition
to efforts to develop technologies to prevent unauthorized use of hand-
guns, as long as they are conducted by the private sector. A few gun owners
want “such gadgetry,” he said, and there is nothing wrong with developing
it for them. But he said such technologies will have the effect of making
handguns less reliable.

The most obvious limitation in imposing personalization technology
is that personalizing consumer products does not prevent unlawful access.
Houses and cars have personalized locks, and they are broken into or stolen
fairly often. Hacking into personal computers is done for fun and profit.
Similarly, personalizing handguns will not prevent misuse but might slow
misuse down by a few minutes.

Perhaps the most interesting thing about the effort to develop smart
handguns is that proponents of improving handguns rarely have any per-
sonal interest in owning a handgun. People who push for safer cars at least
ride in cars, he said. But technological gimmickry for guns comes mostly
from people who don’t like or own guns and who equate the words “gun”
and “weapon.” That alone makes the notion suspect.

One reason these devices have not been successfully developed for guns
is that they don’t sell. Gun owners don’t want them. Most so-called safety
devices make guns less reliable, he said, and will be undone by the consumer.
A century ago, Smith & Wesson introduced the grip safety for revolvers.



Copyright © National Academy of Sciences. All rights reserved.

Owner-Authorized Handguns:��  A Workshop Summary
http://www.nap.edu/catalog/10828.html

46 OWNER-AUTHORIZED HANDGUNS

But purchasers began to undo it, so the company gradually withdrew it,
first making it easy to undo, then leaving it off entirely. Much the same is
true today for guns sold with magazine interlocks. Most purchasers remove
them. It costs only a “buck or two” to put on, and it costs even less to take
off, Dr. Blackman said.

The personalized technology that is being talked about will add con-
siderably to the price of a handgun. Any serious personalization being con-
sidered today could double or even triple the price of a handgun when you
add in the increased cost of liability insurance.

Dr. Blackman said he was opposed to the idea of the federal govern-
ment imposing the technology and becoming involved in all handgun trans-
fers. He said he also opposed any system of government regulation, ap-
proval, or record keeping, which would amount to gun registration. One
concern of gun owners is that registration would make confiscation fea-
sible. A few decades ago in Bermuda, after a political assassination, the
authorities temporarily called in all registered guns; that temporary confis-
cation has still not ended. Registration of radios was used by Quisling to
confiscate radios in Norway (during WWII) and thus to limit listening to
Allied broadcasts. And the Vichy regime in France used registration of Jews
as a way to “confiscate” people. One form of personalization, inserting a
homing device into guns, would enable police to confiscate non-stolen guns
as well, he noted.

Some of the opposition to personalizing handguns, he continued, is
based on warranted fears of ultimate goals. Other fears relate to concerns
about the reliability of personalized guns. Because most personalization
would make handguns unreliable, he said, any attempt to guess their im-
pact on public health and crime is problematic. The question is how unre-
liable handguns would be, and what would be done by gun owners to keep
at least some of them reliable. If unreliability were forced onto all new or all
transferred handguns, many buyers would be anxious to restore reliability
to their guns.

With respect to personalizing handguns to prevent misuse by children,
the NRA shares the concern of the Violence Policy Center that some people
who buy these guns would not understand or conform to firearms safety
procedures. Moreover, the safety claim would be complicated if only hand-
guns were made childproof, and indeed only new handguns.

Much is simply not known. For instance, Dr. Blackman asked, how
would a government willing to force unwanted technology into guns react
to owners’ efforts to remove or disable the technology? How would gun
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owners respond to changes in their guns? How would criminals respond?
Currently, gun manufacturers bundle locks with their guns, but these locks
will have no impact on the criminal, suicidal, or accidental misuse of guns,
because they are easy for criminals and suicides to defeat.

It is impossible to say how many child gun accidents or potential sui-
cides would be defeated by personalization. The restrictions on use pro-
vided by personalization would have to be balanced against the possibility
that access would be easier, because personalized guns might be more likely
to be stored loaded. In addition, children might play with other,
unpersonalized guns thinking that now all guns were safe. Similarly, no one
knows how many criminals might gain access to unreliable handguns and
would be unable to restore their reliability, or whether that would matter.
Since most gun-related crimes don’t involve shots actually being fired, an
unreliable handgun may be as effective a tool for the average criminal as a
reliable handgun.

No one knows how police would respond to personalized guns in the
hands of children or criminals. Would they be fooled into thinking that
newer handguns would fire in the hands of criminals? How many children
with access to handguns left lying around because their parents think them
childproof might playfully point them at less playful law-enforcement officers?

Would the new technology make handguns unaffordable for the people
who most need them for protection and who are already given the least
police protection? If so, wouldn’t that encourage crime and prevent self-
defense? What would be the effect on the cost and availability of used,
reliable handguns of having some reliable and some unreliable handguns in
the same marketplace?

Tom Diaz, a senior policy analyst at the Violence Policy Center (VPC)
and author of the book Making a Killing: The Business of Guns in America
(The New Press, 1999), was the next speaker. The gun industry is an
extremely innovative industry, according to Mr. Diaz. Gun manufacturers
have scored some stunning successes through innovation and design. VPC
believes that if the gun industry wants to develop and market owner-
authorized guns, they should, but they should do it with their own
resources, not government funds.

VPC also believes that such technologies should be subject to the same
oversight as other American consumer products—regular reviews by an
independent agency that balances risks against benefits. The gun industry
should also be subjected to the time-honored collective effects of tort litigation.
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As has been suggested during this workshop, for the law-enforcement
community, a user-authorized gun is a “dog that won’t hunt,” he said.  The
community today is not in a buying mode. The real target of the gun
industry’s efforts to develop personalized handguns is not law enforcement,
and has never been law enforcement, he suggested. Introducing a new gun
technology to the law-enforcement or defense community first is a means
of getting into the civilian market, which can then be much more easily
penetrated, and which is orders of magnitude bigger. Anyone interested in
selling owner-authorized guns would not be in this business if they think
they would only be able to sell to the highly fractionated and extraordinarily
skeptical police market. They want to sell to civilians, and they think
they can.

It is not entirely accurate to compare user-authorized gun technology
to automobiles. A better comparison, Mr. Diaz said, would be with filter-
tip cigarettes, which encouraged people to keep smoking cigarettes and
destroy their health. Similarly, a smart gun would not do anything to pro-
tect American public health. It would encourage large numbers of people
who would not have bought handguns otherwise to go out and buy them,
believing they are safe. Thus the pool of people who own handguns would
expand dramatically.

An owner-authorized handgun poses two risks—a direct risk from the
gun itself and an indirect risk related to the pattern of gun ownership in
America. Both risks should be studied before anyone assumes that techno-
logical success equals epidemiological success.

In terms of indirect risk, gun ownership in America is highly concen-
trated. Fewer and fewer people now own more and more guns. Moreover,
the nature of handguns has changed dramatically in the last quarter cen-
tury. Twenty-five years ago, most police departments carried six-shot re-
volvers; today, probably none does. Most police departments have gone
through several rounds of rearming and now carry high-capacity, semiauto-
matic pistols. The same pattern holds true for private owners. In the last
20 years, guns have become far more powerful, with new calibers, bullet
sizes, and cross-dimensions. Entirely new calibers have been introduced,
such as the Smith & Wesson 40. Gun buyers are seeking out guns with
bigger calibers and higher capacity. There is no convincing reason to think
that people who purchase smart guns will be any different, and smart guns
will probably be of the highest capacity legally allowed. Furthermore, some
of the people who are persuaded to buy these guns will already own “dumb”
guns, which they intend to keep. That means that, in the same household,
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there will be both technologically brilliant and technologically stupid guns
available, which will create the serious problem of opportunistic use.

If one examines people’s behavior, the argument for technologically
smart guns begins to fall apart. Chief Moose’s description of what he does
and doesn’t do with his own gun is a good example. Mr. Diaz said that, as a
former gun owner and from his own observations, he doubts that people
who buy these guns will keep them in an inoperable mode. The main
reason most people buy handguns is for self-defense, and they are not going
to buy an implement for self-defense that they make ineffective, by their
own actions.

Advocates of so-called smart guns like to draw attention to uninten-
tional shooting deaths of children. Statistically, that occurrence is very small.
For 1999, out of 28,874 gun-related deaths, a very small number, about
824, were unintentional. Of those, 158 victims were under the age of 18. If
we assumed that every firearm in every household were replaced with a
smart gun and that every child under 18 never figured out how to override
the safety device, the number of lives saved would still be negligible. Unless
you subscribe to the hoary premise that saving one life is enough, the statis-
tics are not persuasive, given the ballooning numbers of new buyers.

Furthermore, almost all unintentional deaths of adults occur during
gun-cleaning and hunting activities. In both of those cases, the authorized
user is already in control of the firearm.

Suicide is an important category to consider in the argument over user-
authorized guns. First, suicide success rates by methods other than guns are
far lower. However, authorized gun owners obviously could turn their guns
on themselves. Therefore, that category of suicides would not be affected
by personalization technology. Teen suicides are often the focus of atten-
tion, but many teenagers in America own their own guns. If they are too
young to own one legally, their parents often give them one, so they, too,
would be authorized users. Much of the gun suicide problem cannot be
solved with authorized guns.

The question of homicide and criminality is very dicey. Mr. Diaz said
it is his understanding that only a small proportion of homicides results
from a criminal intending to kill another person. The preponderance of
homicides takes place among people who know each other, and many
people who commit homicides are authorized owners. When it comes to
criminals who are not the initial authorized owners, the question becomes,
as Dr. Cook pointed out, the nature of the technology. Will it be possible to
prevent a gun from being transferred?
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It is possible to imagine a technological fix to any one of these objec-
tions, but the problems are nevertheless very real. To be fair, the presence of
a smart gun in the absence of a standard gun would save some lives. But we
must balance that against the mass of new owners and new families that
would be exposed to the hazards of these guns.

In short, VPC thinks smart guns are a dumb idea, Mr. Diaz said. If the
gun industry wants to disprove that, let them. But they should do it on
their own dime, and they should be prepared to pay the consequences to
the public if they guess wrong in the name of profit.

The last speaker was Lois Mock, a senior social scientist and program
manager in the Office of Research and Evaluation (ORE) in the National
Institute of Justice at the U.S. Department of Justice. She said there is
obviously enormous skepticism about the development and use of owner-
authorized handgun technology, not only among those on both sides of the
gun-control divide, but also within the law-enforcement community.

Ms. Mock said she is concerned that both federal and state legislatures
are talking about mandating owner-authorized handguns without consid-
ering the possible unintended consequences of such requirements.

One such consequence might be an increase in the market for im-
ported nonowner-authorized handguns, as well as parts for those guns, in
response both to legitimate demand from those who want nothing to do
with the new technology and to criminal demand.

In addition, all 70 million handguns now legitimately in private hands
would suddenly become much more valuable to the criminal element. Most
offenders get their guns through secondary markets, which would still be
out there. As the number of owner-authorized handguns in circulation in-
creases, the value of guns that aren’t owner-authorized would rise, thus
increasing the number of household burglaries.

Another unintended consequence of mandating owner-authorized
guns might be to increase the use of long guns in the commission of crimes.
It doesn’t take much to dismantle or saw off the barrel of a shotgun and
make it more user friendly and more portable.

The ORE has conducted research for 20 years on issues related to the
prevention and control of firearms violence. However, the office has not
done social or behavioral research on the impacts of owner-authorized
handgun technology, because the technology is still under development.
Even so, Ms. Mock said, an affordable owner-authorized handgun could
effectively reduce some aspects of gun violence. For instance, personalized
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gun technology could prevent accidental injuries and deaths due to impul-
sive acts by children, and it could cut down on the growing problem of
teen suicide.

She noted that the effectiveness of using handguns for self-defense is
controversial. The figures in different surveys vary greatly, from less than
100,000 defensive uses per year to several million per year. In some cases,
it’s not clear how self-defense events are defined. In any case, there is not a
one-to-one relation between the defensive use of a handgun and deterrence
of a crime.

Sooner or later, owner-authorized handgun technology will be devel-
oped. Politically and in the media, it sounds very good, and it will become
increasingly difficult for gun manufacturers to refuse to pursue it. Owner-
authorized guns could become a valuable tool in reducing certain kinds of
injuries and death, but it will not cut down on crimes and violence result-
ing from the use of available nonpersonalized handguns. Moreover, great
care will have to be exercised by those who advocate laws requiring the
technology to avoid the potential for increased violence and crime by crimi-
nals seeking to acquire pre-law, nonpersonalized handguns.
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