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This study is being conducted by the Committee on Army Science and
Technology for Homeland Defense of the Board on Army Science and Technol-
ogy, in the Division on Engineering and Physical Sciences of the National Acad-
emies.  Sponsored by the Deputy Assistant Secretary of the Army for Research
and Technology, the committee will produce a series of reports encompassing
possible science and technology in support of the Army’s role in homeland
security (HLS).  The statement of task for this first report is as follows:

The National Research Council will:

Review relevant literature and activities, such as the National Academies’
emerging Science and Technology Program plan and Research Strategy for
Combating Terrorism and their work with the interagency Technical Support
Working Group (TSWG), reports from the Gilmore Commission and Hart-
Rudman Commission, the DoD Counter-Terrorism Technology Task Force
(DCT3F) plan, DOD Information Assurance policies and existing military
operation and contingency plans to develop an Army context for the enhanced
campaign against terrorism.

Determine areas of emphasis for Army S&T in support of counterterrorism
(CT) and anti-terrorism (AT).  Operational areas the NRC should examine in-
clude indications and warning, denial and survivability, recovery and conse-
quence management, and attribution and retaliation.

In the first year, produce a report within nine months from contract award
containing findings and recommendations that provide insights for high-payoff
technologies.

Preface
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viii PREFACE

BACKGROUND OF THE STUDY

The terrorist attacks of September 11, 2001, have forced the nation to con-
sider how to prepare for the defense of the homeland.  Terrorism is no longer an
item on the evening news, taking place in some distant locale.  Terrorism has
become a domestic issue.  As part of this recognition, the Army requested that the
Board on Army Science and Technology (BAST) create a committee to meet
over a 3-year period to consider how science and technology might better enable
the Army to accomplish its mission in the homeland.  It is anticipated that the
committee will produce several reports during this period.

COMMITTEE PROCESS

This first report is a broad survey of relevant technologies, written in a
relatively short period of time.  Because of the scope of the review, the lack of a
well-defined operational framework,1 and the time-sensitive nature of the Army’s
interest, the committee has determined not to study specific products but rather to
consider areas of technologies one level above individual products, processes, or
services.  In any case it should be noted that it is not the intent of this study to
recommend budget actions; the technology assessments are intended to assist the
Army in formulating its future technology plans.

The committee began its work by reviewing the literature listed below but
found that very little has been said about the Army’s role in HLS and the technol-
ogy needs in support thereof.

• The National Strategy for Homeland Security,
• The Federal Response Plan,
• The National Academies’ report Making the Nation Safer: The Role of

Science and Technology in Countering Terrorism,
• The interagency Technical Support Working Group (TSWG) outputs,
• Reports from the Gilmore Commission and the Hart-Rudman Commission,
• The Department of Defense (DoD) Counter-Terrorism Technology Task

Force (DCT3F) plan,
• DoD information assurance policies, and
• Existing military operation and contingency plans.

There are other reports, such as the annual report of the Department of
Energy’s Chemical/Biological National Security Program (CBNP), that the com-
mittee did not review for lack of time but that might provide additional informa-
tion to the reader.

1Operational framework refers to a plan that the Army would use to conduct whatever operation
may be necessary in response to a terrorist attack.
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In addition to the literature search, the committee requested a series of brief-
ings from the Army to better understand the Army’s view of the homeland
mission.  It also heard from representatives of the National Guard Bureau to
understand the role of the Army National Guard.  A thorough legal briefing on
the limitations of the Posse Comitatus Act facilitated this understanding.  Lastly,
the committee heard from scientists with expertise in a wide range of technolo-
gies in an effort to preview emerging types of equipment.

Even as this report was being prepared, doctrine and policy were being
developed.  The Department of Homeland Security and the Department of
Defense’s Northern Command, which are to have the major responsibilities and
authorities for homeland security at the national level, are still in the early stages
of formation and organization.  The actual role that will be played by the Army
in homeland security must certainly depend in large measure on the operational
assignments Army units will be given in the framework of, or in support of,
these overarching organizations.  This remains in a state of flux.   While, as is
indicated in the report, it is anticipated that much of the doctrine will be drawn
from existing protocols, the lack of specific doctrine made the study of specific
equipment requirements difficult.  Therefore the committee assumes certain
functional requirements, which are described in Chapter 1.

REPORT ORGANIZATION

The DOD’s Defense Counter-Terrorism Technology Task Force (DCT3F),
in calling for and reviewing technical proposals in the wake of September 11,
used the following taxonomy:

• Indications and warning,
• Denial and survivability,
• Recovery and consequence management, and
• Attribution and retaliation.

The study sponsor chose to make this taxonomy the basis for the committee’s
tasking document,2 so the report is organized around these operational areas.

2In other documents, the Pentagon has used a different taxonomy but to the same end.  For
example, the Joint Warfighting Science and Technology Plan uses the following groupings of opera-
tional capabilities and subcapabilities:

Prevention Protection Response

Denial Infrastructure Attribution
Indications and warnings Personnel Consequence management
Deterrence Facilities Crisis management
Preemptive strike Retaliation
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x PREFACE

These four areas describe events in a time continuum beginning when intelli-
gence indicates an event may take place and ending when blame can be attributed
and appropriate retaliation executed.  In Chapters 2 through 5 the committee has
divided the four operational areas first into functional capabilities and then into
technologies.  Because the same technologies may be necessary in more than one
of the operational areas, conclusions and recommendations concerning these
technologies may appear in more than one chapter.  Chapter 6 captures the
overarching observations of the committee and Chapter 7 lists the findings, con-
clusions, and recommendations.

COMMITTEE COMPOSITION

The membership of this committee was intended to contain a broad represen-
tation of scientific and technological skill sets that have application to the Army’s
role in homeland security.  These skill sets range from information technologies
such as communications, computer sciences, and sensor technologies to materials
and civil engineering, with special emphasis on structural hardening and resis-
tance to nuclear and conventional explosive forces.   Biosecurity expertise was
considered important, as was a thorough understanding of the Army’s capabili-
ties.  A security clearance was considered essential, as many of the topics that
would be of interest to the committee are classified.

The committee worked very hard at its task and is grateful to all those who
contributed to the report.  Although the report limits itself to a fairly high-
indenture level of exploration, the committee is satisfied that it will provide
significant assistance to the Army as it moves on to future missions.

John W. Lyons, Chair
Committee on Army Science and
Technology for Homeland Defense
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proved by the NRC’s Report Review Committee. The purpose of this indepen-
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1

Executive Summary

The U.S. Army is facing a challenge.  At the same time that it launches a
transformation toward the futuristic Objective Force, the centuries-old require-
ment to support civil authorities has been brought to the fore by the terrorist
attacks of September 11, 2001.  As the Army prepares for its still-evolving role in
homeland security (HLS), the National Research Council was requested to estab-
lish a study committee under the Board on Army Science and Technology to
advise the Army on how science and technology (S&T) could assist in the con-
duct of HLS.  This is the first report from the committee.

This executive summary follows the same organization as the report.  The
section on background abstracts Chapter 1, where the context for the HLS mis-
sion is developed.  The remainder of the summary addresses the technologies
required over the four operational areas identified by the sponsor:

• Indications and warning,
• Denial and survivability,
• Recovery and consequence management, and
• Attribution and retaliation.

The technologies are displayed in tabular format in Chapters 2-5.  Such a
format provides the best way to understand the technologies the committee be-
lieves are important.  A summary table depicting high-payoff technologies is
provided at the end of this executive summary and in Chapter 6.
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2 SCIENCE AND TECHNOLOGY FOR ARMY HOMELAND SECURITY

The main observations of this report are as follows:

• The S&T required by the Army for HLS need not be unique.  The S&T
work already being done for the Objective Force could provide much of
the technology needed for HLS.  In fact, if approached properly, the HLS
effort not only can advance the S&T needed for the Objective Force, but
also can assist in developing tactics, techniques, and procedures.

• The Army National Guard is critical to the success of the Army’s efforts
in HLS.

BACKGROUND

Homeland Security Requirements

While the operational framework1  for combating terrorism on U.S. soil is
still emerging, it is clear that this framework will be national in scope and based
on cooperation.  Although all disasters—either manmade or natural—are local,
any disaster of great magnitude will require close cooperation among federal,
state, and local governments.  In case of a terrorist attack, the wide-ranging
capabilities of our armed forces will most certainly be called on.  The Army will
have to cooperate with civilian emergency responders in order to save lives and
mitigate damage.  The Army’s notional plan for HLS separates high-intensity
homeland defense scenarios from lower-intensity civil support scenarios.

The military is not the only community seeking to learn from the events of
September 11.  The committee became aware of ongoing efforts in the civil
sector to develop equipment for civilian emergency responders.   This commer-
cially developed equipment might have great applicability for the Army, but
there does not appear to be a mechanism for integrating the research being done
in the civilian community with that being done in the military community.2

Recommendation. The Army should encourage better coordination of the
disparate homeland security science and technology efforts.

Recommendation. The Army should facilitate technology transfer in order
to allow the private sector and other government agencies to exploit the
homeland security technologies it develops.

1Operational framework refers to a plan that the Army would use to conduct whatever operations
may be necessary in response to a terrorist attack.

2The Department of Homeland Security will include a Directorate of Science and Technology
headed by an Under Secretary for Science and Technology.  The Under Secretary will advise the
Secretary on R&D efforts, priorities, goals, objectives, and policies.  This might be an ideal site for
the integration of civil and military research.
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The Army

The Army is organized in three parts: the active Army, the Army National
Guard (ARNG), and the Army Reserve.  The committee believes that the ARNG
will be most involved in HLS events, at least initially, because (1) it is under local
(state) command, (2) it is usually closest geographically to probable sites for
terrorist attacks, and (3) it is not limited in its law enforcement roles.

Equipment for the ARNG is based on its wartime mission, not its response to
civil emergencies.  Equipment requirements are established in the U.S. Army
Training and Doctrine Command, where the ARNG has not had sufficient repre-
sentation to make its needs known.  Given the increased emphasis on HLS, it
appeared to the committee that the ARNG should play a more significant role in
determining what its HLS equipment should be.

Recommendation. The Army National Guard’s homeland security role must
be considered in the development of the Army Science and Technology
Master Plan, and resources for these requirements applied as appropriate in
developing the Department of the Army Master Priority List.

Link to the Objective Force

While the Army has a long history of providing support to civil authorities,
the quest for the Objective Force has great significance for the Army’s future.
This Army of the future is envisioned to be “more strategically responsive,
deployable, agile, versatile, lethal, survivable, and sustainable across the entire
spectrum of military operations from major theater war through countering ter-
rorism to Homeland Security”  (U.S. Army, 2002).

The modernization strategy that is being used to bring the Objective Force
to rapid fruition envisions the acceleration of S&T (U.S. Army, 2002).  While
many of the Objective Force technologies are directly applicable to the Army’s
newly energized homeland responsibilities, it may be necessary to modify or
adapt specific technologies to serve a dual purpose.  In addition, some new
capabilities will be needed.  The committee believes that if this process is ac-
complished thoughtfully and flexibly, there are great opportunities for cost-
effective procurements, economies of scale, and an ability to accomplish both
missions successfully.

Recommendation. To optimize current science and technology efforts, the
Army should take advantage of potential transferability between technolo-
gies for homeland security and those for the Objective Force.

As the committee became more familiar with civilian first responder require-
ments, an interesting parallel began to emerge between responding to a domestic
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terrorist attack in close cooperation with local authorities and fighting a war in
close cooperation with allies and coalitions of allies.  In both situations, the Army
will be working with groups who have different equipment, different cultures,
different operational languages, etc. The requirement to create force packages
tailored for particular incidents and to establish interoperable situational aware-
ness and command, control, communications, computers, intelligence, surveil-
lance, and reconnaissance (C4ISR) will be overriding.

Recommendation. The Army should investigate the technologies necessary
to put together on the fly the force packages necessary to meet the require-
ments of both homeland security and the highly deployable Objective Force.

Recommendation.  Given the time lag associated with training personnel
and leadership to use new technology, now is the time to start dealing with
these issues in the context of homeland security, so that they are well honed
by the time the Objective Force is fielded.

INDICATIONS AND WARNING

Indications and warning (I and W) generally refers to the events leading up to an
attack.  Much of this is the province of the intelligence community.  Since the Army
will have a significant role in responding to the use of weapons of mass destruction
(WMD), the committee focused in this portion of the study on the physical detection
of explosives (nuclear and conventional), radioisotopes, chemical agents, and bio-
logical agents and on the identification of related cross-cutting S&T.

Traditional Imaging Sensors

The advanced, high-performance imaging systems that infuse all aspects of
national security and defense also have relevance for HLS.  High-performance
sensors, which image in a broad range of spectral bands, are a high priority for
numerous theater and national missile defense platforms. The Department of
Defense (DoD) in general and the Army have broad programs in this area.

Recommendation. It is critically important that all sensors not only be well
characterized at the point of purchase but also be regularly rechecked by
competent technicians.  Software used to integrate disparate sensors should
be well documented and checked against standardized problems.

Chemical Agents

Chemical agents are typically released into the atmosphere, where they
form toxic clouds that are moved by atmospheric winds or by ventilation sys-
tems. The most desirable situation would be to detect these agents before they
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are released into the atmosphere. For weaponized agents this will be difficult
because of problems with sensitivity and false alarms when operating in realistic
dirty environments.

Biological Agents

The point detection of biological agents is qualitatively different from that of
chemical agents.  Compared with chemical agents, many orders of magnitude
less of biological agent are required to incapacitate an individual. This means that
there may be substantially less material to detect.  A typical biodetection system
involves a cueing, detection, discrimination, and identification sequence. Unlike
chemical agents, live biological agents may replicate themselves in the infected
population to a detectable level, but only after their release.  Replication of
infectious agents in the population may also contribute to secondary spread of the
disease.

Nuclear Materials

In the case of nuclear weapons, the primary fissionable isotopes of interest
are uranium-235, plutonium-239, and uranium-233.  In most cases detectors are
effective only if they are relatively close to the source of radiation.  For example,
the signature from a plutonium weapon’s spontaneous decay processes will be
gamma rays and neutrons.  Assuming scattering but no neutron capture between
the weapon and the detector, the weapon neutron flux from spontaneous fission
will equal the background neutron flux at about 15 meters from the weapon,
making detection at a distance problematic.  All of the nuclear materials detectors
mentioned in the report have relatively short detection ranges and are best suited
for choke points or portal geometries or where there is good intelligence on where
the material is located.

Conventional Explosives

The majority of terrorist attacks against U.S. forces, facilities, and citizens
have involved the use of conventional explosives. The detection and tracking of
such explosives is therefore extremely important.  The vapor-phase detection of a
modern explosive will be possible only if there are detectors in close proximity to
the explosive or if there is a very substantial concentration of explosive vapors at
a distance from the explosive.

Army weapons and explosives in transit or in storage can be attractive targets
for theft or diversion by terrorists.  On a broader scale, it would be in the interest of
the United States if international protocols were established that called for the inser-
tion of detection markers and identification taggants, worldwide, into all legiti-
mately manufactured explosives to assist both detection and forensic analysis.



Copyright © National Academy of Sciences. All rights reserved.

Science and Technology for Army Homeland Security: Report 1
http://www.nap.edu/catalog/10655.html

6 SCIENCE AND TECHNOLOGY FOR ARMY HOMELAND SECURITY

Recommendation.   An international convention requiring the incorporation
of detection markers and identification taggants should be sought.

Techniques to detect packaged dangerous materials are for the most part
lacking.  The committee learned that such detection is an extremely difficult
problem even when the detector can be placed next to the package.  New and
perhaps radically different approaches will be required.  A distributed network
could involve fixed sensors and mobile sensors deployed on various platforms
including autonomous unmanned air, space, ground, and underwater vehicles.
This option opens up substantial opportunities for the investment of Army S&T
resources because the S&T involved is more broadly applicable to the Army than
just nuclear weapons detection or chemical and biological agent detection.

Recommendation. The Army should ensure from the outset that the
necessary interrelationships among the sensor networks and the broader
intelligence collection activity are established and maintained as a co-
herent undertaking.

Recommendation.  Army science and technology should aggressively seek
out and invest in those cross-cutting sciences and technologies that will
benefit both the Objective Force and the homeland security requirement to
detect weapons of mass destruction.

DENIAL AND SURVIVABILITY

The principal element of successful denial is good security, including both
physical security and cybersecurity.  Denial of an attack refers to measures taken
to prevent or otherwise thwart an intended terrorist attack, whether by preventing
access using, for example, guards or barriers or by other means of interception
(e.g., explosive detection and electronic surveillance). Survivability, in contrast,
refers to measures taken to mitigate the effects of an attack by such means as
structural hardening, protecting personnel, and duplicate resources.  Survivability
also includes the ability to absorb an attack with acceptable damage and casual-
ties, redundancies that enable continued function after an attack, mitigation of the
effects of the attack, and preparations that plan for operation afterward.

Recommendation. To gather valuable and perishable medical and other
forensic data, the Army should support the establishment of rapid response
data-gathering teams to investigate bombing attacks that may occur in the
future.  The data collected by these teams should be integrated with informa-
tion from past events and made available to researchers and practitioners in
emergency medicine, injury epidemiology, search and rescue, architecture,
and engineering.
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The fixed infrastructure targets presumed to be of primary interest to the
Army are military buildings either inside an installation or standing alone (e.g.,
barracks, office buildings, and command-and-control (C2) centers), bridges, tun-
nels, and dams, as well as special facilities such as nuclear power plants and
critical Department of Defense (DoD)/Army assets (e.g., ports and airfields).
Infrastructure targets also can include those that are primarily “cyber”—com-
puter networks, communication systems, and C2 systems or supervisory control
and data acquisition (SCADA) systems for base power grids and water systems.

Physical Security

The technology needs for physical security are very broad.  Explosive threats
against conventional buildings of direct interest to the Army may range from small
1- or 2-pound explosives packaged in letter bombs or pipe bombs, to hundreds of
pounds of explosives contained in cars, to thousands of pounds of TNT (trinitrotolu-
ene) equivalent charge carried by large trucks, trains, or dockside ships.

Military and conventional buildings are susceptible to chemical, biological,
and radiation attacks by terrorists through their heating, ventilation, and air-
conditioning (HVAC) systems. The effectiveness of such attacks can be greatly
reduced by incorporating building automation systems that can be designed to
manage specific threats and scenarios.

Recommendation. The Army should monitor and integrate new heat, venti-
lation, and air-conditioning technologies developed by the Defense Advanced
Research Products Agency and other organizations into building and infra-
structure design and retrofit guidelines. These technologies include detec-
tion, neutralization, filtration, and active ventilation defenses.

The Technical Support Working Group (TSWG)/Defense Threat Reduction
Agency (DTRA) Blast Mitigation for Structures Program is a focused and valu-
able program of research, testing, engineering analysis, and computational mod-
eling to supplement existing knowledge on blast effects and blast-resistant design
and construction. However, the full benefits of the program will be realized only
if the results are widely disseminated and necessary improvements implemented.

Blast-hardening technologies and design principles developed by the Army
and other DoD components for military purposes are generally relevant for fed-
eral force protection and civilian design practice. However, because the knowl-
edge base is incomplete, this information must be adapted and expanded to be
more specifically usable by and accessible to civilian architects and engineers.

Recommendation. The Army should continue to survey and evaluate rel-
evant ongoing university research with the objective of identifying and syn-
thesizing technology that could improve the performance of buildings in a
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blast environment, and it should also consider inviting universities to partici-
pate directly in the research effort.

Information Security and Cyber Issues

The word “cyber” is used in this report to refer to any activities related to the
computer and communications (C&C) infrastructure, including information stored
and/or transmitted in the systems.  Use of this infrastructure is rapidly becoming
ubiquitous in all aspects of daily life. The C&C infrastructure can be compro-
mised by several mechanisms, principally these:

• An insider making use of authorized access,
• Unauthorized access via direct tapping into the physical facility,
• Unauthorized access via valid network connections and security flaws in

the system, and
• Denial-of-service attacks.

There are three primary objectives of a cyber attack:3   (1) destroy or change
data within the system itself, (2) take control of systems controlled by the C&C
system, or (3) deny the user effective use of the system.  Future terrorist incidents
in the United States might utilize any of these.  The best defense is to physically
isolate an important network from the public network.

Large organizations are often tempted to custom design their own systems,
because they believe their needs are different and that they can achieve greater
efficiency by dropping those system elements they do not require, at least at the
time of design.  For general-purpose systems this is not only a false economy—
the design costs are such that because of the rate of change in the field, the
organization will soon be left with an out-of-date software design that runs only
on out-of-date hardware—but it is also an invitation to security disasters.

Recommendation. The Army should partner with other agencies and the
commercial sector to develop and adopt the appropriate tools and protocols
for the protection of its own computer and communication systems.

Recommendation. The Army should continue to review its cybersecurity
procedures to assure that the best practices from the community are adopted
on an ongoing basis.

3Attacks by hackers merely to prove their abilities by making annoying but inconsequential
changes to the system are not discussed.  It should be recognized that many of these hacker attacks
are against that part of the network that is designed to be public, that is to say public Web sites.
While it is desirable to keep those pages secure against unauthorized change, the level of security
that can be applied to nonpublic information is necessarily lower.
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The Army must be concerned not only with the survivability of its own
systems in the event of an attack but also with the survivability of systems over
which it has no or little control prior to the attack—or even, perhaps, after the
attack—since if it is called on to provide support, it will need to establish links
between its units and civilian responders.

Recommendation. Whether through the Army National Guard or active or
reserve Army units, the Army should play a major role in providing emer-
gency command, control, communications, computers, intelligence, surveil-
lance, and reconnaissance (C4ISR) in the event of a major natural or terror-
ism disaster because it has both the skill set and the equipment to provide
such services in hostile environments.

Recommendation. Equipment and trained personnel should be available to
provide vital information and communications for interoperable command,
control, communications, computers, intelligence, surveillance, and recon-
naissance (C4ISR) in the case that civilian systems are seriously impaired in
an emergency event.

CONSEQUENCE MANAGEMENT AND RECOVERY

Generally, recovery is viewed as a local and private sector responsibility.  How-
ever, in the case of terrorist acts using WMD or significant cyberattacks on the
nation’s critical infrastructure, the damage may exceed the capacity of local agencies
and the private sector that owns and operates the critical infrastructure.  Conse-
quence management is more than just minimizing the damage; it also involves
rescue of and aid to injured victims and the restoration of essential services.

Interoperable C4ISR system

The architecture and technology needed for a HLS C4ISR system is compat-
ible with the Army’s framework for developing and fielding the Objective Force.
However, Objective Force C4ISR systems will need to be adapted for this differ-
ent mission and different challenges.

Recommendation. To facilitate the development and fielding of an integrated
command-and-control system for homeland security, the Army should initiate
or continue research that permits the earliest possible fielding of deployable
communications packages equipped with universal multiplexer capability to
facilitate C2 across the vast, and disparate, array of agencies that will respond to
incidents and events.
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Rapid Event Assessment of Physical Damage,
Casualties, and Contamination

A necessary condition to conduct recovery and consequence management (R
and CM) activities is an assessment of the situation.  The Family of Integrated
Operational Pictures (FIOP) is designed to meet the needs of the war fighter.
However, it could be extended to the HLS mission.  A number of sensors exist
that can assist with a real-time situational assessment.  Overhead imagery from
satellites and high-endurance unmanned aerial vehicles (UAVs) can build an
optical and infrared picture of physical damage.  They can also use measurement
and signal intelligence to determine WMD contamination.  Reports and images
from multiple sensors do not, by themselves, build the situational awareness and
operational picture needed to conduct effective operations.  The sensor pictures
and reports need to be analyzed and depicted on a common grid and shared with
the R and CM forces.  Finally, a family of models that can predict physical
damage, contamination, and casualties can play an important role in the HLS
mission.

Recommendation. The Army should conduct research on processes and
systems to facilitate the event assessment process. It should support high-
priority research such as sensor networking and fusion to merge reports from
disparate sensors into a common picture.

Force Protection

The forces employed for large-scale R and CM activities need to be
protected for sustained operations.  Individual protection suits and inocula-
tions are necessary to sustain operations in WMD conditions. The Army,
through its Soldier and Biological Chemical Command (SBCCOM), contin-
ues to lead in the development of individual and collective protection tech-
nologies.  Mobile collective protection facilities are necessary for long-term
R and CM activities.  The Army is currently developing a new family of
deployable collective shelters that can be used by forces engaged in the HLS
mission.  The primary responsibility for the development of vaccines and
medical countermeasures to protect against biological agents rests outside
the Army in the Department of Health and Human Services and the Centers
for Disease Control.  However, the expertise in Army laboratories is essen-
tial to progress in this area.

Recommendation. The Army’s research and development across the spec-
trum of technologies needed for individual and collective protection against
the effects of weapons of mass destruction for the Army and civilian emer-
gency responders should be continued.
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Treatment of Mass Casualties

It is likely that mass casualties will result from the use of WMD and high
explosives. A mass casualty incident is one in which there are not enough re-
sources for casualty management.   In addition, triage takes on an entirely new
aspect, one closely resembling the wartime rules of engagement.  Where the
cause of injury is suspected to be a chemical agent, toxin, or toxic industrial
chemical, the responders must be able to identify the agent and determine the
concentration.  Methods for field assessment of biological hazards are also em-
ployed at this phase of the operation. While it is essential that the military be able
to interface with civilian HLS activities as needed, some aspects of military
capability may not perfectly match HLS needs.

Recommendation. The Army should expand its research in the area of
triage, tracking, and treatment of mass casualties.

Recommendation. The Army should ensure development of individual tri-
age assessment for mass casualties from events involving weapons of mass
destruction.

Recommendation. The Army should ensure the development of a process to
leverage information technology to effectively conduct mass casualty triage,
tracking, and treatment following such an event.  The process development
should incorporate (1) remote decision support systems that can be inte-
grated with civilian systems and (2) a tracking system.

Containment and Decontamination of the Effects of WMD

There is not much experience in wide-area decontamination in the aftermath
of chemical, biological, and radiological/nuclear weapons attacks.  Even with a
correct assessment of the levels of contamination, there are few tools and tech-
niques available for decontamination.  Decontamination will probably be ac-
complished in stages, and it is likely that the Army will be involved in early
remediation of WMD events.

Recommendation. Army science and technology should concentrate on the
further development of a process to plan and implement remediation and decon-
tamination for chemical, biological, radiological, and nuclear events.  This
process must be capable of being conducted in real time based on limited
information.

Recommendation. Army science and technology should concentrate on the
further development of decontamination solutions for chemical, biological,
radiological, nuclear, or even large explosive events weapons.
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ATTRIBUTION AND RETRIBUTION

In general, attribution is assigning a cause or source to an act or event.  In the
context of this report, it is the identification of individuals or organizations that
are responsible for direct or indirect acts of terrorism and sabotage directed
against the United States, its territories, and vital national interests.  Retaliation is
action taken in return for an injury or offense and to deter future attacks.

While the committee has no recommendations for attribution—leaving that
to nonmilitary agents—the Army’s role in retaliation runs the gamut from simple
military/law enforcement coordination, when appropriate, to full-blown remote
operations overseas, where the Army may be assigned primary ground retaliation
responsibility as part of a Joint Task Force.  Since this role is primary to the
Army, the committee believes there are some enabling technologies that should
receive very high priority and deserve S&T investment.

Operational Area and the Army Role

Operations in urban environments and in the presence of noncombatants will
probably be common.  The ability to move quickly in a crowded city swarming
with civilians and hiding some terrorist cells is an extremely complicated task.
This problem was clearly demonstrated in Somalia.  The Army must be able to
move personnel quickly, through or over busy streets.  The committee feels that
exoskeleton technology significantly increases the running and jumping capabil-
ity of the individual soldier.  Likewise, there is a need for small, armor-plated,
light transport vehicles, ground and helicopter, to move forces as needed in this
environment.  Additionally, a capability is needed for clearing obstacles in the
streets and alleyways.

Technology Focus Areas

One key aspect of survivability is signature reduction of our forces across the
spectrum—radio frequency (RF), electro-optical, infrared, radar, acoustic, etc.
Additionally, enhanced armor protection is of critical importance in the Objective
Force Warrior program.  Fire support plays a critical role in all combat opera-
tions. The vast majority of current fire support systems were not developed
specifically for urban warfare, where precision and lethality (or nonlethality) can
determine the outcome of an operation.  Even relatively small errors can be
devastating in terms of collateral damage or innocent civilians killed.

Recommendation.  The Army should continue and enhance current research
and development to focus on mobility operations in the urban environment,
to include exploration of small, mobile armored carriers for use in urban
environments and mini-breachers to clear streets and alleyways.
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There is no good system for achieving situational awareness in an urban
environment. This is due in part to the extremely complex RF propagation
environment in this setting, coupled with the high-resolution accuracy needed to
track a soldier in a specific room or building.  A comprehensive situational
awareness system building on the current Land Warrior system and linking the
individual soldier to on-the-body, local, and remote sensor systems and informa-
tion databases is necessary.

Recommendation.  The Army should modify current systems or develop
new systems, along with appropriate munitions, that are specifically de-
signed for extremely precise fire support in urban environments.

Recommendation.  The Army should make technologies such as the situ-
ational awareness Blue Force Tracking program and the health monitoring
system available to the Department of Homeland Security, which will con-
sider whether or not they can be adapted for civilian use.

Locating and tracking small terrorist cells in a rural environment is a very
difficult task, particularly when the terrorist attempts to blend into the environ-
ment.  Several advanced technologies may help the war fighter locate terrorists in
this environment.  However, there may well be a physical limitation to detector
capability.

Recommendation. The Army should continue to develop a robust soldier
situational awareness system begun in Land Warrior that provides a real-
time, fused information system.

Recommendation. The Army should adopt a tiered approach to the problem
of terrorist cell tracking and surveillance in the urban environment and in
rugged terrain, first increasing sensor sensitivity, then networking and fusing
sensors, and, finally, fusing information from disparate sources.

The committee believes that defense of the homeland is the military’s top
priority and that the Army will play a significant role in this action.  Science and
technology can and will assist the Army in this role.

Recommendation.  The Army should focus its funding and research efforts
on the high-payoff technologies shown in summary Table ES-1.
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TABLE ES-1  High-Payoff Technologies

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Chapter 2 Indications and Warning Technologies

Perimeter defense HgCdTe imaging LWIR arrays to fabricate R H, O, C
and warning high-performance detector arrays.c

Uncooled bolometer arrays utilizing R, N H, O, C
temperature-dependent dielectric constants
and operating at room temperature.c

GaAs quantum well arrays; a type of R, N H, O, C
extrinsic photoconductor in which the
bound electrons reside inside the quantum
wells instead of on dopant ions.c

GaN UV detectors for solar blind F H, O, C
applications.d

Biological agent DNA microarrays that can monitor F H, O, C
detection thousands of genes simultaneously.

Combinatorial peptides using massive F H, O, C
libraries for screening.

Raman scattering; matches observed N, F H, O, C
Raman spectra against a library of
predetermined signatures.e

Vapor-phase Chemical resistors that detect at the parts N H, O, C
explosive per billion level.  Must be close to explosive
detectors or chemical, needs improved SNR.f,g

Fluorescent polymers that detect at parts R, N H, O, C
per trillion level (in principle).  Must be
close to explosive or chemical, needs
improved SNR. Demonstrated at parts per
billion in reliable system.h

Surface-enhanced Raman spectroscopy that N, F H, O, C
detects at parts per billion. Portable, must
be close to explosive.h

Immunoassay (biosensors) that detects N, F H, O, C
parts per billion.  Must be close to
explosive.  Potential for increased sensitivity. h
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Bulk explosive Nuclear quadrupole magnetic resonance R, N H, O, C
detection (NQR). Low SNR, must be close to

explosive, does not require magnets.
Produces RF signals characteristic of
particular explosives.g,i

Millimeter-wave radiometry. Potential to N H, O, C
provide radiometric images of objects
(e.g., explosives) under clothing. g,j

Cross-cutting Sensor networking—gathers data from a N, F H, O, C
detection and wide variety of spatially distributed sensors.
tracking

Sensor fusion—intelligently combines, N, F H, O, C
correlates, and interprets data from
distributed sensors.

Anomaly detection—examines data from N, F H, O, C
networked sensors to discover patterns,
unusual behavior, etc.

Surveillance platforms (UAVs, UGVs, R, F H, O, C
UUVs)—small autonomous vehicles for
carrying sensor payloads as part of
distributed sensor network.

Cross-cutting IR, RF, acoustic, seismic, etc. techniques R, N H, O, C
perimeter that monitor for intrusion into
surveillance predetermined spaces (encampments,

facilities, borders, etc.).

Cross-cutting MEMS—methods for integration of many R, F H, O, C
capability in technologies into microsensors using
miniaturized electronic fabrication technologies.
systems

Active-passive sensor suites—suites of N, F H, O, C
lasers and detectors that can query and
image as well as perform spectroscopic
measurements.

Nanofabrication techniques—fabrication of F H, O, C
sensing systems at the atomic level.

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Continues
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Chapter 3 Denial and Survivability Technologies

Perimeter control X-ray assessment, swimming sensors for N, F H, O
rapid detection of LVBs.

Unattended sensor networks, advanced N, F H, O
power sources, C2 and secure
communication, low-power sensing
elements for deployable perimeter control
system.

C2 and secure communications, situational F H, O
awareness tools, area sensors for mobile
perimeter system.

Building and Smart ID with bioinformation, ID tracking F H, O, C
facility access with area authorization, iris ID, liveness
control tests, auto DNA ID for automatic, high-

confidence access control.

Structural blast Prediction of blast and impact loads on and N, F H, O, C
resistance in buildings, bridges, dams, etc.

Connection details for steel and concrete N H, O, C
structures (new and retrofit construction)
to upgrade current approaches for dynamic
environments and material behavior.

Methodology to prevent/evaluate potential N H, O, C
for progressive collapse. (+ university,

industry)k

Blast-resistant window concepts, including N H, O, C
new glazing-to-frame connections.

Blast-resistant tempered and laminated F H, C
glass  (stiffness, strength enhancement,
ductility).

First-principles analysis techniques to N H, O, C
supplement experimental databases for
design of windows and structural
component retrofits.

Software to include new test and analysis R, N H, O, C
data and techniques for design and retrofit
of structures in blast environments.

TABLE ES-1  Continued

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)
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Integration of performance standards with N, F H, O, C
building codes from a multihazard
perspective.

Cybersecurity IP version 6 to provide ad hoc mobile N H, O, C
C&C networks to rapidly reconfigure
systems.

Technologies to avoid enemy intrusions, F H, O
guarantee functionality.

Technologies to provide alternative C&C N H, O
after a disaster.

IP version 6 for networks, universal radio, N H, O
etc. to allow the Army systems to
interoperate with other emergency services.

Chapter 4 Recovery and Consequence Management
Technologies

Command and Adaptive integrated multiplexer N H, O, C
control systems to integrate communications

between multiple agencies.

Mobile local broadband networks to pass N, F H, C
imagery and communications.

Blue Force Tracking to determine the N, F H, O, C
location of operational personnel and assets
from multiple agencies.

Planning Decision support aids such as those in the N H, O
Agile Commander ATD to enhance
real-time planning among multiple agencies.

Event assessment Family of interoperable operational N, F H, O, C
pictures displays that can be shared by
operational planners and implementers.

Land mobile robotics that can breach R, N H, O, C
obstacles to implant sensors.

Sensor networking and fusion to integrate N, F H, O, C
multiple sensors into a common picture.

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Continues



Copyright © National Academy of Sciences. All rights reserved.

Science and Technology for Army Homeland Security: Report 1
http://www.nap.edu/catalog/10655.html

18 SCIENCE AND TECHNOLOGY FOR ARMY HOMELAND SECURITY

Real-time damage and contamination N, F H, O, C
modeling to provide attack assessments
based on the reports of fused sensor data.

Force protection Development of improved protective mask R, N H, O, C
filters and service-life indicators.

Development of semipermeable N H, O, C
membranes and self-detoxifying material
for protective suits.

Vaccine development for protection N, F H, O, C
against biological agents.

Medical response Chemical, biological, and radiological R, N H, O, C
triage assessment cards providing C4ISR
integration of data, decontamination of the
patients and material, tracking of the
patients, physical evidence, clothing;
chain of custody.

C4ISR; on-demand access to expert’s R, N H, O, C
network, scenario modeling/procedures to
provide remote expert support for the
on-site medical personnel; on-demand
linkage to medical and scientific
information systems, experts, and
laboratories.

Field-deployable diagnostic, life-support, R, N, F H, O, C
and emergency surgical systems that can
be easily and rapidly deployed; that are
resistant to vibration, low environmental
quality, and electromagnetic interference;
and that can be operated efficiently in the
presence of chemical, biological or
radiological residuals.

Field-deployable rapid-assay devices; R, N H, O, C
dynamic meteorologic models of CBRN
threats to provide the first responder an
assessment of agents and risks for staff
and patients; assessment of ongoing
environmental risks.

TABLE ES-1  Continued

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)
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Scenario development software based on R, N H, O
physiologic and biochemical response to
agents.

Hemorrhage, neurological, and respiration R, N H, O, C
stabilizing devices and technologies with
a long shelf-life, rapid-acting agents.

Vaccines and immunologic factors R, N, F H, O
(including therapeutic applications),
counteragents for chemical, biological, and
radiological exposure with a long shelf-life,
rapid-acting agents.

Distributed learning platforms with AI R, N, F H, O
and decision-assisting tools for CBRNE.

Remediation and Development of a process to plan and N H, C
decontamination implement remediation and decontamination

for chemical, biological, radiological,
and nuclear events.

Further development and assessment of R, N, F H, C
solutions to clean up chemical and
biological contamination.

Chapter 5 Attribution and Retaliation Technologies

Detect traffic/ Multisensor fusion. N H, O
activity
abnormality Data mining techniques. N H, O
in urban and
rural locations Inference algorithms. N H, O

Redeployable UGS. F H, O

Locate terror cells 3-D ultrasensitive lidar. N O
in areas of heavy
foliage

Defeat covered 3-D ultrasensitive lidar. N O
and concealed
targets in rural Multisensor fusion techniques. N O
environment

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Continues
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Locate gunshots Ultrasensitive acoustics triangulation F H, O, C
in urban system.
environment

Enhanced red Track deconfliction algorithms. F O
force (enemy)
location in urban
environment

Situational Enhanced blue force (friendly) personnel N H, O, C
awareness location in urban environment provided

by fused GPS, RF, and dead-reckoning
hardware and algorithms.

Mobility in Exoskeleton for soldier platform. F O, C
remote urban
environment Light, highly survivable, signature- F O, C

suppressed troop-carrying helicopter.

Mobile, small-scale robotic breachers for N, F O, C
clearing alleys, etc. in urban environment.

Remote Reduced usage of signature-producing N H, O
operations technologies.

Advanced composites for lightweight F H, O, C
armor protection.

Advanced composites for enhanced vehicle F H, O, C
mine protection.

Advanced health and wound monitoring N, F H, O, C
system that integrates blood pressure,
heart rate, body temperature, skin
penetration sensors.

Munitions and Nonlethal munitions to include acoustic N, F H, O, C
delivery systems systems.
designed for
remote urban PSYOP products. N O
combat

UAVs and UGVs designed for urban fire N H, O, C
support.

TABLE ES-1  Continued

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)
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1

U.S. Army Role in
Homeland Security

INTRODUCTION

The nation’s military, particularly the Army, has a long tradition of provid-
ing assistance to local, state, and federal agencies in mitigating the effects of
manmade and natural disasters; providing for the public safety; and restoring
essential services.  In the 21st century, the scope of this mission will increase in
response to the new threats and challenges.  The possibility of terrorists using
chemical, biological, radiological, nuclear, or high explosive (CBRNE) weapons
has placed dramatic new responsibilities on the civilian emergency responder
community and the military.  Additionally, the potential for adverse effects of
cyberattacks on the nation’s critical infrastructure has increased as the infrastruc-
ture enhances its dependence on internetted communications and digital control
systems.

In response to the threats, challenges, and missions, the President has signed
into law a cabinet-level department, the Department of Homeland Security
(DHS).  The Department of Defense (DoD) has created the U.S. Northern Com-
mand (NORTHCOM), which, among other things, will organize and employ the
assets of the military when it becomes necessary to meet these challenges.  The
Army will play a role in the new organizational structure and in meeting the new
organizational demands, but the exact role remains in a general state of flux.

It is clear that the first to respond1  to terrorist events will be the local
civilian emergency responders, such as policemen and firemen.  However, in

1Appendix D provides an excerpt of the Federal Response Plan (FRP) that outlines how the
federal government implements the Robert T. Stafford Disaster Relief and Emergency Assistance
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events of national significance that exceed the capabilities of the state and local
authorities, the Army will most likely be called upon to assist the lead federal
agency, the DHS, and the Army National Guard (ARNG) will most likely be the
first Army component to assist in assuring public order, mitigating the effects of
the terrorist events, and beginning the recovery for both the public and private
sectors.

Finding 1-1. Homeland security is an important extension of the Army’s
historical role of providing military support to civilian authorities.  The
Army will be called on to assist the lead federal agency, the Department of
Homeland Security, in meeting a wide range of demands for consequence
management and recovery of public order and critical services.

For the purposes of this report the committee is using the definitions in
Box 1-1, obtained from the Department of Defense Dictionary of Military and
Associated Terms (DoD, 2001).

ORGANIZATION OF THE ARMY

It is important for the reader to understand how the Army is organized and
the current limitations of the Posse Comitatus Act before considering how the
Army might assist civil authorities.

Organization

While every military unit in the Army is organized, trained, and equipped
using a single Army standard, the U.S. Army has three distinct components:

• The active Army,
• The Army National Guard (ARNG), and
• The Army Reserve (USAR).

The active Army is immediately available for use in an emergency.  It has a
balance of combat, combat support, and combat service support forces.  The
ARNG (with mostly combat units) and the USAR (with mostly combat support
and service support units) are in reserve status and generally require a period of

Act to assist state and local governments when a major disaster or emergency overwhelms their
ability to respond. Both the FRP (Federal Emergency Management Agency. 1999. Federal Response
Plan, 9230.1-PL, April, available online at <http://www.fema.gov/rrr/frp/> and accessed on Decem-
ber 3, 2002) and the Terrorism Incident Annex (Federal Emergency Management Agency. 1999.
Terrorism Incident Annex, April. Available online at <http://www.fema.gov/rrr/frp/frpterr.shtm> and
accessed on December 3, 2002) are important for planning purposes.
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time to activate before they become available.  This period ranges widely, from a
few hours to several weeks.  The active Army and the USAR are considered
federal forces and are at the call of the President; the ARNG has a dual status that
allows state governors to use these forces without having to call on the federal
government.

Posse Comitatus Act

The Army’s role in the United States is circumscribed by the Posse Comita-
tus Act of 1878 (PCA) (18 USC 1385), which, as a general matter, prevents the
Army (and, by extension, the Air Force) from directly engaging in law enforce-
ment activities such as search, seizure, arrest, and similar actions.2

PCA applies unless the Congress has specifically authorized such direct law
enforcement actions by other statute or unless the emergency is of such signifi-
cance that the President may exercise his direct executive authority under the
Constitution.3

The PCA applies to Army active forces, to members of the USAR serving on
active duty or active duty for training, and to the ARNG when in federal status.
Importantly, the ARNG not in federal status serves at the direction of a state
governor and may perform law enforcement functions consonant with the laws of
the state.  It should be pointed out, however, that active forces may protect federal
property necessary to the performance of a federal function and may always act in
self-defense and thus may be involved in the protection of critical infrastructure
and in force protection roles in the United States.

BOX 1-1
Definitions

Terrorism—the calculated use of unlawful violence or threat of unlawful vio-
lence to inculcate fear; intended to coerce or to intimidate governments or societ-
ies in the pursuit of goals that are generally political, religious, or ideological.

Antiterrorism—defensive measures used to reduce the vulnerability of indi-
viduals and property to terrorist acts, to include limited response and containment
by local military forces.

Counterterrorism—offensive measures taken to prevent, deter, and respond
to terrorism.

2While the Navy and the Marine Corps are not constrained by the PCA, similar restrictions are
imposed by DoD policy.

3There are many statutory authorizations for use of the military in a law enforcement role under
circumstances specified in those statutes.  The earliest and broadest authorizing statute is the Insur-
rection Act (10 USC 331 et seq.), which has been used a number of times in history.
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HOMELAND SECURITY

The concept of homeland security (HLS), while certainly not new, has not
received a high priority within the nation until now.  As this report is being
prepared, there is no certainty about how the newly established NORTHCOM
would proceed with the military role, and no specific role has been assigned to
the Army.  However, there is no doubt that NORTHCOM will have requirements
for HLS that the Army and the other military services must meet.  To the extent
that these requirements cannot be satisfied with current resources, they will help
shape the Army’s Science and Technology Master Plan.  The committee will
consider future Army science and technology (S&T) requirements, as driven by
NORTHCOM, in later studies, as the requirements evolve.

The committee proceeded on the assumption that the Army will play a sig-
nificant role in HLS.  A statement by Secretary of Defense Donald Rumsfeld
reinforces this assumption:

With regard to supporting the effort to improve security at home, there are three
circumstances under which DoD would be involved in activity within the Unit-
ed States.

Under extraordinary circumstances that require DoD to execute its tradition-
al military missions. . .

In emergency circumstances of a catastrophic nature. . .

Missions or assignments that are limited in scope where other agencies have
the lead from the outset (Rumsfeld, 2002).

Army Homeland Security Operational Framework

In anticipation of future taskings, the Army has developed a notional opera-
tional framework4  for HLS,5  consistent with the National Security Strategy,

4Operational framework refers to a plan that the Army would use to conduct whatever operation
may be necessary in response to a terrorist attack

5The following definitions are provided from Greg Bozek, Army War Plans Division, Army
Deputy Chief of Staff, G3, briefing to the committee on May 15, 2002:

• Homeland Security:  The preparation for, prevention of, deterrence of, preemption of, defense
against, and response to threats and aggressions directed towards U.S. territory, sovereignty,
domestic population, and infrastructure; as well as crisis management, consequence manage-
ment, and other domestic civil support.

• Homeland Defense: The protection of U.S. territory, sovereignty, domestic population, and
critical infrastructure against external threats and aggression.

• Civil Support: Department of Defense support to U.S. civil authorities for domestic emergen-
cies and for designated law enforcement and other activities.
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under which it includes “homeland defense” and “civil support.”  This is illus-
trated in Figure 1-1.

These missions extend across a continuum from pre-event to event to post-
event and incorporate sequential tasks—that is, deterrence, defense, crisis man-
agement, and consequence management.6  The President’s announcement at the
2002 United States Military Academy commencement ceremony regarding pre-
emptory strikes indicates that the model is still a work in progress.

The committee views the missions of “defense of sovereign territory” as a
traditional military warfighting mission and beyond its purview, although there
are surely many technological developments that would be of interest.  The
challenge of “air and missile defense” has already been the topic of several
excellent studies.  Given the limited time frame for this effort, the committee has
chosen not to address this element in the report.  “Information assurance” and
“weapons of mass destruction (WMD) defense/response,” while not new, surely
pose new challenges and probably involve new functions or new applications of
existing technology.

FIGURE 1-1 Army homeland security operational framework.  SOURCE:  Greg Bozek,
Army War Plans Division, Army Deputy Chief of Staff, G3, briefing to the committee on
May 15, 2002.
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6Greg Bozek, Army War Plans Division, Army Deputy Chief of Staff, G3, briefing to the com-
mittee on May 15, 2002.
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Homeland Defense

While perhaps least likely, scenarios exist that would demand a Presidential
determination and the use of traditional military capabilities in the United States.
Conceptually such an event could create the need for special capabilities related
to operating in urban terrain but intermingled with and surrounded by U.S. civil-
ians.  The major capabilities required to deal with a substantial combatant force
or for law and order could involve all three Army components.  Additionally, as
pointed out in the Army After Next Summer 1997 War Games and subsequent
war games such as the Ellipse Series, conducted by Joint Forces Command, the
threat to the homeland could limit the national command authority’s flexibility in
overseas operations owing to concerns about protecting the homeland (Brennan,
2002).

Civil Support

As previously indicated, the Army has always been available for support of
civil authorities.  Civil support missions, while long a part of Army responsibili-
ties, take on greater significance in a terrorist environment.  The increased so-
phistication and capability of the terrorist threat require planning for events of
catastrophic proportions.   Circumstances involving the leveling of significant
portions of cities and/or the use of WMD, with perhaps hundreds of thousands of
casualties, could require the Army to assist in ways never before anticipated, both
in support of civilian emergency responders and as an emergency responder on
military installations.  The size of the requirement for DoD support to special
events (e.g., the Olympic Games and the Super Bowl) has also increased many
times over, both in the number of events to be protected and the variety of
functions to be performed.

The Army does have substantial relevant capability within its three compo-
nents.7   However, the ARNG, in its state role, will most likely be the second
responder on the scene after civilian emergency responders. The ARNG has
organic units such as medical, heavy equipment engineer, military police, and
communications units with inherent mobility and self-sustaining capability.  It
also maintains WMD response units, called civil support teams (CSTs), in many
states.  Depending on the situation, the active Army and the USAR will be
available to reinforce the ARNG with whatever capability is necessary.  The
active Army has some unique capabilities when it comes to the detection of

7It must be acknowledged that members of the emergency first responder community, such as
firemen, police, and emergency medical personnel, may also be serving in the Army’s reserve com-
ponents.  DoD directives and Army regulations address such conflicts, requiring that they be re-
solved in peacetime by screening out of the Army reserves those individuals whose employers will
not agree to release them for military duty.



Copyright © National Academy of Sciences. All rights reserved.

Science and Technology for Army Homeland Security: Report 1
http://www.nap.edu/catalog/10655.html

U.S. ARMY ROLE IN HOMELAND SECURITY 29

biological and chemical weapons and consequence management of the aftermath
of their use.  These include some important and unique laboratory capabilities,
large-scale decontamination units, explosive ordnance disposal teams, and medi-
cal research.  The medical corps and laboratories also have considerable capabili-
ties in forensic medicine and wound ballistics.  The Army Corps of Engineers
(USACE) has considerable capabilities that have been used frequently in support
roles.  Likewise, other major Army activities such as the Army Materiel Com-
mand (AMC) can be called upon to provide equipment, supplies, and other assis-
tance to civilian agencies.

Finding 1-2.  The Army National Guard, given its historical mission and
flexibility, geographic dispersion, dual-mission capabilities, and frequent
association with local agencies, is the key Army asset to meet homeland
security demands and can be augmented as necessary with special capabili-
ties from the Army Reserve and the active Army.

Organizational Vacuum

While it is not the task of the committee to make recommendations on
organizations and functions, the apparent absence of an adequate and integrated
national structure for the prevention of terrorist actions and intelligence sharing
from the federal to the local (first response) level was striking.

To help it analyze the need for science and technology, the committee made
use of a suggested HLS concept of operation and roadmap (see Box 1-2).  It
should be emphasized that this is just one example of how preparations might be
made and information might be shared.

The Army’s Role

The committee has come to believe that the roles of the Army in HLS and in
traditional war fighting, while quite distinct, will share certain similarities.  One
way to look at the Army’s potential role in HLS is to view it in terms of the five
major functions the Army must accomplish.  HLS operations modify but do not
drastically change these fundamental functions:

• Protecting the force,
• Projecting the force,
• Conducting operations,
• Sustaining the force, and
• Redeploying the force.

Protecting the force continues to be an umbrella concept that cuts across all
five functional areas.  It is continuous in nature in that it starts at a home installa-
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BOX 1-2
Notional Homeland Security Roadmap

Presidential Decision Directive 63 (PDD 63) or an updated version of it will
serve as a base document for federal, state, and local efforts.

1. Conduct a vulnerability assessment.  Each sector leader conducts a vulner-
ability assessment of his or her sector.  That assessment should result in infra-
structure being classified and prioritized according to criticality.

2. Establish priorities. Develop a common definition for each priority level.
Once the definitions are agreed upon, commence simultaneous assessment ef-
forts at the state and federal level.

3. Use established points of contact.  Use points of contact already estab-
lished by the input of each state to the Office of Domestic Preparedness in re-
sponse to requirements set forth in the Fiscal Year 1999 State Domestic Prepared-
ness Equipment Program.

4. Integrate prioritized lists. After sector assessments have been completed,
integrate them into one prioritized list, at both the state and federal levels.  The
federal government should only protect infrastructure that services multiple states
or regions or is critical to national security.

5. Share critical information. Once the Secretary for Homeland Security has
approved the federal list, it should be shared on a close-hold basis with each state.
The state should then ensure completeness and deconflict any duplication at the
state or local level.

6. Assign responsibility. The National Guard should be given the mission of
developing and implementing plans to protect all federal critical infrastructures and
should take the lead for the military in the overall effort of combating terrorism on
U.S. soil, including assisting with the training of civilian emergency responders.

7. Partner with private industry.  A coordinated plan to protect all state infra-
structures must be developed by each state. It should fully leverage public and
private efforts at the state level.

8. Address the resource issue.  Bands of preparedness need to be developed,
with the highest band of preparedness being “resource unconstrained.”  Realisti-
cally that will have to be modified, but not until the best level of protection that can
be provided our citizens has been determined.  The minimum level of protection
should be that associated with protecting all critical infrastructures.

9. Provide for minimum-level protection as soon as possible.  The resources
required to provide the minimum level of protection should be established and
provided through a combination of federal, state, and private funding as quickly as
possible.

10. Institutionalize the effort.  Regional Centers of Excellence need to be
established across the United States to provide an independent assessment of
regional plans and a means of improving identified weaknesses in areas of first
responder training, equipping, and technology.

11. Execute the long-range plan.  A long-range plan must be developed,
reviewed annually, and updated as required.  The goal of the long-range plan
should be to provide the optimum level of security for each state and its citizens
over time.
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tion prior to deployment and closes back on itself with redeployment.  In many
ways a military installation can be viewed as another element of critical infra-
structure and subject to the same considerations (threat analysis, early warning,
increased security, etc.) as other critical infrastructures located throughout the
United States and overseas.  This remains a responsibility 24 hours a day and 7
days a week.

Projecting the force means that generally the force will have to move from a
home base to conduct operations.  Protection of vital lines of communication (air,
land, and sea) must be assured.  HLS has added a new dimension to the “fort to
port” challenge.  The movement of military units to the site of a domestic terrorist
attack will be just as challenging—if not more so—than their simple movement
to a port of embarkation.

The conduct of operations will generally involve operating with other orga-
nizations.  These may be allies, coalition partners or, maybe, emergency first
responders.  Operations bring all the issues associated with compatibility and
commonality.  For an already manpower-constrained, capabilities-based force,
the additional requirements associated with HLS make it even more imperative
that S&T be leveraged to the extent possible to free up much-needed manpower.
Unlike traditional operations, HLS missions will be accomplished in cooperation
with a wide range of civilian local, state, and federal agencies.  In considering the
challenges of this new role, the committee was struck by the similarities between
the Army’s new requirement for cooperative work with U.S. civilian emergency
response agencies and the existing requirement for cooperative work with allies
and various coalition partnerships.  The requirements for interoperability, par-
ticularly in communications, are identical.

Without maximizing technology, sustaining the force can put an unaccept-
able burden on our limited lift and other logistical assets.

Finally, as we have learned so often, the Army must redeploy to its home
base, recover, and prepare to do it all over again—and they must do it throughout
the period of great vulnerability.

Finding 1-3.  There are many similarities between military operations in-
volving allied or coalition forces and operations involving civilian emer-
gency responders.

Link to the Objective Force

The Army has been rethinking its concepts of warfighting since the end of
the Cold War.  The Objective Force is the Army’s future full-spectrum force that
planners envision to be “more strategically responsive, deployable, agile, versa-
tile, lethal, survivable, and sustainable across the entire spectrum of military
operations from major theater war through countering terrorism to Homeland
Security” (U.S. Army, 2002).
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Even as the Army continues its transformation into the post-Cold-War force,
today’s soldiers, frequently called the “legacy force,” must be fully prepared to
execute their responsibility to fight and win decisively against any enemy.  The
final transformation to the Objective Force, which begins in fiscal year 2008, will
require many years of effort.  The legacy force, in the meantime, will require
sustainment and recapitalization to enhance its existing weapons, systems, and
platforms to increasingly provide some of the Objective Force-like capabilities.
As a transition from the legacy force and a vanguard for the Objective Force, an
“interim force” fills the near-term gap.  The interim brigade combat team (BCT)
is a key element of the interim force.  Figure 1-2 depicts the synergy between
these forces.

The modernization strategy that is being used to bring the Objective Force to
fruition envisions the acceleration of science and technology (U.S. Army, 2002).
The committee believes that many of the requirements for HLS can provide a
direct link to the capabilities-based Objective Force.

As indicated in the preface, the Army sponsor chose to use DoD’s Defense
Counter-Terrorism Technology Task Force taxonomy as a framework.  This
taxonomy involves the following operational areas (DoD, In press):

• Indications and warning,
• Denial and survivability,
• Recovery and consequence management, and
• Attribution and retaliation.

Using this taxonomy, the following linkages between the Objective Force
and HLS are made:

FIGURE 1-2 Army transformation.  SOURCE: Andrews (2002).
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• Indications and warnings technologies directly relate to protecting the force.
Regardless of whether one is protecting an installation or conducting combat
operations, there is a vital need for intelligence.  The means of obtaining the
intelligence and early warning (IEW) might vary, but the requirement is the
same whether protecting an installation or conducting a combat operation.
This IEW must then be transformed into actions that protect soldiers, units,
and installations.

• Denial and survivability are combat multipliers for all operations as well
as subsets of force protection.  Leaders responsible for conducting the
wide range of missions associated with today’s Army must optimize the
use of manpower and technology to ensure survivability.

• Recovery and consequence management can be equated to conducting
combat operations and redeployment.  Assisting civilian emergency re-
sponders with the consequence management of a manmade disaster could
be viewed as not much different than conducting coalition operations.
Recovery is a subtask associated with redeployment.

• Attribution and retaliation encompass a special form of combat operations.
The Army must make available trained and ready forces to determine ac-
countability and hold accountable the perpetrators of terrorism.  The Army
will most generally find itself supporting the civilian emergency responders
or the combat commander, depending upon whether the terrorism is domes-
tic or international.

Conclusion 1-1.  Many of the technological requirements for homeland
security will be important for the Objective Force.

Recommendation 1-1. To optimize current science and technology efforts,
the Army should take advantage of potential transferability between tech-
nologies for homeland security and those for the Objective Force.

A great deal of effort and considerable resources are being directed at HLS in
the civil sector.  Much of the S&T effort of great interest to the Army is being
conducted by agencies outside the Army.  This commercially developed equip-
ment might have great applicability for the Army, but there does not appear to be
a mechanism for integrating the research being done in the civilian community
with that being done in the military community.  It should also be recognized that
technology transfer to the civilian sector will be necessary in order for the civilian
sector to exploit Army technology, and this technology transfer should be viewed
as an integral element of the Army’s HLS mission.  The committee could not
identify an integrating process whereby a single agency8  was aware of all of this

8The Department of Homeland Security will include a Directorate of Science and Technology
headed by an Under Secretary for Science and Technology.  The Under Secretary will advise the
Secretary on R&D efforts, priorities, goals, objectives, and policies. This might be an ideal site for
integration of military and civilian research.
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activity; therefore, no one is certain of all that is being done.  This makes it very
difficult for the Army to conduct a gap analysis.

Conclusion 1-2. There needs to be better means to coordinate the homeland
security science and technology efforts of the Department of Defense and
those of the various civilian agencies.

Recommendation 1-2. The Army should encourage better coordination of
the disparate homeland security science and technology efforts.

Conclusion 1-3. Homeland security technologies developed by the Army could
be of great benefit to the private sector and to other government agencies.

Recommendation 1-3. The Army should facilitate technology transfer in
order to allow the private sector and other government agencies to exploit the
homeland security technologies it develops.

Experience over the last decade has taught us that the use of military forces
in these situations will require a tailored force package.  That is to say, certain
types of military units will have to be used together in a coordinated fashion.
Most of the Army’s experience in this area has been gained without the pressure
of time.  The Mission Rehearsal Exercise Model has served the Army well.
However, September 11, 2001, shattered that model and has forced us to think
about no-notice adaptive force packaging.  It is the committee’s belief that this
will become the norm rather than the exception to the rule.

Conclusion 1-4. The ability to rapidly deploy a capability-based task force
in support of either the homeland security mission or an Objective Force
mission will become even more critical.

Recommendation 1-4a. The Army should investigate the technologies nec-
essary to put together on the fly the force packages necessary to meet the
requirements of both homeland security and the highly deployable Objective
Force.

Recommendation 1-4b. Given the time lag associated with training person-
nel and leadership to use new technology, now is the time to start dealing
with these issues in the context of homeland security, so that they are well
honed by the time the Objective Force is fielded.

By having preplanned task forces available, the Army will not only provide
better assistance to civilian emergency responders but also will be able to perfect
the required techniques by the time the technology associated with the Objective
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Force is fielded.  The committee draws attention to this implied task to give an
example of the synergy between HLS and Objective Force missions.

RESEARCH AND DEVELOPMENT FOR THE ARMY

The Army has traditionally taken care of its own needs for new technology.
In the earliest days, hardware was largely built at its own arsenals, but this is
largely done now by a broad set of R&D players.  Most equipment is manufac-
tured in the private sector, some by contractors and some by commercial suppli-
ers, from whom it is procured off-the-shelf.  The R&D for specifying these
purchases is done in Army and other military laboratories, in academic laborato-
ries sponsored by the Army, and in industrial laboratories under Army contracts.
In recent years alliances of the Army, academe, and industry have been formed to
improve the Army’s focus in key areas.

The management of R&D is assigned to different departments, as well as to
offices and entities at DoD.  The AMC manages most of the R&D through the
Army Research Laboratory and the AMC major subcommands that focus on
product areas.  Each of these has a Research, Development, and Engineering
Center that performs 6.2 and 6.3 work—some in-house, but most under con-
tract.9   Separately, the Army’s Medical Commands and the USACE perform
their own R&D.  Additionally, the USACE Engineer Research and Development
Center has the DoD-wide S&T (6.1-6.3) lead for Survivability and Protective
Structure for explosive threats.  Within the Army the USACE center has a force
protection mission, but other participants are responsible for various aspects of
the CBRNE threat spectrum.  The Deputy Assistant Secretary of the Army for
Research and Technology supervises the 6.1-6.3 work for nearly all of AMC and
for some of the medical and USACE work.  A separate office in DoD oversees
chemical and biological warfare work for which the Army is the principal execut-
ing agent through the U.S. Army Soldier and Biological Chemical Command
(SBCCOM) and the various medical commands, such as the Medical Research
and Materiel Command.  The Defense Advanced Research Projects Agency
(DARPA) carries out work for and with the Army.  The most notable DARPA
program today is the Future Combat Systems program.  Being well aware of the
divided R&D responsibilities, the committee decided to review as broad a range
as possible of technologies that might be of help to the Army for HLS; it did so
for completeness and to make the report more valuable.

The committee believes it is important to recognize an Army challenge to the
S&T problem associated with HLS.  From everything the committee has heard, it
is clear that the ARNG will play a significant role for the Army in HLS.  Any

9Basic research, 6.1; applied research, 6.2; advanced technology development, 6.3 (U.S.
Army, 2001).
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definition of the critical requirements associated with HLS must have ARNG
input, and appropriate resources must be applied to the Department of Army
Master Priority List.  HLS is an area in which the active Army will find itself
supporting the ARNG, and this must be recognized when developing the Army
Science and Technology Master Plan.  The committee feels that the Army must
make that commitment to the ARNG.

Conclusion 1-5. The Army National Guard does not appear to play a direct
role in defining the critical requirements associated with homeland security.

Recommendation 1-5. The Army National Guard homeland security role
must be considered in the development of the Army Science and Technology
Master Plan, and resources for these requirements applied as appropriate in
developing the Department of the Army Master Priority List.

SCENARIOS

Threats are classified in terms of scenarios, the most common being CBRNE.
Scenarios vary widely in their effects.  We usually think of nuclear scenarios as
very large and regional in effect.  Explosive/incendiary scenarios are more likely
to be limited in area of impact.  The Pentagon disaster, for example, affected only
a single building.

Our built environment has been constructed largely on the basis of ordinary
occurrences and does not consider warlike disasters.  Thus the usual building
codes do not provide resistance to bombs, firestorms, nuclear blasts, and the
like.  There are exceptions.  Resistance to earthquakes is now required in many
seismically active regions.  Wind resistance is specified in certain buildings.
And we find that the World Trade Center was designed to resist the impact of an
aircraft but not the combination of that plus a conflagration.  Nor have we
designed our environment with chemical or biological attacks in mind.  So we
are now faced with having to rethink these hazards and plan our response to
them.

One can imagine a wide range of effects for chemical, biological, nuclear,
and radiological (dirty bomb) attacks.  The committee reviewed scenarios created
by the following organizations: Rand Corporation, Hicks & Associates (SAIC),
DARPA, and the Office of the Deputy Assistant Secretary of the Army for
Research and Technology.

Funding responsibilities are divided within the government, and the Assis-
tant Secretary of the Army for Acquisition, Logistics, and Technology is not
responsible for planning investment strategies for chemical, biological, and
nuclear threats.  Nonetheless, the committee felt that it had to consider all
scenarios to ensure the completeness of its work.  Furthermore, it needed this
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better understanding to consider the additional priorities that should be estab-
lished when a particular technology applies to more than one scenario. The
scope and nature of the scenarios tend to dictate both who the principal respond-
ers are and the functional capabilities required for dealing with the scenario.
Thus, local civilian emergency responders will probably deal with a limited
conventional attack, with support from other governmental levels as necessary.
A major regional disaster will certainly require state-level response, including
the ARNG.  In the more severe cases, full military support to civilian authorities
will be required, and there may have to be Presidential declarations enabling the
full use of federal resources, including federalizing the ARNG and using the
active and reserve Army components to maintain law and order.

For the present study these distinctions are important, as each type of sce-
nario is considered, particularly in recovery and consequence management.   See
Box 1-3 for some scenario examples.  Note that in most localized disasters certain
elements of the active Army are called upon to assist, but, as indicated above, not
for law enforcement.  Such elements might include USACE, the various Army

BOX 1-3
Some Sample Scenarios

Chemical1 Biological1 Nuclear1

Tank cars of phosgene Anthrax or smallpox Explosive devices.
are blown up; the liquid is spread over a city by
vaporizes and spreads crop duster.2

over a city.2

Radiological Explosive/incendiary Cyber

Radioactive material is Truck bombs; Disruption of the following
spread by conventional suicide bombers; via cyberattack:
explosive on the ground aircraft as projectiles.
or by a small plane. DoD command and control

systems
Power distribution (SCADA)
Air traffic control systems
Public switched network

control

1The committee is aware that the Office of the Deputy Assistant Secretary of the Army for
Research and Technology is not responsible for funding R&D for chemical, biological, or nucle-
ar scenarios.  Nonetheless, combating terrorism requires an integrated approach to all threats.
Some of the technologies will apply to all or most threats and thus must be considered together
by the Army operators.

2Dennis VanDerlaske, Office of the Assistant Secretary of the Army for Acquisitions, Logis-
tics, and Technology, briefing to the committee on May 14, 2002.
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medical commands, and the logistical capability of the AMC.  In a chemical or
biological attack, the AMC’s SBCCOM will certainly be involved. In developing
the capabilities required to address each of the four operational areas—indica-
tions and warning, denial and survivability, recovery and consequence manage-
ment, and attribution and retaliation—the committee had to determine those ca-
pabilities that apply to all scenarios and those that are required only for certain
scenarios.  Thus some scenarios will require massive evacuations; others, vacci-
nations and quarantines.

FUNCTIONAL CAPABILITIES AND
ASSOCIATED TECHNOLOGIES

The committee’s working groups determined that certain functional capa-
bilities were required in each of the operational areas.  These, in turn, were
broken down into technologies.  It is important to note that for this overview, the
committee decided to review technical areas one level above a particular project,
device, or technique.  For example, the committee looked at uncooled infrared
night vision as a field capability but not at specific devices presently under
development. Once the committee had determined the individual technical areas,
the assessments began.

This broad survey of relevant technologies was undertaken to gain some
general understanding of the S&T involved.  The assessments are meant to assist
in devising an R&D investment roadmap for the Army. The committee studied
each technical area enough to judge its maturity.  The study comments on the
state of the technology and on the appropriateness of funding work in this area
with Army S&T funds.  In some cases it was found that S&T that was important
to both the Army Objective Force and to HLS did not warrant the expenditure of
Army S&T funding because other agencies or organizations have principal re-
sponsibility for that area and S&T funds are appropriated for the other agencies.
Regardless of which agency is responsible for the S&T, the Army must be appro-
priately equipped with the products of this S&T if the products affect the mis-
sions assigned to the Army.

Each chapter contains a series of tables that display the committee process.
The committee offers its judgments on priority by functionality, technology,
characteristics, availability, priority for Army S&T, and uses.  Each of the tables
is somewhat different, depending on the information it was intended to present;
however, all will follow the same general outline.

Functionality is the broadest parameter and is intended to describe, in a
general sense, what the technology should be able to do.  The technology column
is technology at a generic level, not to be construed as suggesting a specific
system.  The characteristics column provides a general description.  Availability
is described by clustering the technology readiness levels (TRLs) into three
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groups.  A full description of TRLs is available in Appendix C.  Throughout these
tables, the following code is used to describe availability:

• R, ready (TRL 8-9);
• N, near (TRL 4-7); and
• F, far (TRL 1-3).

The committee next gives its opinion on priorities for S&T investment.   The
following gradients are used:

• Low, someone else has the mission or the technology is ready and available;
• Medium, useful but of limited impact and some investment is needed; and
• High, very important, no one else is working on it, and considerable

investment is needed.

In some cases parenthetical entries suggest that participation by universities
and/or industry should be especially sought because their technology, under-
standing, experience, and/or scientific capabilities in these areas are advanced,
their databases are useful, and their participation would provide new insight and/
or information to the program and shorten the time frame for development.  A
summary table appears at the end of Chapter 6 that displays each of the technolo-
gies that the committee has rated high—that is, very important for Army S&T.
This table will provide insights for high-payoff technologies.

As mentioned above (see the section “Scenarios”), some of the technologies
will apply to more than one scenario or be used by more than one type of
operator.  The committee termed these multiuse technologies, and it tended to
give them a higher priority.  The following code is used throughout the report
tables:

• H, homeland security (HLS);
• O, Objective Force (OF); and
• C, civilian.

As the committee process progressed, it became clear that certain technolo-
gies were of such universal significance that they crossed operational boundaries.
The committee feels that command and control, communications, computers and
intelligence, surveillance and reconnaissance (C4ISR) will be of supreme impor-
tance and will apply to a greater or lesser extent in each of the four operational
areas.  Therefore C4ISR is an implied subarea in each task.  Similarly, medical
response is a major component of crisis response and must be a part of the
discussion on recovery and consequence management.
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Conclusion 1-6. Command, control, communications, computers and intelli-
gence, surveillance, and reconnaissance (C4ISR) is of supreme importance
and will apply to a greater or lesser extent in each of the four operational
areas in both homeland security and the Objective Force.

SUMMARY

In conclusion, the committee believes that the S&T required by the Army for
HLS need not be unique.  The S&T work already being done for the Objective
Force could provide much of the technology needed for HLS.  In fact, if ap-
proached properly, the HLS effort not only can help to advance the S&T needed
for the Objective Force, but can also assist in developing tactics, techniques, and
procedures.  The ARNG is critical to the success of the Army’s efforts in HLS.  In
order for the Army to successfully meet the challenge of the HLS mission, all
components of the Army must work together.

REFERENCES

Andrews, A.M. 2002. Army Science and Technology…Accelerating the Pace of Transformation.
Briefing by A. Michael Andrews, Deputy Assistant Secretary of the Army for Research and
Technology, to the Committee on Review of the Effectiveness of Air Force Science and Tech-
nology Program Changes. The National Academies, Washington, D.C., August 22.

Brennan, R. 2002. Protecting the Homeland: Insights from Army Wargames. Available online at
<http://www.rand.org/publications/MR/MR1490/MR1490.pdf>. Accessed on October 3, 2002.

Department of Defense (DoD). 2001. Department of Defense Dictionary of Military and Associated
Terms. Available online at <http://www.dtic.mil/doctrine/jel/doddict>.  Accessed on Septem-
ber 6, 2002.

DoD. In press. Defense Counter-Terrorism Technology Task Force. Alexandria, Va.: Defense Threat
Reduction Agency.

Rumsfeld, D. 2002. Testimony of the Secretary of Defense before the United States Senate Commit-
tee on Appropriations, May 7.

U.S. Army. 2001. Army Science and Technology Master Plan. Washington, D.C.: U.S. Army, Office
of the Deputy Assistant Secretary of Defense for Research and Technology (Chief Scientist).

U.S. Army. 2002. Weapon Systems 2002. Washington, D.C.: Government Printing Office.



Copyright © National Academy of Sciences. All rights reserved.

Science and Technology for Army Homeland Security: Report 1
http://www.nap.edu/catalog/10655.html

41

2

Indications and Warning
Technologies

INTRODUCTION

Within the Army homeland security (HLS) framework, indications and warn-
ing (I and W) would be classed as a pre-event undertaking.  I and W generally
refers to the ability to detect events leading up to an attack.  These events might
involve enemy planning of the attack, its identification of targets of the attack, its
acquisition of materials needed for the attack, its positioning of materials to carry
out the attack, and, finally, its launch of the attack itself.  Much of this is the
province of the intelligence community within the civilian sector rather than of
the Deputy Assistant Secretary of the Army for Science and Technology (DASA
(S&T)).  However, as materiel is moved so as to become an imminent threat to
the Army, the science and technology (S&T) necessary to allow the Army to
detect the presence of this material or its movement is the legitimate responsibil-
ity of DASA (R&T), as is the S&T associated with detecting the launch of the
attack itself. In some cases the S&T resources necessary to meet these responsi-
bilities reside with other agencies.

Since the Army will have a significant role in responding to any use of
weapons of mass destruction (WMD),1  this study focused on the physical detec-
tion of or the movement of explosives (nuclear and conventional), radioisotopes,
chemical agents, and/or biological agents and the identification of related S&T,
which is cross-cutting in character.  The Army is responsible for defending its
own forces at home and abroad and will need to acquire the technology to do so

1The important topic of I and W in cyberspace was not addressed due to the short duration
of the study.
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regardless of which agency is responsible for the development of that technology.
For this reason, in the summary charts that follow some areas that are designated
as very important to the Objective Force and to HLS are nonetheless assigned a
low priority for the use of Army S&T funds. This does not necessarily mean that
the expenditure of S&T funds for these areas has a low priority; rather, it often
means that organizations other than the Army are responsible for the required
S&T investments.2  The committee found cross-cutting technologies3  such as the
networking of distributed sensors, data fusion and advanced materials that are
strong contenders for Army S&T and that would also be of great benefit to the
WMD detection problem.

The traditional I and W for threats to Army facilities have also been consid-
ered briefly.  In many cases the current imaging sensors and other perimeter
systems may be adequate as available; in other cases they are being improved
through research and development (R&D).  Signature analysis for terrorist activi-
ties is a very difficult problem from a purely S&T point of view.  However, gains
may be possible by using some of the cross-cutting technologies.  Examples
include face recognition algorithms embedded in image sensor processors.  Alter-
natively, more complex processing could be embedded in sensors that are de-
signed to dramatically enhance performance by drawing on novel bioinspired
architectures and on large databases of known terrorists.  The committee did not
include the acoustic, seismic, and radio frequency (RF) sensors used for perim-
eter defense in this chapter, but it discusses them in other chapters.

The remainder of this section briefly summarizes technologies for detecting
nuclear weapons and radioisotopes, conventional explosives, chemical agents, and
biological agents, along with the relevant cross-cutting technologies. The study was
of short duration, and the committee does not claim completeness. The scope of the
S&T covered by this study is so broad that a complete analysis would be a massive
undertaking. The approach was to illustrate the types of technology employed and
the various stages of development by using a number of examples.

SENSOR TECHNOLOGIES

Traditional Imaging Sensors

The committee first mentions the advanced, high-performance imaging sys-
tems that infuse all aspects of national security and defense and also have rel-

2For example, the S&T for the detection of nuclear weapons is principally a Department of
Energy responsibility, with some responsibility assigned to the Defense Threat Reduction Agency. In
another example the appropriations for funding the S&T related to the detection of chemical agents
and biological agents have been assigned to the Joint Program Office for Chemical and Biological
Defense.  In this situation, the Army must be sufficiently involved and aware so that it can influence
the S&T investments of other agencies and benefit from the results of those investments.

3The term cross-cutting technologies implies the merging of technologies that are being devel-
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evance for HLS in I and W as well as in denial and survivability (Chapter 3).
High-performance sensors, which image in a broad range of spectral bands, are a
high priority for numerous theater and national missile defense platforms.  The
Department of Defense (DoD) in general and the Army specifically have broad
programs in imaging sensors.  Applications in addition to infrared (IR) imag-
ing—such as techniques for sensing threats due to harmful chemical and biologi-
cal agents—may be incorporated in different sensor suites. These system applica-
tions would require narrow spectral discrimination over broad spectral bands,
low-light-level detection, increased sensitivity, and the ability to perform multi-
functional imaging.

Detectors with responsivity in the IR atmospheric transmission band are
desirable for the detection of terrestrial sources against a 300 K background.  The
main detectors currently available or in research include the following:

• HgCdTe imaging IR arrays,
• Uncooled bolometer arrays,
• GaAs quantum well arrays,
• GeSi internal photoemission detectors,
• GaSb intersubband and Type II detectors, and
• GaN detectors.

In addition to the thermal sensors described above, the Army has relied very
heavily on night vision goggles as a primary imaging technology to support night
operations. These goggles are used both for target acquisition and navigation,
including pilotage.  As an image intensification device, night vision goggles rely
on the amplification of ambient light, such as starlight or moonlight. The Army is
currently working on the fourth-generation image intensification device, with
each generation of device becoming progressively smaller and more efficient.

The Army has broad programs in most of the above-listed detectors, particu-
larly the first three, and there is ongoing research for improving their perfor-
mance as well as for studying the causes and modes of degradation and failure.
DARPA has several ongoing programs in lasers and nitride detectors for the
ultraviolet and solar blind regions.  In a situation where chemical or biological
agents have been released into the atmosphere, this technology may be signifi-
cant for standoff chemical and biological detection, as biological agents in par-
ticular have very specific signatures of absorption or emission in the ultraviolet
portion of the spectrum.4  Table 2-1 describes traditional imaging sensors.

oped independently and that are multidisciplinary in nature as well as perhaps being multiuse for a
greater payoff.

4Detecting an aerosol cloud is much easier than characterizing what is in the cloud, but if the
nature of the biological cloud is already known from other measurements, it should be possible to
track the specific cloud and monitor its dispersion.
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In the process of collecting material for this chapter, data on the performance
of many different sensors were examined.  As one would expect, the performance
or utility of individual sensor technologies was dependent on the environment in
which they were used.  This led to some confusion in comparing performance
among sensors.  A consistent methodology would be helpful for reporting the
performance of sensors in the environments in which they will actually be used.
It makes little sense, for example, to present data on the sensitivity of a particular
diagnostic methodology without also presenting the trade-off with specificity.5

The NRC study Making the Nation Safer (NRC, 2002) calls for the following
system-design approach:

• Establishment of standards for response time and field stability/durabil-
ity, for example, for detection of WMD;

• Use of two-level sensor systems in which a low false-alarm-rate sensor
with low specificity triggers a second sensor with a higher false-alarm
rate but higher specificity;

• Use of multiple sensors and reasoning algorithms to obtain lower overall
false-alarm probability, to predict contamination spread, and to provide
guidance for recovery actions; and

• Use of networked sensors to provide wide-area protection of high-threat
targets.

Conclusion 2-1.  In conducting the survey it was often difficult to obtain
authoritative and certified data on the real-world performance of many of the
indicators and warning sensors in use or in development. This difficulty also
applied to data on sensitivity and noise characteristics.

Recommendation 2-1.  It is critically important that all sensors not only be
well characterized at the point of purchase but also be regularly rechecked by
competent technicians.  Software used to integrate disparate sensors should
be well documented and checked against standardized problems.

Chemical Agents

A number of different technologies are in use or in development for the
detection of chemical agents. The agents are typically released by some means

5One elementary method of accomplishing this is through the use of receiver operating character-
istic curves. These curves plot the true positive rate against the false positive rate under conditions
appropriate for the test being made. Without such data it is difficult to draw meaningful conclusions
from the measurements. The curves generally quantify how an increase in sensitivity is accompanied
by a decrease in specificity. They are routinely used in evaluating sensor performance in a broad
range of fields, from medical diagnostics to the design of radar systems.



Copyright © National Academy of Sciences. All rights reserved.

Science and Technology for Army Homeland Security: Report 1
http://www.nap.edu/catalog/10655.html

INDICATIONS AND WARNING TECHNOLOGIES 47

into the atmosphere, where they form toxic clouds that are moved by atmospheric
winds or by ventilation systems. The most desirable situation would detect these
agents before they are released into the atmosphere. For weaponized agents this
will be difficult. Figure 2-1 provides the vapor pressure concentrations for a
number of chemical agents.

When compared with explosives, the chemical agents shown in Figure 2-1
are high-vapor-pressure substances. These concentrations will be easily detected
with a number of technologies (however, VX will stress the state of the art for
detection in realistic environments).

The acceptable exposure levels, however, are much lower than the vapor
pressure levels.  Figure 2-2 provides the atmospheric exposure limits (AEL) for a
variety of chemical agents.

FIGURE 2-1 Vapor pressure concentrations for a number of chemical agents. SOURCE:
Nerve agent data from Augerson (2000); mustard agent data from U.S. Army (undated).
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FIGURE 2-2 Atmospheric exposure limits for a variety of chemical agents.  SOURCES:
Nerve agent data take from Augerson (2000), CMS (undated); mustard agent data from
U.S. Army (undated), CMS (undated).

These concentrations are more like those of the most-difficult-to-detect ex-
plosives, and one can expect similar problems with sensitivity and false alarms
when operating in realistic, dirty environments. In clean environments where
interfering substances can be kept to a minimum, the detection of trace amounts
of chemical agents is more straightforward.  Table 2-2 provides examples of
means of chemical agent detection.

The use of industrial chemicals to cause harm should receive serious atten-
tion.  If industrial chemicals are introduced into the atmosphere, they may be
easier to detect than chemical warfare agents.  At room temperature, chlorine, for
example, has a vapor pressure an order of magnitude higher than air, while the
vapor pressure of phosgene is about 50 percent higher than that of air; the vapor
pressure of hydrogen cyanide is approximately the same as that of air, and the
vapor pressure of methyl isocyanate is roughly half the vapor pressure of air.
Also, because these chemicals are used routinely for industrial processing there is
substantial experience in monitoring their presence at levels established by the
Surgeon General as safe.  The problem, of course, is that all of the monitoring is
done in the industrial environments where these chemicals are expected to be
present.  Terrorists could employ these chemicals in locations where they would
not be expected.  This creates a sensor distribution problem.
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It should be noted that a number of these technologies also have relevance to
the detection of conventional explosives and are therefore appropriate candidates
for Army S&T investments for that purpose.  Ion mobility spectrometry has
broad application. The measurement presents a mass spectrum for fragments that
are introduced into a drift chamber. Interpretation of this mass spectrum is where
specific subject matter expertise comes into play. Interpretation of the spectrum
for biological applications requires very different expertise than, say, interpreta-
tion of the spectrum collected in an explosives detection test. This technology
could certainly be considered as cross-cutting in much the same sense that quan-
tum dots technology is cross-cutting in its applications.

Biological Agents

The point detection of biological agents is qualitatively different from that of
chemical agents. This is seen in Figure 2-3, which compares the amount of biologi-
cal agent needed to incapacitate an individual with the amounts of chemical agent
and toxin needed to incapacitate.  Many orders of magnitude less biological agent is
required.

Most devices for the physical detection of biological agents require that the
agent be in the environment. A typical biodetection system involves a queuing,
detection, discrimination, and identification sequence. This sequence requires
that samples be purified and concentrated so that other species that could poten-
tially interfere with detection of the target agent are reduced to a minimal level.
Some of the technologies that are utilized or are under investigation for imple-
menting this sequence are listed in Table 2-3.

There are many promising opportunities for investing S&T funding in sup-
port of biological agent detectors. Responsibility for this area, however, has been
assigned to the Joint Project Office for Chemical Biological Defense. This limits
the investment of Army S&T funding in this important area.  There are, however,
some undertakings also relevant to explosives detection and many other under-
takings relevant to the Objective Force that are within the purview of the DASA
(R&T) and that can help advance biodetection S&T.  Some of these will be
mentioned the next section.

0.0000001 0.000001 0.00001 0.0001 0.001 0.01 0.1 1 10 100 1000 10000

Toxins

Biological Warfare Agents Chemical Warfare Agents

1 paper clip (~500 mg)

Mass
(milligrams)

FIGURE 2-3 Comparative toxicity (amount needed to incapacitate) of biological agents,
toxins, and chemical agents.  SOURCE:  NIJ (2001).
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Nuclear Materials

In the case of nuclear weapons, the primary fissionable isotopes of interest
are uranium-235, plutonium-239, and uranium-233. Consider, for example, a
plutonium weapon: the signatures from spontaneous decay processes will be
gamma rays and neutrons, which are detectable at a distance.  Assuming scatter-
ing but no neutron capture between the weapon and the detector, the weapon
neutron flux from spontaneous fission will equal the background neutron flux at
about 15 m from the weapon.6   If one wishes to detect at a longer distance the
spontaneous neutron output from the plutonium weapon, one must deploy detec-
tors capable of detecting excess thermal neutrons at levels below the background
flux level.  A similar situation exists for gamma radiation from plutonium.  How-
ever, U-235 is more difficult to detect since it has a low spontaneous fission rate
and therefore does not provide a strong neutron signal.  It does have a low-energy
gamma-ray emission spectrum with well-understood structure. This gamma-
radiation emission spectrum is used for detecting and identifying U-235-based
weapons. The detection range is quite limited due to the low gamma-ray energy
and the natural background of gamma radiation. This problem has been studied
for many years, and a variety of technologies have emerged, some of which are
quite well understood and others of which are relatively new.  Uranium-233 is of
marginal interest because there is so little of it in the world.  Table 2-4 describes
technologies that are in development or currently used for the detection of neu-
trons and gamma rays in the nuclear weapons context.

The detection ranges for these technologies are relatively short, and they are
best deployed in a choke point or a portal situation.  This area is extremely
important, but responsibility for conducting the appropriate S&T resides with the
Department of Energy and the Defense Threat Reduction Agency (DTRA).  As a
result, the appropriateness of expending Army S&T funds was rated low.  How-
ever, the impact of Army S&T investments in areas such as perimeter defense,
miniaturized sensor technology, networked sensors, and data fusion could have a
great influence on detection of nuclear materials.

The principal objective of a radiological dispersion weapon (“dirty bomb”)
is to spread radioactive material by detonating a conventional explosive in prox-
imity to the radioactive material or by spreading radioactive material as an aero-
sol.  Any radioactive material could be used for this purpose.  It is expected that
the main source of such weapons would be materials used for hospital radiation
therapy (such as iodine-125, cobalt-60, or cesium-137), radio pharmaceuticals
(such as iodine-131, iodine-123, technetium-99, and xenon-134), or nuclear power

6It takes 1 to 8 kg of Pu-239 to make a plutonium weapon. Weapons-grade plutonium will contain
a few percent of Pu-240, which has a high spontaneous fission rate, resulting in the emission of about
1 million neutrons per second (per kg of Pu-240). Therefore a nuclear weapon containing 5 kg of
weapons-grade plutonium will emit about 3 x 105 neutrons/sec. The natural background of thermal
neutrons is about 10–2neutrons/sec-cm2 (NSSS, 2000).
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plant spent fuel rods, which contain fission products.  These materials are princi-
pally gamma-ray emitters, and the detection would involve gamma-ray detection
technologies such as those listed in Table 2-4.

All of the nuclear materials detectors mentioned above have relatively short
detection ranges and are best suited for choke point or portal geometries or where
there is good intelligence on where the material is located. The same will be true
for the detectors of the other substances to be discussed in this section.  It seems
unlikely that the nation can afford to create, equip, and staff enough portals to
make negligible the probability of dangerous materials entering the country.

Conventional Explosives

The majority of terrorist attacks against U.S. forces, facilities, and citizens
have involved the use of conventional explosives.  The detection and tracking of
these explosives are therefore of great importance for HLS and are highly appli-
cable to the Objective Force.  Conventional explosive detection technologies
generally fall into two categories: vapor-phase detection and bulk detection. Fig-
ure 2-4 provides some insight into the vapor pressures of the better-known explo-
sives.

As can be seen from Figure 2-4, the vapor pressure of explosives varies over
a wide range, with the older explosives having vapor pressures measured in parts
per million (ppm) relative to atmospheric pressure and the more modern explo-
sives having vapor pressures in the range of parts per trillion (ppt).

A number of technologies are under development to examine the feasibility
of detecting the vapor phase of explosives. Table 2-5 describes examples of
devices that work by such detection.

It should be quite clear from Figure 2-4 and Table 2-5 that for modern
explosives, vapor-phase detection of explosives will be limited to detectors in
close proximity to the explosives or will require very substantial concentration of
the explosive vapors at a distance from the explosive. At these very low detection
levels, interfering species will clearly be a big issue.

Army weapons and explosives in transit or in storage can be an attractive target
for theft or diversion by terrorists.  Surface-to-air missiles, antivehicle weapons,
mines, and bulk explosives are particularly well suited for terror attacks.  On a
broader scale, it would be in the interest of the United States if international proto-
cols were established that call for the insertion of detection markers7  and identifica-
tion taggants8 into all legitimately manufactured explosives worldwide to assist both
detection and forensic analysis.  This was discussed in the NRC report Containing
the Threat from Illegal Bombings (1998).

7Detection markers are materials added to explosive that can be sensed before a blast by an
instrument designed for that purpose (NRC, 1998).

8Identification taggants are additives designed to survive an explosive blast, to be recoverable at
the site of a bombing, and to provide pertinent information (NRC, 1998).
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FIGURE 2-4 Vapor pressure associated with the better-known explo-
sives.  SOURCE: Adapted from NIJ (1999).

Modern explosives manufactured to include higher-vapor-pressure taggants will
have longer detection ranges.  The inclusion of such markers will, of course, make
military explosives somewhat easier to detect, which may have implications for
operational security (OPSEC). However, since the black market in military explo-
sives is of concern to HLS, the OPSEC implications of markers may represent an
acceptable trade-off.

Conclusion 2-2.  Technologies should be pursued that (1) deny theft or
diversion by maintaining real-time inventory control, then tracking if control
is lost or (2) reduce the utility of such equipment to terrorists.  Incorporation
of detection markers and identification taggants into all legitimately manu-



Copyright © National Academy of Sciences. All rights reserved.

Science and Technology for Army Homeland Security: Report 1
http://www.nap.edu/catalog/10655.html

59
T

A
B

L
E

 2
-5

  T
ec

hn
ol

og
ie

s 
fo

r 
V

ap
or

-P
ha

se
 E

xp
lo

si
ve

 D
et

ec
to

rs

A
va

il
ab

il
it

ya
P

ri
or

it
y 

fo
r

M
ul

ti
us

ec

T
ec

hn
ol

og
y

C
ha

ra
ct

er
is

ti
cs

(R
, 

N
, 

F
)

A
rm

y 
S

&
T

b
(H

, 
O

, 
C

)

Io
n 

m
ob

il
it

y 
sp

ec
tr

om
et

er
d,

e
D

et
ec

ts
 a

t 
pa

rt
s 

pe
r 

bi
ll

io
n 

le
ve

l.
  

M
us

t 
be

 c
lo

se
 t

o 
ex

pl
os

iv
e 

or
R

-N
M

ed
iu

m
H

, 
O

, 
C

ch
em

ic
al

. 
 N

oi
se

 l
im

it
s 

be
co

m
e 

a 
pr

ob
le

m
 a

t 
lo

w
 s

ig
na

l 
le

ve
ls

.
F

un
da

m
en

ta
l 

pr
ob

le
m

 i
n 

se
le

ct
iv

it
y 

an
d 

re
so

lu
ti

on
. 

S
ho

w
s

pr
om

is
e 

fo
r 

in
cr

ea
se

d 
de

te
ct

io
n 

in
 l

ow
 c

on
ce

nt
ra

ti
on

s.

C
he

m
ic

al
 r

es
is

to
rs

e,
f

D
et

ec
ts

 a
t 

pa
rt

s 
pe

r 
bi

ll
io

n 
le

ve
l.

  
M

us
t 

be
 c

lo
se

 t
o 

ex
pl

os
iv

e 
or

N
H

ig
h

H
, 

O
, 

C
ch

em
ic

al
, 

ne
ed

s 
im

pr
ov

ed
 S

N
R

.

F
lu

or
es

ce
nt

 p
ol

ym
er

sd
D

et
ec

ts
 a

t 
pa

rt
s 

pe
r 

tr
il

li
on

 l
ev

el
 (

in
 p

ri
nc

ip
le

).
  

M
us

t 
be

 c
lo

se
 t

o
R

-N
H

ig
h

H
, 

O
, 

C
ex

pl
os

iv
e 

or
 c

he
m

ic
al

, 
ne

ed
s 

im
pr

ov
ed

 S
N

R
. 

D
em

on
st

ra
te

d 
at

pa
rt

s 
pe

r 
bi

ll
io

n 
in

 r
el

ia
bl

e 
sy

st
em

.

G
as

 c
hr

om
at

og
ra

ph
y

D
et

ec
ts

 a
t 

pa
rt

s 
pe

r 
bi

ll
io

n 
le

ve
l.

 M
us

t 
be

 c
lo

se
 t

o 
ex

pl
os

iv
e

R
-N

M
ed

iu
m

H
, 

O
, 

C
+

 S
A

W
d,

g
or

 c
he

m
ic

al
, 

m
us

t 
be

 a
bl

e 
to

 d
es

or
b 

th
e 

ex
pl

os
iv

e 
va

po
rs

 f
or

sy
st

em
 t

o 
be

 u
se

fu
l.

S
ur

fa
ce

-e
nh

an
ce

d
D

et
ec

ts
 a

t 
pa

rt
s 

pe
r 

bi
ll

io
n.

  
P

or
ta

bl
e,

 m
us

t 
be

 c
lo

se
 t

o 
ex

pl
os

iv
e.

N
-F

H
ig

h
H

, 
O

, 
C

R
am

an
 s

pe
ct

ro
sc

op
yd

Im
m

un
oa

ss
a y

 (
bi

os
e n

so
rs

)d
D

e t
e c

ts
 p

a r
ts

 p
e r

 b
il

li
on

. 
 M

us
t 

be
 c

lo
se

 t
o 

e x
pl

os
iv

e .
  

P
ot

e n
ti

a l
N

-F
H

ig
h

H
, 

O
, 

C
fo

r 
in

c r
e a

se
d 

se
ns

it
iv

it
y.

N
O

T
E

: 
 S

N
R

, s
ig

na
l-

to
-n

oi
se

 r
at

io
; 

S
A

W
, s

ur
fa

ce
 a

co
us

ti
c 

w
av

e.
a A

va
il

ab
il

it
y:

  R
, r

ea
dy

 (
T

R
L

 8
-9

);
 N

, n
ea

r-
te

rm
 (

T
R

L
 4

-7
);

 F
, f

ar
-t

er
m

 (
T

R
L

 1
-3

).
b P

ri
or

it
y 

fo
r 

A
rm

y 
S

&
T

 (
in

ve
st

m
en

t)
:  

lo
w

, s
om

eo
ne

 e
ls

e 
ha

s 
m

is
si

on
 o

r 
te

ch
no

lo
gy

 is
 r

ea
dy

 a
nd

 a
va

il
ab

le
; m

ed
iu

m
, u

se
fu

l b
ut

 o
f 

li
m

it
ed

 im
pa

ct
 a

nd
 s

om
e

in
ve

st
m

en
t 

ne
ed

ed
; h

ig
h,

 v
er

y 
im

po
rt

an
t, 

no
 o

ne
 e

ls
e 

w
or

ki
ng

 o
n 

it
, c

on
si

de
ra

bl
e 

in
ve

st
m

en
t n

ee
de

d.
c M

ul
ti

us
e:

 H
, A

rm
y 

ho
m

el
an

d 
se

cu
ri

ty
; 

O
, O

bj
ec

ti
ve

 F
or

ce
; 

C
, c

iv
il

ia
n 

(f
ir

st
 r

es
po

nd
er

s 
an

d 
ot

he
rs

)
d W

ar
d 

et
 a

l. 
(2

00
1)

.
e L

ew
is

 e
t a

l. 
(1

99
7)

.
f B

ru
sc

hi
ni

 a
nd

 G
ro

s 
(1

99
7)

.
g U

.S
. N

av
y 

(2
00

2)
.



Copyright © National Academy of Sciences. All rights reserved.

Science and Technology for Army Homeland Security: Report 1
http://www.nap.edu/catalog/10655.html

60 SCIENCE AND TECHNOLOGY FOR ARMY HOMELAND SECURITY

factured low-vapor-pressure explosives will assist in both detection and fo-
rensic analysis.

Recommendation 2-2.  An international convention requiring the incorpo-
ration of detection markers and identification taggants should be sought.

Bulk-phase detection of explosives generally involves some form of interro-
gation of the explosive. All of the systems require close proximity to the material
being interrogated.  Table 2-6 describes examples of bulk explosive detection.

Conclusion 2-3. The physical detection of dangerous packaged materials
(nuclear weapons, radiological weapons, chemical weapons, biological weap-
ons, and explosive weapons) is an extremely difficult and stressing task,
even when the materials are forced through choke points.

CROSS-CUTTING TECHNOLOGIES

It is quite clear that the great majority of technologies for the physical detec-
tion of nuclear weapons, radiological weapons, conventional explosives, chemi-
cal agents, and biological agents require close proximity to the weapon. Detec-
tion of chemical or biological aerosol clouds at a distance is possible. However at
that point, the attack is already under way. Similarly, the use of health and
medical surveillance, while very desirable, is a post-attack undertaking. The most
desirable indication and warning would signal the presence of dangerous material
before an attack has begun.  While efforts should continue to improve pre-event
detection ranges for individual sensors, it is clear that the laws of physics, chem-
istry, and biology will impose severe limits on these ranges. This would seem to
leave two options for the physical detection of dangerous materials:

• One option is to force all material to move through choke points or por-
tals. This will bring the detectors and the dangerous materials into prox-
imity, thereby easing the burden on detector technology.

• The second option would involve distributing large numbers of detectors,
making it difficult to avoid detection by avoiding choke points and portal
systems. This second option would require inexpensive detectors that can
be widely proliferated. It would also require sophisticated networking of
the detectors and the development of systems to intelligently interpret the
data provided by them.

The distributed network would involve fixed sensors and mobile sensors
deployed on various platforms, including autonomous unmanned air, space,
ground, and underwater vehicles. This option opens up substantial opportunities
for the investment of Army S&T resources because the S&T involved is appli-
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cable to the Army for more than just nuclear weapons detection or chemical and
biological agent detection. For example, the intelligent networking of sensors
involves S&T that cuts across many applications of interest to the Objective
Force, including perimeter defense, tracking, identification, and targeting. Simi-
larly, the S&T needed to develop inexpensive small sensors for wide prolifera-
tion would involve studies that are much broader than those specific to HLS.
Indeed, the most significant advances in detection technologies may come from
the innovative combination of very disparate technologies into compact inte-
grated sensor suites. The S&T for the required autonomous unmanned sensor
platforms is of great interest to the Objective Force and will have an important
impact. Learning how to do all of this will be of very broad interest to the Army.

In addition to existing or anticipated ideas for detection, the committee thought
it worthwhile to highlight more speculative means for detection in Box 2-1.

There are many examples where cross-cutting technologies have had an
impact well beyond that initially envisioned.  Consider the case of fiber-optic
sensors.  These were originally developed by the DoD to provide for the sensitive
detection of acoustic, magnetic, and strain signatures.  In one variation, these
detectors utilize evanescent field excitation, whereby a portion of the light travel-
ing in the fiber core penetrates the surrounding medium with the power of the
evanescent field decaying exponentially from the fiber core. Through a clever
combination of surface chemistry, biological or chemical receptors can be bound
to the surface of the cladding.  By introducing a fluorophore into this arrangement
and monitoring the change in fluorescence that occurs when specific binding
takes place at the surface of the fiber it was possible to create a fiber-optic
detector for certain chemicals and biological entities.  This is an example where
S&T developed by DoD for purposes having nothing to do with chemical or
biological detection has made an important contribution to the detection of bio-
logical agents.

As another example, consider the S&T that has been supported by DoD in
semiconductor quantum-dot nanocrystals. These quantum dots have been shown
to have emission spectra that may be tuned by changing the quantum-dot radius.
For example, quantum dots may be fabricated so that a 2-nanometer particle
glows bright green while a larger 5-nanometer particle glows red in the presence
of white light. These developments originally had nothing to do with the detec-
tion of chemical or biological agents, but the dual-use potential was found through
clever chemistry.  The utility of this approach is limited by the efficiency of the
immunoassay or the DNA identification technique.  It remains to be seen whether
or not a viable detection system can be developed for quantum dots.

It should be clear from the above discussion that the cross-cutting technolo-
gies could have a broad impact and should be of very great interest to the DASA
(R&T).  Some examples of relevant cross-cutting technologies are shown in
Table 2-7.
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SUMMARY

A new approach is required for the indication and warning stage for chemi-
cal, biological, radiological, nuclear, or high explosive weapons. There are many
opportunities for the Army S&T program to help in defining that new approach.
The new approach might involve the proliferation of small but competent sensor
systems into some sort of intelligent network.  Exploitation of the nation’s exist-
ing infrastructure should be examined.  Such an undertaking would require ex-
panding the community currently working on indications and warning.  The
collective skills of this community might enable a new class of detector system
that makes it difficult to position terrorist weapons so that they are a threat to U.S.
forces or to the general population. This distributed sensors approach offers many
important opportunities for investigation by the Army S&T program.

The Army’s role in funding S&T for detectors of CBRNE weapons is very
limited. There are, however, numerous opportunities for synergy among legiti-
mate Army S&T investments and the investments of others in detector technolo-
gies. This is especially true of cross-cutting technologies.

Many important contributions to I and W sensor capability are likely to come
from developments in fields not traditionally associated with  CBRNE weapons

BOX 2-1
Speculation on Means of Detection Using the
Existing Telecommunications Infrastructure

The committee notes in Table 2-4 that glass fibers subjected to gamma radia-
tion near background levels scintillate. Although the scintillation is weak, it is de-
tectable and the effect is used to detect gamma radiation. The telecommunications
industry has introduced a good deal of glass fiber into the country’s infrastructure.
Those fibers that are above ground undoubtedly exhibit some level of optical noise
due to the gamma radiation background. This background radiation level will in-
crease if a gamma radiation source approaches the fiber. If this were detectable,
then the telecommunication optical fiber infrastructure might itself serve as a dis-
tributed network of gamma-radiation detectors.

As another example, consider the fact that the natural background of thermal
neutrons has been shown to cause single-event upsets in microelectronics. The
thermal neutrons interact with the boron-10 fraction of boron dopants, producing
alpha particles. The energy deposited by the alpha particles causes the upsets.
Perhaps this effect could be exploited to produce a highly distributed thermal neu-
tron detection system by incorporating a special boron-doped chip in cell phones.
When a phone “shakes hands” with a cell tower, it could pass a neutron anomaly
message and its GPS coordinates, if equipped to do so. If something like this were
feasible it would result in a worldwide distributed network of thermal neutron detec-
tors.
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or the detection thereof. The stovepipe communities,9  funding agencies, and
funding mechanisms that have been set up in CBRNE weapons areas, while very
effective in cases where it is known how to solve a problem, can be counterpro-
ductive in this situation.

The interrelationships needed among the sensor networks and for the broader
intelligence collection activity are difficult to establish, for technical, cultural,
and legal reasons.  Nevertheless, the committee envisioned a situation where the
relevant sensor networks would be queued as a result of intelligence findings,
with the intelligence community tasked to undertake focused collection efforts if
the sensor networks picked up unusual activity. There are serious scientific and
technical questions here even if the cultural and legal issues can be resolved. For
example, the ability to quickly and reliably search massive databases for anoma-
lous activity would be critical for the implementation of this recommendation. It
may be necessary to create a research organization to resolve this problem, and it
is unlikely that any one institution can take this on. A consortium approach might
work, but it would be confronted by serious if not insurmountable security clas-
sification problems.

Conclusion 2-4. A purely technical solution to the indications and warning
problem based upon sensors, even networked sensors, is unlikely. Establish-
ing the proper interrelationships among the sensor networks and the broader
intelligence collection activity will be crucial for properly queuing the sensor
network.

Recommendation 2-4a.  The Army should ensure from the outset that the
necessary interrelationships among the sensor networks and the broader in-
telligence collection activity are established and maintained as a coherent
undertaking.

Recommendation 2-4b.  Army science and technology should aggressively
seek out and invest in those cross-cutting sciences and technologies that will
benefit both the Objective Force and the homeland security requirement to
detect weapons of mass destruction.

9A “stovepipe” community is a relatively closed community where certain franchises have been
granted. These communities tend to be insular in terms of their involvement with larger communi-
ties, but they can be multidisciplinary. It is often very difficult for an outsider to break into these
communities. They can be very effective when one knows how to solve a particular problem and it is
simply a matter of assembling a team to get it done. They are less effective where solutions are not
obvious and where truly new ideas are required. In the case of homeland security new ideas are
clearly needed, and the government should be seeking the broadest possible involvement until a
solution is at hand.
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3

Denial and Survivability Technologies

INTRODUCTION

This chapter discusses denial and survivability (D and S) technologies for a
broad range of terrorist threat scenarios against assets and activities that are
within the Army’s mission area.  Among the assets the Army will need to address
for homeland security (HLS) D and S considerations are the following:

• Army bases, facilities, equipment, and troops;
• Assets the Army is temporarily responsible for safeguarding during times

of threat; and
• Deploying forces in transit domestically.

“Denial of an attack,” as used herein, refers to measures taken to prevent or
otherwise thwart an intended terrorist attack, whether by preventing access
through physical means (e.g., guards or barriers) or other means of interception
(e.g., explosive detection, electronic surveillance). Survivability, in contrast,
refers to measures taken to mitigate the effects of attack so as to reduce its
effectiveness (e.g., by such means as structural hardening, protection of person-
nel, and duplication of resources).  The elements of survivability also include the
ability to absorb an attack with acceptable damage and casualties, redundancies
that enable continued function after an attack, mitigation of the effects of the
attack, and preparations for retaliation.

The line between D and S is not always a clear one.  Consider as an example,
building security.  Denial relates to issues such as perimeter protection and entry
control—denying the terrorist the ability to enter.  Survivability relates to miti-
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gating the effect of terrorist actions once the perimeter has been breached and
entry obtained.  Placement of barricades in such a way that a truck bomb pro-
duces inconsequential damage could be viewed as denial or survivability.  Thus,
it may not be useful to differentiate too finely between the two components when
discussing applicable technologies.

The fixed infrastructure targets of primary interest to the Army are presumed
to be installations, conventional military buildings either inside a base or standing
alone (e.g., barracks, office buildings, and command and control (C2) centers),
bridges, tunnels, and dams as well as special facilities such as nuclear power
plants and critical Department of Defense (DoD)/Army assets (e.g., ports and
airfields).  Infrastructure targets also can include those that are primarily cyber-
netic, such as computer networks, communication systems, and C2 systems or
supervisory control and data acquisition (SCADA) based systems such as mili-
tary base power grids and water systems. Cyber issues will be addressed sepa-
rately in the last section of this chapter.

Because many of these facilities are conventional, the technology that en-
hances their denial or survivability capabilities is equally applicable to civilian
facilities and infrastructure.  As was suggested in Chapter 1, technology transfer
to the civilian sector will be necessary in order for the civilian sector to exploit
Army technology.

The principal element of successful denial is good security, both physical and
cyber.  Security techniques and technologies that will satisfactorily perform Army
HLS missions and protect against terrorist attacks will require “leap forward” capa-
bilities.  Simply doing more of the same or incrementally improving today’s tool set
will not result in affordable systems with acceptable performance.  The Army must
look for breakthrough technologies that not only enhance performance but also
substantially reduce the resource demands of these functions.

PHYSICAL SECURITY

Security functions may provide the most leverage, both in terms of response
options and resource savings.  Security is also an area that could benefit enor-
mously from new and innovative technology.  Physical security includes activi-
ties at perimeters, gateways, and portals, as well as the detection of human agents.
When the Army is deployed to protect a site in times of increased threat, the
perimeters and portals may be temporary and not in optimal location or design,
and portable or mobile systems may have to be used by the security force.1   The
desired attributes of the physical security functions are in listed Box 3-1.

1Providing adequate full-time protection for the dams, levees, bridges, tunnels, critical infrastruc-
ture, and Army structures will pose the challenge of balancing cost and public acceptability with
available resources.
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The technology needs for physical security are very broad.  Improved sen-
sors are key to solving many of the problems identified here and are broadly
described in Chapter 2.

New algorithms and techniques must be developed to allow rapid and fault-
less assessment of information about individuals attempting to gain access, mate-
rial that is to be introduced into the facility, and detectors signaling a threat.
Advances in data mining and cogitative modeling are essential.  Tools to quickly
identify unknown, unauthorized individuals using national law enforcement and
intelligence databases need to be deployed to where the identification must take
place.  There is a need for an ability to search an integrated, seamless, real-time

BOX 3-1
Desired Attributes for Physical Security

Perimeter Control

Boundary line monitoring. All-weather, day-night surveillance. Low cost, stand-
off sensing.  Fenceless borders, low false and nuisance alarms. High detection
rate.  CBRN detection. Low manpower requirements.  Air and ground threat detec-
tion.  Difficult to spoof.  Scalable.  Secure, reliable communication to central com-
mand post.  Sensor- and algorithmic-based assessment tools.  Tools and equip-
ment, such as robotic investigators, to assist human assessment.

Entry portal control.  High throughput for authorized people and products.  Rap-
id, positive ID of authorized personal.  Forgery-resistant credentials.  Rapid detec-
tion of threats in large vehicles (e.g. tank trucks, aircraft, or ships).  CBRN detec-
tion and identification.  Low risk to portal personal.  Low manpower requirements.
Rapid ID of nonauthorized attempts at entry.  Safety setback for detected CBRN
and LVBs. Deployable barriers.

Temporary perimeters. Rapidly deployable, flexible, scalable, all-weather, day-
night surveillance systems.  Simple to deploy with modular features.  Fenceless
borders, low false and nuisance alarms. High detection rate.  CBRN detection.
Low manpower requirements.  Air and ground threat detection.  Difficult to spoof.
Sensor- and algorithmic-based assessment tools.  Tools and equipment, such as
robotic investigators, to assist human assessment.

Building and Facility Control

External protection. Access control systems that efficiently allow access only to
authorized personnel.  CBRN detection, neutralize/destroy integrated with HVAC
technologies. Alarm systems integrated with local emergency response network.

Forces in Transit

Mobile protection. Vehicle-mounted area detection of CBRN and LVB threats.

NOTE: CBRN, chemical, biological, radiological, and nuclear; ID, identification; LVB, large-
vehicle bomb; HVAC, heating, ventilation, and air conditioning.
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watch list.  Such a capability does not now exist across all the relevant depart-
ments—e.g., Customs, the Immigration and Naturalization Service, the Federal
Bureau of Investigation, the Central Intelligence Agency, and law enforcement at
the state and local levels.  These assessments and identifications must be made in
an environment that protects our forces on the perimeter.  This will require new
concepts in perimeter and portal management and staffing.  Table 3-1 identifies
some of the technology challenges inherent in this task.

SURVIVABLE STRUCTURES

Blast Mitigation

Explosive threats against conventional buildings of direct interest to the
Army may range from small 1- or 2-lb explosives packaged in letter bombs or
pipe bombs, to hundreds of pounds of explosives contained in cars, to thousands
of pounds of trinitrotoluene (TNT) equivalent charge carried by large trucks,
trains, or dockside ships.

A bomb explosion in or near a building can have catastrophic effects, de-
stroying or severely damaging portions of the building’s external and internal
structural framework, collapsing walls, blowing out large expanses of windows,
and shutting down critical fire- and life-safety systems, such as fire detection and
suppression, ventilation, light, water, sewage, and power.

Damage to a Building’s Structure

Recent terrorist attacks against commercial buildings dramatically illustrate
the influence of bomb placement and building design on the nature and extent of
direct structural damage. Detonation of weapons inside or outside these buildings
results in air-blast loadings that disintegrate the relatively weak front face slabs
and curtain walls and/or damage columns through direct loading and partial
transfer of the loads from the weak slabs.  Failure of columns or load-bearing
walls due to a combination of lateral air-blast loading plus axial gravitational
forces from the weight of the structure above it may result in progressive collapse
of the building or portions of it.

Notable examples of the damage potential of external explosions against
multistory buildings that led to progressive failure are the 1995 bombing of the
Alfred P. Murrah Federal Building in Oklahoma City (the largest such terrorist
attack in the United States up to that time caused 168 fatalities, numerous inju-
ries, and an estimated $50 million in damage to about 75 buildings in the area)
and the devastating 1994 car bomb attack against the Jewish Community Center
in Buenos Aires (a masonry load-bearing wall building whose collapse killed 87
people and injured 200 others).  By way of contrast, a similar attack in 1992
against a multistory office building of more modern concrete column and slab
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construction at St. Mary Axe in London produced relatively minor structural
damage but extensive glass damage2  (NRC, 1995).

In addition to the direct effects of an explosion or impact, the causal event
may initiate a fire that can be fed by existing materials in the building. These fires
can reduce the strength of structural steel by 50 percent if they reach temperatures
of 500oC and to near zero if the temperatures reach 1000oC (NRC, 2002).  As
noted in Chapter 8 of the NRC report, “columns, floor diaphragms, and connec-
tions between the columns and floor joists are the vulnerable members” (NRC,
2002).   This weakening may occur despite the presence of fireproofing, because
the force of the explosion or impact and the debris from it may strip the fireproof-
ing from the structural elements and assemblies.  In addition, the fireproofing
may have been applied improperly or removed over the course of time.  Current
building codes3  do not consider the combined effects of fire and impact or blast
on the integrity of the fire protection system.  Generally, normal-strength con-
crete members demonstrate good performance under fire exposure.  However,
low-strength concrete and high-strength concrete may not perform as well under
severe fire conditions (FEMA, 2002).

Damage to Building Subsystems

Certain building subsystems, if lost, render the building unable to protect the
occupants or assist in their survival and otherwise make the building uninhabit-
able or unusable.  Typical of these subsystems are fire-detection and fire-suppres-
sion systems; water and sewer service, including sanitation; means of egress,
including corridors, stairs, lobbies, and exit doors; elevators; primary and emer-
gency electrical systems; and rescue operation systems, including voice and data
communications, ventilation, and smoke control.  A bomb detonated inside a
building’s parking garage can cause serious damage to building subsystems sim-
ply because several critical subsystems typically originate there, along with much
of the control and distribution equipment. A garage-level detonation has a signifi-
cant potential for fire and smoke production because the parked vehicles contain
large amounts of combustible materials. Also, the fire-suppression system would
likely be made inoperable, since it is exposed and very fragile.

The 1993 World Trade Center bombing was, unfortunately, a good example
of these observations: Extensive damage occurred to communications, life-safety,
electrical, and mechanical systems; the emergency generator plant shut down

2The offices were unoccupied at the time of the explosion (around midnight). It is thought that
extensive injuries would have occurred to occupants had the bomb been detonated during working
hours (NRC, 1995).

3The building codes are referenced in Chapter 1 of FEMA (2002), and the fire protection codes
are referenced in Appendix C of that document.
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because of loss of cooling water; the elevator and stair shafts were breached;
smoke from burning automobiles on the parking levels was forced up the shafts
of both towers; and the underground tower’s operations control center was put
out of commission, leaving building occupants without important information
(NRC, 1995).

Hazards to People

Injuries and loss of life can result directly from the explosion of a bomb.
Blast pressure, impact of high-speed glass fragments or other structural debris,
collapse of structural members, fire and smoke inhalation, or a variety of other
causes associated with the general confusion that may follow an explosion and a
possibly prolonged evacuation period can all contribute to casualties.  After
entrapment in collapsed building spaces, the next most serious source of injuries
is missile penetration or smoke inhalation.  Additionally, toxic gases and dusts
from conventional blasts may become entrapped in the urban environment for
days or weeks.  This form of pollution may be another target for monitors (and
sensors).  The harmful effects of dusts, vapors, and gases on an urban civilian
population could be quite serious.

The breaching of elevator and stairwell doors (more likely from street-level
explosions) allows smoke to migrate upward into the building, carried by the
building’s stack effect during winter months.  Elevators are likely to be occupied
throughout the day, and persons may be trapped within them, as a result of either
damage to the elevator shaft or hoists or the loss of power or controls. In the 1993
World Trade Center bombing, the north tower air locks were destroyed, and
smoke and dust-laden air were forced to the upper floors, accounting for most of
the more than 1,000 personal injuries (NRC, 1995).

Conclusion 3-1. The current database describing injuries and fatalities due
to blast-related terrorist activities is sparse.

Recommendation 3-1. To gather valuable and perishable medical and other
forensic data, the Army should support the establishment of rapid response
data-gathering teams to investigate bombing attacks that may occur in the
future.  The data collected by these teams should be integrated with informa-
tion from past events and made available to researchers and practitioners in
emergency medicine, injury epidemiology, search and rescue, architecture,
and engineering.

Technology for Blast Mitigation

The trend in civilian building design for the last 50 years has been toward the
use of lighter but stronger materials. This has led to more economical buildings,
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with the structure accounting for less of the floor area and lower first costs. At the
same time, engineers developed a better understanding of building performance
when a structure is subjected to dynamic horizontal and vertical forces associated
with wind and earthquake. Seismic design calls for the building to possess ad-
equate strength (force- and ductility-resistance characteristics) to resist repetitive
seismic motions in a manner that protects human lives and leaves the building
usable or, at worst, with damage that is easily repairable.

The dynamic loading on buildings caused by explosions differs in important
respects from dynamic loads caused by earthquake and wind.4  The latter loads
are of relatively low intensity, long duration (seconds to minutes), and essentially
oscillatory (periodic in nature). Explosive loads, by comparison, are extremely
large initially, act for very short durations of time (milliseconds), and are non-
oscillatory (aperiodic). To effectively resist large, short-duration explosive loads
localized in lower levels, characteristic of terrorist bombings, the mass of the
lower levels of a structure should be increased. This goal is generally in keeping
with seismic requirements, which call for significant strength in the lower levels.
In other respects, however, the two design approaches differ considerably.

Design of New Facilities

A series of manuals exists for the design of new facilities subjected to the
kinds of threats described above.5  These manuals include charts and/or fast-
running computer codes to forecast the threat environments, including blast,
fragments, and ground shock.

Retrofit of Existing Facilities

The retrofit of existing buildings presents a different challenge to the de-
signer because of the many constraints imposed by the need to retain a building’s
functionality while retrofitting is occurring.  This need imposes limitations on
volume and configuration available for retrofit approaches and imposes addi-

4A discussion of the design and behavior of structural components typically used in modern
civilian buildings subjected to a transient blast-wave form is contained in Chapter 4 of Structural
Design for Physical Security (ASCE, 1999).

5USACE TM 5-855-1, Fundamentals of Protective Design for Conventional Weapons, 1986;
USACE TM 5-1300, Structures to Resist the Effects of Accidental Explosions, 1990; USACE TM 5-
853, Security Engineering, 1993; and, most recently, the new joint services DAHS/CWE manual,
The Design and Analysis of Hardened Structures to Conventional Weapons Effects, 1995, which is
computerized and interactive. USACE TM 5-853 provides a systematic methodology to analyze
“aggressor threats and tactics,” including a system for rating potential risks and developing appropri-
ate responses. It discusses various design options to a limited degree, but the planning techniques are
strongest in the area of supporting access control to the facility.
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tional hazards that must be addressed, e.g., the retrofit of masonry and brick must
address the containment of projectiles of these materials created by an explosion.
In addition, standoff—that is, the distance between the building and a potential
device—may be minimal or nonexistent.

Standard retrofit procedures consider the introduction of additional strength,
ductility, redundancy, and mass and the replacement of weak structural compo-
nents. They can include the enhancement of support conditions through better
connections, span reduction, the strengthening of exterior facades such as curtain
walls, the strengthening of interior partitions, and the installation of windows and
doors with better blast resistance and seals. Many of these options are presented
in Structural Design for Physical Security (ASCE, 1999).

Chemical, Biological, and Radiological Threats

Military and conventional buildings are susceptible to chemical, biological, and
radiological (CBR) attacks by terrorists through their heating, ventilation, and air
conditioning (HVAC) systems. The effectiveness of such attacks can be greatly
reduced by incorporating a building automation system designed to manage specific
threats and scenarios. Such systems can include detection, isolation, neutralization,
and, possibly, decontamination. The HVAC systems can be improved and integrated
with architectural/civil design features for both new buildings and retrofits to gain
more effective resistance to CBR attacks.  New developments in real-time monitor-
ing devices, filtration and chemistry for detection, neutralization, and decontamina-
tion of CBR agents can be combined with modeling and simulation tools to isolate
and manage the terrorist threat.  Some simple steps that can be taken for existing
buildings are presented in NIOSH (2002).

This is the focus of a new DARPA research program for “immune build-
ings,” which seeks to modify and augment the building infrastructure to make
buildings far less attractive targets for attack by airborne or aerosolized chemical
or biological warfare agents.  The program has three goals: to protect the human
inhabitants of such buildings in the event of an attack; to restore the building to
full function as quickly as possible after the attack; and to preserve forensic
evidence for attribution and retaliation.  Release of biological agents inside a
building is the most challenging threat, as it requires a rapid response to stop or
neutralize the agents before they affect humans.  The utilization of large-volume,
nonthermal diffused plasmas that can be generated at ambient pressure for con-
taminant conversion, along with existing or improved building filtration technol-
ogy, looks promising  (DARPA, 2002).

Conclusion 3-2. Heating, ventilation, and air conditioning systems can be
improved and integrated with architectural/civil design features for both new
buildings and retrofits to provide better resistance to chemical, biological,
and radiological attacks.
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Recommendation 3-2. The Army should monitor and integrate new heating,
ventilation, and air-conditioning technologies developed by the Defense
Advanced Research Projects Agency and other organizations into building
and infrastructure design and retrofit guidelines. These technologies include
detection, neutralization, filtration, and active ventilation defenses.

Technology Gaps

It might appear from the above discussion that ample information is avail-
able for the architect/engineer to provide blast-mitigation designs for both new
and retrofit structures. Unfortunately, this is not the case, because much of the
required information either is not directly applicable to the construction of mod-
ern commercial buildings or is inaccessible to most practitioners in the commer-
cial building industry and difficult, if not impossible, to use. A 1995 report makes
clear that translating blast-effects research into practice will be a major undertak-
ing.  It is in any case an undertaking that the committee believes the U.S. Army
Corps of Engineers (USACE) is uniquely positioned to lead (NRC, 1995).

Table 3-2 lists the technologies required to protect people and buildings from
terrorist threats in both new and existing structures.

Current Research and Development Efforts—
Leveraging the Army’s Contribution

The Technical Support Working Group (TSWG)/Defense Threat Reduction
Agency (DTRA) Blast Mitigation for Structures Program is a focused and valu-
able program of research, testing, engineering analysis, and computational mod-
eling to supplement existing knowledge on blast effects and blast-resistant design
and construction. However, the full benefits of the program will be realized only
if the results are widely disseminated and necessary improvements implemented.
The USACE is the logical choice to facilitate a continuing technology develop-
ment and transfer effort because of its long involvement in both research and
development, and in developing design guidance for architects and engineers.

The USACE and its Omaha District Protective Design Center are also par-
ticipating in DARPA’s Immune Building Program. There is an opportunity for
the USACE to play a more active role in the demonstration phase of this program
and to be a principal source of technology transfer to the building industry.

Physical Security Summary

As was noted earlier, blast-hardening technologies and design principles
developed by the Army and other DoD components for military purposes are
generally relevant for federal force protection and civilian design practice. How-
ever, because the knowledge base is incomplete, this information must be adapted
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and expanded to be more specifically usable by and accessible to civilian archi-
tects and engineers.

The ongoing TSWG/DTRA Blast Mitigation for Structures Program, in
which the USACE Environmental Research and Development Center is a major
participant, is a natural vehicle for such technology development and transfer.
This should include research and testing of common building materials, assem-
blies, equipment, and associated designs applicable to the blast-resistant design
of critical nonstructural, life-safety, building subsystems.  Techniques and prod-
ucts for the retrofit of existing buildings to protect against multiple hazards such
as earthquakes, extreme wind events, fire, and flood, as well as blast effects,
should be developed.  Implementation of blast-mitigation measures should utilize
established risk management principles that integrate security and natural hazard
mitigation objectives with new technologies and should be based on building
mission, defined threat, acceptable risk, and available resources.

Glass material properties must be characterized in a form suitable for model-
ing and simulation in order to be able to predict the response and failure of
windows subjected to blast loading.  Research in this area is being conducted by
universities under government and private sponsorship. Universities also conduct
research on blast and impact loading and the response of structures.

Conclusion 3-3. Research currently being conducted by universities in win-
dow/glass behavior and structural response through failure in dynamic envi-
ronments can help to improve the blast resistance of key structures.

Recommendation 3-3. The Army should continue to survey and evaluate
relevant ongoing university research with the objective of identifying and
synthesizing technology that could improve the performance of buildings in
a blast environment, and it should also consider inviting universities to di-
rectly participate in the research effort.

INFORMATION SECURITY AND CYBER ISSUES

The committee uses the word “cyber” to refer to any activities related to the
computer and communications (C&C) infrastructure, including the information
stored in and/or being transmitted by the systems.  This infrastructure is rapidly
becoming ubiquitous in all aspects of daily life as well as for first responders: C2
systems are often based on it, medical information systems and financial systems
are based on it, other infrastructures such as water and energy are based on it
through SCADA, and it is being used in newer versions of almost everything
electronic, such as monitoring systems, from perimeter control to baby watching.
One has only to read the popular press to hear of proposals to give an Internet
Protocol (IP) address to every device from a toaster on up to a washing machine
to appreciate the drive to interconnect everything.  At the same time there is a
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movement to make almost all devices software-based so that updates can be
downloaded over the connected network to provide the flexibility for future
changes.

The C&C infrastructure can be compromised in several ways, principally the
following:

• An insider making use of authorized access,
• Unauthorized access via direct tapping into the physical facility,
• Unauthorized access via valid network connections and security flaws in

the system, or
• Denial-of-service attacks.

Protection against the first two threats is based on physical security of the
facilities and control of personnel.  These are common security issues where
countermeasures have been well studied, so the committee will not discuss them
further here.  However, even if the perimeter or the hardware is breached, damage
must be contained.  In the cyber context, this means that gaining access to one
subsystem within a security perimeter must not automatically grant access to
other subsystems.

Range of Threats

There are three primary objectives of a cyberattack:6

• Destroy or change data within the system itself,
• Take control of systems controlled by the C&C system, or
• Deny the user effective use of the system.

Future terrorist incidents in the United States could attempt any of these.
Institutions from financial to medical would have serious problems in the event
of massive loss of data or of reasonably rapid network access to it, but neither
protection against this nor remediation if it happens fall within the Army’s juris-
diction.  (However, the Army does need to protect its own systems from such
attacks.)

When a computer system with control functions is compromised by attack,
the community may face problems as the controlled entity fails to operate cor-

6Attacks by hackers merely to prove they can do it by making annoying but inconsequential
changes to the system are not discussed.  It should be recognized that many of these hacker attacks
are against that part of the network that is designed to be public—namely, the Web site.  While it is
desirable to keep those pages secure against unauthorized change, the level of security that can be
achieved is necessarily lower than that which can be applied to nonpublic information.



Copyright © National Academy of Sciences. All rights reserved.

Science and Technology for Army Homeland Security: Report 1
http://www.nap.edu/catalog/10655.html

86 SCIENCE AND TECHNOLOGY FOR ARMY HOMELAND SECURITY

rectly.  This could happen whether the attacker is actually able to take control of
the system and redirect it or is just able to interfere with its correct operation.

A denial-of-service attack is the overloading of a C&C system with superfi-
cially legitimate service requests via the network.  It does not require any security
flaws or other break-in technology, but such an attack could be used to deny or
corrupt important services as a preliminary or follow-up to a physical attack.  For
example, if an emergency response group relied on public Web-based data access
for its functionality, it could be susceptible to a denial-of-service attack.  Non-
public systems would require the exploitation of a security flaw to deny service.

Mitigation Technologies

The best defense is to physically isolate an important network from the
public network.  However, it is dangerous to assume that this will resolve all
problems.  The additional functionality that can be obtained by interconnecting
units frequently leads to the addition of network interconnections or unauthorized
access.  For example, the committee learned of executives who connect their
office phones to computer modems so they can work from home, thereby provid-
ing an opportunity for access by others.7  Some systems provide for progressive
shutdown of connections as the perceived threat level increases.  However, it
should be realized that certain forms of cyberattack can be preplanted before
there is evidence of a raised threat level and left to activate automatically later.
For this reason, it is important to defend against threats to networked systems.

The primary threat to networked computer systems comes by way of security
flaws in the system that allow remote access to unauthorized users.  It is impor-
tant to realize that C&C systems are sufficiently complex that it is highly unlikely
a system can be designed that does not contain any security flaws.  One must
therefore accept the fact that providing security is an ongoing operation and
cannot be built in with 100 percent certainty.  Hence the initial design must pay
great attention not only to achieving a high initial level of security but also to
locating and correcting flaws during the lifetime of the system.  It is also impor-
tant to realize that a C&C system is not a static design but typically evolves as
new or changed functionality is introduced.  Such changes often introduce new
security flaws.

Large organizations are often tempted to custom design their own systems
because they believe that their needs are significantly different and because they
believe they can achieve greater efficiency by dropping system requirements they
do not have, at least not at the time of design.  For general-purpose systems this
is not only a false economy—the design costs are such that because of the rate of

7Herb Lin, Computer Science and Technology Board, National Research Council, briefing to the
committee on July 24, 2002.
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change in the field, the organization will soon be left with an out-of-date design
that runs on out-of-date hardware—but it is also an invitation to security disas-
ters.  While it may seem that the use of commercial off-the-shelf systems means
that more people will know where the flaws are, it also means that vastly more
people are busy looking for those flaws and bringing their skills to the task of
fixing them.  Clearly the Army must work with other interested parties to achieve
the maximum level of protection.

Document P of the National Infrastructure Assurance Plan (Planning Guid-
ance to Assist in the Development of the Response Functional Plan), notes as
follows:

Resolving the inherent overlap of responsibilities and capabilities while defin-
ing the roles of FEMA v. FBI (including the Cyber Emergency Support Team)
in developing this plan will be a critical step in implementing this plan.   Addi-
tionally, other government departments (e.g., Defense) are developing cyber
response capabilities.  There will be a need to share best practices among these
efforts and clarify the responsibility across the government (NIPC, DoD, etc.)
and with the private sector (DoC, 1998).

From this the committee draws a conclusion and two recommendations:

Conclusion 3-4. As the Army becomes more dependent on computer-based
systems, cybersecurity becomes more of an issue.

Recommendation 3-4a.  The Army should partner with other agencies and
the commercial sector to develop and adopt the appropriate tools and proto-
cols for the protection of its own computer and communication systems.

Recommendation 3-4b. The Army should continue to review its cyber-
security procedures to assure that the best practices from the community are
adopted on an ongoing basis.

The Army does not currently have a direct role in denial/survivability for any
non-Army C&C systems, but should coordinate with those agencies that do.

Survivability

The Army must not only be concerned with the survivability of its own
systems in the event of an attack, it needs to be concerned with the survivability
of systems over which it has no or little control prior to the attack—or even,
perhaps, after the attack, since if it is called on to provide support, it will need to
establish links between its units and civilian responders.  The characteristics of
the systems are shown in Table 3-3.
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From considering the aftermath of the attacks of September 11, 2001, one
can conclude as follows:

Conclusion 3-5. Even if the attack does not directly inflict physical or
cyberdamage on computer and communication systems, the public systems
may become overloaded.  Since the first responders often use components of
public systems, command, control, communications, computers, intelligence,
surveillance , and reconnaissance (C4ISR) may be a significant problem in
the aftermath.

The executive summary of the Hart-Rudman phase 3 report states

We urge, in particular, that the National Guard be given homeland security as a
primary mission, as the U.S. Constitution itself ordains. The National Guard
should be reorganized, trained, and equipped to undertake that mission. (Hart
and Rudman, 2001)

In light of the aforementioned conclusion, the committee asserts as follows:

Recommendation 3-5a. Whether through the Army National Guard or ac-
tive or reserve Army units, the Army should play a major role in providing
emergency command, control, communications, computers, intelligence, sur-
veillance, and reconnaissance (C4ISR) in the event of a major natural or
terrorism disaster because it has both the skill set and the equipment to
provide such services in hostile environments.

Recommendation 3-5b. Equipment and trained personnel should be avail-
able to provide vital information and communications for interoperable com-
mand, control, communications, computers, intelligence, surveillance, and
reconnaissance (C4ISR) in the case that civilian systems are seriously im-
paired in an emergency event.

In some situations an impairment would occur simply because existing pub-
lic facilities would be overused by concerned citizens.  In that case, it might be
desirable for the Army to provide alternative systems for emergency services.

The Army already has a strong interest in and need for mobile battlefield
networks.  One such system (MOSAIC) is currently an advanced technology
demonstration (see Chapter 4.)  These networks differ from civilian and most
other networks in being ad hoc, since there can be no fixed hubs on a moving
battlefield.  Such systems would be very useful after an incident if there is
significant disruption to the standard communications in the area (network and
voice).  For this to happen, Army systems must be interoperable with current
civilian technology.  Enhancements to existing Army systems should reflect the
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need for multiuse capabilities, and new battlefield systems should be designed
with both civilian interface and domestic and foreign missions in mind.

SUMMARY

Denial and survivability (D and S) issues will affect a very broad range of
activities that are within the Army’s mission area.  The assets that the Army will
need to counter the events that might arise during this period may, in some
instances, differ quite dramatically from those required in a conventional wartime
environment.  However, whether the tools relate to the built environment or the
cyber environment, the Army must prepare.
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4

Recovery and Consequence
Management Technologies

INTRODUCTION

The purpose of this chapter is to identify science and technology (S&T)
initiatives that will enhance the ability of the Army to accomplish its emerging
mission requirements for homeland security (HLS).  This chapter is focused on
the recovery and consequence management (R and CM) functions.

Generally, recovery is viewed as a local and private sector responsibility.
However, in the case of terrorist acts using weapons of mass destruction (WMD),
or significant cyberattacks on the nation’s critical infrastructure, the damage may
exceed the capacity of local agencies and the private sector that owns and oper-
ates the critical infrastructure.  In this situation, the nation’s military, most likely
the Army, would be called upon.  Compounding the seriousness of the situation is
the fact that R and CM mission activities may need to be conducted simulta-
neously with missions to protect the critical infrastructure or to conduct contin-
gency operations overseas.

Consequence management (CM) is concerned with minimizing the damage
resulting from a disruptive event (White House, 1998).  CM is often conducted in
conjunction with crisis management activities.  Crisis management is a law en-
forcement mission aimed at early detection, prevention, and elimination of the
cause of a disruption as quickly as possible (White House, 1998).  There is an
overlap in the crisis management and the CM missions.  Mitigating the effects of
a terrorist event and restoring public order and essential services is the principal
objective of CM.
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NEW MISSION CHALLENGES

The new HLS mission requirements are still under development, but a re-
view of the likely challenges and threats can provide insights into the new mis-
sions and capabilities that will be necessary.  The need to assist authorities in
restoring order, overcoming the effects of physical damage, and beginning the
road to recovery will remain.  The Army has demonstrated its ability to meet
these challenges.  It has been fortunate that the training, equipment, and organiza-
tional constructs developed for wartime mission and contingency operations have
met these challenges, by and large.  However, the security environment of the
21st century poses new demands that call for new capabilities.  The work that the
Army has accomplished as part of the Objective Force in developing adaptive
force packaging will be important in providing the right types and numbers of
forces to meet the new challenges associated with HLS missions.

The effects of chemical, biological, radiological, nuclear, and high explosive
(CBRNE) weapons can far exceed the effects (in time and scale) of even the
largest natural disasters.  These weapons can cause large numbers of casualties
that are beyond the capacity of the civilian medical care system to address.
Compounding the effects of physical destruction, chaos, and casualties, such
weapons leave behind chemical, biological, and radiological contamination that
can continue to cause death and disease and must be contained and cleaned up
before public order is restored and recovery is initiated.  In addition to large-scale
R and CM operations for WMD, Army forces may be called upon to provide R
and CM activities for a cyberattack on the nation’s critical infrastructure.  Such
an attack could deny power and communications to wide areas, cause massive
disruption in the nation’s transportation and financial systems, and deny essential
government services.  Multiple events where WMD are employed against the
nation, combined with cyberattacks against the critical infrastructure, could be
even more challenging.  Without a clearly defined mission for the Army, the
committee postulates that it would participate in many of the following tasks as
part of the R and CM phase.

Postulated Tasks

Initial Response

• Deploy forces.
• Protect responding forces.
• Identify the on-scene commander.
• Establish an interoperable command, control, communications, comput-

ers, intelligence, surveillance, and reconnaissance (C4ISR) system with
existing civilian and military assets.
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• Assess in real time the extent of the physical damage, casualties, and the
enduring level of contamination and risk of disease transmission.

• Establish quarantine zones, safe areas, and perimeter control of movement.
• Triage and treat the injured.
• Preserve forensic information.
• Establish an information clearinghouse.

Containment

• Expand the area of control and model/predict moving boundaries.
• Isolate secondary threats (gas mains, electrical service, stability of dam-

aged infrastructures and buildings).
• Restore or replace (substitute) infrastructure critical to containment.

Near-Term Recovery

• Keep the population informed.
• Eliminate/control ongoing immediate threat (contain the effects of WMD).
• Expand the treatment of casualties (begin stress management, including

for military responders).
• Rescue, protect, evacuate, and track civilians.
• Assure food and water safety.
• Provide shelter, food, and support for personnel in the affected areas.
• Establish and validate the census of people and resources.
• Determine, marshal, and deploy forces required for long-term operations.

Restoration of Normalcy

• Decontaminate the effects of WMD.
• Consolidate deployment of forces.
• Establish or become part of an interoperable C4ISR system.
• Assess in real time the extent of the physical damage, casualties, and the

enduring level of contamination and risk of disease transmission.
• Restore public order and essential services.
• Protect consequence management personnel.
• Move essential provisions.
• Establish quarantine zones and safe areas.
• Treat mass casualties.
• Secure the area and communicate the area of control.
• Reestablish lost essential facilities and infrastructure.
• Restore the physical infrastructure.
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The Army will not be called upon to conduct all of these missions by itself but
will support civil authorities.  Numerous other agencies, including many in the
private sector, will also have a significant role.  However, in an event of national
significance, the military may be called upon to take over where other institutions
lack the capacity.  Part of the Army’s challenge will be to work in conjunction with
the Northern Command (NORTHCOM) and the new Department of Homeland
Security (DHS) to define the extent of potential missions prior to the occurrence of
events that require large-scale consequence management.

REQUIRED TECHNOLOGIES AND CAPABILITIES

The infusion of new capabilities and technology will enhance the ability of
the Army to conduct large-scale R and CM activities in conjunction with other
agencies.  The Army currently possesses significant capability to meet many of
the challenges described in the preceding section.  Through planning, organiza-
tion, and training, the Army can satisfy other mission challenges as well.  Many
of the needed capabilities can be achieved as part of the Objective Force.  Never-
theless, the Army will need to monitor developments to leverage promising tech-
nologies and to assure interoperability with the local, state, and federal agencies
participating in the HLS mission.  In the mission capabilities described above,
several areas are ripe for exploitation by the Army and lend themselves to the
application of Army S&T and apply to both HLS and the Objective Force mis-
sion.  The areas of concentration include the following:

• Establishment of, or integration into, an interoperable C4ISR system;
• Real-time assessment of physical damage, casualties, and the enduring

level of contamination;
• Force protection;
• Treatment of mass casualties; and
• Containment of and, later, decontamination of the effects of WMD.

The Army already has the capacity in other mission areas, provided that the
appropriate doctrine is developed and that plans are established across the gov-
ernment and in NORTHCOM.

Interoperable Command, Control, Communications, Computer,
Intelligence, Surveillance, and Reconnaissance System

Over the next few years, it is expected that the HLS organization will estab-
lish a national emergency response command and control (C2) system.  Many
different systems exist today across the numerous departments and agencies that
are being blended into the DHS.  Each system was created for (and is currently
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used for) a variety of purposes and missions.  Very few are interoperable.  Indeed,
in crisis and consequence management incidents over the last decade, responders
consistently report that an unwieldy number of different radios and wireless
devices were needed to talk to the other participants.  It is possible that lives were
lost because the first responders were unable to communicate and share their
situational awareness.

There is a strong need for an integrated system that allows the new HLS
structure to conduct operations effectively; share a common operational picture
built on a common database; provide multilevel security information to accom-
modate local, state, and federal needs; and facilitate real-time communications
between these local, state, and federal entities.

The Army has already designed a mobile battlefield network system that
might meet many of the DHS needs.  As discussed briefly in Chapter 3, the
Multifunctional On-the-Move Secure Adaptive Integrated Communications sys-
tem, commonly called MOSAIC, is currently in the advanced technology demon-
stration stage of development.  MOSAIC is intended to provide on-the-move net
communications for the mobile, geographically dispersed battlefield. “Its wire-
less communications architecture will support multimedia applications; quality
of service for mobile/multi-hop networks; adaptive and ad hoc mobility proto-
cols; bandwidth management; and horizontal/vertical handoff in a mobile wire-
less environment” (U.S. Army, 2002a).  These networks differ from civilian and
most other networks in being ad hoc, since there can be no fixed hubs on a
moving battlefield.  Such systems would be very useful after an incident if there
is a loss of civilian communications.

However, Objective Force C4ISR systems will need to be adapted for the
different mission and different challenges of HLS.  One difference between the
Objective Force requirement and the future HLS C4ISR system is that unlike the
former, which is designed to operate where no communications are available, the
HLS C4ISR system may have the option of using an existing communications
network—the nation’s public switched network.

The public switched network may, however, be degraded following a major
physical or cyber terrorist attack, so the future system should consider the expe-
ditionary characteristics inherent in Objective Force concepts.  Local connectiv-
ity might be gained in such a system through applications like the Joint Tactical
Radio System and, perhaps, local, mobile laser communications networks, or
transportable microwave networks, which would provide the bandwidth to share
data and gain a common operational picture.  The Army’s WIN-T program, in
development, can provide a seamless C2 grid where the local C2 infrastructure
has been disabled.

The Army, working in conjunction with NORTHCOM, can provide the
model for the national emergency response network.  This model can set the
standards for local and state C2 architectures, so that the DHS can seamlessly
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distribute critical information across the nation and to the agencies that need
specific essential information to respond to threats and events.  In the interim, the
Army should investigate deployable communications packages equipped with
universal multiplexer capability to facilitate C2 across the vast, and disparate,
array of agencies that will respond to incidents and events.

Another promising development that the Army S&T community should ad-
dress for the emerging HLS C2 system is Joint Blue Force Tracking (CJCS,
1999).  The Blue Force Tracking architecture is designed to provide tracking,
tagging, and locating of friendly troops and assets; logistics and asset manage-
ment; and situational awareness.  The Global Positioning System (GPS)-based
concept can allow operational commanders to view the position of friendly forces
in real time.  Blue Force Tracking is being developed for U.S. forces engaged in
expeditionary operations, but it could also be advantageous to know the location
of local, state, and federal “forces” and key assets, including the Army, in real
time, particularly when contending with the complex environment following a
catastrophic event involving WMD.

The Army has explored many of the technologies necessary for an effective,
end-to-end national emergency response C2 system.  Applications of the S&T
program essential to the Objective Force may provide a framework for such a
system.  If the system eventually adopted for the nation exploits and is compat-
ible with Objective Force technologies, it can be beneficial to the Army.  How-
ever, just as the Objective Force may have to operate with allies with various
levels of modernization, the Army in discharging its HLS mission must address
C2 compatibility with civilian responders. Table 4-1 highlights key S&T require-
ments for HLS C2.

Conclusion 4-1. A new national emergency response command, control, and
communications system for homeland security must be developed and fielded
to meet the demands of the emerging threats, particularly to integrate the
response to chemical, biological, high explosive, radiological, and nuclear
weapons.  This system must be compatible with developments in the new
Department of Homeland Security, the U.S. Northern Command, and state
and local entities.  Current Army science and technology thrusts and pro-
grams that are integral to the Objective Force can be adapted for the new
national system.

Recommendation 4-1. To facilitate the development and fielding of an
integrated command-and-control system for homeland security, the Army
should initiate or continue research that permits the earliest possible fielding
of deployable communications packages equipped with universal multiplexer
capability to facilitate command and control across the vast, and disparate,
array of agencies that will respond to incidents and events.
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Rapid Assessment of Physical Damage,
Casualties, and Contamination

A necessary condition to conduct R and CM activities is an assessment of the
situation.  The Army and the DoD have introduced a program for the Family of
Integrated Operational Pictures (FIOP).  This program is designed to meet the needs
of the warfighter.  However, the concept could be extended to the HLS mission area,
and the Army’s experience with the Objective Force can help in doing so.  Key
elements for the development and fielding of an HLS common operational picture
are the development and fielding of a family of both wide-area and focused sensors;
the networking of these sensors for situational assessment; the fusion of sensor data;
and adapting models that predict physical damage, contamination, and casualties
based on real-time reports and sensor information.  The situational awareness needed
for HLS is closely related to the network-centric concepts inherent in the Objective
Force; however, building such awareness is a complex problem because the opera-
tional picture must be shared by multiple agencies operating with mixed levels of
systems and technologies.

A number of sensors exist that can assist with the real-time situational as-
sessment.  Overhead imagery from satellites and high-endurance unmanned aerial
vehicles (UAVs) can build an optical and infrared picture of the physical damage.
They can also use measurement and signal intelligence to determine WMD con-
tamination.  These assets provide a wide-area view of the “battle area.”  How-
ever, focused views of the affected area are needed.  The family of tactical UAVs
being fielded for the Objective Force can provide focused views of the HLS
situation and be maneuvered to meet real-time needs of the on-scene commander.
Chemical, biological, and radiological (CBR) surface sensors can be implanted
throughout the affected area to fill in the picture.  Robotic land vehicles can be
used to implant and locate a family of surface sensors to characterize the damage.
Finally, as the needs become more focused, sensors that can look into structures
and detect casualties in rubble will need to be developed and fielded to complete
the picture.  Like the concepts and technology that underwrite the Objective
Force, a common operational picture tailored to the demands of a specific contin-
gency, integrated from wide-area sensors, filled in with tactically deployed air
and land sensors, and augmented by specially designed and placed local sensors
can help support the HLS mission.

The current state of sensors to characterize the effects and extent of CBR
weapons varies.  In Chapter 2, the committee describes the difficulties of detect-
ing CBRNE weapons before they are employed.  The post-attack assessment
problem is easier technologically.  However, it will be necessary to build the
operational picture by networking multiple sensors and fusing the inputs into a
common picture.  For chemical weapons, local sensors are being fielded today,
but there is still a need to improve the ability to characterize the attacks over a
wide area.  As we saw from the anthrax attacks in late 2001, a meticulous process
of testing is necessary to identify the biological agent and to determine the extent
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of contamination.  Nuclear and radiological detectors are the most highly devel-
oped sensors and can now be used to determine the extent of radiation.

Multiple sensor reports and images do not, by themselves, build the situ-
ational awareness and operational picture needed to conduct effective operations.
The sensor pictures and reports need to be analyzed and depicted on a common
grid and shared with the R and CM forces digitally.  Fusion techniques are under
development for the Objective Force, but here again the fusion technology for the
HLS mission will need to be adapted to a related, but different, set of require-
ments.  If such an information fusion capability is developed, it can also be used
for warfighting in scenarios where WMD is threatened or actually used.

Finally, a family of models that can predict physical damage, contamination,
and casualties can play an important role in the HLS mission.  CBR contamina-
tion models today show the effects of known weapons.  For example, the Army
Risk Assessment Model system provides specific capability to examine the fate
and transport of toxic materials in the environment and the implications for
ecosystems and human health.  The Anti-Terrorist (AT) Planner Software, devel-
oped by the U.S. Army Corps of Engineers (USACE) Research and Development
Center (in conjunction with the Defense Threat Reduction Agency (DTRA) and
the Technical Support Working Group), provides a flexible tool for examining
the vulnerability of facilities to a variety of blast threats and the expected value of
alternative approaches to enhance protection. The AT Planner is a good example
of a technology whose use is currently restricted to the defense community (or
contractors that serve the defense community) that could be of considerable use
to the engineering community serving industry.  However, the capabilities of
these models need to be extended to predict contamination based on a limited set
of reports and sensors readings.  DTRA has a number of contamination models,
and DARPA is also integrating models that can address this problem.  These
models are based on computational fluid dynamics approaches and their incorpo-
ration into simplified models that can be used to predict the movement of con-
taminants through the atmosphere, a city, inside buildings, and in tunnels and
subway systems.  Examples of such codes include the Hazard Prediction and
Assessment Capability code (a dispersion code developed by DTRA that has
been incorporated into its Integrated Munitions Effectiveness Assessment pro-
gram), the Vapor, Liquid, and Solid Tracking (VLSTRACK) program, and the
Dispersion and Diffusion Puff Calculator (D2PC).

As reported in Making the Nation Safer:  The Role of Science and Technol-
ogy in Countering Terrorism, work on this type of tool is proceeding, but results
of the several models are often in disagreement. The report says, “Further R&D is
needed to resolve these anomalies or develop more dependable alternatives”
(NRC, 2002). The new technical challenge will be to link contamination models
to real-time sensor reports and images to provide for timely attack assessment.

The civil engineering community possesses detailed structural drawings and
models for civilian buildings and for facilities important to the nation’s infrastruc-
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ture.  However, these are not readily obtainable in all localities and regions, nor can
they be accessed in centralized databases.  The application of these structural models
along with progressive collapse technology can be used to forecast building failures
and damage from terrorist attacks. The challenge will be to link these existing
models to existing and emerging sensors that monitor structural health and to adapt
them to the specific needs of the Army and the HLS community.

The Army should participate in and encourage the establishment of central-
ized databases that include structural drawings and models for high profile and
critical infrastructure buildings and facilities. The databases would be used for
assessing damage and casualty states in the event of terrorist attacks. The applica-
tion of these structural models could forecast building failures such as occurred at
the World Trade Center. Table 4-2 describes technologies for event assessment.

Conclusion 4-2.  Rapid assessment of the effects of natural disasters and
attacks using chemical, biological, high explosive, radiological, and nuclear
weapons is essential to mitigate the damage, save lives, and restore order.  To
some degree, the process for event assessment is similar to that used by the
Objective Force in building a common operational picture; however, differ-
ent sensors and analytical processes will be used.

Recommendation 4-2. The Army should conduct research on processes and
systems to facilitate the event assessment process. It should support the high-
priority research such as sensor networking and fusion to merge reports from
disparate sensors into a common picture.

Force Protection

The forces employed for large-scale R and CM activities need to be pro-
tected for sustained operations.  Individual protection suits and inoculations are
necessary to sustain operations in these conditions. The Army, through its Soldier
and Biological Chemical Command (SBCCOM), continues to lead in the devel-
opment of individual and collective protection technologies.  The fielding of the
Joint Service Lightweight Integrated Suit and the Joint Service Protective Mask
over the next few years will provide some needed improvements in individual
protection at a lower maintenance cost while relieving the physiological burdens
of heat stress and breathing resistance.  Current SBCCOM research on materials
for facepieces and lenses, advanced filters, and service-life indicators to improve
masks will aid the Army and the civilian community and should be aggressively
continued.1   Similarly, the research into protective clothing enhancements in-

1Anna Johnson-Winegar, Deputy Assistant to the Secretary of Defense (Chemical and Biological
Defense), briefing to the American Association for Engineering Education Forum, Alexandria, Va.,
on February 25, 2002.
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tended to reduce physiological stress, increase protection, and improve the logis-
tics burden should maintain the priority given it by the Army.  The direction of
this research is to develop a family of selectively permeable membranes, reactive
self-detoxifying materials, and electro-spun materials and to employ nanotech-
nology in this development effort.2  Another promising concept for individual
protection is the breast-pocket hood, which will provide survivors and first re-
sponders with crucial temporary protection from chemical and biological con-
tamination.3  Improvements in individual protection will assist the Army, the first
responders, and other personnel who risk exposure following a terrorist event.

Mobile collective-protection facilities are necessary for long-term R and CM
activities.  The Army is currently developing a family of deployable collective-
protection shelters that can be used by forces performing CM tasks, local and
state authorities and their supporting workforce, and victims of the event (U.S.
Army, 2002b, 2002c).  Some of the collective-protection shelters are independent
facilities that can be rapidly assembled; others are liners for existing buildings.
The research that is under way in individual and collective protection is important
both to the Objective Force and to the HLS mission.

The primary responsibility for the development of vaccines and medical
countermeasures to protect against biological agents rests outside the Army, in
the Department of Health and Human Services and the Centers for Disease Con-
trol.  However, the expertise available in Army laboratories is essential to progress
in this area, with the U.S. Army Medical Research Institute of Infectious Diseases
in particular being a unique source of expertise and continued research. Table
4-3 describes technologies appropriate for force protection.

Conclusion 4-3.  An aggressive, continuing science and technology program
across the spectrum of technologies needed for individual and collective
protection is necessary for the Army and civilian emergency responders.

Recommendation 4-3. The Army’s research and development across the
spectrum of technologies needed for individual and collective protection
from the effects of weapons of mass destruction for the Army and civilian
emergency responders should be continued.

Treatment of Mass Casualties

It is likely that mass casualties will result from the use of WMD and high
explosive incidents. A mass casualty incident is one in which there are not enough

2Ibid.
3Corey M. Grove, Edgewood Chemical Biological Center, briefing to the committee on

May 16, 2002.
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resources for casualty management.  In the most likely scenarios, civilian emer-
gency medical teams (EMT) and their field and individual equipment will be the
first responders on the scene.  Their first task will be to perform triage.4

Under normal circumstances, medics carrying out on-site triage have four
responsibilities:  (1) initiate the triage system and tag patients according to the
severity of their injuries or illness, (2) report progress, intervention, and needs to
the medical commander, (3) treat only immediate threats to life, i.e., blocked
airways and severe arterial bleeding, and (4) move patients by priority to the
casualty collection point.

In a mass casualty event, the triage5  effort takes on an entirely different
meaning, closely resembling rules of engagement in wartime or low-intensity
conflicts.  The approach will shift from the peacetime emphasis of optimized care
for the individual to optimized care for the masses.  The tasks of the EMT units
will be to perform (1) initial high-level identification of life-threatening injuries
and causes, stabilizing them whenever possible and appropriate, (2) assessment
of on-going hazard and risk and or protection of responder personnel, (3) assess-
ment of requirements for support infrastructure (facilities, communications, trans-
portation, security), (4) medical triage, and (5) immediate medical response to the
WMD event.  Immediate medical response at the treatment center (civilian) relies
on effective triage tagging.  Continuing improvements in the techniques for triage
and initial access (e.g., to patients trapped within confined structures), treatment,
and distributed, secure communication will be necessary.

Where the cause of injury is suspected to involve chemical agents, toxins, or
toxic industrial chemicals, the responders must be able to identify and evaluate
whether the chemical is corrosive, ignitable, toxic, or reactive; subsequent ac-
tions and treatment by the medical responders will key from these observations.
Methods for the field assessment of a biological hazard are also employed at this
phase of the operation.  Identification and containment of the agent after early
presumptive diagnosis and identification of the threat will be very important
because chemical and biological agents are indiscriminate and may be dissemi-
nated over large areas.  The patient population will be diverse in age, gender,
race, cultural preferences, and basal health.  Further, the effects of biological
agents can be particularly insidious in that they can be delayed, with the onset
occurring and potentially contributing to distribution, even after the person has
been transported to a safe area.

Communication of the identity and assessment of chemical and biological

4Triage is the sorting of patients by the severity of injury or illness so that resources can be more
efficiently utilized to do the most good for the most people.  Triage is conducted repeatedly: during
the initial encounter with the civilian emergency medical teams, when the patient is stabilized,
decontaminated, and moved to the casualty collection point.

5The Army’s well-developed and validated approaches for triage could be adapted for civilian
mass casualty emergencies.
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agents and an estimate of ongoing risk to other components of the overall re-
sponse teams will be critical for protection of the responders and for development
of a perimeter of quarantine and its maintenance and eventual expansion.  Timely
and accurate information is essential to communicate instructions and guidelines
to the public and to obtain its cooperation.  A secure, independent communica-
tions system, vertical and horizontal integration of data, and decontamination of
the patients and their tracking, along with tracking of physical evidence and
clothing, over the event time line will be critically important.

Additionally, decision aids to determine dynamic disaster response and
evacuation and quarantine policies tailored to the tactical situation will be
needed. Medical personnel treating victims of WMD will probably require
support from remote experts to identify the chemical or biological agent
used in WMD events, including on-demand linkage to medical and scientific
information systems, experts, and laboratories.  Further, the sharing of ac-
quired insight (agents, medical implications and treatments, exposure/de-
contamination data, patient and patient property tracking, etc.) will require a
chain of custody and will probably be important for building an overall
picture of the event theater.

While it is essential that the military capability be able to interface with
civilian HLS capabilities as needed, some aspects of the military capability may
not perfectly match HLS applications.  For example, material designed to meet
warfighter requirements may not be suitable for civilian use because of material
or training constraints.  OSHA must certify personnel protection equipment for
civilian use, and medical products for distribution to civilians must be fully
licensed by the Food and Drug Administration or used with individual informed
consent.  Military medical defense products for CBRNE assault assume a healthy
adult population, but civilian populations exposed to terrorist assault will vary in
health and age.  Some defense vaccines, pretreatments, and post-event treatments
may confound other medical treatments and cultural/religious preferences.  More-
over, pre-exposure immunization of large populations against biological agents
may not be warranted.  Finally, full voluntary compliance cannot be guaranteed
for a large civilian population.  Application of Army S&T to HLS medical needs
will have to address these issues.6  Table 4-4 describes technologies for medical
response.

Conclusion 4-4.   The new challenges for recovery and consequence man-
agement include triage, tracking, and treatment of mass casualties following
an event involving weapons of mass destruction. The scale of such an event

6Anna Johnson-Winegar, Deputy Assistant to the Secretary of Defense (Chemical and Biological
Defense), briefing to the American Association for Engineering Education Forum, Alexandria, Va.,
on February 25, 2002.
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and the need to conduct an orderly treatment process in the presence of
chemical, biological, radiological, or nuclear contamination is daunting.  In
all likelihood, the nation’s military, including the Army, will be called on to
play a significant role in this activity.

Recommendation 4-4a. The Army should expand its research in the area of
triage, tracking, and treatment of mass casualties.

Recommendation 4-4b. The Army should ensure development of individual
triage assessment for mass casualties from events involving weapons of
mass destruction.

Recommendation 4-4c. The Army should ensure the development of a pro-
cess to leverage information technology to effectively conduct mass casualty
triage, tracking, and treatment following such an event.  The process devel-
opment should incorporate remote decision support systems that can be inte-
grated with civilian systems, and a tracking system.

Containment and Decontamination of the
Effects of Weapons of Mass Destruction

There is not much experience in wide-area decontamination of the effects of
CBRN weapons.  Even if the levels of contamination can be assessed, there are
few tools or techniques available for such broad decontamination.  One has only
to look at the difficulty of sanitizing the facilities contaminated with the anthrax
virus in late 2001 to be reminded of this.  Chemical and radiological contamina-
tion present equally daunting challenges.

Decontamination will probably be accomplished in stages, and it is likely
that the Army will be involved in early remediation of the effects in WMD
events.  Decontamination will be a time-critical and stressful task.  First, the
extent and toxicity of contamination must be determined.  It is also likely that the
cleanup tasks will be accompanied by substantial physical damage and the need
to provide care for mass casualties.  Complicating the difficulty of the decontami-
nation process is the fact that standards for cleanup and decontamination have not
been developed, although models do exist from civilian cleanup following toxic
waste accidents.  A structured process based on a real-time attack assessment will
be needed to conduct decontamination and cleanup operations.7   For chemical
and biological events, a suite of technologies is available:

7John F. Weimaster, Director, Research and Technology Directorate, Edgewood Chemical Bio-
logical Center, U.S. Army Soldier and Biological Chemical Command, briefing to the committee on
July 18, 2002.
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• Gas-phase decontaminants such as chlorine dioxide and vapor-phase hy-
drogen peroxide,

• Solution chemistry—chlorine and hypochlorite formulations, oxidative
systems like hydrogen peroxide, and

• Catalytic systems such as enzymes.8

There are examples of responses after radiological/nuclear events, but they
are limited.  The cleanup following the B-52 accident at Palomares, Spain, stands
out as the primary practical example of radiation cleanup by the United States.
The nuclear decontamination process at Chernobyl may also provide some useful
lessons learned.  The common denominator in radiological decontamination is
that the particles must be contained, encapsulated, and physically removed from
the area at some point.

Considerable research, process development, training, and planning will be
necessary to successfully conduct decontamination following a CBRNE event.
The Army, and perhaps the Department of Energy, will be at the forefront of the
research necessary to build this capability.  Table 4-5 describes technologies for
remediation and decontamination.

Conclusion 4-5. The processes for decontamination following chemical,
biological, radiological, nuclear, or even large explosive events need to be
expanded.  Rapid remediation of the areas involved in such an event will be
necessary to limit casualties and to restore critical services.  Expanded Army
science and technology can contribute significantly to process development
and to finding decontamination materials to assist the activity.

Recommendation 4-5a.  Army science and technology should concentrate
on the further development of a process to plan and implement remediation
and decontamination for chemical, biological, radiological, and nuclear
events.  This process must be capable of being conducted in real time based
on limited information.

Recommendation 4-5b.  Army science and technology should concentrate
on the further development of decontamination solutions for chemical, bio-
logical, nuclear, or even large explosive events.

SUMMARY

The challenges of R and CM posed by a massive domestic terrorist event
present the Army with new requirements for S&T.  There is a high degree of

8Ibid.
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TABLE 4-5 Technologies for Remediation and Decontamination

Availabilitya Priority for Multiusec

Technology Characteristics (R, N, F) Army S&Tb (H, O, C)

Decontamination Development of a process N High H, C
process to plan and implement
development remediation and

decontamination for chemical,
biological, radiological,
and nuclear events

Decontamination Further development and R, N, F High H, C
solutions assessment of solutions to

clean up chemical and
biological contamination

NOTE: TRL, technology readiness level.
aAvailability:  R, ready (TRL 8-9); N, near-term (TRL 4-7); F, far-term (TRL 1-3).
bPriority for Army S&T (investment):  low, someone else has mission or technology is ready and

available; medium, useful but of limited impact and some investment needed; high, very important,
no one else working on it, considerable investment needed.

cMultiuse: H, Army homeland security; O, Objective Force; C, civilian (first responders and
others).

overlap with the research and development already under way for the Objective
Force; however, R and CM for HLS will require adaptations of the current thrusts
and, in some cases, new S&T.  In some areas, other government agencies and the
private sector can be expected to conduct the S&T, but the Army will have to
monitor developments and then adapt the results to its specific needs.
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5

Attribution and Retaliation
Technologies

INTRODUCTION

In general, attribution is assigning a cause or source to an act or event.  In the
context of this report, it is the identification of individuals or organizations that
are responsible for direct or indirect acts of terrorism and sabotage directed
against the United States, its territories, and vital national interests, and those that
support them.  Attribution is dominated by operations that identify those respon-
sible; their tactics, techniques, and procedures; their equipment, materiel, and
logistics; and their operational locations.

Retaliation is action taken in return for an injury or offense and future deter-
rence. For this report, it is defined as those operations that are focused on captur-
ing, killing, and eliminating those individuals, organizations, their supporters,
and their operational ability to conduct acts of terrorism and sabotage directed
against the United States, its territories, and vital national interests.   Addition-
ally, these operations aim to create effects and demonstrate consequences that
will deter other groups that might plan such attacks and to bring any such perpe-
trators or their supporting agencies, organizations, or foreign governments to
justice.

OPERATIONAL AREA AND THE ARMY ROLE

The Army’s role in homeland security (HLS), antiterrorism (AT), and
counterterrorism (CT) is addressed specifically in Chapter 1.  The tasks
include the following:
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• Force protection of soldiers, families, and installations;
• Operations in support of the lead federal agency or state in case of a large-

scale conventional or weapons of mass destruction (WMD) attack; and
• Operations in support of Joint Military Operations.

The Army’s particular role in attribution is very limited, both at home and in
host nations.  The intelligence community, whether the Federal Bureau of Inves-
tigation or the Central Intelligence Agency or any of the other less well known
agencies, will make the attribution.  The Army’s role is primarily that of support,
either providing perimeter security and crime scene protection or providing ana-
lytical support from one of the Army’s premier technical labs.

In contrast, the Army’s role in retaliation runs the gamut from simple mili-
tary/law enforcement coordination in the United States, when appropriate, to full-
blown remote combat operations overseas, where the Army may be assigned
primary responsibility for ground retaliation.  Since this role is a primary one for
the Army, the committee believes there are some enabling technologies that
should receive very high priority and deserve S&T investment.

TECHNOLOGY FOCUS AREAS

Because the potential range of response is so broad, the committee feels it
would be most useful to focus on three limited areas that present very difficult
technical challenges and where S&T can act as a force multiplier:

• Remote operations in an urban environment, with focus on mobility and
survivability,

•  Situational awareness in urban environments, and
• Terrorist surveillance in difficult environments, both urban and rugged1

terrain.

Remote Operations in an Urban Environment

As mentioned above, the committee believes that technology can be ex-
tremely useful to the Army in urban operations.  In particular, technology can
enhance mobility, survivability, and precision fire support.

• Mobility.  Moving quickly in a crowded city swarming with civilians
and hiding some terrorist cells is an extremely complicated task.  This

1By “rugged” the committee means dense foliage or hilly terrain where it is difficult to use
overhead assets or organic platform sensors to find terrorist cells.
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problem was clearly demonstrated in Somalia.  The Army must be
able to move personnel quickly, through or over busy streets, on a
safe, survivable platform.  There is a need for small, armor-plated,
light transport vehicles, ground and helicopter, to move forces as
needed in this environment.  Additionally, the capability is needed to
clear obstacles in the streets and alleyways.

• Survivability.  There are several aspects to the survivability problem. One
key aspect is signature reduction of our forces across the spectrum—radio
frequency (RF), electro-optical, infrared, radar, acoustic, etc.  Success
here could have a major impact on survivability.  Additionally, enhanced
armor protection is a must. Investment in very light but immensely strong
armor can make a big difference and ought to be funded accordingly.
This is also of critical importance in the Objective Force Warrior program
(U.S. Army, 2002).

• Fire support.  Fire support plays a critical role in all combat operations.
Most current fire-support systems were not developed specifically for
urban warfare, where precision and lethality (or nonlethality) are signifi-
cant factors in the outcome of an operation.  Even relatively small errors
can be devastating in terms of collateral damage or innocent civilians
killed. Continued development of precision munitions and adaptations of
all fire-support weapons with both Global Positioning System (GPS) and
GPS-type tracking is a must. Additionally, the issue of lethality must be
addressed.

Often, traditional means of fire support can be used effectively in urban
combat.  However, even with more precision, fire support from systems such as
AC 130 gunships, AH 64 attack helicopters, and artillery may not provide the
immediate dedicated and more delicate support required by troops on the ground.
In urban combat, the right tool may be a tack hammer, not a sledgehammer. The
Army S&T program should explore concepts such as unmanned aerial vehicles
(UAVs) or unmanned ground vehicles (or both) that can loiter one block away
and be called forward by the ground commander when needed.  They can provide
not only lethal but also nonlethal support in the form of concussion grenades,
incapacitating agents, or psychological operations products.

Conclusion 5-1. Lack of mobility in an urban environment is a critical
disadvantage that can result in survivability challenges.

Recommendation 5-1.  The Army should continue and enhance current
research and development to focus on mobility operations in the urban envi-
ronment, to include exploration of small, mobile armored carriers for use in
urban environments and mini-breachers to clear streets and alleyways.
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Conclusion 5-2. Precision and lethality of weapons are critical issues the
Army should address to improve fire support for operations in urban envi-
ronments.

Recommendation 5-2.  The Army should modify current systems or de-
velop new systems, along with appropriate munitions, that are specifically
designed for extremely precise fire support in urban environments.

Situational Awareness in Urban Environments

The current system for gaining situational awareness in an urban environ-
ment is inadequate. This is due to the extremely complex RF propagation envi-
ronment in such a setting, coupled with the high-resolution accuracy needed to
track a soldier in a specific room or building.  A comprehensive situational
awareness system is needed. Building on the current Land Warrior system (U.S.
Army, 2002), such a system would link the individual soldier to on-the-body,
local, and remote sensor systems and information databases.

Conclusion 5-3.  Several capabilities and technologies being developed by
the Army would be extremely useful for the civilian first responder, for
example the situational awareness Blue Force Tracking and health monitor-
ing system.

Recommendation 5-3. The Army should make technologies such as the
situational awareness Blue Force Tracking program and the health monitor-
ing system available to the Department of Homeland Security, which will
consider whether or not they can be adapted for civilian use.

Elements of such a situational awareness system need to include:

• High-resolution blue force (friendly) tracking.2   Current systems have
inadequate resolution and are unable to exactly locate the individual sol-
dier inside a building or a room due to the complex RF environment and
lack of resolution of the GPS system.  What is needed is a more complex
system relying on GPS, a local RF system, and an accurate dead-reckon-
ing system.

• Surveillance sensors.3,4.5  There is no sufficiently lightweight, robust,
multi-sensor, low-power, low-bandwidth sensor system.  Such a system
should provide information (and video imagery) to soldiers both as trig-

2For instance, the U.S. Army Communications-Electronics Command’s (CECOM’s) Counter
Terrorism Blue Force Situation Awareness Protection Suite, briefed to the committee by Raymond
Filler, CECOM Research and Development Engineering Center, May 16, 2002.
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gered by enemy activity and as requested by the soldier.  It should include
several sensor phenomenologies, to wit: infrared, low-light-level visible,
acoustic, seismic, chemical, and biological.  Additionally, it should in-
clude advanced sensor fusion algorithms that provide composite auto-
matic target recognition and identification systems, and, to reduce the
workload on an operator, it should include alternatives to current video
systems that rely on pan-tilt-zoom capability (such as panoramic sys-
tems).  Lastly, it should include sensors that can monitor tunnels and
locate booby-traps.

• Information databases.  Systems should provide access to archival infor-
mation about the urban environment, including: (1) building structures,
(2) street maps, (3) the transportation network, (4) weather data, and (5)
blueprints for individual major buildings.

• Red force (enemy) information processing and fusion.  The intelligence
officer can be and will be quickly overloaded with an abundance of red
force spot reports. The system needs tracking/deconfliction algorithms,
which would allow for the detection of intruders, tracking, recognition
(uniform and face recognition techniques), and time/space correlation of
intrusion events to determine size and activity.

• Red force location/tracking.6   The current capability is very limited.  Such
advances as cellular phone intercept and tracking and through-wall sens-
ing (RF and acoustic) would help significantly if they can be made small,
lightweight, inexpensive, and effective.

• Health monitoring system.  There is a need to monitor the key parameters
of individual soldiers’ health, such as body core temperature, hydration
level, heart rate, biological and chemical exposure levels, and wound
location and severity, utilizing a system like the one being developed by
the Army Institute of Environmental Medicine (U.S. Army, undated).
Additionally, predictive models of human stress failure points as a func-
tion of measured parameters would be useful for the commander.

3For example, the U.S. Army Night Vision and Electronic Sensors Directorate’s technology
programs for counterterrorism (CT Echelon Surveillance and Reconnaissance, Multi-Function Re-
mote Unattended Ground Sensors (CECOM I2WD), Remote Observation and Confirming Sensor,
Cave/Urban Assault Kit, Advanced Search and Rescue Technologies, Cave/Urban Assault ACTD),
briefed to the committee by A. Fenner Milton, Night Vision and Electronic Sensors Directorate, May
15, 2002.

4For example, the U.S. Army Research Laboratory’s LIBS Sensor for Field Detection of All
Hazardous Materials, briefed to the committee by Roy Walters, Director of R&D, U.S. Army Re-
search Laboratory, May 16, 2002.

5For example, see Networked Sensors for the Objective Force ATD in U.S. Army, 2002.
6For example, the U.S. Army CECOM sense-through-the-wall technology, briefed to the commit-

tee by Robert Foresta, Branch Chief for SIGINT Payload and Integration Division, Intelligence Collec-
tion Branch, CECOM, May 15, 2002.
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Conclusion 5-4. A very sophisticated situational awareness system, with
highly accurate Blue Force Tracking in an urban environment, although
difficult to construct due to complex radio frequency characteristics and the
degree of accuracy required, will provide the soldier and civilian emergency
responders a very powerful tool in the war against terrorism.

Recommendation 5-4. The Army should continue to develop a robust sol-
dier situational awareness system begun in Land Warrior that provides a
real-time, fused information system.

Terrorist Surveillance and Tracking (Rugged Terrain)

Locating and tracking small terrorist cells in a rural environment is a very
difficult task, particularly when the terrorists attempt to blend into the environ-
ment.  This is the detection issue addressed in Chapter 2: technically speaking, a
very small signal against a large background.  Several advanced technologies
may help the war fighter locate terrorists in this environment:

• Advanced unattended ground sensors (UGS).7  Remotely replaceable,
power efficient, multisensor unattended ground systems will allow the
war fighter to gather data and monitor critical locations, such as a cross-
road, transportation junctions, critical building and gathering sites, etc.
These systems must be covert, remotely enplaceable (perhaps robotically),
preferably redeployable, and able to run in low-power mode until keyed
by some event. They should have the ability to be integrated into, and
cued by, a higher echelon information system that uses airborne and
spaceborne assets, one element of the emerging network-centric warfare
system.

• Multipayload, multisensor UAV surveillance system.8   A (preferably) co-
vert UAV system can be rapidly deployed for surveillance in areas of
interest.  The payload should be multiple sensors able to detect covered
and concealed targets.  Power, size, and weight issues are paramount.
Sensor fusion algorithms are necessary. They should include foliage pen-
etration (FOLPEN) systems.  Such a system will be fairly challenging
technically, given the weight, power, and size needed to provide effective

7For example, the U.S. Army Night Vision and Electronic Sensors Directorate’s technology
programs for counterterrorism (CT Echelon Surveillance and Reconnaissance, Multi-Function Re-
mote Unattended Ground Sensors (CECOM I2WD), Remote Observation and Confirming Sensor,
Cave/Urban Assault Kit, Advanced Search and Rescue Technologies, Cave/Urban Assault ACTD),
briefed to the committee by A. Fenner Milton, Night Vision and Electronic Sensors Directorate, May
15, 2002.

8For example, see Networked Sensors for the Objective Force ATD in U.S. Army, 2002.
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coverage over a large area.  False-alarm reduction will be a significant
challenge.

However, as discussed in Chapter 2, there may well be a physical limitation
to detector capability.  The committee suggests the following approach in this
case: First, look at increasing sensor sensitivity. Where that does not provide
sufficient gain, look at networking lower cost, distributed sensors to cover a
broad area. Where that is not sufficient, look at fusing disparate sensors such as
ground sensors and airborne sensors to increase sensitivity. Where that doesn’t
work, look at information fusion, i.e., combine results from different sources
such as human intelligence reports, abnormal activity (heavy traffic or unfamiliar
vehicles), overhead assets, and local sensors.

Conclusion 5-5. Terrorist cell tracking and surveillance in the urban envi-
ronment and in rugged terrain are extremely difficult as they rely on a very
small signal against a large background.

Recommendation 5-5. The Army should adopt a tiered approach to the
problem of terrorist cell tracking and surveillance in the urban environment
and in rugged terrain, first increasing sensor sensitivity, then networking and
fusing sensors, and, finally, fusing information from disparate sources.

GENERAL FUNCTIONALITY, TECHNOLOGY, AND PRIORITY

In this section, the committee summarizes the general functionalities associ-
ated with the Army’s role in attribution and retaliation and lists the technologies
that could support their accomplishments seen by the committee (see Tables 5-1
and 5-2).  The list is not meant to be all-inclusive.  Moreover, the priorities are
somewhat subjective, reflecting, as they do, the opinions of the committee.  They
reflect the committee’s assessment of the importance of the specific task of
accomplishing the Army’s mission and the importance of the technology to ac-
complishing the task.  Consequently, where the Army role is secondary, as it is in
almost all aspects of attribution, the priorities are at best medium. Where the
Army has primacy, as it does in many aspects of retaliation, and where the
technologies may provide a leap-ahead capability in accomplishing the tasks, the
priorities are high.  As discussed in Chapter 1, chemical and biological invest-
ments are managed at the Office of the Secretary of Defense level.  Similarly,
some-far term technologies that are high risk but high payoff are nominally the
province of the Defense Advanced Research Projects Agency.  Where the tech-
nology would primarily support first responders, the committee believes the De-
partment of Homeland Security should be the lead agency.

The tables provide a collection of technologies that could be used during the
attribution and retaliation phases.  The availability column reflects the general
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opinion of the committee, which is not meant to be a detailed evaluation.  A more
precise evaluation, including a risk assessment of the technology, would be the
province of a follow-on study.
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6

Committee Observations

The U.S. Army is facing a challenge.  Just as it launches a transformation
toward the Objective Force, the centuries-old responsibilities for support to civil
authorities have again been brought to the fore by the terrorist attacks of Septem-
ber 11.  The committee found that these apparently diverse requirements are
actually resulting in important convergences of technical and operational solu-
tions.  The requirements of homeland security (HLS) can for the most part be met
through S&T work already set in motion for the Objective Force.  The events of
September 11 have stressed the Army’s S&T planning and budgeting and are
necessitating a reconsideration of the process by which the S&T Master Plan is
being developed and a review of its contents.  While many, if not most, of the
Objective Force technologies are of direct application to the Army’s recently
reconfirmed homeland responsibilities, it will be necessary to modify or adapt
specific technologies to serve a dual purpose.  In addition, some new capabilities
requiring modified acquisition strategies will be needed.  The committee believes
that if this process is accomplished thoughtfully and flexibly, there will be great
opportunities for cost-effective procurements, economies of scale, and an ability
to accomplish both missions successfully.

Throughout this report the committee has reached findings and conclusions
and offered a series of recommendations on specific aspects of the HLS challenge
for the Army. (All the chapter findings, conclusions, and recommendations are
listed in numerical order in Chapter 7.)  In this chapter, the committee summa-
rizes its high-level integrated observations.

Defense of the homeland is the military’s top priority; terrorism will in-
crease the Army’s efforts in support of civilian authorities (see Chapter 1). The
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committee reviewed the roles of the three Army components—the active Army,
the Army National Guard, and the Army Reserve—in homeland emergencies.
Various units of the Army are regularly used in natural disasters such as floods,
fires, and hurricanes and tornadoes.  The committee believes that terrorism will
greatly enlarge the need for Army resources in the homeland.

The Army National Guard component will have a prominent role in homeland
security; this growing role is not recognized in the annual development of the Army
Science and Technology Master Plan (Chapter 1).  The committee reviewed the
restrictions on the federal portions of the Army under the Posse Comitatus Act and
found that the National Guard, under state control, is the natural Army component to
address terrorist attacks, at least initially.  The committee also observed that the
National Guard’s technical needs for performing this role have not received uni-
formly high priority.   It notes that certain specialized elements of the active and
reserve Army are regularly employed in disasters in an other than law enforcement
role, such as the engineering, medical, and logistics units.  The magnitude of this
effort will increase in the face of terrorism.

Many of the technologies recommended by the committee for use by the
Army for HLS are also of high priority in the R&D plans for the Objective Force
(Chapter 1). The committee believes that this overlap of technical needs should
make it easier to develop R&D investment strategies in both areas.  The commit-
tee also believes increased R&D in sensors; in communications, command, and
control; and in the medical arena, all three of which are common to HLS and the
Objective Force, will be helpful.  While the details will likely differ, necessitating
R&D to adapt from one area to the other, the substance will be the same.

There are striking similarities between the active Army working with allies
and coalitions of allies and the HLS requirement for the Army to work with state
and local civilian emergency responder organizations (Chapters 1, 4, and 5).
Many of these challenges are technical; many are cultural.  The committee fo-
cused on the technical but is concerned about the nontechnical issues that may
operate to the detriment of close working relationships.  This is especially true in
communications, command, and control, where there are difficult organizational
and operational challenges.

The committee observed that the technologies included under command,
control, communications, computers, intelligence, surveillance, and reconnais-
sance (C4ISR) are of prime importance for HLS and for the Objective Force
(Chapters 1, 4, and 5).  Difficulties with interoperability have been encountered
in both areas, sometimes with devastating results.  The Army may have to replace
interrupted civilian communications services on an emergency basis.  This will
require downward-compatible, plug-in capabilities.

The committee observed that rapid event assessment is essential in HLS in
order to mitigate losses (Chapter 4). The responders first on the scene need a
means of rapidly knowing what kinds of hazards are present.  Technologies are
needed to assess rapidly and accurately the nature of the threat, its extent and
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severity, and the changes of these variables with time.  In the case of fire, the
responders need to know instantly the rate of growth and the effect on safety
within a structure.

The technologies for situational awareness for the Objective Force can be
adapted for use by civilian site commanders at scenes of terrorism (Chapter 4).
The committee believes the need to know where the first civilian emergency
responders are, what they are doing, and where they are moving is the same as the
military’s need to know where their forces are on the battlefield.  Civilian inci-
dent commanders need to know the location and movements of individual re-
sponders, such as firefighters inside buildings.

The committee finds that methods of sensing specific threats in chemical,
biological, radiological, nuclear, and conventional explosive and incendiary
weapons are not adequate to combat terrorism (Chapter 2). Packaged nuclear
devices, explosives, and biologicals are particularly difficult to detect even when
the detector is close to the package.  Chemicals, because of their higher vapor
pressure, are somewhat easier to detect.  The committee believes that new techni-
cal approaches are needed and emphasizes smart networks of multifunctional
detectors. Given the all-encompassing role of such detectors, the committee be-
lieves they are legitimate research topics for the Army even though some of the
functions are in areas assigned elsewhere.

The committee has identified high-priority areas for R&D that could signifi-
cantly reduce losses at Army facilities due to blast and impact (Chapter 3). R&D
advances can minimize the chances for progressive collapse, improve structural
connections, reduce dangerous debris from window and wall materials, and im-
prove design practices for multihazard situations.  The committee believes that a
serious effort must be made to transfer new technologies in this area to civilian
designers and contractors.

The Army should continue to give the highest priority to cybersecurity and to
the use of best practices (Chapter 3).  One disaster scenario envisioned by the
committee involved terrorists operating over computer networks to shut down or
alter targeted computer systems.  The likely effects in the committee’s scenario
were interruption of DoD command-and-control systems; loss of power across
the national electricity grid; denial of service over the public switched network;
and interruption of air traffic control.  Although the private sector will make
many of the technical advances in this field, there is much technical work for the
Army to do on its own specialized systems.

Conclusion 6-1.  Science and technology can and will assist the Army in its
homeland security role.

Recommendation 6-1.  The Army should focus its funding and research
efforts on the high-payoff technologies shown in summary Table 6-1.
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TABLE 6-1  High-Payoff Technologies

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Chapter 2 Indications and Warning Technologies

Perimeter defense HgCdTe imaging LWIR arrays to fabricate R H, O, C
and warning high-performance detector arrays.c

Uncooled bolometer arrays utilizing R, N H, O, C
temperature-dependent dielectric constants
and operating at room temperature.c

GaAs quantum well arrays; a type of R, N H, O, C
extrinsic photoconductor in which the
bound electrons reside inside the quantum
wells instead of on dopant ions.c

GaN UV detectors for solar blind F H, O, C
applications.d

Biological agent DNA microarrays that can monitor F H, O, C
detection thousands of genes simultaneously.

Combinatorial peptides using massive F H, O, C
libraries for screening.

Raman scattering; matches observed N, F H, O, C
Raman spectra against library of
predetermined signatures.e

Vapor-phase Chemical resistors that detect at parts per N H, O, C
explosive billion level.  Must be close to explosive
detectors or chemical, needs improved SNR.f,g

Fluorescent polymers that detect at parts R, N H, O, C
per trillion level (in principle).  Must be
close to explosive or chemical, needs
improved SNR. Demonstrated at parts per
billion in reliable system.h

Surface-enhanced Raman spectroscopy that N, F H, O, C
detects at parts per billion. Portable, must
be close to explosive.h

Immunoassay (biosensors) that detects N, F H, O, C
parts per billion.  Must be close to
explosive.  Potential for increased sensitivity. h

con

Continues
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TABLE 6-1  Continued

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Bulk explosive Nuclear quadrupole magnetic resonance R, N H, O, C
detection (NQR). Low SNR, must be close to

explosive, does not require magnets.
Produces RF signals characteristic of
particular explosives.g,i

Millimeter-wave radiometry. Potential to N H, O, C
provide radiometric images of objects
(e.g., explosives) under clothing.g,j

Cross-cutting Sensor networking—gathers data from a N, F H, O, C
detection and wide variety of spatially distributed sensors.
tracking

Sensor fusion—intelligently combines, N, F H, O, C
correlates, and interprets data from
distributed sensors.

Anomaly detection—examines data from N, F H, O, C
networked sensors to discover patterns,
unusual behavior, etc.

Surveillance platforms (UAVs, UGVs, R, F H, O, C
UUVs)— small autonomous vehicles for
carrying sensor payloads as part of
distributed sensor network.

Cross-cutting IR, RF, acoustic, seismic, etc. techniques R, N H, O, C
perimeter that monitor for intrusion into
surveillance predetermined spaces (encampments,

facilities, borders, etc.).

Cross-cutting MEMS—methods for integration of many R, F H, O, C
capability in technologies into microsensors using
miniaturized electronic fabrication technologies.
systems

Active-passive sensor suites—suites of N, F H, O, C
lasers and detectors that can query and
image as well as perform spectroscopic
measurements.

Nanofabrication techniques—fabrication of F H, O, C
sensing systems at the atomic level.
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Chapter 3 Denial and Survivability Technologies

Perimeter control X-ray assessment, swimming sensors for N, F H, O
rapid detection of LVBs.

Unattended sensor networks, advanced N, F H, O
power sources, C2 and secure
communication, low-power sensing
elements for deployable perimeter control
system.

C2 and secure communications, situational F H, O
awareness tools, area sensors for mobile
perimeter system.

Building and Smart ID with bioinformation, ID tracking F H, O, C
facility access with area authorization, iris ID, liveness
control tests, auto DNA ID for automatic, high-

confidence access control.

Structural blast Prediction of blast and impact loads on and N, F H, O, C
resistance in buildings, bridges, dams, etc.

Connection details for steel and concrete N H, O, C
structures (new and retrofit construction)
to upgrade current approaches for dynamic
environments and material behavior.

Methodology to prevent/evaluate potential N H, O, C
for progressive collapse. (+ university,

industry)k

Blast-resistant window concepts, including N H, O, C
new glazing-to-frame connections.

Blast-resistant tempered and laminated F H, C
glass  (stiffness, strength enhancement,
ductility).

First-principles analysis techniques to N H, O, C
supplement experimental databases for
design of windows and structural
component retrofits.

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Continues
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TABLE 6-1  Continued

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Software to include new test and analysis R, N H, O, C
data and techniques for design and retrofit
of structures in blast environments.

Integration of performance standards with N, F H, O, C
building codes from a multihazard
perspective.

Cybersecurity IP version 6 to provide ad hoc mobile N H, O, C
C&C networks to rapidly reconfigure
systems.

Technologies to avoid enemy intrusions, F H, O
guarantee functionality.

Technologies to provide alternative C&C N H, O
after a disaster.

IP version 6 for networks, universal radio, N H, O
etc. to allow the Army systems to
interoperate with other emergency services.

Chapter 4 Recovery and Consequence Management
Technologies

Command and Adaptive integrated multiplexer N H, O, C
control systems to integrate communications

between multiple agencies.

Mobile local broadband networks to pass N, F H, C
imagery and communications.

Blue Force Tracking to determine the N, F H, O, C
location of operational personnel and assets
from multiple agencies.

Planning Decision support aids such as those in the N H, O
Agile Commander ATD to enhance
real-time planning among multiple agencies.

Event assessment Family of interoperable operational N, F H, O, C
pictures displays that can be shared by
operational planners and implementers.
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Land mobile robotics that can breach R, N H, O, C
obstacles to implant sensors.

Sensor networking and fusion to integrate N, F H, O, C
multiple sensors into a common picture.

Real-time damage and contamination N, F H, O, C
modeling to provide attack assessments
based on the reports of fused sensor data.

Force protection Development of improved protective mask R, N H, O, C
filters and service-life indicators.

Development of semipermeable N H, O, C
membranes and self-detoxifying material
for protective suits.

Vaccine development for protection N, F H, O, C
against biological agents.

Medical response Chemical, biological, and radiological R, N H, O, C
triage assessment cards providing C4ISR
integration of data, decontamination of the
patients and material, tracking of the
patients, physical evidence, clothing;
chain of custody.

C4ISR; on-demand access to expert’s R, N H, O, C
network, scenario modeling/procedures to
provide remote expert support for the
on-site medical personnel; on-demand
linkage to medical and scientific
information systems, experts, and
laboratories.

Field-deployable diagnostic, life-support, R, N, F H, O, C
and emergency surgical systems that can
be easily and rapidly deployed; that are
resistant to vibration, low environmental
quality and electromagnetic interference;
and that can be operated efficiently in the
presence of chemical, biological, or
radiological residuals.

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Continues
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TABLE 6-1  Continued

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Field-deployable rapid-assay devices; R, N H, O, C
dynamic meteorologic models of CBRN
threats to provide the first responder an
assessment of agents and risks for staff
and patients; assessment of ongoing
environmental risks.

Scenario development software based on R, N H, O
physiologic and biochemical response to
agents.

Hemorrhage, neurological, and respiration R, N H, O, C
stabilizing devices and technologies with
a long shelf-life, rapid-acting agents.

Vaccines and immunologic factors R, N, F H, O
(including therapeutic applications),
counteragents for chemical, biological, and
radiological exposure with a long shelf-life,
rapid-acting agents.

Distributed learning platforms with AI R, N, F H, O
and decision-assisting tools for CBRNE.

Remediation and Development of a process to plan and N H, C
decontamination implement remediation and decontamination

for chemical, biological, radiological, and
nuclear events.

Further development and assessment of R, N, F H, C
solutions to clean up chemical and
biological contamination.

Chapter 5 Attribution and Retaliation Technologies

Detect traffic/ Multisensor fusion. N H, O
activity
abnormality Data mining techniques. N H, O
in urban and
rural locations Inference algorithms. N H, O

Redeployable UGS. F H, O
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Locate terror cells 3-D ultrasensitive lidar. N O
in areas of heavy
foliage

Defeat covered 3-D ultrasensitive lidar. N O
and concealed
targets in rural Multisensor fusion techniques. N O
environment

Locate gunshots Ultrasensitive acoustics triangulation . F H, O, C
in urban system.
environment

Enhanced red Track deconfliction algorithms. F O
force (enemy)
location in urban
environment

Situational Enhanced blue force (friendly) personnel N H, O, C
awareness location in urban environment provided

by fused GPS, RF, and dead-reckoning
hardware and algorithms.

Mobility in Exoskeleton for soldier platform. F O, C
remote urban
environment Light, highly survivable, signature- F O, C

suppressed troop-carrying helicopter.

Mobile, small-scale robotic breachers for N, F O, C
clearing alleys, etc. in urban environment.

Remote operations Reduced usage of signature-producing N H, O
technologies.

Advanced composites for lightweight F H, O, C
armor protection.

Advanced composites for enhanced vehicle F H, O, C
mine protection.

Advanced health and wound monitoring N, F H, O, C
system that integrates blood pressure,
heart rate, body temperature, skin
penetration sensors.

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)

Continues
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Munitions and Nonlethal munitions to include acoustic N, F H, O, C
delivery systems systems.
designed for
remote urban PSYOP products. N O
combat

UAVs and UGVs designed for urban fire N H, O, C
support.

Precision Advanced propellants. N, F O
insertion and
targeting for Improved warhead design. N, F O
warheads

NOTE: AI, artificial intelligence; ATD, Advanced Technology Demonstration; CBRN, chemical, bio-
logical, radiological, and nuclear; CBRNE, chemical, biological, radiological, nuclear, and high explo-
sive; C&C, computers and communication; C2, command and control; DARPA, Defense Advanced
Research Projects Agency; EO, electro-optical; FOLPEN, foliage penetration; GPS, Global Positioning
System; ID, identification; IP, Internet protocol; IR, infrared; lidar, light detection and ranging; LVB,
large vehicle bomb; LWIR, long-wave infrared; MEMS, microelectromechanical systems; NSA, Na-
tional Security Agency; PSYOP, psychological operations; RF, radio frequency; SNR, signal-to-noise
ratio; UAV, unmanned air vehicle; UGS, unattended ground sensor; UGV, unmanned ground vehicle;
UUV, unmanned underwater vehicle; UV, ultraviolet; 3-D, three-dimensional.

aAvailability:  R, ready (TRL 8-9); N, near-term (TRL 4-7); F, far-term (TRL 1-3).
bMultiuse: H, Army homeland security; O, Objective Force; C, civilian (first responders and

others).
cWestervelt et al. (1991).
dDARPA (2002a,b).
eNATIBO (2001).
fLewis et al. (1997).
gBruschini and Gros (1997).
hWard et al. (2001).
iU.S. Navy (2002).
jNRC (1996).
kParticipation by universities and industry should be sought, because their technology, under-

standing, experience, and capabilities in this area are advanced, their databases are useful, and they
would provide new insight and information to the program and shorten the time frame for develop-
ment.

TABLE 6-1  Continued

Availabilitya Multiuseb

Function Technology (R, N, F) (H, O, C)
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7

Complete List of Findings, Conclusions,
and Recommendations

Finding 1-1. Homeland security is an important extension of the Army’s histori-
cal role of providing military support to civilian authorities.  The Army will be
called on to assist the lead federal agency, the Department of Homeland Security,
in meeting a wide range of demands for consequence management and recovery
of public order and critical services.

Finding 1-2.  The Army National Guard, given its historical mission and flexibil-
ity, geographic dispersion, dual-mission capabilities, and frequent association
with local agencies, is the key Army asset to meet homeland security demands
and can be augmented as necessary with special capabilities from the Army
Reserve and the active Army.

Finding 1-3.  There are many similarities between military operations involving
allied or coalition forces and operations involving civilian emergency responders.

Conclusion 1-1.  Many of the technological requirements for homeland security
will be important for the Objective Force.

Recommendation 1-1. To optimize current science and technology efforts, the
Army should take advantage of potential transferability between technologies for
homeland security and those for the Objective Force.

Conclusion 1-2. There needs to be better means to coordinate the homeland
security science and technology efforts of the Department of Defense and those
of the various civilian agencies.



Copyright © National Academy of Sciences. All rights reserved.

Science and Technology for Army Homeland Security: Report 1
http://www.nap.edu/catalog/10655.html

COMPLETE LIST OF FINDINGS, CONCLUSIONS, AND RECOMMENDATIONS 137

Recommendation 1-2. The Army should encourage better coordination of the
disparate homeland security science and technology efforts.

Conclusion 1-3. Homeland security technologies developed by the Army could
be of great benefit to the private sector and to other government agencies.

Recommendation 1-3. The Army should facilitate technology transfer in order
to allow the private sector and other government agencies to exploit the home-
land security technologies it develops.

Conclusion 1-4. The ability to rapidly deploy a capability-based task force in
support of either the homeland security mission or an Objective Force mission
will become even more critical.

Recommendation 1-4a. The Army should investigate the technologies neces-
sary to put together on the fly the force packages necessary to meet the require-
ments of both homeland security and the highly deployable Objective Force.

Recommendation 1-4b. Given the time lag associated with training personnel
and leadership to use new technology, now is the time to start dealing with these
issues in the context of homeland security, so that they are well honed by the time
the Objective Force is fielded.

Conclusion 1-5. The Army National Guard does not appear to play a direct role
in defining the critical requirements associated with homeland security.

Recommendation 1-5. The Army National Guard’s homeland security role must
be considered in the development of the Army Science and Technology Master
Plan, and resources for these requirements applied as appropriate in developing
the Department of the Army Master Priority List.

Conclusion 1-6. Command, control, communications, computers and intelli-
gence, surveillance, and reconnaissance (C4ISR) is of supreme importance and
will apply to a greater or lesser extent in each of the four operational areas in both
homeland security and the Objective Force.

Conclusion 2-1.  In conducting the survey it was often difficult to obtain authori-
tative and certified data on the real-world performance of many of the indicators
and warning sensors in use or in development. This difficulty also applied to data
on sensitivity and noise characteristics.

Recommendation 2-1.  It is critically important that all sensors not only be well
characterized at the point of purchase but also be regularly rechecked by compe-
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tent technicians.  Software used to integrate disparate sensors should be well
documented and checked against standardized problems.

Conclusion 2-2.  Technologies should be pursued that (1) deny theft or diversion
by maintaining real-time inventory control, then tracking if control is lost or (2)
reduce the utility of such equipment to terrorists.  Incorporation of detection
markers and identification taggants into all legitimately manufactured low-vapor-
pressure explosives will assist in both detection and forensic analysis.

Recommendation 2-2.  An international convention requiring the incorporation
of detection markers and identification taggants should be sought.

Conclusion 2-3. The physical detection of dangerous packaged materials (nuclear
weapons, radiological weapons, chemical weapons, biological weapons, and ex-
plosive weapons) is an extremely difficult and stressing task, even when the
materials are forced through choke points.

Conclusion 2-4. A purely technical solution to the indications and warning prob-
lem based upon sensors, even networked sensors, is unlikely. Establishing the
proper interrelationships among the sensor networks and the broader intelligence
collection activity will be crucial for properly queuing the sensor network.

Recommendation 2-4a.  The Army should ensure from the outset that the neces-
sary interrelationships among the sensor networks and the broader intelligence
collection activity are established and maintained as a coherent undertaking.

Recommendation 2-4b.  Army science and technology should aggressively seek
out and invest in those cross-cutting sciences and technologies that will benefit
both the Objective Force and the homeland security requirement to detect weap-
ons of mass destruction.

Conclusion 3-1. The current database describing injuries and fatalities due to
blast-related terrorist activities is sparse.

Recommendation 3-1. To gather valuable and perishable medical and other
forensic data, the Army should support the establishment of rapid response data-
gathering teams to investigate bombing attacks that may occur in the future.  The
data collected by these teams should be integrated with information from past
events and made available to researchers and practitioners in emergency medi-
cine, injury epidemiology, search and rescue, architecture, and engineering.

Conclusion 3-2. Heating, ventilation, and air conditioning systems can be im-
proved and integrated with architectural/civil design features for both new build-
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ings and retrofits to provide better resistance to chemical, biological, and radio-
logical attacks.

Recommendation 3-2. The Army should monitor and integrate new heating,
ventilation, and air-conditioning technologies developed by the Defense Ad-
vance Research Projects Agency and other organizations into building and infra-
structure design and retrofit guidelines. These technologies include detection,
neutralization, filtration, and active ventilation defenses.

Conclusion 3-3. Research currently being conducted by universities in window/
glass behavior and structural response through failure in dynamic environments
can help to improve the blast resistance of key structures.

Recommendation 3-3. The Army should continue to survey and evaluate rel-
evant ongoing university research with the objective of identifying and synthesiz-
ing technology that could improve the performance of buildings in a blast envi-
ronment, and it should also consider inviting universities to directly participate in
the research effort.

Conclusion 3-4. As the Army becomes more dependent on computer-based sys-
tems, cybersecurity becomes more of an issue.

Recommendation 3-4a.  The Army should partner with other agencies and the
commercial sector to develop and adopt the appropriate tools and protocols for
the protection of its own computer and communication systems.

Recommendation 3-4b. The Army should continue to review its cybersecurity
procedures to assure that the best practices from the community are adopted on an
ongoing basis.

Conclusion 3-5. Even if the attack does not directly inflict physical or cyber-
damage on computer and communication systems, the public systems may be-
come overloaded.  Since the first responders often use components of public
systems, command, control, communications, computers, intelligence, surveil-
lance, and reconnaissance (C4ISR) may be a significant problem in the after-
math.

Recommendation 3-5a. Whether through the Army National Guard or active or
reserve Army units, the Army should play a major role in providing emergency
command, control, communications, computers, intelligence, surveillance, and
reconnaissance (C4ISR) in the event of a major natural or terrorism disaster
because it has both the skill set and the equipment to provide such services in
hostile environments.
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Recommendation 3-5b. Equipment and trained personnel should be available
to provide vital information and communications for interoperable command,
control, communications, computers, intelligence, surveillance, and reconnais-
sance (C4ISR) in the case that civilian systems are seriously impaired in an
emergency event.

Conclusion 4-1. A new national emergency response command, control, and
communications system for homeland security must be developed and fielded to
meet the demands of the emerging threats, particularly to integrate the response
to chemical, biological, high explosive, radiological, and nuclear weapons.  This
system must be compatible with developments in the new Department of Home-
land Security, the U.S. Northern Command, and state and local entities.  Current
Army science and technology thrusts and programs that are integral to the Objec-
tive Force can be adapted for the new national system.

Recommendation 4-1. To facilitate the development and fielding of an inte-
grated command-and-control system for homeland security, the Army should
initiate or continue research that permits the earliest possible fielding of investi-
gate deployable communications packages equipped with universal multiplexer
capability to facilitate command and control across the vast, and disparate, array
of agencies that will respond to incidents and events.

Conclusion 4-2.  Rapid assessment of the effects of natural disasters and attacks
using chemical, biological, high explosive, radiological, and nuclear weapons is
essential to mitigate the damage, save lives, and restore order.  To some degree,
the process for event assessment is similar to that used by the Objective Force in
building a common operational picture; however, different sensors and analytical
processes will be used.

Recommendation 4-2. The Army should conduct research on processes and
systems to facilitate the event assessment process. It should support high-priority
research such as sensor networking and fusion to merge reports from disparate
sensors into a common picture.

Conclusion 4-3.  An aggressive, continuing science and technology program
across the spectrum of technologies needed for individual and collective protec-
tion is necessary for the Army and civilian emergency responders.

Recommendation 4-3. The Army’s research and development across the spec-
trum of technologies needed for individual and collective protection against the
effects of weapons of mass destruction for the Army and civilian emergency
responders should be continued.
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Conclusion 4-4.   The new challenges for recovery and consequence manage-
ment include triage, tracking, and treatment of mass casualties following an event
involving weapons of mass destruction. The scale of such an event and the need
to conduct an orderly treatment process in the presence of chemical, biological,
radiological, or nuclear contamination is daunting.  In all likelihood, the nation’s
military, including the Army, will be called on to play a significant role in this
activity.

Recommendation 4-4a. The Army should expand its research in the area of
triage, tracking, and treatment of mass casualties.

Recommendation 4-4b. The Army should ensure development of individual
triage assessment for mass casualties from events involving weapons of mass
destruction.

Recommendation 4-4c. The Army should ensure the development of a process
to leverage information technology to effectively conduct mass casualty triage,
tracking, and treatment following such an event.  The process development should
incorporate remote decision support systems that can be integrated with civilian
systems, and a tracking system.

Conclusion 4-5. The processes for decontamination following chemical, bio-
logical, radiological, nuclear, or even large explosive events need to be ex-
panded.  Rapid remediation of the areas involved in such an event will be
necessary to limit casualties and to restore critical services.  Expanded Army
science and technology can contribute significantly to process development and
to finding decontamination materials to assist the activity.

Recommendation 4-5a.  Army science and technology should concentrate on
the further development of a process to plan and implement remediation and
decontamination for chemical, biological, radiological, and nuclear events.  This
process must be capable of being conducted in real time based on limited infor-
mation.

Recommendation 4-5b. Army science and technology should concentrate on
the further development of decontamination solutions for chemical, biological,
radiological, nuclear, or even large explosive events.

Conclusion 5-1. Lack of mobility in an urban environment is a critical disadvan-
tage that can result in survivability challenges.

Recommendation 5-1.  The Army should continue and enhance current research
and development to focus on mobility operations in the urban environment, to
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include exploration of small, mobile armored carriers for use in urban environ-
ments and mini-breachers to clear streets and alleyways.

Conclusion 5-2. Precision and lethality of weapons are critical issues the Army
should address to improve fire support for operations in urban environments.

Recommendation 5-2.  The Army should modify current systems or develop
new systems, along with appropriate munitions, that are specifically designed for
extremely precise fire support in urban environments.

Conclusion 5-3.  Several capabilities and technologies being developed by the
Army would be extremely useful for the civilian first responder, for example the
situational awareness Blue Force Tracking and health monitoring system.

Recommendation 5-3. The Army should make technologies such as the situ-
ational awareness Blue Force Tracking program and the health monitoring sys-
tem available to the Department of Homeland Security, which will consider
whether or not they can be adapted for civilian use.

Conclusion 5-4: A very sophisticated situational awareness system, with highly
accurate Blue Force Tracking in an urban environment, although difficult to
construct due to complex radio frequency characteristics and the degree of accu-
racy required, will provide the soldier and civilian emergency responders a very
powerful tool in the war against terrorism.

Recommendation 5-4: The Army should continue to develop a robust soldier
situational awareness system begun in Land Warrior that provides a real-time,
fused information system.

Conclusion 5-5. Terrorist cell tracking and surveillance in the urban environment
and in rugged terrain are extremely difficult as they rely on a very small signal
against a large background.

Recommendation 5-5. The Army should adopt a tiered approach to the problem
of terrorist cell tracking and surveillance in the urban environment and in rugged
terrain, first increasing sensor sensitivity, then networking and fusing sensors,
and, finally, fusing information from disparate sources.

Conclusion 6-1.  Science and technology can and will assist the Army in its
homeland security role.

Recommendation 6-1.  The Army should focus its funding and research efforts
on the high-payoff technologies shown in summary Table 6-1.
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Appendix A

Biographical Sketches of
Committee Members

John W. Lyons, NAE, Chair, consultant and retired director of the Army Re-
search Laboratory (ARL), is a Ph.D. physical chemist.  He served in research and
development positions with the Monsanto Company for 18 years.  In 1973 he
joined the Commerce Department’s National Bureau of Standards (NBS). At
NBS, Lyons was the first director of the Center for Fire Research.  In 1990 Dr.
Lyons was appointed by President George H.W. Bush to be the ninth director of
NBS, by that time renamed the National Institute of Standards and Technology
(NIST).  In September 1993, he was appointed the first permanent director of
ARL. At ARL, Dr. Lyons managed a broad array of science and technology
programs.  He has served on many boards and commissions, inter alia, the Fed-
eral Advisory Commission on Consolidation and Conversion of Defense Re-
search and Development Laboratories.  He currently serves on two boards of
visitors at the University of Maryland.  He is a member of the National Research
Council’s Board on Army Science and Technology, as well as a member of a
congressionally chartered committee at the National Defense University to study
the potential effectiveness of the DoD laboratories in the transformed military of
the future. Dr. Lyons was elected to the National Academy of Engineering in
1985.  He is a fellow of the American Association for the Advancement of
Science and of the Washington Academy of Science and is a member of the
American Chemical Society and of Sigma Xi.

George Bugliarello, NAE, is presently chancellor of Polytechnic University,
Brooklyn, New York.  Dr. Bugliarello, a former president (1973-1994) of Poly-
technic, an engineer and educator whose background ranges from biomedical
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engineering to fluid mechanics, computer languages, socio-technology, and sci-
ence policy, is a leader of the Urban Security Initiative at Polytechnic.  A member
of the National Academy of Engineering (NAE) and the Council on Foreign
Relations and a founding fellow of the American Institute of Medical and Bio-
logical Engineering, he is a past president of the Sigma Xi, the scientific research
society, and holds honorary lifetime membership in the National Association for
Science, Technology, and Society (NASTS).  He has served as both member and
chair of several National Research Council committees, among the latest of which
were chairmanship of the Committee on Alternative Technologies to Replace
Anti-Personnel Landmines, and membership in the Committee on Human Rights
of the National Academy of Sciences, NAE, and the Institute of Medicine (IOM).
He is currently a member of the National Research Council Committee on
Counterterrorism Challenges for Russia and the United States. Dr. Bugliarello’s
international experience includes consultancies abroad for United Nations Eco-
nomic and Social Commission and the Organization for Economic Cooperation
and Development, being the U.S. member of the Science for Peace Steering
Group of the North Atlantic Treaty Organization (NATO), and, previously, of
NATO’s Science for Stability Steering Group.

Timothy Coffey currently holds the Edison Chair at the Center for Technology
and National Security Policy at the National Defense University and is a senior
research scientist at the University of Maryland. He graduated from the Massa-
chusetts Institute of Technology in 1962 with a B.S. degree in electrical engineer-
ing and obtained his M.S. (1963) and Ph.D. (1967), both in physics, from the
University of Michigan. During his graduate career, Dr. Coffey worked as a
research assistant at the University of California (1963-1964), a research physi-
cist at the Air Force Cambridge Research Laboratories (1964-1965), and a teach-
ing fellow and research assistant in physics at the University of Michigan (1965-
1966). As a scientific consultant for EG&G, Inc. (1966-1971), he was involved in
investigations in theoretical and mathematical physics. Dr. Coffey joined the
Naval Research Laboratory in 1971 as head of the Plasma Dynamics Branch,
Plasma Physics Division. In this position, he directed research in the simulation
of plasma instabilities, the development of multidimensional fluid and magneto-
hydrodynamic codes, and the development of computer codes for treating chemi-
cally reactive flows. In 1975, he was named superintendent, Plasma Physics
Division; he was appointed associate director of research for General Science and
Technology on January 1, 1980. On November 28, 1982, he was named Director
of Research. In October 2001 Dr. Coffey retired from the Naval Research Labo-
ratory and joined the University of Maryland. Dr. Coffey conducted research on
the theory of nonlinear oscillations and played a major role in the national pro-
gram on high-altitude nuclear effects. The author or coauthor of over 70 publica-
tions and reports, he has made several fundamental contributions to the theory of
electron beam/plasma interaction and to the understanding of plasma processes in
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Earth’s ionosphere. Dr. Coffey is a fellow of the American Physical Society, of
the Franklin Institute, and of the Washington Academy of Science and a member
of the American Institute of Physics, of the American Association for the Ad-
vancement of Science, and of Sigma Xi. In 1981, he was awarded the Presidential
Rank of Meritorious Executive. He was awarded the Presidential Rank of Distin-
guished Executive in 1987 and 1994. In 1991, Dr. Coffey was the recipient of the
Delmer S. Fahrney Medal and received the Department of Defense Distinguished
Civilian Service Award. On March 14, 1996, he was awarded the Senior Execu-
tives Association Professional Development League’s 1995 Executive Excel-
lence Award for Distinguished Executive Service. In August 2000, he was
awarded the Navy’s prestigious Captain Robert Dexter Conrad Award. Dr. Coffey
was selected by Irish American Magazine as one of the top 100 Irish Americans
for the year 2000. Upon his retirement from the Naval Research Laboratory, he
was awarded the Laboratory’s Lifetime Achievement Award.

Stephen W. Drew, NAE, currently spreads his efforts between professorships at
Princeton and Cambridge Universities and consultancies with a variety of phar-
maceutical and biotechnology organizations.  Until 2000, he worked with Merck
& Company, Inc., in a series of increasingly responsible positions culminating as
the distinguished senior scientist.  Dr. Drew received his Ph.D. in biochemical
engineering from the Massachusetts Institute of Technology.  A member of the
NAE, he has served in several capacities within the NAE itself and assisted
numerous National Research Council committees.

Mitra Dutta currently serves as professor and head of electrical and computer
engineering, as well as adjunct professor of physics, at the University of Illinois
at Chicago.  She received her B.Sc. and M.Sc. degrees from India (Delhi Univer-
sity) and M.S. and Ph.D. degrees from the University of Cincinnati, in Ohio.
She has held appointments at the College of Arts and Sciences at Kingston,
Jamaica, in the West Indies, postdoctoral appointments at Purdue University and
the City College of New York, and adjunct professor appointments at Rutgers
University, the University of Maryland, North Carolina State University, the
University of North Carolina at Chapel Hill, and Brookhaven National Labora-
tory.  She worked for 10 years at the U.S. Army Research Laboratory in various
capacities, and prior to joining the faculty of the University of Illinois, Dr. Dutta
served in a senior executive service position in the Army Research Office (ARO),
now a component of the U.S. Army Research Laboratory.  She has authored or
coauthored over 350 publications and presentations, holds 26 U.S. and Canadian
patents, has coedited two books and is a coauthor of a third. She is a fellow of
the Institute of Electrical and Electronics Engineers (IEEE) and of the Optical
Society of America and was the recipient of the IEEE Harry Diamond Award in
2000.  Her interests include the electrical, optical, and mechanical properties of
nanostructures, quantum transport, solid-state electronics and optoelectronics,
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phonons in nanostructures, theory of nanodevices, and applications of nanoscale
structures and devices in electrical engineering and bioengineering.

Frederick L. Frostic is currently a principal with Booz Allen Hamilton.  Prior to
joining Booz Allen, he served as Deputy Assistant Secretary of Defense for
Requirements and Plans, where he was responsible for preparing the Defense
Planning Guidance, supervised the Defense Department’s response to the con-
gressionally mandated Commission on Roles and Missions, and conducted crisis
planning, plans reviews, and force structure analysis.  Recently, he was the project
manager of a group providing research to the U.S. Commission on National
Security/21st Century (Hart-Rudman Commission).  In this effort, his team wrote
the implementation plan for the commission’s recommendations on homeland
security.  Additionally he was the project manager to provide research support to
the Presidential Commission on Critical Infrastructure Protection. Mr. Frostic, a
graduate of the Air Force Academy, earned an M.S. in engineering from the
University of Michigan in 1971 and conducted postgraduate work in aerospace
engineering until 1976.

C. William Gear, NAE, is president emeritus of the NEC Research Institute.
Prior to joining NEC, he was head of the Department of Computer Science and
professor of computer science and applied mathematics at the University of Illi-
nois at Urbana-Champaign.  His research expertise is in numerical analysis and
computational software.  Dr. Gear is a member of the National Academy of
Engineering and a fellow of the American Academy of Arts and Sciences, IEEE,
the American Association for the Advancement of Science, and the Association
for Computing Machinery.  He served as president of the Society for Industrial
and Applied Mathematics and was the recipient of the ACM SIGNUM George E.
Forsythe Memorial Award and Fulbright and Johnson Foundation Fellowships.

Arthur H. Heuer, NAE, is University Professor and the Kyocera Professor of
Ceramics at Case Western Reserve University.  His interests include micro-
electromechanical systems (MEMS), phase transformations and dislocations in
ceramics, rapid prototyping, structure/property/function studies of biological ce-
ramics (teeth, shell, and bones), and the applications of biological processes to
the processing of advanced ceramics.  He received a B.S. in chemistry from the
City College of New York, a Ph.D. in applied science, and a D.Sc. in physical
ceramics from the University of Leeds, England.  He is a member of the National
Academy of Engineering and an external member of the Max Planck Institute for
Material Science, Stuttgart, Germany.

Howard S. Levine is a principal with Weidlinger Associates, Inc. His responsi-
bilities include analysis of ground motion and structural response from nuclear
and conventional explosions, aircraft impact, and earthquakes.  Dr. Levine is
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currently leading development and analysis efforts in air blast, fragment, and
ground shock loading of hardened reinforced concrete structures, deep tunnels in
rock, and aboveground industrial structures subjected to conventional weapons
effects. He received a B.S. in aerospace engineering, an M.S. in applied mechan-
ics, and a Ph.D. in applied mechanics, all from the Polytechnic Institute of Brook-
lyn.  Dr. Levine has numerous affiliations that include the American Society of
Mechanical Engineers, the American Society of Civil Engineers, Tau Beta Pi,
Sigma Xi, and Sigma Gamma Tau.

Joseph P. Mackin, a retired Army Acquisition Corps colonel, is currently presi-
dent of E-OIR Technologies, Inc., a high-technology sensor applications com-
pany in Virginia.  He has an extensive background in sensors, having served in
many DoD sensor development and acquisition assignments such as deputy divi-
sion director of the Laser Division at the Night Vision and Electronic Sensors
Directorate; as product manager for the Army’s second generation FLIR (thermal
imager) for the Abrams Tank and the Bradley Fighting Vehicle; and as the
Director of Special Programs on the staff of the Army Acquisition Executive.
Since retiring from the Army and prior to accepting his current position, he
worked at MIT/Lincoln Laboratory as an assistant group leader in the Sensors
Applications Group, where he was the technical lead for the Deputy
Undersecretary of Defense for Science and Technology’s (DUSD S&T) Smart
Sensor Web program.  His education includes a B.S. from the U.S. Military
Academy at West Point, an M.S. in physics (electro-optics) from the Naval
Postgraduate School, and a Ph.D. in physics (atomic and lasers) from the Massa-
chusetts Institute of Technology. He is also a graduate of the Defense Systems
Management College.

Jack N. Merritt serves concurrently as chairman of the Marshall Legacy Insti-
tute, director and vice chairman of the Atlantic Council of the United States,
director and vice chairman of the George C. Marshall Foundation, and is on the
Board of Visitors for the International Center of the University of Oklahoma.  A
retired U.S. Army general, he was most recently the president and chief operating
officer of the Association of the United States Army.  General Merritt has had a
long and distinguished military career, during which he progressed from the
grade of private to four-star general.  A former Director of the Joint Staff and
Commandant of the United States Army War College, General Merritt’s final
assignment prior to military retirement was as the U.S. military representative to
NATO.  He received a B.M.S. from the University of Nebraska at Omaha, an
M.S. in business administration from the George Washington University, and
was a graduate of the Industrial College of the Armed Forces.

Thomas E. Mitchell is vice president of Gray Hawk Systems, Inc., in Alexan-
dria, Virginia, where he leads the Operations, Intelligence, and Security Division.
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Mr. Mitchell, a retired U.S. Army colonel, is a business executive with an exten-
sive background in special operations, crisis response, consequence manage-
ment, force protection, and critical infrastructure protection.  He serves in a
strategic consultative role as a member of the Business Advisory Council of the
Lexington Institute in Arlington, Virginia, and the Gray Hawk corporate board of
directors.  Mr. Mitchell received a B.S. from the University of Delaware and an
M.P.A. from Jacksonville State University in Alabama.  Additionally, he is a
graduate of the Army’s Advanced Operational Studies War College Fellowship
Program, School of Advanced Military Studies.

K. David Nokes currently serves as vice president of the National Security and
Arms Control Division at Sandia National Laboratories.  He has extensive expe-
rience in the design of nuclear weapon systems, arms control, intelligence, and
other national security activities.  He served as the Special Scientific Advisor to
the Assistant to the Secretary of Defense (Atomic Energy), providing advice on
nuclear weapon safety, security, and reliability issues.  After the break-up of the
Soviet Union, he initiated dialogue with and developed programs of cooperation
with the nuclear weapon design laboratories of the former Soviet Union, includ-
ing programs to safeguard their nuclear materials and weapons.  In the aftermath
of the September 11, 2001, attacks, Mr. Nokes was designated as the Sandia point
of contact for Sandia’s role in internal and external strategies for engaging
Sandia’s technology base in problems associated with homeland security and
combating terrorism.  Mr. Nokes has an M.S. in applied mechanics and an M.S.
in computer science and electrical engineering.

Dennis J. Reimer is director of the National Memorial Institute for the Preven-
tion of Terrorism, Oklahoma City.  The Institute is dedicated to preventing,
reducing, and mitigating the effects of terrorism, with particular emphasis on the
role of first responders.  A retired U.S. Army general, he was most recently the
33rd Chief of Staff of the Army.  He holds a B.S. from the U.S. Military Acad-
emy at West Point and a master’s degree from Shippensburg State College.

Eugene Sevin, NAE, and a National Associate of the Academies, is a consultant
on nuclear and conventional weapons effects, hardened facility design, and com-
putational structural mechanics. He works with the Office of the Secretary of
Defense and the Defense Threat Reduction Agency (DTRA) on matters related to
target vulnerability, blast mitigation, and high-performance computing in struc-
tural mechanics.  Dr. Sevin was responsible for experimental research at the
Defense Nuclear Agency (now DTRA) and established DTRA’s high-perfor-
mance computing center at Los Alamos National Laboratory. He served as direc-
tor of space and missiles in the Office of the Undersecretary of Defense (Acqui-
sition). Dr. Sevin received a B.S.  in mechanical engineering from the Illinois
Institute of Technology, an M.S. in mechanical engineering from the California
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Institute of Technology, and a Ph.D. in applied mechanics from the Illinois Insti-
tute of Technology.

Annette L. Sobel is a distinguished member of the technical staff of Sandia
National Laboratories, New Mexico, and Chemical and Biological Warfare ana-
lyst. She has 13 years of advanced technology development and unconventional
threat analysis expertise focused on applications of biotechnology and informa-
tion technologies in support of chemical-biological countermeasures and in the
field of human factors/systems engineering (e.g., critical decision making under
stress) domains.  She is a Brigadier General in the U.S. Air Force Reserve and the
Special Assistant for Weapons of Mass Destruction and Civil Support to the
Chief of the National Guard Bureau.  Her work has emphasized information
analysis, advanced systems for mission rehearsal and training, human perfor-
mance enhancements, and technology transition to field operational environ-
ments.  She has 11 years of military command experience, including combat and
chemical-biological warfare medical response unit commands.  Dr. Sobel earned
an M.D. at Case Western Reserve University, with specialization in family medi-
cine at Duke University Medical Center.  She has an M.S. in aerospace medicine
with an emphasis on human factors engineering from Wright State University
and a B.S. with high honors. She was a Founder’s Scholar in Chemistry and
Computer Science at Cook College, Rutgers University.  She is a member of the
Defense Intelligence Agency’s advisory board.

Michael F. Spigelmire is a consultant on crisis response, consequence manage-
ment, and force protection.  A retired U.S. Army lieutenant general, he has had a
military career with a unique blend of conventional and special operations assign-
ments.  General Spigelmire commanded the U.S. Army’s Special Operations
Command and then the VII Corps in Germany.  Upon retirement, he was deputy
director of operations for the Atlanta Committee for the Olympic Games.  This
brought him into close contact with municipal, state, and federal officials.  Gen-
eral Spigelmire holds a B.S. in political science from Loyola College and an
M.A. in international relations from Georgetown University.  Additionally, he
has completed the U.S. Army Command and Staff College and the U.S. Army
War College. General Spigelmire is currently the senior mentor for the Crisis
Response, Consequence Management Senior Seminar, sponsored by the Joint
Special Operations University and the Air Force Special Operations School,
Hurlburt Field, Florida.
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Committee Meetings

FIRST MEETING

May 14-16, 2002
Warrenton, Virginia

Meeting objectives: National Research Council introduction, complete adminis-
trative actions, including committee introductions and composition/balance/bias
discussions for members of committee and report procedures, discuss statement
of task with sponsor, discuss draft report outline, discuss project plan and report
realization, discuss scenarios, review illustrative technologies, make writing as-
signments, and confirm objectives, location, and dates for the next two commit-
tee meetings.

Presenters

Potential Scenarios
Dennis VanDerlaske, ASAALT

Sponsor Discussion Time
John Parmentola, Director of Research and Laboratory Management

DoD’s Consequence Management Role in Homeland Security
Kathy Condon, Special Assistant to the Secretary of the Army for Military

Support, Office of the Secretary of the Army
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Army’s Role in Homeland Defense
Gregory J. Bozek, Army War Plans, DAMO-SSW, Headquarters, Department

of the Army

Indications and Warning Technologies
Robert Foresta, Branch Chief, U.S. Army CECOM, 12WD
Richard Smarjewski, U.S. Army SBCCOM

Indications and Warning Technologies
Fenner Milton, Director, U.S. Army CECOM ARDEC Night Vision and

Electronic Sensors Directorates

Survivability and Denial Technologies
Chuck Kimsey, Kay Blankenship, Richard Smarjewski, U.S. Army SBCCOM
Reed Mosher, U.S. Army Corps of Engineers, Engineer Research and

Development Center

Attribution and Retaliation Technologies
Raymond Filler, U.S. Army CECOM C2D
Larry Bovino, U.S. Army CECOM 12WD, Radar Systems Branch
Edward Kierman, Project Leader, U.S. Army CECOM
LTC Kathy DeBolt, Commander, U.S. Army Intelligence Center

Consequence Management and Recovery Technologies
Richard Smarjewski, U.S. Army SBCCOM
Bob Welch, U.S. Army Engineer Research & Development Center
Robert Foresta, Branch Chief, U.S. Army CECOM, 12WD

National Academies’ Efforts Concerning Terrorism
Douglas C. Bauer, Director, Counterterrorism Coordination, National Research

Council

Consequence Management and Recovery Technologies
LTC Harold Modrow, USAMMDA
Andrzej Miziolek, Propulsion Science Branch, U.S. Army Research Lab
Richard Smarjewski, U.S. Army SBCCOM

SECOND MEETING

June 24-26, 2002
Washington, D.C.

Meeting objectives: Complete composition/balance/bias discussions for commit-
tee members, preview additional illustrative technologies, discuss scenarios, dis-
cuss project plan and report realization, discuss concept draft, make additional
writing assignments, confirm objectives, location, and dates for the next two
committee meetings.
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Presenters

RAND Scenarios
Randy Steeb, RAND

Posse Comitatus and Other Legal Issues
Joseph R. Barnes, Brig Gen, U.S. Army (retired), Former Assistant Judge

Advocate General for Civil Law and Litigation

Preliminary Army Doctrine for Homeland Defense
Larry Heystek, USA Training and Doctrine Command

Role of the Army National Guard in Homeland Defense
Colonel Jeff W. Mathis, III, National Guard Bureau

Technology Briefing—Technology in Support of Recovered Chemical
Warfare Materiel
David Hoffman, Office of the Program Manager for the Demilitarization of

Chemical Weapons

THIRD MEETING

July 24-25, 2002
Washington, D.C.

Meeting objectives: Complete composition/balance/bias discussions for committee
members, preview additional illustrative technologies, discuss project plan and re-
port realization, discuss first full message draft, make additional writing assign-
ments, confirm objectives, location, and dates for the next committee meeting.

Presenters

Cybersecurity
Herbert S. Lin, Senior Scientist, Computer Science and Telecommunications

Board

FOURTH MEETING

August 27-28, 2002
Washington, D.C.

Meeting objectives: Discuss project plan and report realization, discuss concur-
rence draft, and discuss review process.

Presenters

None
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Appendix C

Criteria for Technology
Readiness Levels

TABLE C1 Criteria for Technology Readiness Levelsa

TRL Task Accomplished Description

1 Basic principals observed Lowest level of technology readiness.  Scientific
and reported research begins to be translated into applied research

and development.  Examples might include paper
studies of a technology’s basic properties.

2 Technology concept or Invention begins.  Once basic principles are observed,
application formulated practical applications can be invented.  The application

is speculative and there is no proof or detailed analysis
to support the assumption.  Examples are still limited
to paper studies.

3 Analytical and experimental Active research and development are initiated.  These
critical function or include analytical studies and laboratory studies to
characteristics proof of physically validate analytical predictions of separate
concept elements of the technology.  Examples include

components that are not yet integrated or
representative.

4 Component or breadboard Basic technology components are integrated to
validation in laboratory establish that the pieces will work together.  This is
environment relatively “low fidelity” compared with the eventual

system.  Examples include integration of ad hoc
hardware in a laboratory.

aAdapted from Army Science and Technology Master Plan.

Continues
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TABLE C1 Continued

TRL Task Accomplished Description

5 Component or breadboard Fidelity of breadboard technology increases
validation in relevant significantly.  The basic technological components are
environment integrated with reasonably realistic supporting elements

so that the technology can be tested in a simulated
environment.  Examples include high-fidelity
laboratory integration of components.

6 System/subsystem model or Representative model or prototype system, which is
prototype demonstration in well beyond the breadboard tested for TRL 5, is tested
a relevant environment in a relevant environment.  Represents a major step up

in a technology’s demonstrated readiness.  Examples
include testing a prototype in a high-fidelity laboratory
environment or in a simulated operational environment.

7 System prototype Prototype near or at planned operational system.
demonstration in an Represents a major step up from TRL 6, requiring the
operational environment demonstration of an actual system prototype in an

operational environment, such as in an aircraft, vehicle,
or space.  Examples include testing the prototype in a
testbed aircraft.

8 Actual system completed Technology has been proven to work in its final form
and flight qualified through and under expected conditions.  In almost all cases,
test and demonstration this TR represents the end of true system development.

Examples include developmental test and evaluation of
the system in its intended weapon system to determine
if it meets design specifications.

9 Actual system flight proven Actual application of the technology in its final form
through successful mission and under mission conditions, such as those
operations encountered in operational test and evaluation.  In

almost all cases, this is the end of the last bug-fixing
aspects of true system development.  Examples include
using the system under operational mission conditions.
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Appendix D

Federal Response Plan
Responsibilities

The Federal Response Plan1  (FRP) outlines how the federal government
implements the Robert T. Stafford Disaster Relief and Emergency Assistance
Act, as amended, to assist state and local governments when a major disaster or
emergency overwhelms their ability to respond.  What follows is an extract from
the Terrorism Incident Annex of the FRP, describing the responsibilities of vari-
ous federal agencies.

V. RESPONSIBILITIES

A.  Department of Justice

Presidential Decision Directive (PDD) 39 validates and reaffirms existing lead
agency responsibilities for all facets of the U.S. counterterrorism effort. The
Department of Justice is designated as the overall lead federal agency (LFA) for
threats of acts of terrorism that take place within the United States until the
Attorney General transfers the overall LFA role to the Federal Emergency Man-
agement Agency (FEMA). The Department of Justice delegates this overall

1Federal Response Plan (Federal Emergency Management Agency. 1999. Federal Response Plan,
9230.1-PL, April. Available online at <http://www.fema.gov/rrr/frp/>. Accessed on December 3,
2002) and its Terrorism Incident Annex (Federal Emergency Management Agency. 1999. Terrorism
Incident Annex, April. Available online at <http://www.fema.gov/rrr/frp/frpterr.shtm>. Accessed on
December 3, 2002.)
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LFA role to the Federal Bureau of Investigation (FBI) for the operational re-
sponse. On behalf of the Department of Justice, the FBI will:

1. Consult with and advise the White House, through the Attorney General, on
policy matters concerning the overall response;

2. Designate and establish a joint operations center (JOC) in the field;

3. Appoint an FBI on-site coordinator (OSC) to manage and coordinate the
Federal operational response (crisis management and consequence manage-
ment). As necessary, the FBI OSC will convene and chair meetings of oper-
ational decision makers representing lead State and local crisis management
agencies, federal emergency workers, and lead State and local consequence
management agencies in order to provide an initial assessment of the situa-
tion, develop an action plan, monitor and update operational priorities, and
ensure that the overall response (crisis management and consequence man-
agement) is consistent with U.S. law and achieves the policy objectives
outlined in PDD-39. The FBI and FEMA may involve supporting Federal
agencies as necessary; and

4. Issue and track the status of actions assigned by the overall LFA.

B.  Federal Bureau of Investigation

Under PDD-39, the FBI supports the overall LFA by operating as the lead
agency for crisis management. The FBI will:

1. Determine when a threat of an act of terrorism warrants consultation with
the White House, through the Attorney General;

2. Advise the White House, through the Attorney General, when the FBI re-
quires assistance for a Federal crisis management response, in accordance
with the PDD-39 Domestic Deployment Guidelines;

3. Work with FEMA to establish and operate a Joint Information Center (JIC)
in the field as the focal point for information to the public and the media
concerning the Federal response to the emergency;

4. Establish the primary Federal operations centers for the crisis management
response in the field and Washington, DC;

5. Appoint an FBI OSC (or subordinate official) to manage and coordinate the
crisis management response. Within this role, the FBI OSC will convene
meetings with operational decision makers representing Federal, State, and
local law enforcement and technical support agencies, as appropriate, to
formulate incident action plans, define priorities, review status, resolve con-
flicts, identify issues that require decisions from higher authorities, and eval-
uate the need for additional resources;
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6. Issue and track the status of crisis management actions assigned by the FBI;
and

7. Designate appropriate liaison and advisory personnel to support FEMA.

C.  Federal Emergency Management Agency

Under PDD-39, FEMA supports the overall LFA by operating as the lead agen-
cy for consequence management until the overall LFA role is transferred to
FEMA. FEMA will:

1. Determine when consequences are “imminent” for the purposes of the
Stafford Act;

2. Consult with the Governor’s office and the White House to determine if a
Federal consequence management response is required and if FEMA is di-
rected to use Stafford Act authorities. This process will involve appropriate
notification and coordination with the FBI, as the overall LFA;

3. Work with the FBI to establish and operate a JIC in the field as the focal
point for information to the public and the media concerning the Federal
response to the emergency;

4. Establish the primary Federal operations centers for consequence manage-
ment in the field and Washington, DC;

5. Appoint a regional operations center (ROC) Director or federal coordinating
officer (FCO) to manage and coordinate the Federal consequence manage-
ment response in support of State and local governments. In coordination
with the FBI, the ROC Director or FCO will convene meetings with deci-
sion makers of Federal, State, and local emergency management and techni-
cal support agencies, as appropriate, to formulate incident action plans, de-
fine priorities, review status, resolve conflicts, identify issues that require
decisions from higher authorities, and evaluate the need for additional re-
sources;

6. Issue and track the status of consequence management actions assigned by
FEMA; and

7. Designate appropriate liaison and advisory personnel to support the FBI.

D.  Federal Agencies Supporting Technical Operations

1.  Department of Defense

As directed in PDD-39, the Department of Defense (DOD) will activate techni-
cal operations capabilities to support the Federal response to threats or acts of
weapon of mass destruction (WMD) terrorism. DOD will coordinate military
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operations within the United States with the appropriate civilian lead agency
(ies) for technical operations.

2.  Department of Energy

As directed in PDD-39, the Department of Energy (DOE) will activate techni-
cal operations capabilities to support the Federal response to threats or acts of
WMD terrorism. In addition, the FBI has concluded formal agreements with
potential LFAs of the Federal Radiological Emergency Response Plan (FR-
ERP) that provide for interface, coordination, and technical assistance in sup-
port of the FBI’s mission. If the FRERP is implemented concurrently with the
FRP:

a. The Federal On-Scene Commander under the FRERP will coordinate the
FRERP response with the FEMA official (either the ROC Director or the
FCO), who is responsible under PDD-39 for coordination of all Federal
support to State and local governments.

b. The FRERP response may include on-site management, radiological moni-
toring and assessment, development of Federal protective action recommen-
dations, and provision of information on the radiological response to the
public, the White House, Members of Congress, and foreign governments.
The LFA of the FRERP will serve as the primary Federal source of informa-
tion regarding on-site radiological conditions and off-site radiological ef-
fects.

c. The LFA of the FRERP will issue taskings that draw upon funding from the
responding FRERP agencies.

3.  Department of Health and Human Services

As directed in PDD-39, the Department of Health and Human Services (HHS)
will activate technical operations capabilities to support the Federal response to
threats or acts of WMD terrorism. HHS may coordinate with individual agen-
cies identified in the HHS Health and Medical Services Support Plan for the
Federal Response to Acts of Chemical/Biological (C/B) Terrorism, to use the
structure, relationships, and capabilities described in the HHS plan to support
response operations. If the HHS plan is implemented:

a. The HHS on-scene representative will coordinate, through the Emergency
Support Function (ESF) #8 — Health and Medical Services Leader, the
HHS plan response with the FEMA official (either the ROC Director or the
FCO), who is responsible under PDD-39 for on-scene coordination of all
Federal support to State and local governments.

b. The HHS plan response may include threat assessment, consultation, agent
identification, epidemiological investigation, hazard detection and reduction,
decontamination, public health support, medical support, and pharmaceuti-
cal support operations.
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c. HHS will issue taskings that draw upon funding from the responding HHS
plan agencies.

4.  Environmental Protection Agency

As directed in PDD-39, the Environmental Protection Agency (EPA) will acti-
vate technical operations capabilities to support the Federal response to acts of
WMD terrorism. EPA may coordinate with individual agencies identified in the
National Oil and Hazardous Substances Pollution Contingency Plan (NCP) to
use the structure, relationships, and capabilities of the National Response Sys-
tem as described in the NCP to support response operations. If the NCP is
implemented:

a. The Hazardous Materials On-Scene Coordinator under the NCP will coordi-
nate, through the ESF # 10—Hazardous Materials Chair, the NCP response
with the FEMA official (either the ROC Director or the FCO), who is re-
sponsible under PDD-39 for on-scene coordination of all Federal support to
State and local governments.

b. The NCP response may include threat assessment, consultation, agent iden-
tification, hazard detection and reduction, environmental monitoring, decon-
tamination, and long-term site restoration (environmental cleanup) opera-
tions.
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