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Preface

This is the first of four reports assessing the deployment
of technologies (i.e., equipment and procedures) by the Fed-
eral Aviation Administration (FAA). This assessment of the
1997-1998 deployment of technologies by the FAA to im-
prove aviation security was conducted by the Panel on As-
sessment of Technologies Deployed to Improve Aviation
Security under the auspices of the National Research Coun-
cil (NRC) Committee on Commercial Aviation Security.
This is the first part of a four-part assessment that will be
completed in fiscal year 2001. The subsequent parts of this
study will be continued by a new committee that will be
convened by the NRC in 1999. The form of this report re-
flects the panel’s understanding of this study as part of a
larger project and carefully distinguishes the issues and topi-
cal areas that could be completed in the first year from those
that would require further study.

Based on the experience of the Committee on Commer-
cial Aircraft Security and in anticipation of further queries
from the FAA or other government entities deliberating on
the continuation and deployment of equipment purchases in
the coming fiscal year, the panel has endeavored to make a
rapid assessment and generate a timely reportin 1999. There-
fore, the panel considered the major issues and overall effec-
tiveness of the deployed technologies, postponing detailed
descriptions and detailed discussions of less urgent topics
until later. The panel was greatly assisted by the cooperation
of the FAA, the U.S. Department of Transportation (DOT),
and several airport and airline officials.

APPROACH AND SCOPE OF THIS STUDY

This study was conducted in response to a congressional
directive (Section 303 PL 104-264, 1996) that the FAA en-
gage the NRC to study the deployment of airport security
equipment. The FAA requested that the NRC—the operat-
ing arm of the National Academy of Sciences—assess the
operational performance of explosives-detection equipment
and hardened unit-loading devices (HULDs) in airports and

compare it to performance in laboratory testing to determine
how to deploy this equipment more effectively to improve
aviation security. As requested by Congress, the study was
intended to address the following issues:

1. Assess the weapons and explosives-detection technolo-
gies available at the time of the study that are capable
of being effectively deployed in commercial aviation.

2. Determine how the technologies referred to in para-
graph (1) could be used more effectively to promote
and improve security at airport and aviation facilities
and other secured areas.

3. Assess the cost and advisability of requiring hardened
cargo containers to enhance aviation security and re-
duce the required sensitivity of bomb-detection equip-
ment.

4. On the basis of the assessments and determinations
made under paragraphs (1), (2), and (3), identify the
most promising technologies for improving the effi-
ciency and cost effectiveness of weapons and explo-
sives detection.

The NRC responded by convening the Panel on Assess-
ment of Technologies Deployed to Improve Aviation Secu-
rity, under the auspices of the Committee on Commercial
Aviation Security of the National Materials Advisory Board.
Interpretation of the four points presented by Congress and
subsequent discussions between the FAA and the NRC led
to the panel being asked to complete the following tasks:

1. Review the performance in laboratory tests of the
explosives-detection technologies selected for deploy-
ment by the FAA’s Security Equipment Integrated
Product Team (SEIPT).

2. Assess the performance of the explosives-detection
equipment deployed in airports in terms of detection
capabilities, false-alarm rates, alarm resolution, opera-
tor effectiveness, and other operational aspects.

Copyright © National Academy of Sciences. All rights reserved.
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3. Recommend further research and development that
might lead to reduced false-alarm rates and improved
methods of alarm resolution.

4. Recommend methods of improving the operational ef-
fectiveness of explosives-detection equipment already
deployed or about to be deployed in airports.

5. Assess different combinations of explosives-detection
equipment and recommend ways to improve their ef-
fectiveness.

6. Review and comment on the FAA’s plans for gathering
metrics on field performance based on certification re-
quirements of the explosives-detection equipment.

7. Assess the effectiveness of combining passenger pro-
filing and passenger-bag matching with explosives-
detection techniques.

8. Review the technical approach used to develop hard-
ened aviation-cargo containers.

9. Review the results of tests of hardened cargo containers
that have been used operationally by the air carriers.

10. Assess the overall operational experiences of air carri-
ers in deploying hardened cargo containers.

11. Recommend scenarios for implementing hardened
cargo containers to complement other aviation security
measures, such as the deployment of explosives-
detection equipment and passenger profiling.

12. Recommend further research and development that
might lead to more effective hardened cargo containers.

Since this is the first of four reports assessing the FAA’s
deployment of technologies to improve aviation security, not
every task item is fully addressed in this report. Further-
more, it is difficult to state definitively to what degree each
individual task has been covered in this report because infor-
mation obtained during the continuation of this study may
lead to the task being revisited and/or revised in a later re-
port. In this report, the panel has addressed, at least in part,
tasks 1,2, 3,4,6,7, 11, and 12.

METHODOLOGY

The Panel on Assessment of Technologies Deployed to
Improve Aviation Security developed this report based on:
(1) panel meetings and technical literature provided by the
FAA and the NRC staff; (2) presentations by outside experts
on explosives-detection technologies, HULDs, passenger
profiling, bag matching, airport-flow models, and the status
of the deployment of equipment and implementation of
security procedures; and (3) site visits by select panel mem-
bers to John F. Kennedy International Airport, Los Angeles
International Airport, San Francisco International Airport,
and the FAA HULD test facility in Tucson, Arizona. Several
factors were used in selecting these airports for site visits.
All three are large “Category X airports with international
flights. Because Category X airports were the first to receive
explosives-detection equipment, the panel was assured that

PREFACE

the equipment would be operating and available for viewing.
Because of the size of these airports, the panel was able to
see deployed equipment in different installation configura-
tions at one airport. During these visits, the panel studied the
configurations of the deployed equipment and interviewed
equipment operators and other security and baggage-
handling employees.

Some panel members were invited to visit the FAA Tech-
nical Center in Atlantic City, New Jersey, and InVision
Technologies in San Francisco, California, and to attend the
Society of Automotive Engineers (SAE) meeting on air
cargo and ground equipment in New Orleans, Louisiana.
Finally, some members of the panel participated in a confer-
ence call with representatives of domestic air carriers. All
panel members were selected for their expertise in technolo-
gies for explosives detection, operational testing, human fac-
tors and testing, structural materials and design, and air car-
rier and airport operations and design.

Panel Meetings

The panel met four times between January and August
1998 to gather information for this report. In the course of
these meetings, the panel received briefings and reviewed
technical literature on various aspects of security technolo-
gies and their deployment. Information was provided by ex-
perts from the FAA, as well as by outside experts.

Site Visits

A group of panel members visited San Francisco Interna-
tional Airport, John F. Kennedy International Airport, and
Los Angeles International Airport to observe the operation
of security equipment, including the FAA-certified InVision
CTX-5000, several trace explosives-detection devices, and
noncertified bulk explosives-detection equipment. Panel
members were also able to meet with personnel from the
airlines, airports, and private security contractors to discuss
baggage handling, the use of containers, and security proce-
dures. Local FAA personnel were also available to answer
questions. Following the site visit to San Francisco Interna-
tional Airport, the panel members visited InVision Technolo-
gies in Newark, California, where they were informed of
InVision’s technical objectives and planned improvements
to their explosives-detection systems.

In addition to the airport site visits, one panel member
attended the FAA test of the Galaxy HULD, which passed
the FAA blast criterion. This test took place at the FAA test
facility in Tucson, Arizona. This visit provided a firsthand
account of the FAA’s test procedures and test results and
provided an opportunity for a panel member to interact with
members of the HULD design team. This site visit was fol-
lowed by attendance at an SAE meeting on air cargo and
ground equipment, at which current and former airline rep-
resentatives, designers, and engineers described their

Copyright © National Academy of Sciences. All rights reserved.
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perspectives on the potential deployment of HULDs. Finally,
one panel member visited the FAA Technical Center to dis-
cuss human-factors issues pertaining to the deployment and
operation of bulk and trace explosives-detection equipment.
During this visit, the panel member was informed of progress
on the development of the threat image projection system for
testing operators of security equipment.

PHILOSOPHY

The deployment of security equipment is not just a tech-
nical issue or an airport operations issue or a funding issue.

Vil

Effective deployment is a complex systems-architecture
issue that involves separate but intertwined technical, man-
agement, funding, threat, and deployment issues. The panel
was unanimous in its characterization of deployment as a
total systems architecture and in its agreement to conduct
this study from that perspective. This systems approach is
the foundation of this report.

Thomas S. Hartwick, chair
Panel on Assessment of Technologies
Deployed to Improve Aviation Security
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Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Copyright © National Academy of Sciences. All rights reserved.



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Acknowledgments

The Panel on Assessment of Technologies Deployed to
Improve Aviation Security would like to acknowledge the
individuals who contributed to this study, including the fol-
lowing speakers: Michael Abkin, ATAC; Jean Barrette,
Transport Canada; Leo Boivan, Federal Aviation Adminis-
tration; Jay Dombrowski, Northwest Airlines; Tony
Fainberg, Federal Aviation Administration; Cathal Flynn,
Federal Aviation Administration; Frank Fox, Federal Avia-
tion Administration; Dwight Fuqua, TRW; Ken Hacker, Fed-
eral Aviation Administration; Trish Hammar, DSCI; Mike
McCormick, Federal Aviation Administration; James
Padgett, Federal Aviation Administration; Ron Pollilo, Fed-
eral Aviation Administration; Fred Roder, Federal Aviation
Administration; Roshni Sherbondi, Federal Aviation Admin-
istration; and Alexis Stefani, U.S. Department of Transpor-
tation.

The panel is also grateful for the contributions of the con-
tracting office technical representatives, Paul Jankowski and
Alan K. Novakoff. In addition, the panel is appreciative of
the insights provided by Nelson Carey, Federal Aviation
Administration; John Daly, U.S. Department of Transporta-
tion; Howard Fleisher, Federal Aviation Administration;
Lyle Malotky, Federal Aviation Administration; Ronald
Polillo, Federal Aviation Administration; and Ed Rao, Fed-
eral Aviation Administration.

This report has been reviewed in draft form by individu-
als chosen for their diverse perspectives and technical exper-
tise, in accordance with procedures approved by the NRC’s

Report Review Committee. The purpose of this independent
review is to provide candid and critical comments that will
assist the institution in making the published report as sound
as possible and to ensure that the report meets institutional
standards for objectivity, evidence, and responsiveness to
the study charge. The review comments and draft manu-
script remain confidential to protect the integrity of the de-
liberative process. We wish to thank the following individu-
als for their participation in the review of this report: Jon
Amy, Purdue University; Albert A. Dorman, AECOM;
Michael Ellenbogen, Vivid Technologies; Arthur Fries, In-
stitute for Defense Analyses; Valerie Gawron, Calspan;
James K. Gran, SRI International; Robert E. Green, Johns
Hopkins University; John L. McLucas, Consultant; Hyla
Napadensky, Napadensky Energetics (retired); Robert E.
Schafrik, GE Aircraft Engines; and Edward M. Weinstein,
Galaxy Scientific Corporation. While the individuals listed
above have provided constructive comments and sugges-
tions, it must be emphasized that responsibility for the final
content of this report rests entirely with the authoring com-
mittee and the NRC.

For organizing panel meetings and directing this report to
completion, the panel would like to thank Charles Hach,
Sandra Hyland, Lois Lobo, Janice Prisco, Shirley Ross, Teri
Thorowgood, and Pat Williams, staff members of the Na-
tional Materials Advisory Board. The panel is also apprecia-
tive of the efforts of Carol R. Arenberg, editor, Commission
on Engineering and Technical Systems.

Copyright © National Academy of Sciences. All rights reserved.



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Copyright © National Academy of Sciences. All rights reserved.



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Contents

EXECUTIVE SUMMARY ....ooiiiiiiiiiiiiiiiieccceeete et s 1

1 INTRODUCTION ....oiiiiiiiiiiiiinienieite sttt sttt ettt et ettt b e sbe et sbe b sae b b e 7
Deployed Technologies, 7
Total Architecture for Aviation Security, 9
Report Organization, 10

2 GRAND ARCHITECTURE .......cocootiiiinineneneeeseeeseete ettt 11
Total Architecture for Aviation Security Concepts, 12
Total Architecture for Aviation Security Subsystems, 13
Security Enhancement, 13
Analysis Techniques, 15
The FAA’s Deployment Strategy, 15
Conclusions and Recommendations, 16

3 ROLES AND RESPONSIBILITIES .....cccocotiiiitiiiienieeeecieetesie et 17
Federal Aviation Administration, 18
Airports, 18
Air Carriers, 20
International Civil Aviation Organization, 21

4 BAGGAGE HANDLING ......ooctiiiterenteteest ettt ettt ettt eb e s 22
Movement of Baggage and Cargo, 22
Unit-Loading Devices, 26

5  BLAST-RESISTANT CONTAINERS .....coooioiii ettt 28
Onboard Explosions, 28
Hardened Containers, 28
Conclusions and Recommendations, 34

6  BULK EXPLOSIVES DETECTION .....cccotiiiiiiiitiieieietetetetetetetet ettt 36
Application of Bulk Explosives-Detection Equipment to Possible Threat Vectors, 36
Deployed Bulk Explosives-Detection Equipment, 37
Test Data, 38
Conclusions and Recommendations, 39

Xi

Copyright © National Academy of Sciences. All rights reserved.



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Xii

10

11

REFERENCES

BIOGRAPHICAL SKETCHES OF PANEL MEMBERS

TRACE EXPLOSIVES DETECTION ........cccooiiiiiiiiiiiiiiiiiiccccccecce e

Principles of Trace Detection, 41
Deployment, 42

Testing and Evaluation, 43
Conclusions and Recommendations, 44

COMPUTER-ASSISTED PASSENGER SCREENING AND POSITIVE

PASSENGER-BAG MATCHING ......cccccoeiiiiiiiiiiniiiiiencnccccee e

Positive Passenger-Bag Matching, 46
Computer-Assisted Passenger Screening, 46
Conclusions and Recommendations, 47

HUMAN FACTORS ..o

Models of Bulk and Trace Screening, 48

Factors That Affect Human and System Performance, 48
Deployment Issues, 51

Conclusions and Recommendations, 52

EVALUATION OF ARCITECTURES ........ccccooiiiniiiiniiiinceceecee e

Security Enhancement, 53
Architectures for Aviation Security, 54
Conclusions and Recommendations, 57

RESPONSE TO CONGRESS .......ccoooiiiiiiiiiiiiiesese e

Bulk Explosives-Detection Equipment, 60

Trace Explosives-Detection Devices, 61

Computer-Assisted Passenger Screening and Positive Passenger-Bag Matching, 61
Progress in the Deployment of Aviation Security Equipment, 61

Operator Performance, 62

Measuring Operational Performance, 62

Measuring Security Enhancement, 62

Five-Year Deployment Plan, 62

Copyright © National Academy of Sciences. All rights reserved.

CONTENTS



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Tables, Figures, and Boxes

TABLES

ES-1 Selected Aviation Security Equipment and Procedures, 3

1-1 Selected Aviation Security Equipment and Procedures, 9

3-1  Airport Categories in the United States, 19

3-2  Aviation Industry Trade Associations, 21

5-1 Characteristics of HULDs Tested, 31

5-2  Summary of HULD Test Results, 33

5-3  Panel’s Estimated Costs for the Procurement and Operation of 12,500 HULDs, 33

6-1 Planned and Actual Deployments of Bulk Explosives-Detection Equipment, 38

6-2  Location of Deployed Bulk Explosives-Detection Equipment (April 1999), 39

6-3  Summary of Open Testing of CTX-5000 SP at San Francisco International Airport, 40

7-1  Most Effective Techniques for Sampling Explosives for TEDDs, 41

7-2  Status of TEDD Deployment (as of January 31, 1999), 43

9-1 Factors That Affect Operator and System Performance, 50

10-1 Potential Improvements in the SEF for Detection-First and Throughput-First Aviation
Security Systems, 58

FIGURES

1-1 The distribution of aircraft bomb blasts between 1971 and 1997, 8

2-1 Threat vectors, 11

2-2 A top-level total architecture for aviation security (TAAS), 13

2-3  Notional airport security configuration for international flights prior to the 1997-1998
deployment, 14

2-4  Notional aviation security configuration for international flights during the early stages of

the 1997-1998 deployment, 14

Xiii

Copyright © National Academy of Sciences. All rights reserved.



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Xiv TABLES, FIGURES, AND BOXES

3-1  Responsibilities for civil aviation security, 17

4-1 Vectors for introducing explosives and screening tools, 22

4-2  Baggage flow and screening for a passenger with only carry-on baggage for a domestic
flight, 24

4-3  Baggage flow and security screening for a passenger with a carry-on bag and a checked bag
for a ticket counter check-in for a domestic flight, 24

4-4  Baggage flow and security screening for a passenger with a carry-on bag and a checked bag
for a gate check-in for a domestic flight, 25

4-5  Baggage flow and security screening for a passenger with a carry-on bag and a checked bag
on an international flight, 25

4-6  Typical LD-3 container, 26

5-1  Cargo hold for blast testing HULDs, 31
5-2  Galaxy HULD in test position prior to blast test, 32
5-3  Galaxy HULD after blast test, 32

7-1 Operational steps of a trace explosives-detection device, 42
7-2 A process for measuring the effectiveness of the operator/TEDD system, 44

9-1 Role of the human operator in explosives detection, 49

10-1 Comparative contributions (notional) to the SEF of detection-first and throughput-first
systems, 54

10-2  Schematic diagram of throughput-first and detection-first aviation security systems, 55

10-3  Hypothetical performance of detection-first and throughput-first aviation security systems
for 100 MBTSs, 55

10-4  Notional values of the SEF as a function of the efficiency of CAPS in combination with other
security measures, 59

BOXES

ES-1 A Recent Attempt to Attack U.S. Commercial Aircraft, 2
1-1 Public Laws on Aviation Security since 1988, 8

4-1  Baggage Distribution, 23

5-1 FAA 1997 Solicitation for Hardened Containers (DTFA03-97-R-00008), 30
5-2  Standard HULD Requirements, 30

6-1 FAA Conditions for the Use of Explosives-Detection Equipment, 40

7-1  Operating Principles of Chemical-Analysis Techniques Applied to Trace Explosives
Detection, 42

10-1 A Notional Example of the Impact of a Detection-First System on the Security Enhancement
Factor, 56

10-2 A Notional Example of the Impact of a Throughput-First System on Security Enhancement
Factor, 58

Copyright © National Academy of Sciences. All rights reserved.



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Acronyms and Abbreviations

ATA Air Transport Association 0&S operational and support
CAPS computer-assisted passenger screening PPBM positive passenger-bag matching
CT computed tomography PRA probabilistic risk assessment
DF detection first SAE Socie.ty of Automotive Engineers
SEF security enhancement factor
EDS explosives-detection system SEIPT Security Equipment Integrated Product Team
SOS system of systems
FAA Federal Aviation Administration ST simulated terrorist
FAR Federal Aviation Regulation TAAS total architecture for aviation security
. ) ) TEDD trace explosives-detection device
HULD hardened unit-loading device TEDDCS  TEDD calibration standard
TIPS threat image projection system
IATA International Air Transport Association TPF throughput first
ICAO International Civil Aviation Organization
ULD unit-loading device
MBTS modular bomb test set
P, probability of detection
NRC National Research Council P, probability of false alarm
xv

Copyright © National Academy of Sciences. All rights reserved.



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Copyright © National Academy of Sciences. All rights reserved.



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

Executive Summary

In 1997, the Federal Aviation Administration (FAA) was
directed by President Clinton and authorized by Congress
(PL 104-264, PL 104-208) to deploy 54 FAA-certified
explosives-detection systems! (EDSs) and more than 400
trace explosives-detection devices (TEDDs) at airports
around the country. The purpose of these deployments was
to prevent attacks against civil aviation, such as the recent
attempt described in Box ES-1. This report, which assesses
the FAA’s progress in deploying and utilizing equipment
and procedures to enhance aviation security, was produced
by the National Research Council (NRC) in response to a
congressional directive to the FAA (PL 104-264 § 303). This
is the first of four reports assessing the deployment of tech-
nologies (i.e., equipment and procedures) by the FAA. In
this report the 1997-1998 deployment of technologies by
the FAA to improve aviation security is assessed. This panel
was convened under the auspices of the NRC Committee on
Commercial Aviation Security. Although appropriations are
authorized for this assessment through fiscal year 2001, the
Committee on Commercial Aviation Security will conclude
its work in 1999. Therefore, with the agreement of the FAA,
the assessment will be continued by a new committee that
will be convened by the NRC in 1999. The form of this re-
port reflects the panel’s understanding of this study as part
of an ongoing assessment (based on the enabling congres-
sional language). For this reason, the panel carefully distin-
guished issues and topical areas that could be completed in
the first year from those that would require further study.

This report assesses the operational performance of
explosives-detection equipment and hardened unit-loading

! The following terminology is used throughout this report. An explo-
sives-detection system is a self-contained unit composed of one or more
integrated devices that has passed the FAA’s certification test. An explo-
sives-detection device is an instrument that incorporates a single detection
method to detect one or more explosive material categories. Explosives-
detection equipment is any equipment, certified or otherwise, that can be
used to detect explosives.

devices (HULDs) in airports and compares their operational
performance to their laboratory performance, with a focus
on improving aviation security. As requested by Congress,
this report addresses (in part) the following issues:

1. Assess the weapons and explosive-detection technolo-
gies available at the time of the study that are capable
of being effectively deployed in commercial aviation.

2. Determine how the technologies referred to in para-
graph (1) could be used more effectively to promote
and improve security at airport and aviation facilities
and other secured areas.

3. Assess the cost and advisability of requiring hardened
cargo containers to enhance aviation security and re-
duce the required sensitivity of bomb-detection equip-
ment.

4. On the basis of the assessments and determinations
made under paragraphs (1), (2), and (3), identify the
most promising technologies for improving the effi-
ciency and cost effectiveness of weapons and explo-
sives detection.

This panel considers aviation security as a total system
architecture and measures the effectiveness of deployment
on that basis.

DEPLOYED TECHNOLOGIES

The congressionally mandated deployment of bulk
explosives-detection equipment began in January 1997 and
continued throughout 1998. The FAA formed the Security
Equipment Integrated Product Team (SEIPT) to carry out
this deployment. The SEIPT assessed the availability of
explosives-detection equipment capable of being effectively
deployed in commercial aviation and formulated a plan to
deploy this equipment in airports throughout the United
States. In a separate program, the FAA has tested HULDs
designed to contain a discrete explosive blast. Ten HULDs

Copyright © National Academy of Sciences. All rights reserved.



Assessment of Technologies Deployed to Improve Aviation Security: First Report
http://lwww.nap.edu/catalog/9726.html

2 ASSESSMENT OF TECHNOLOGIES DEPLOYED TO IMPROVE AVIATION SECURITY

BOX ES-1
A Recent Attempt to Attack U.S. Commercial Aircraft

On April 22, 1995, FBI agents took custody from Philippine authorities of Abdul Hakim Murad. Murad was arrested after a fire broke out
in a Manila apartment in which he, Ramzi Yousef, and another associate were living and where officials found explosives and bomb-making
materials (FBI, 1995). This fire may well have prevented the worst terrorist attack against civil aviation in history. Yousef was later indicted for
the 1994 bombing of Philippine Airline Flight 434, which was determined to be a test run of a plot to blow up 11 American planes simulta-
neously (Zuckerman, 1996). Although it is horrifying to contemplate what might have happened if a fire had not broken out in Murad’s
apartment, it is more constructive to focus on what has been done—and what is being done—to improve aviation security.

have been deployed to three air carriers for operational
testing.

The FAA’s aviation security equipment and procedures
include bulk? explosives-detection equipment, TEDDs,
HULDs, computer-aided passenger screening (CAPS), and
positive passenger-bag matching (PPBM). These equipment
and procedures are described in Table ES-1.

FINDINGS

It is well documented (e.g., GAO 1998; DOT, 1998) that
the FAA/SEIPT is behind schedule in the deployment of
aviation security equipment. In 1997, Congress provided
$144.2 million for the purchase of commercially available
screening equipment, and the FAA/SEIPT planned to deploy
54 certified EDSs and 489 TEDDs by December 1997 (GAO,
1998). In addition, the FAA planned to implement CAPS fully
by December 1997. Once it became apparent that these goals
could not be met, the FAA set a new goal of deploying 54
certified EDSs, 22 noncertified bulk explosives-detection de-
vices, and 489 TEDDs by December 31, 1998. The FAA also
planned to implement CAPS fully by December 31, 1998. As
of January 1, 1999, 71 certified EDSs, six noncertified bulk
explosives-detection devices, and 366 TEDDs had been in-
stalled in airports, and CAPS and PPBM had been adopted by
six airlines. In addition, 10 HULDs have been deployed to
three airlines for operational testing.

The panel concluded that the combined efforts of the gov-
ernment, the airlines, and the airports to date have been ef-
fective in deploying aviation security technologies (improv-
ing aviation security to a level that will be quantified when
additional data are collected during future studies), although,
because of the urgent need for immediate action against in-
cipient terrorism (White House Commission on Aviation
Safety and Security, 1997), equipment and procedures were
implemented rapidly without regard for how they would con-
tribute to a total architecture for aviation security (TAAS).

2In this report, bulk explosives include all forms and configurations of an
explosive at threat level (e.g., shaped explosives, sheet explosives, etc.).

The panel believes that definition of such an architecture is
essential to the success of this program; hence, it suggests
formality in defining and using a TAAS. That is, although
the capacity of individual pieces of equipment to discretely
improve security at the point of deployment is known to
some degree, the integrated effect of the total deployment of
equipment and the implementation of procedures on the
whole of aviation security is not. After much deliberation,
the panel concluded that the performance of the TAAS could
be measured by a single factor, the security enhancement
factor (SEF), which will enable a quantitative evaluation of
the performance of diverse deployment scenarios and show
the importance of specific elements (e.g., explosives-
detection equipment) to the performance of the TAAS.

RESPONSE TO CONGRESS

Protecting civil aviation against terrorist threats is a com-
plex problem. Given the short response time and the com-
plexity of the terrorist threat, the panel concluded that the
research, development, and deployment by the FAA and
others have been successful in qualitative terms. The urgent
need for security equipment and procedures, expressed by
the White House Commission on Aviation Security and
Safety and by Congress in 1997, did not leave time for ex-
tensive system analyses. Therefore, the FAA proceeded with
the deployment of hardware as it became available. Hence,
the security system has evolved as the hardware has become
available. It is not surprising, therefore, that data describing
the efficacy of the deployed equipment are inadequate. The
lack of performance data and the incomplete integration of
the equipment into a complete security architecture are is-
sues that any large system developer would be likely to en-
counter at this stage of development. The absence of a sys-
tem architecture is the basis for the major recommendations
of the panel. Nevertheless, the FAA will have to address
these issues in the future.

Explosives-detection equipment and HULDs are part of a
total system architecture and should be evaluated in the con-
text of a TAAS. Although the FAA, its contractors, the air-
lines, and the airports have adopted some elements of the
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TABLE ES-1

Selected Aviation Security Equipment and Procedures

Technology

Description

Computer-assisted
passenger screening
(CAPS)

Positive passenger-
bag match (PPBM)

FAA-certified
explosives detection
systems (EDSs)

Bulk explosives-
detection equipment

Trace explosives-
detection devices
(TEDDs)

CAPS is a system that utilizes a passenger’s reservation record to determine whether the passenger can be removed from
consideration as a potential threat. If the passenger cannot be cleared (i.e., determined not to be a threat), CAPS prompts the
check-in agent to request additional information from the passenger for further review. If this information is still insufficient to
clear the passenger, the passenger’s bags and the passenger are considered “selectees” and are routed through additional
security procedures.

PPBM is a security procedure that matches the passenger’s checked baggage with the passenger to ensure that baggage is not
loaded aboard an airplane unless the passenger also boards. This security measure is implemented for all outbound international
flights and for some domestic flights.

An EDS is a self-contained unit composed of one or more integrated explosives-detection devices that have passed the FAA’s
certification test. As of April 1999 only computed-tomography-based technologies have passed the FAA bulk explosives-
detection certification tests (e.g., InVision CTX-5000, CTX-5000 SP, and CTX-5500 DS).

Bulk explosives-detection equipment includes any explosives-detection device or system that remotely senses some physical or
chemical property of an object under investigation to determine if it is an explosive. This equipment, primarily used for checked
baggage, consists of quadrupole resonance and advanced x-ray technologies, including radiography and tomography.

TEDD:s involve the collection of particles or vapor from the object under investigation to determine if an explosive is present.
TEDDs are being deployed for several threat vectors: carry-on baggage (especially electronic devices), passengers, checked
baggage, and cargo. TEDDs employ a variety of techniques for detecting vapors, particles, or both, which include
chemiluminescence, ion mobility spectroscopy, and gas chromatography. TEDDs do not indicate the amount of explosive
present and hence do not reveal the presence of a bomb, except inferentially.

Hardened unit-loading A HULD is a specially designed baggage container that can contain the effects of an internal explosion without causing damage

devices (HULDs)

to the aircraft. A design by Galaxy Scientific passed the FAA blast test in March 1998. A second Galaxy Scientific design

passed the FAA blast test in January 1999. To study operational performance and reliability, the FAA deployed 10 Galaxy

HULD:s in 1999.

total systems approach, in the panel’s opinion they have not
gone far enough. This study, and future aviation security
studies conducted by the NRC, will be most useful to the
FAA if they adopt the recommended comprehensive TAAS
approach. Furthermore, adopting the TAAS approach will
enable the FAA (and others) to characterize improvements
in aviation security quantitatively using the SEF.

The panel has addressed (in part) the four points raised by
Congress below. For clarity these points are listed again,
followed by the relevant conclusions and recommendations.

1. Assess the weapons and explosives-detection technolo-
gies available at the time of the study that are capable
of being effectively deployed in commercial aviation.

This study focused on explosives-detection technologies.
While it is conceivable that some of these technologies could
also be used for weapons detection, this topic was not ad-
dressed in this report.

Bulk Explosives-Detection Equipment

The vast majority of bulk explosives-detection equipment
deployed is the FAA-certified InVision CTX-series EDS
(explosives-detection system). Most of the performance data

on this equipment was generated during laboratory testing—
largely certification testing—at the FAA Technical Center.
Certification tests, however, only reflect the ability of the
equipment to detect a bag that contains an explosive, and the
detection rates are based on bag-alarm rates. That is, an ex-
plosive is considered to be detected if the alarm is set off for
the bag containing the explosive, even if the alarm is triggered
by anonexplosive object in the bag. Certification testing does
not measure alarm resolution and does not include testing in
the operational environment of an airport, making it difficult
to assess explosives-detection technologies for deployment.
In the panel’s opinion, some of the unanticipated problems
encountered with the CTX-5000 SP in the field can be reason-
ably related to the limitations of certification testing. Under
current certification guidelines, equipment certified in the fu-
ture may encounter similar problems.

Recommendation. During certification testing, the FAA
should, whenever possible, measure both true detection rates
(i.e., correctly identifying where an explosive is when an
alarm occurs), and false-detection rates (i.e., an alarm trig-
gered by something other than an explosive in a bag that
contains an explosive). The FAA should also include the
ability of explosives-detection equipment to assist operators
in resolving alarms (including in an airport) as part of
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certification testing. Alarm resolution should be included in
the measurement of throughput rate, detection rate, and false-
alarm rate.

Trace Explosives-Detection Devices

TEDDs are widely used in airports, but no comprehen-
sive methodology has been developed to evaluate their ef-
fectiveness, such as standard test articles or instrument and
operator requirements. Because no standard test articles for
TEDDs have been demonstrated—and because of the result-
ant inability to separate instrument and operator perfor-
mance—it is not possible to measure the performance of
TEDDs.

Recommendation. The FAA should develop and imple-
ment a program to evaluate the effectiveness of deployed
trace explosives-detection devices. This evaluation should
include measurements of instrument and operator perfor-
mance, including measurements in the deployed (i.e., air-
port) environment.

Computer-Assisted Passenger Screening and Positive
Passenger-Bag Matching

CAPS appears to be an effective way to screen passengers
to identify selectees who require further security measures,
such as bag matching or bag screening. The panel anticipates
that PPBM combined with CAPS will be an effective tool for
improving aviation security. Despite the positive attributes of
CAPS, the panel is concerned that the FAA has not demon-
strated a measure for characterizing quantitatively the effec-
tiveness of CAPS. A CAPS selectee could bypass PPBM by
checking a bag at the gate or the door of the aircraft (as op-
posed to the ticket counter). Furthermore, PPBM has not been
demonstrated to be effective when a selectee changes planes
at a connecting airport. That is, passengers identified as se-
lectees at originating airports (who are then subject to PPBM)
are not subject to PPBM on subsequent connections of that
flight. Another shortfall of PPBM is when a passenger checks
a bag (or bags) at the gate.

Recommendation. Computer-assisted passenger screening
(CAPS) should continue to be used as a means of identifying
selectee passengers whose bags will be subject to positive
passenger-bag matching (PPBM), screening by explosives-
detection equipment, or both. PPBM combined with CAPS
should be part of the five-year plan recommended below.
Passengers designated as selectees at the origination of their
flights should remain selectees on all connecting legs of their
flights. Within six months, the FAA should develop and
implement a method of testing the effectiveness of CAPS.

2. Determine how the technologies referred to in para-
graph (1) could be used more effectively to promote
and improve security at airport and aviation facilities
and other secured areas.

Progress in the Deployment of Aviation Security
Equipment

The panel concluded that the FAA/SEIPT, the airlines,
airports, and associated contractors have gained significant
experience from the initial deployment of security equip-
ment and procedures, and the current implementation of
security equipment does not appear to have interfered un-
reasonably with airline operations. Most importantly, in the
collective opinion of the panel, the deployment of security
equipment has improved aviation security. The panel be-
lieves that continued emphasis on, funding of, and deploy-
ment of security equipment will further enhance aviation
security. Future deployments should be more efficient if
they are based on the experience from the initial
deployment.

Recommendation. The U.S. Congress should continue to
fund and mandate the deployment of commercially available
explosives-detection equipment through the FAA/SEIPT.
Continued deployments will increase the coverage of domes-
tic airports and eventually provide state-of-the-art security
equipment systemwide. Further deployments can improve
aviation security in the short term and provide the infrastruc-
ture for mitigating potential threats in the long term.

Operator Performance

Human operators are integral to the performance of all
deployed explosives-detection equipment. Because fully au-
tomated explosives-detection equipment will not be devel-
oped in the foreseeable future, particularly with respect to
alarm resolution, human operators will continue to be im-
mensely important to realizing the full potential of deployed
security hardware. The TAAS analysis presented in this re-
port quantifies the impact of the operator on the SEF. Certi-
fication testing of explosives-detection equipment, however,
does not include testing of human operators. Current testing
only defines the operational capability (or performance) of
the equipment.

Recommendation. The FAA should institute a program to
qualify security-equipment operators to ensure that the hu-
man operator/explosives-detection system (EDS) combina-
tion meets the performance requirements of a certified EDS.
This program should include the definition of operator per-
formance standards and a means of monitoring operator
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performance. The FAA should implement this program
within six months of receipt of this report.

Measuring Operational Performance

Because of the paucity of operational data for deployed
explosives-detection equipment, the panel found it impracti-
cable to characterize the deployment status of security equip-
ment and processes quantitatively. The data are insufficient
both for the equipment and for operator performance, and no
quantitative measures of the effectiveness of the total secu-
rity system (e.g., TAAS) were provided to the panel. The
majority of data focused on subsystems, such as bulk
explosives-detection systems. A thorough assessment of
equipment and system performance requires well defined
performance metrics and the collection of data. The panel
concluded that the FAA has not defined adequate perfor-
mance metrics for security subsystems (e.g., TEDDs) or for
the TAAS.

Recommendation. The FAA should make a concerted ef-
fort to define operational performance metrics for security
subsystems and for the total architecture for aviation secu-
rity (TAAS). The FAA should also create an action team in
the next six months to systematically collect operational data,
which should be used to optimize the TAAS, as well as to
identify and correct substandard performance of equipment
and operators. The data collected would also provide insights
into the deployment and use of equipment in the future.

Measuring Security Enhancement

Besides the dearth of operational data and total-system
performance metrics, the FAA has not defined an overall
measure of security enhancement. The primary performance
measure for the TAAS is, of course, protection against the
threat of explosives. Consequently, the panel believes the
critical factor in assessing the performance of the TAAS is
the measure of false negatives (i.e., unidentified bags that
contain explosives). The panel defined improved perfor-
mance (i.e., the SEF) as the ratio of the number of simulated
bombs that defeat the baseline security system to the number
of simulated bombs that defeat the newly deployed system.

Recommendation. The FAA should formulate a security
enhancement factor (SEF) for the integrated total architec-
ture for aviation security systems. The SEF should be calcu-
lated from data collected during operational testing. Non-
classified SEF measures should be published and used as a
project-control and management-control tool. The SEF
would provide the FAA with a quantitative measure of the
impact of security equipment and procedures.

Five-Year Deployment Plan

Decisions based on systems of systems analysis (e.g.,
TAAS) involve both management and cost factors, which
are airport and airline specific. Stakeholder? involvement,
therefore, will be crucial for the development of an effective
deployment strategy. Furthermore, airline and airport buy-in
will be critical to the successful implementation of the de-
ployment strategy. The FAA did not provide the panel with
a long-range (five-year) TAAS deployment plan developed
jointly and agreed to by the FAA and other stakeholders.
Thus, the panel concluded that the FAA has not obtained
comprehensive airline buy-in for a long-term deployment
plan that addresses all of the relevant issues, such as operator
training, the optimal location of detection equipment, and
the operational deployment of HULDs.

Recommendation. Within one year, in cooperation with the
other stakeholders, the FAA should develop a five-year joint-
deployment plan that includes cost, stakeholder responsibili-
ties, quality measures, and other important factors. This plan
should be a living document that is formally updated annu-
ally. Buy-in from all stakeholders will be necessary for the
plan to be effective.

3. Assess the cost and advisability of requiring hardened
cargo containers to enhance aviation security and
reduce the required sensitivity of bomb-detection
equipment.

Two HULDs (both LD-3 size) that conform to
NAS-3610-2K2C airworthiness criterion have passed the
FAA blast and shockholing® tests. The LD-3 container is
used only on wide-body aircraft, however. Thus, no HULD
concept for narrow-body aircraft has passed the FAA test,
although 75 percent of the aircraft in service (as of 1994) are
narrow-body aircraft, and more than 70 percent of bombing
attempts have been against narrow-body aircraft.

The panel’s greatest concern is that research on HULDs
has not been conducted on a system-of-systems (SOS) basis
and has not involved all of the stakeholders, mainly the air-
lines. So far, HULDs have largely been developed and de-
signed as single stand-alone entities. Limited research has

3 In this report the term stakeholder includes the FAA, the airlines, and
the airports. Although there are certainly other stakeholders in aviation se-
curity, these three will have the most influence on the deployment strategy
for aviation security equipment.

4 A shockholing (or fragmentation) test measures the ability of a HULD
to prevent perforation of its walls by a metal fragment traveling at a rela-
tively high velocity.
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been done on their role as part of a TAAS. Coordination
with the airlines, airports, and aircraft manufacturers has
been focused mainly on specific designs and utility require-
ments rather than on the interactions, boundary conditions,
and trade-offs (including cost and operational consider-
ations) of using HULDs along with other security measures,
such as passenger profiling and baggage screening. The
panel believes that alternative HULD designs may be more
practical than existing designs in the TAAS context.

Recommendation. The FAA should continue to support re-
search and development on hardened unit-loading devices
(HULDs), including ongoing operational testing. If the FAA
recommends, mandates, or regulates the use of HULDs,
explosion-containment strategies for narrow-body aircraft,
including the development of narrow-body HULDs and
cargo-hold hardening concepts, should be investigated.
However, the FAA should not deploy HULDs unless they
are part of the TAAS joint five-year deployment plan.

4. On the basis of the assessments and determinations
made under paragraphs (1), (2), and (3), identify the
most promising technologies for improving the effi-
ciency and cost effectiveness of weapons and explo-
sives detection.

The data were not sufficient for a comprehensive assess-
ment of available technologies for improving aviation secu-
rity. Therefore, at this time the panel is not able to identify or
recommend the most promising technologies for improving
the efficiency and cost effectiveness of weapons and explo-
sives detection. If the recommendations in this report are
followed, these data will become available for subsequent
assessments.
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Introduction

On April 22, 1995, FBI agents took custody of Abdul
Hakim Murad from Philippine authorities. He had been ar-
rested after a fire broke out in a Manila apartment where he,
Ramzi Yousef, and another associate were living and where
officials found explosives and bomb-making materials (FBI,
1995). The fire may well have prevented the worst terrorist
attack against civil aviation in history. Yousef was later in-
dicted for the 1994 bombing of Philippine Airlines Flight 434,
which was determined to be a test run for a plot to blow up 11
American planes simultaneously (Zuckerman, 1996). Al-
though it is horrifying to speculate on what might have hap-
pened if the fire had not broken out in Murad’s apartment, it is
more constructive to focus on what has been done—and what
is being done—to improve aviation security.

Arguably the greatest progress in the last 30 years in the
fight against terrorist attacks on aircraft has been made in the
10 years since the devastating bombing of Pan Am Flight 103
on December 21, 1988 (Figure 1-1). Although it is difficult to
prove a cause-and-effect relationship between government
action and the reduction in bombings, three laws passed by
Congress (Box 1-1) have undoubtedly had an impact.

The three laws passed by Congress have facilitated the
development and deployment of security equipment and pro-
cedures, which have improved aviation security. In 1997,
the Federal Aviation Administration (FAA) was directed by
President Clinton and authorized by Congress to deploy 54
FAA-certified explosives-detection systems! (EDSs) and
more than 400 trace-detection systems in airports around the
country. The FAA created the Security Equipment Integrated
Product Team (SEIPT) to manage this deployment. The

I The following terminology is used throughout this report. An
explosives-detection system (EDS) is a self-contained unit composed of one
or more integrated devices that has passed the FAA’s certification test. An
explosives-detection device is an instrument that incorporates a single
detection method to detect one or more categories of explosive material.
Explosives-detection equipment is any equipment, certified or not, that can
be used to detect explosives.

SEIPT assessed the availability of explosives-detection
equipment and formulated a plan to deploy this equipment in
airports throughout the United States. In a separate program,
the FAA began testing hardened unit-loading devices
(HULDs) designed to contain an explosive blast. Several
HULDs are now undergoing operational testing by commer-
cial air carriers.

Although substantial progress has been made, opportuni-
ties remain for the development and deployment of tech-
nologies that will make commercial aviation in the twenty-
first century even safer. In the future, explosives-detection
equipment must have higher throughput rates, lower false-
alarm rates, and greater flexibility to detect different types of
threat materials. HULDs must be proven to be airworthy
and their tare (empty) weight reduced. Even if all of these
challenges are met, these technologies must be deployed in a
manner that provides maximum protection from terrorist at-
tacks against commercial aircraft.

DEPLOYED TECHNOLOGIES

Aviation security equipment and procedures include the
following: bulk? explosives-detection equipment, trace
explosives-detection equipment, HULDs, computer-assisted
passenger screening (CAPS), and positive-passenger bag
matching (PPBM) (Table 1-1).

The congressionally mandated deployment of bulk
explosives-detection equipment began with the installation
of the first FAA-certified EDS (the InVision CTX-5000) and
continued throughout 1998. The installation of trace
explosives-detection equipment and the implementation of
CAPS and PPBM were scheduled for the same time period.
Two HULD designs (both LD-3 size) that conform to

2 In this report, the term bulk explosives includes all forms and configu-
rations of explosives at threat level (e.g., shaped explosives, sheet explo-
sives, etc.).
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FIGURE 1-1 The distribution of aircraft bomb blasts between 1971 and 1997.

NAS-3610-2K2C airworthiness criterion have passed the
FAA blast and shockholing? tests. Ten of these HULDs have
been delivered to three different airlines for operational test-
ing over the next year.

The FAA/SEIPT is behind schedule in the deployment of
aviation security equipment (GAO, 1998; DOT, 1998).
When Congress provided $144.2 million for the purchase of
commercially available security-screening equipment, the
FAA/SEIPT planned to deploy 54 certified EDSs and 489
trace-detection devices by December 1997 (GAO, 1998).
The FAA also planned to have CAPS fully implemented by
December 1997. When it became clear that these goals could
not be met, the FAA set a new goal of deploying 54 certified
EDSs, 22 noncertified bulk explosives-detection devices,
and 489 trace explosives-detection devices by December 31,
1998, and of implementing CAPS by November 1998. As
of January 1, 1999, more than 70 certified explosives-
detection systems, six noncertified bulk explosives detec-
tion devices, and 366 trace-detection devices had been
installed in airports.

TOTAL ARCHITECTURE FOR AVIATION SECURITY

Protecting civil aviation against terrorist threats is a
complex systems problem that has no perfect solution.

3 A shockholing (or fragmentation) test measures the ability of a HULD
to prevent perforation of its walls by a metal fragment traveling at a rela-
tively high velocity.

Significant compromises have to be made in security sys-
tems to achieve the highest level of security at an afford-
able cost while at the same time maintaining the efficiency
of air travel. Improvements in aviation security can best be
quantified by a security enhancement factor (SEF) that
measures improvements in security compared to a baseline
level of security in a given year. However, SEF is an
exceedingly complex measure because the threats to avia-
tion security, and the available security technologies, are
variable and time dependent. In fact, many different detec-
tion and protection techniques are being used to counter
several different threats, which in turn are influenced by
many factors, including geographic location, weather con-
ditions, and the political climate.

The U.S. Department of Defense has been faced with
similarly complex systems problems and, through experi-
ence, has come to address them in a system-of-systems
(SOS) framework. An SOS is a complex of systems, each
of which is characterized by measures of performance
against threats and costs for acquisition and deployment.
The SOS concept can be used to optimize a complex system
by providing a top-level perspective. For example, instead
of optimizing a particular system A for performance and
cost, the optimization of the performance and cost of the
SOS as a whole (which might consist of systems A, B, C,
and D) may require that performance requirements for sys-
tem A be reduced or even that system A be eliminated.

An SOS concept would enable FAA management to
mount a layered defense against a dynamic threat. A well
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BOX 1-1 Public Laws on Aviation Security since 1988

Public Law 101-604. After the bombing of Pan Am Flight 103, a Commission on Airline Security and Terrorism was created by President
Bush, which led to his signing of the Aviation Security Improvement Act of 1990 (Public Law 101-604). This act directed the FAA to accelerate
and expand the research, development, and implementation of technologies and procedures to counteract terrorist acts against civil aviation;
determine the amounts and types of explosives that could cause catastrophic damage to an airplane; and established the position of assistant
administrator for civil aviation security.

Public Law 104-264. In 1996, President Clinton established the White House Commission on Aviation Safety and Security. The recom-
mendations of this commission led to a directive in the Federal Aviation Reauthorization Act of 1996 instructing the FAA to deploy certified
and noncertified explosives-detection equipment.

Public Law 104-208. The Omnibus Consolidated Appropriations Act of 1997 provided $144.2 million for the FAA to purchase and assist
in the installation of advanced security equipment. This act was a significant departure from previous policy, under which air carriers were
responsible for purchasing and deploying aviation security equipment.

TABLE 1-1 Selected Aviation Security Equipment and Procedures

Technology

Description

Computer-assisted
passenger screening
(CAPS)

Positive passenger-
bag match (PPBM)

FAA-certified
explosives-detection
systems (EDS)

Bulk explosives-
detection equipment

Trace explosives-
detection devices
(TEDDs)

Hardened unit-loading
devices (HULDs)

CAPS is a system that utilizes a passenger’s reservation record to determine whether the passenger can be removed from
consideration as a potential threat. If the passenger cannot be cleared (i.e., determined not to be a threat), CAPS prompts the
check-in agent to request additional information from the passenger for further review. If this information is still insufficient to
clear the passenger, the passenger’s bags and the passenger are considered “selectees” and are routed through additional
security procedures.

PPBM is a security procedure that matches the passenger’s checked baggage with the passenger to ensure that baggage is not
loaded aboard an airplane unless the passenger also boards. This security measure is implemented for all outbound international
flights and for some domestic flights.

An EDS is a self-contained unit composed of one or more integrated explosives-detection devices that have passed the FAA’s
certification test. As of April 1999 only computed-tomography-based technologies have passed the FAA bulk explosives-
detection certification tests (e.g., InVision CTX-5000, CTX-5000 SP, and CTX-5500 DS).

Bulk explosives-detection equipment includes any explosives-detection device or system that remotely senses some physical or
chemical property of an object under investigation to determine if it is an explosive. This equipment, primarily used for checked
baggage, consists of quadrupole resonance and advanced x-ray technologies, including radiography and tomography.

TEDDs involve the collection of particles or vapor from the object under investigation to determine if an explosive is present.
TEDD:s are being deployed for several threat vectors: carry-on baggage (especially electronic devices), passengers, checked
baggage, and cargo. TEDDs employ a variety of techniques for detecting vapors, particles, or both, which include
chemiluminescence, ion mobility spectroscopy, and gas chromatography. TEDDs do not indicate the amount of explosive
present and hence do not reveal the presence of a bomb, except inferentially.

A HULD is a specially designed baggage container that can contain the effects of an internal explosion without causing damage
to the aircraft. A design by Galaxy Scientific passed the FAA blast test in March 1998. A second Galaxy Scientific design
passed the FAA blast test in January 1999. To study operational performance and reliability, the FAA deployed 10 Galaxy
HULD:s in 1999.
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defined SOS framework enhances communication among
interested parties, even if the analysis is only semi-
quantitative. A well understood measure (e.g., SEF) of the
efficacy of the SOS would also provide a credible basis for
allocating budgets for system improvements. The SOS ap-
proach would enable the FAA to describe and assess the
deployment of explosives-detection equipment, HULDs,
CAPS, and PPBM, as well as other security equipment and
procedures—including the performance of human opera-
tors. Equipment, procedures, and human operators work
hand in glove with other units in the overall airport security
system and should be measured and assessed in that frame-
work. In the panel’s opinion the only way to assess an inter-
twined system with feedback or feed-forward control loops
is through an SOS approach. Therefore, the panel adopted
an SOS approach to devise a total architecture for aviation
security (TAAS) as a framework for assessing aviation
security.

REPORT ORGANIZATION

This report presents an SOS approach to assessing avia-
tion security, introduces an SEF, and describes the FAA’s
progress in deploying aviation security equipment and pro-
cedures. Recommendations are also made for future deploy-
ments of security equipment and implementations of security

procedures. The TAAS and SEF are introduced and
described in detail in Chapter 2. Chapter 3 defines the roles
and responsibilities of the FAA, air carriers, airports, and
independent security contractors in the deployment and
maintenance of the performance of security equipment and
procedures. Chapter 3 also describes a management frame-
work for the deployment. Cargo and baggage handling are
discussed in Chapter 4, providing a context for the imple-
mentation of security equipment and procedures described
in Chapters 5 through 8.

Explosion-resistant containers, or HULDs, are described
in Chapter 5. In Chapter 6, the FAA’s progress in the man-
dated deployment of bulk explosives-detection equipment is
described, as well as the results of performance testing, in-
cluding detection rates, false-alarm rates, and throughput
rates. The FAA’s progress in deploying trace explosives-
detection equipment is discussed in Chapter 7, which also
includes the panel’s rationale for recommending that tests be
developed to measure the performance of these devices.
CAPS and PPBM are discussed in Chapter 8, including a
timeline for their deployment and a description of how they
can be used together. Chapter 9 is a discussion of human
factors in the operation of security equipment. Evaluations
of airport architectures and their relationships to TAAS are
presented in Chapter 10. The panel’s overarching high-level
conclusions and recommendations are presented in Chapter 11.
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Grand Architecture

Protecting commercial aviation from terrorist threats is a
complex systems problem. As illustrated in Figure 2-1, there
are many paths by which a threat material (i.e., a bomb) can
endanger the security of an aircraft. These threat vectors
include checked baggage, cargo, mail, passengers and their
carry-on bags, flight crews, catering and service personnel,
and missiles. Aviation security must protect aircraft against
attack—from explosives, chemical agents, biological agents,
and other threat items—by all of these threat vectors, and
possibly others. There is no perfect defense against all threats
to commercial aviation, and optimizing aviation security

with respect to performance, cost, and efficiency of air travel
will ultimately require compromises in the selection of secu-
rity equipment, procedures, and personnel.

The focus of this study is on the security measures de-
ployed by the FAA for detecting and containing explosives
introduced by two threat vectors, checked baggage and carry-
on baggage. Although this does not encompass all potential
threat vectors, designing and implementing effective secu-
rity measures to address even these two vectors together are
a complex systems problem. Because no single “silver
bullet” technology can protect against all threat vectors, the
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Threat vectors. The paths by which people, baggage, and equipment board a plane are also routes by which threats may board
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overall security system must be a multilayered network of
subsystems. The performance of the overall system depends
on the technical capabilities of the detection and contain-
ment equipment and the performance of the equipment
operators, as well as a host of environmental, management,
and policy factors. System performance is also affected by
operator training, maintenance practices, management pri-
orities and loyalties, and the nature of the threat itself. Like
all of the other factors that influence system performance,
the nature of the threat is variable and time dependent, which
contributes to the complexity of the overall security system.

Complex systems problems can best be understood in an
SOS framework. The primary performance measure for an
SOS for aviation security is, of course, protection against
explosives. Performance can best be described as an SEF,
which measures the improvement in security relative to a
specified baseline (e.g., the security afforded by the system
configuration in a particular year). SEF is a simple measure
that condenses an exceedingly complex SOS into a single
parameter that can accommodate the variabilities and time
dependencies of protective measures, as well as of the threat
itself. The SEF compares an improved security system to
the previous system in terms of the probability that a bomb
will be taken aboard a plane (and cause catastrophic damage
to it) by comparing the number of test bombs that had de-
feated an older security system to the number of test bombs
that have defeated the newer security system. The panel con-
cluded that the SEF is one way to reduce the complexity of
analyzing the aviation security system.

In the context of a well defined SOS framework, security
systems can be designed or modified to optimize aviation
security. As the responsibility for security measures becomes
increasingly diffuse and more and more liability claims are
being disputed, the need for an SOS framework for inter-
preting the viability of security systems is becoming more
urgent. Although predicting the performance of an aviation
security system against a terrorist event is difficult, an SOS
approach makes it possible to estimate the performance
range of a security system based on thorough and realistic
operational testing.

For the reasons cited above, the panel adopted an SOS
approach to assess the FAA’s deployment of explosives-
detection equipment, HULDs, and security procedures.
Security equipment must work in concert with other units in
the overall airport security system and, therefore, should be
measured and assessed in this larger context. The panel de-
veloped the TAAS (total architecture for aviation security)
as a framework for assessing their performance.! The panel
presents a rationale for using a high-level systems approach
and a methodology for continuously monitoring and

!'In a recent report, Aviation Security Technology Integration Plan, the
FAA uses a similar systems-architecture perspective for planning aviation
security strategies (LaMonica et al., 1995).

upgrading the TAAS in response to changes in the threat
environment, security technologies, and procedures. In
addition, qualitative requirements for the overall system
architecture are related to performance and operational char-
acteristics of the subsystem components, including policies.
Once these concepts are endorsed by the FAA, the airlines,
and airports quantitative measures can be developed to assess
and optimize improvements to the TAAS.

TOTAL ARCHITECTURE FOR AVIATION SECURITY
CONCEPTS

Figure 2-2 illustrates a top-level TAAS for explosives
detection and containment. The first step in the analysis is
the description of the real-world threat. This threat is vari-
able and can be described as a range of probabilities that a
specified amount, type, and configuration of explosive will
enter the system, or the amount of explosive can be a random
variable whose distribution varies with the type of explosive.
Articles accompanying the explosive and other features of the
operating environment (e.g., passenger characteristics, air traf-
fic) also appear as random variables. Because there are many
ways to define the explosives threat, the modeling of the threat
environment and its dependencies on the venue and other fac-
tors will have to be carefully considered.

The security layers in Figure 2-2 are shown as generic com-
ponents labeled A, B, C, etc. These components include physi-
cal security,? metal detection, bulk and trace explosives-
detection equipment, operator inspection of x-ray screens for
carry-on luggage, CAPS, PPBM, and the possible contain-
ment of baggage in HULDs. Each component, including as-
sociated operational protocols (training, calibration, mainte-
nance, and other procedures), comprises a subsystem in the
TAAS. Each subsystem is described by measures for deter-
mining its effectiveness, such as throughput rate, false-alarm
rate, operational cost, installation cost, and probability of de-
tection. Links between the subsystems are an important aspect
of the TAAS. For instance, passenger-profiling information
(from CAPS) could be provided to x-ray screening consoles
to enable operators to rapidly resolve a security alert from a
particular bag (an example of feed forward). Because these
links affect the top-level performance of the TAAS, the flow
pattern is also an important part of the analysis. Two routes
through the TAAS are shown in Figure 2-2 (A-B-C and
D-E-F-G) to indicate that there may be more than one way
through the TAAS to the plane.

The role of various authorities in the management of the
TAAS may add to its complexity. Currently, airlines have sig-
nificant discretion over the deployment of aviation security
subsystems. Baggage, cargo, and mail flow vary among

2Physical security includes measures to control access to concourses,
gates, and airplanes to ensure that passengers and bags go through the secu-
rity system.
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FIGURE 2-2 A top-level total architecture for aviation security (TAAS).

domestic and foreign air carriers, change with airline trans-
fer protocols, and change again with the imposition of regu-
latory policies by various agencies, such as the FAA and
local airport authorities. Because of the large variability in
baggage, cargo, and mail flow, the TAAS for each airport
will be specific to that facility. Thus, an evaluation of a
deployed system will necessarily be specific to a particular
site, and a top-level strategy for future deployments must be
based on both universal and site-specific characteristics.

Simplifying, comparing, and analyzing various TAAS
configurations will require an overall SEF. Because of the
variable nature of the threat and other components and the
probabilistic behavior of the subsystems, the TAAS perfor-
mance measures can also be described as random quantities.
A primary output of the assessment of a particular TAAS
would be the probability that an explosive threat will bring
down an aircraft, which is expressed as a probability distri-
bution over the various threat amounts. One measure of the
performance of the TAAS will be the SEF, which measures
the reduction, relative to the baseline architecture, in the
probability that a threat will bring down an aircraft.

Improved security is the ultimate goal but not the only
performance measure of the TAAS. Every system architec-
ture has a number of costs and customer (passenger) conve-
nience features that must be traded-off against the SEF. For
example, airline passengers are not likely to tolerate extra
delays for extensive scrutiny of their baggage in peacetime
when no threat is perceived. Similarly, substantial purchase
and deployment costs by the FAA would not be tenable for
small improvements in security. Additional costs to the air-
lines for the TAAS would surely meet with customer resis-
tance if the cost was translated to significantly higher ticket
prices. These and other performance measures are also
shown as outputs in Figure 2-2. One way to assess security
enhancement/cost trade-offs would be to determine the cost
per passenger per percent of increase in the probability of
detection of an explosive threat (Hammar, 1998). An evalu-
ation of security architectures and additional discussion of
the TAAS concept are contained in Chapter 10.

TOTAL ARCHITECTURE FOR AVIATION SECURITY
SUBSYSTEMS

The explosives-detection equipment and containment
equipment are the security subsystems comprising the net-
works in the TAAS in Figure 2-2. Figure 2-3 shows the
subsystems that were in place prior to the 1997-1998 de-
ployment, including conventional x-ray radiography for
scanning carry-on baggage, metal detector portals for screen-
ing passengers, canine teams for screening checked bags,
physical searches of baggage, and limited passenger-bag
matching. A network like the one in Figure 2-3 could be
used as the baseline architecture for the SEF.

In response to the congressional mandate (PL 104-264),
the FAA focused on the development and deployment of the
following security measures: CAPS, FAA-certified EDSs,
noncertified bulk explosives-detection equipment, TEDDs,
PPBM, and HULDs. Current airport security systems also
include conventional x-ray scanning, physical searches,
metal detectors, and canine teams. Figure 2-4 shows a repre-
sentative TAAS in the early stages of the FAA’s mandated
deployment. To evaluate the effectiveness of this deploy-
ment, one must estimate the improvement in security af-
forded by the TAAS in Figure 2-4 over that in Figure 2-3
(including the performance of detection and containment
equipment, management policies, and human factors).

Once reliable and statistically significant data are avail-
able on the performance characteristics of individual su