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NATIONAL ACADEMY OF SCIENCES

OFFICE OF THE PRESIDENT
2101 CONSTITUTION AVENUE
WASHINGTON, D.C. 20418

September 30, 1982

Scientific Communication and National Security addresses one of the most
difficult of policy issues: one in which fundamental national objectives seem to
have been abruptly thrown into direct conflict. Advances in science and
technology have traditionally thrived in an atmosphere of open communication;
openness has contributed to American military and economic strength and has
been a tenet of American culture and higher education. However, recent trends,
including apparent increases in acquisition efforts by our adversaries, have raised
serious concerns that openness may harm U.S. security by providing adversaries
with militarily relevant technologies that can be directed against us. As would be
expected when major national interests are in question, signs of distrust have
appeared on all sides of the growing public discussion. The federal government,
through its research and development agencies, and the university research
community, where most basic research is conducted, both will lose much if the
nation cannot find a policy course that reflects legitimate concerns.

The Panel on Scientific Communication and National Security was
constituted to address this complex and critical issue. It combined unusual
breadth, practical experience, and variety of viewpoint—from government,
industry, and the scientific community. With energy and a sense of commitment,
the Panel searched for a sensible and practical policy amid controversies that
continued even as it carried out its deliberations. Chairman Dale Corson guided
its systematic evaluation of the costs and the benefits of openness with patient
wisdom.

The Panel has provided a set of principles that shows a way to resolve the
current dilemma. However, the existence of valid principles is only part of what
the nation needs; success in translating such ideas into practical governmental
action is by no means assured. It is the Panel's hope and my own that it will be
possible to establish within the government an appropriate group to develop
mechanisms and guidelines in the cooperative spirit that the report itself displays.
As the Panel points out, a key need is to improve mutual understanding between
national security officials and members of the scientific community;
representation of both in the process of implementing the report's
recommendations would be an excellent first step.

Frank Press
President
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PREFACE ix

PREFACE

The use of American science and technology in the rapid increase in Soviet
military strength over the past decade has aroused substantial concern in the
current administration. This concern has been expressed frequently in recent
months by high-ranking officials, who have called for tighter controls on all
forms of technology transfer, including communication among scientists by such
means as the publication of papers in scientific journals and by face-to-face
meetings. In addition, federal agencies have already taken steps to control the flow
of data and information from scientific research. These statements and actions
have led to rising concern in the U.S. scientific community that such controls
might impede scientific progress and its contribution to the national welfare.

In March 1982, discussions among officials of the Academy complex and
the Department of Defense led to the creation of the Panel on Scientific
Communication and National Security under the aegis of the Committee on
Science, Engineering, and Public Policy, a standing committee, to study the
question. The charge to the Panel was, generally, to examine the relation between
scientific communication! and national security in light of the growing concern
that foreign nations® are gaining military advantage from such research. It states
four major elements, as follows:

* An examination of the national security interests and the interests in free
communication in two or three specific fields of science and technology

(e.g., cryptology,

IThe Panel has concerned itself with scientific communication flowing from a range of
research activities embracing basic and applied research and extending over a series of
institutions, including universities, industrial laboratories, and government laboratories. A
major share of the Panel's attention has been devoted to university research where no
restraints on dissemination of findings—such as restraints to preserve proprietary
interests, for example—have existed,

The Panel has concentrated its effort primarily on the U.S.-U.S.S.R. relationship, given
the level of concern about that problem and the limited time and resources available.
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PREFACE X

very high speed integrated circuits, artificial intelligence) to be selected by
the study panel in consultation with the Department of Defense. This
analysis will include an examination of the extent to which American
research has been used in Soviet military programs and, if possible, a
consideration of how such information was transferred. In addition, the
Panel will assess and compare the contribution to Soviet military strength
from the transfer of research information with that arising from other means
of technology transfer, such as the Soviet acquisition of American hardware.

* A review—with an emphasis on the International Traffic in Arms
Regulations (ITAR) and the Export Administration Regulations (EAR), and a
proposed executive order on the classification system—of the principal
policy and operational concerns of the respective government agencies,
universities, scientific societies, and researchers. (The proprietary concerns
of industry will not be considered.) The goal is to identify issues where
common agreement exists, to expose those where apparent disagreements are
based on misperceptions and misunderstandings, and, perhaps, to narrow and
sharpen the issues on which genuine differences exist.

* A rigorous evaluation of critical issues concerning the application of controls
on the flow of research information.

* The development of recommendations and conclusions concerning: (i) the
intended and proper reach of controls vis-a-vis various categories of science
and technology; (ii) areas of science and technology that are or should be
outside the operation of controls; (iii) approaches that might provide more
certainty and predictability to the regulatory system; and (iv) alternative
procedures that might prove acceptable to all of the concerned sectors.

This study has been sponsored by the Department of Defense, the National
Science Foundation, the American Association for the Advancement of Science,
the American Chemical Society, the American Geophysical Union, and the
National Academy of Sciences.? The Panel, composed of 19 members, includes
senior members of university faculties and administrations, former federal agency
officials, and leaders in high-technology industrial firms.

At the time the Panel was created, conversations among the Panel chairman,
the President of the National Academy of Sciences, and the Under Secretary of
Defense for Research and Engineering led to a decision that Panel members
would be given security clearance (if they

3The NAS contribution was drawn from funds used for Academy-initiated projects; the
funds were provided by the NAS consortium of private foundations. The consortium
comprises the Carnegie Corporation of New York, the Charles E.Culpeper Foundation, the
William and Flora Hewlett Foundation, the John D. and Catherine T.MacArthur
Foundation, the Andrew W.Mellon Foundation, and the Rockefeller Foundation.
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PREFACE xi

did not already possess it) so that it would be possible for them to receive
classified information about technology transfers to other countries. The Panel
was subsequently given three secret-level briefings by members of the
intelligence community. In addition, a subpanel, comprising six members of the
Panel who hold clearance at the highest level, was briefed at two additional
meetings.

The Panel has examined the evidence provided at the intelligence briefings
and has sought to deal with this information in a way that would eliminate the
need to classify this report. The main thrust of the Panel's findings is completely
reflected in this document. However, the Panel has also produced a classified
version of the subpanel report based on the secret intelligence information it was
given; this statement is available at the Academy to those with the appropriate
security clearance.

The Panel invited as participants in its sessions liaison representatives from
all the study's sponsors as well as from the departments of State and Commerce,
the Office of Science and Technology Policy, the intelligence community, the
Association of American Universities, the Institute of Electrical and Electronics
Engineers, and the American Physical Society. Liaison members participated in
the Panel's open sessions and those with the appropriate security clearance
attended the Panel's classified briefings. A list of all those who participated in the
Panel's deliberations is included (see pages 72-76).

The Panel held three two-day meetings in Washington at which it was
briefed by representatives of the departments of Defense, State, and Commerce,
and by representatives of the intelligence community, including the Central
Intelligence Agency, the Federal Bureau of Investigation, the Defense
Intelligence Agency, and the National Security Agency. The Panel also heard
presentations by members of the research community and by university
representatives. In addition to these briefings, the Rand Corporation prepared an
independent analysis of the transfer of sensitive technology from the United
States to the Soviet Union.* To determine the views of scientists and
administrators at major research universities, the Panel asked a group of faculty
members and administrative officials at Cornell University to prepare a paper
incorporating their own views and those of counterparts at other universities (see
Working Papers). The Panel also requested and received letters from a group of
executives from high-technology industries expressing their views (see
Appendix C). The Panel commissioned papers by experts in various aspects of
technology transfer and studied the published material on the subject. It examined
a few specific scientific areas in some detail.

In order to determine how and where controls might further the national
welfare, it is necessary to balance many factors, including the military advantage
from controls, their impact on the ability of

“This paper, among others, is included in the collected working papers used by the
Panel. A photocopy is available from the National Academy Press, 2101 Constitution
Avenue, N.W., Washington, D.C. 20418.
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PREFACE xii

the research process to serve military, commercial and basic cultural goals, and
their effects on the education of students in science and technology. The Panel
hopes that this report serves to identify these important issues and to set out
recommendations that achieve an appropriate balance.

The Panel is grateful for the assistance provided by the departments of
Defense, State, and Commerce, and by the various intelligence agencies. Without
their generous help, our task would have been impossible. The liaison
representatives of the various departments, agencies, and organizations also
contributed to our effort, and we thank them as well. We are also appreciative of
the work of the Cornell University committee, which was headed by W.Donald
Cooke. We wish to express special thanks to Frank Press, President of the
National Academy of Sciences; Courtland Perkins, President of the National
Academy of Engineering; and Philip M.Smith, Executive Officer of the National
Academy of Sciences for their help and support. I wish to extend my personal
thanks to Lawrence McCray, project director, Mitchel Wallerstein, staff
consultant, and to Elizabeth Panos, administrative assistant, for their staff
support. We are also grateful to Barbara Darr and Allan Hoffman of the
COSEPUP staff. Finally, I wish to express my thanks to the individual members
of the Panel for their dedicated service in making an early report possible.

Dale R.Corson

Chairman
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EXECUTIVE SUMMARY 1

EXECUTIVE SUMMARY

The economic and military strength of the United States is based to a substantial
degree on its superior achievements in science and technology and on its capacity
to translate those achievements into products and processes that contribute to
economic prosperity and national defense. There are concerns, however, that the
Soviet Union has gained militarily from access to the results of U.S. scientific and
technological efforts. Accordingly, there have been recent suggestions that tighter
controls should be established on the transfer of information through open
channels to the Soviets. Such controls would, however, also inhibit the free
communication of scientific and technical information essential to our
achievements. The Panel on Scientific Communication and National Security was
asked to examine the various aspects of the application of controls to scientific
communication and to suggest how to balance competing national objectives so
as to best serve the general welfare. This task has involved a careful assessment
of the sources of leakage, the nature of universities and scientific
communication, the current systems of information control, and the several costs
and benefits of controls. These assessments underlie the Panel's
recommendations.

UNWANTED TRANSFER OF U.S. TECHNOLOGY

There has been a substantial transfer of U.S. technology—much of it directly
relevant to military systems—to the Soviet Union from diverse sources. The
Soviet science and technology intelligence effort has increased in recent years,
including that directed at U.S. universities and scientific research. The Soviet
Union is exploiting U.S.-U.S.S.R. exchange programs by giving intelligence
assignments to some of its participating nationals. This has led to reports of
abuses in which the activities of some Soviet bloc exchange visitors have clearly
extended beyond their agreed fields of study and have included activities that are
inappropriate for visiting scholars.

There is a strong consensus, however, that universities and open scientific
communication have been the source of very little of this technology transfer
problem. Although there is a net flow of scientific information from the United
States to the Soviet Union,
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EXECUTIVE SUMMARY 2

consistent with the generally more advanced status of U.S. science, there is
serious doubt as to whether the Soviets can reap significant direct military
benefits from this flow in the near term. Moreover, U.S. openness gives this
nation access to Soviet science in many key areas, and scientific contacts yield
useful insights into Soviet institutions and society.

UNIVERSITIES AND SCIENTIFIC COMMUNICATION

The principal mission of universities is education; in many American universities
research has also become a major activity, but this research is intertwined with
teaching and with the training of advanced research scientists and engineers.
Participation in research teaches students to solve difficult, novel problems, often
under the guidance of first-rate scientists. Federal policies in support of science
have reinforced universities' dual functions.

The system as it has recently evolved has been remarkably successful;
American research universities attract some of the best minds from around the
world and are the principal source of our scientific preeminence. The
effectiveness of this research is now seriously threatened, however, by a number
of economic and social forces.

Scientific communication is traditionally open and international in
character. Scientific advance depends on worldwide access to all the prior
findings in a field—and, often, in seemingly unrelated fields—and on systematic
critical review of findings by the world scientific community. In addition to open
international publication, there are many informal types of essential scientific
communication, including circulation of prepublication drafts, discussions at
scientific meetings, special seminars, and personal communications.

THE CURRENT CONTROL SYSTEM

The government can restrict scientific communication in various ways. First,
information bearing a particularly close relationship to national security may be
subject to classification. This is the most stringent of the control systems because
it serves to bar all unauthorized access.

Second, communications with foreign nationals may be restricted by export
controls, such as those established by the Export Administration Act (EAA) and
its associated Export Administration Regulations (EAR) and by the Arms Export
Control Act and its associated International Traffic in Arms Regulations (ITAR).!
Unless an exemption (or

IThe Panel is aware that the Atomic Energy Act provides a unique statutory basis for
controlling information bearing on nuclear weapons. The Invention Secrecy Act also
allows patent applications to be kept secret for national security reasons.
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EXECUTIVE SUMMARY 3

“general license”) applies, both systems require prior governmental approval for
transfer of technical data—either in written or oral communication—to foreign
nationals. Neither EAR nor ITAR is aimed at general scientific communication,
and the Constitution limits the government's ability to restrain such
communication. Nonetheless, some of the current discussion has focused on the
application of export controls to scientific communication. This has proved
particularly troubling to the research community in that the current control system
appears to be vague in its reach, potentially disruptive, and hard to understand.

Third, the government can include controls on communications in the legal
instrument defining the obligations of a recipient of government research funds. A
proposal currently under consideration by the Department of Defense would
require a DOD funding recipient to allow the government the opportunity for
prepublication review of manuscripts dealing with certain research areas of
national security concern.

Fourth, the government could attempt to influence conduct by seeking a
voluntary agreement with researchers to limit the flow of technical information.
Such an agreement is in place to enable the National Security Agency to review
manuscripts dealing with cryptography and to negotiate alterations before
publication.

Finally, communication with foreign nationals might be inhibited indirectly
by limiting their access to the United States. The government can deny a visa
request or impose restrictions on activities in this country. In addition, the
government can directly regulate the admission of Soviet and East European
visitors under particular scientific exchange agreements.

COSTS AND BENEFITS OF CONTROLS

Controls on scientific communications can be considered in the light of several
national objectives. Controls can be seen to strengthen national security by
preventing the use of American results to advance Soviet military strength. But
they can also be seen to weaken both military and economic capacities by
restricting the mutually beneficial interaction of scientific investigators, inhibiting
the flow of research results into military and civilian technology, and lessening
the capacity of universities to train advanced researchers. Finally, the imposition
of such controls may well erode important educational and cultural values.

With respect to controls and Soviet military gains, the Panel notes that while
overall a serious technology transfer problem exists, leakage from the research
community has not represented a material danger relative to that from other
sources. However, some university scientists will continue to expand their
research beyond basic scientific investigations into the application of science to
technologies with military relevance. This raises the possibility that the university
campus will come to be viewed as a place providing much better opportunities
for the illegal acquisition of technology. Information that is of special concern is
the “know-how” that is gained by extended participation in U.S. research
projects.
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EXECUTIVE SUMMARY 4

With respect to U.S. military and economic progress, controls may slow the
rate of scientific advance and thus reduce the rate of technological innovation.
Controls also impose economic costs for U.S. high-technology firms, which
affect both their prices and their market share in international commerce.
Controls may also limit university research and teaching in important areas of
technology. The projected shortage of science and engineering talent can become
the pacing factor in U.S. technological advance, so maintaining the flow of
talented young people to military and commercial technology development
efforts is particularly important. A national policy of security by accomplishment
has much to recommend it over a policy of security by secrecy.

Apart from these considerations, the U.S. political system and culture are
based on the principle of openness. Democracy demands an informed public, and
this includes information on science and technology.

In addition, there are some inherent limits on the feasibility and
effectiveness of controls. For example, controls cannot be expected to ensure
long-term protection of sensitive information, given Soviet determination to
procure data and the many parallel leakage channels, some of which are beyond
U.S. jurisdiction. Finally, universities and most civilian research organizations
lack the logistical capability to monitor the movement of information or
personnel.

After weighing these benefits, costs, and feasibility assessments, the Panel
arrived at a series of findings and recommendations.

PRINCIPAL FINDINGS AND RECOMMENDATIONS

Control of University Research Activities

The Panel found it possible to define three categories of university research. The
first, and by far the largest share, are those activities in which the benefits of total
openness overshadow their possible near-term military benefits to the Soviet
Union. There are also those areas of research for which classification is clearly
indicated. Between the two lies a a small “gray area” of research activities for
which limited restrictions short of classification are appropriate.

The Panel's criteria leave narrow gray areas for which, in a few instances,
limited restrictions short of classification are appropriate. An example of such a
gray area may be a situation, anticipated in large-scale integrated circuit work, in
which on-campus research merges directly into process technology with possible
military application. In its recommendations the Panel has formulated provisions
that might be applicable to such a situation.

All parties have an interest in having research work done by the most
qualified individuals and institutions and in educating a new generation of
capable scientists and engineers. These objectives must fit, however, within a
system that enables the government to classify work under its sponsorship in
accordance with the law and that enables
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EXECUTIVE SUMMARY 5

the university to select only work compatible with its principal mission.

Unrestricted Areas of Research

The Panel recommends that no restriction of any kind limiting access or
communication should be applied to any area of university research, be it basic or
applied, unless it involves a technology meeting all the following criteria:

* The technology is developing rapidly, and the time from basic science to
application is short;

* The technology has identifiable direct military applications; or it is dual-use
and involves process or production-related techniques;

* Transfer of the technology would give the U.S.S.R. a significant near-term
military benefit; and

* The U.S. is the only source of information about the technology, or other
friendly nations that could also be the source have control systems as secure
as ours.

Classification

The Panel recommends that if government-supported research demonstrably will
lead to military products in a short time, classification should be considered. It
should be noted that most universities will not undertake classified work, and
some will undertake it only in off-campus facilities.

Gray Areas

The Panel recommends that in the limited number of instances in which all of the
above four criteria are met but classification is unwarranted, the values of open
science can be preserved and the needs of government can met by written
agreements no more restrictive than the following:

a. Prohibition of direct participation in government-supported research projects
by nationals of designated foreign countries, with no attempt made to limit
physical access to university space or facilities or enrollment in any
classroom course of study. Where such prohibition has been imposed by visa
or contractually agreed upon, it is not inappropriate for government-
university contracts to permit the government to ask a university to report
those instances coming to the university's attention in which the stipulated
foreign nationals seek participation in any such activities, however
supported. It is recognized that some universities will regard such reporting
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EXECUTIVE SUMMARY 6

requests as objectionable. Such requests, however, should not require
surveillance or monitoring of foreign nationals by the universities.

b. Submission of stipulated manuscripts simultaneously to the publisher and to
the federal agency contract officer, with the federal agency then having 60
days to seek modifications in the manuscript. The review period is not
intended to give the government the power to order changes: The right and
freedom to publish remain with the university, as they do with all
unclassified research. This does not, of course, detract from the
government's ultimate power to classify in accordance with law any research
it has supported.

The Panel recommends that in cases where the government places such
restrictions on scientific communication through contracts or other written
agreements, it should be obligated to record and tabulate the instances of those
restrictions on a regular basis.

The provisions of EAR and ITAR should not be invoked to deal with gray
areas in government-funded university research.

The Export of Domestically Available Technical Data Under
ITAR and EAR Regulations

ITAR and EAR should be applied only where they can be effective, and then
evenly to scientific communication from both universities and industry. Scientists
have broad constitutional rights to disseminate information domestically and, as a
practical matter, information that is available domestically is also available
abroad.

It is the Panel's judgment that the national welfare, including national
security, is best served by allowing the free flow of all scientific and technical
information that is not directly and significantly connected with technology
critical to national security. The Panel thus concludes that the government has the
responsibility of defining in concrete terms those technical areas in which
controls on information flow are warranted.

1. The Panel recommends that unclassified information that is available
domestically should receive a general license (exemption) from the formal
licensing process.

2. The Panel recommends that information that is not directly or significantly
connected with technology critical to national security should also receive a
general license (exemption) from the formal licensing process. The critical
technology list approach—if carefully formulated—could serve to define
those limited areas in which controls are appropriate.
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EXECUTIVE SUMMARY 7

The Use of Voluntary Controls

A system of voluntary controls has been inaugurated for prepublication review by
the National Security Agency of manuscripts dealing with cryptography. The
model established by this system may not be applicable to other areas because of
the unique situation in the field of cryptography.

The Panel concludes that the voluntary publication control mechanism

developed for cryptography is unlikely to be applicable to other research areas

that bear on national security. However, the Panel recommends that

consideration be given to adopting this mechanism in future cases, if and where

the appropriate preconditions exist.

The Militarily Critical Technologies List

The MCTL is drawn under congressional mandate for reference in export control
administration. Part of the list is classified, thus denying its use to some potential
“exporters” of data. Moreover, the list covers a wide span from specific items of
hardware to generic definitions of technologies. The current list covers about 700
pages. As it stands, and also as the Panel understands the pending revision, this
list is not a wuseful tool in guiding control of scientific or technical
communication.

The Panel recommends a drastic streamlining of the MCTL by reducing its

overall size to concentrate on technologies that are truly critical to national

security.

Technology Transfer to the Third World

The Panel has concentrated on the U.S.-U.S.S.R. relationship. However, there are
clear problems in scientific communication and national security involving Third
World countries. These problems in time might overshadow the Soviet
dimension. This entire range of issues is both complex and important, and further
intensive study is clearly indicated.

The Panel takes note of the current U.S. policy to help the People's Republic
of China (PRC) advance its industrial technology. It is generally recognized that
the capacity of the PRC to transfer such technologies to the military sector is
limited. This technical assistance policy is not reflected, however, in restrictions
the government is imposing on cooperative research and activities of PRC
students at U.S. universities.

The Panel notes that its deliberations did not extend to the complex issues raised

by military-related technology
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transfer from advanced industrial nations to Third World nations in regionally
unstable areas or to those that may be potentially hostile to the United States and
its allies. The Panel recommends that this subject receive further attention by the
National Academy of Sciences or other qualified study groups under federal
sponsorship.

About this PDF file: This new digital representation of the original work has been recomposed from XML files created from the original paper book, not from the original
typesetting files. Page breaks are true to the original; line lengths, word breaks, heading styles, and other typesetting-specific formatting, however, cannot be retained,

and some typographic errors may have been accidentally inserted. Please use the print version of this publication as the authoritative version for attribution.

Copyright © National Academy of Sciences. All rights reserved.


http://www.nap.edu/catalog/253.html

About this PDF file: This new digital representation of the original work has been recomposed from XML files created from the original paper book, not from the original
typesetting files. Page breaks are true to the original; line lengths, word breaks, heading styles, and other typesetting-specific formatting, however, cannot be retained,

and some typographic errors may have been accidentally inserted. Please use the print version of this publication as the authoritative version for attribution.
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INTRODUCTION

The military, political, and economic preeminence of the United States during the
post-World War 1II era is based to a substantial degree on its superior rate of
achievement in science and technology, as well as on its capacity to translate
these achievements into products and processes that contribute to economic
prosperity and the national defense. The success of the U.S. scientific enterprise
has been facilitated by many factors, important among them the opportunity for
American scientists and engineers to pursue their research—and to communicate
with each other—in a free and open environment.

During the last two administrations, however, concern has arisen that the
characteristically open U.S. scientific community has served as one of the
channels through which critical information and know-how are flowing to the
Soviet Union and to other potential adversary countries; openness in science is
thus perceived to present short-term national security risks in addition to its
longer-term national security benefits in improved U.S. military technology.
Recent statements by senior administration officials have referred with alarm to
the amount of information flowing from the United States to the Soviet Union and
Eastern Europe. Deputy Secretary of Defense Frank Carlucci stated that

in our considered view...the [scientific] exchanges to date, in the main, have not
been reciprocal. Rather, it is quite apparent the Soviets exploit scientific
exchanges as well as a variety of other means in a highly orchestrated, centrally
directed effort aimed at gathering the technical information required to enhance
their military posture [“Scientific Exchanges and U.S. National Security,”
Science, Vol. 215, January 8, 1982, p. 140].

This view has been expressed even more forcefully by Assistant Secretary of
Commerce Lawrence J.Brady:

s

Operating out of embassies, consulates, and so-called “business delegations,’
KGB operatives have blanketed the developed capitalist countries with a
network that operates like a gigantic vacuum cleaner, sucking up formulas,
patents, blueprints and know-how with frightening precision. We
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INTRODUCTION 10

believe these operations rank higher in priority even than the collection of

military intelligence.... This network seeks to exploit the “soft underbelly”—the

individuals who, out of idealism or greed, fall victim to intelligence schemes;
our traditions of an open press and unrestricted access to knowledge; and

finally, the desire of academia to jealously preserve its prerogatives as a

community of scholars unencumbered by government regulation. Certainly,

these freedoms provide the underpinning of the American way of life. It is time,
however, to ask what price we must pay if we are unable to protect our secrets?

[“Taking Back the Rope: Technology Transfer and U.S. Security,” speech before

the Association of Former Intelligence Officers, Washington, D.C., March 29,

1982, pp. 5-6].

The same dilemma was the focus of a speech by Admiral B.R.Inman, then
Deputy Director of the Central Intelligence Agency, before the annual meeting of
the American Association for the Advancement of Science:

There is an overlap between technological information and national security

which inevitably produces tension. This tension results from the scientist's desire

for unconstrained research and publication on the one hand, and the federal
government's need to protect certain information from potential foreign
adversaries who might use that information against this nation. Both are
powerful forces. Thus, it should not be a surprise that finding a workable and
just balance between them is quite difficult [“National Security and Technical
Information,” speech before AAAS, Washington, D.C., January 7, 1982, p. 1],

Why the recent concern? Administration officials and members of Congress
began to question whether the nation's long-standing mechanisms for protecting
militarily relevant secrets is still adequate, given the convergence of several
independent recent trends in military technology (see Appendix B for the
historical context of the current public debate).

Four perceived trends may explain the new sense of alarm. First, it is
perceived that, at least in some important areas of military technology, the U.S.
lead over the Soviet Union is diminishing. Since American security in the post-
World War II era has depended largely on technological superiority, the possible
erosion of that edge is seen as significant. It is also perceived that—owing in part
to the difficulties of nurturing scientific and technological growth in a closed
society—the relative Soviet gains would not have been possible without the
absorption of Western technologies. Those who take this view cite the high
priority given by Eastern bloc intelligence services to the collection—by both
overt and covert means—of scientific and technical information from the United
States and its allies.
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Second, it is argued that as military systems become more pervasively
high-technology undertakings, the separation between military operations and
scientific research is quickly narrowed. Along with technical sophistication—
e.g., state-of-the-art guidance systems, lasers, improved cryptographic
capabilities—comes the inevitable fact that scientists working at the research
frontier are closer to military applications than they may have intended to be.
Furthermore, various external factors seem to be pushing some universities
deeper into applications-oriented research.

Third, a steadily increasing share of these technologies is dual-use in nature;
that is, they have both military and nonmilitary applications. Much of the research
in these dual-use areas is supported by commercial interests for exclusively
nonmilitary purposes; examples include domestic microelectronics research,
industrial robotics, and the developing interest in cryptographic research as a way
to safeguard computer files. Two aspects of this perceived trend are significant:
(1) in some areas of dual-use research, the government has lost its past monopoly
on new knowledge—and its traditional leakage controls (classification and
conditions written into research contracts) thus may have become insufficient,
and (2) more and more researchers in the private academic and industrial
communities who have been unaware of national security implications in their
work find themselves confronted with potential restrictions on the dissemination
of their findings.

Fourth, recent American foreign policy has had the effect of further
expanding the already large number of potential leakage channels. East-West
detente in the 1970s resulted in a significant expansion of trade with Communist
nations, which has included technology agreements. The fear is that dual-use
technologies may be inadvertently transferred in the process. In addition,
scientific and other exchange programs with Eastern bloc nations and the People's
Republic of China multiplied during the 1970s. Concerns about foreign abuse of
these exchange programs for intelligence purposes also began to multiply,
particularly in view of the concurrent perception that American universities were
shifting toward research that is closer to technological frontiers.

The controls that had evolved earlier had concentrated on hardware and on
technical information (e.g., troop movements, weapons manuals, blueprints) for
which the national security implications were obvious. That system relied heavily
on classification of documents and an export licensing system for physical
products. The new trends that officials see in transfer of technology indicate a
different focus—one that includes some scientific communications and some
control of foreign scientific visitors. Much of the recent controversy can be
interpreted as the result of government attempts to extend its controls to these new
areas. For example, university researchers in microelectronics working under
DOD contracts have been informed that dissemination of their results would be
subject to existing export control regulations; permission for specific foreign
scientific visits has been abruptly denied; papers have been withdrawn on short
notice from international
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scientific meetings at government insistence;' consideration was given to
removing the exemption for basic research in the executive order on
classification; heightened enforcement efforts have detained foreign students
returning home; and universities have been asked to help monitor and enforce
restrictions on the movements of foreign scientists and foreign students on
campus.

The current situation creates large dilemmas for U.S. policymakers. The
U.S. military establishment wants to end the flow of militarily sensitive
information to the Soviet Union, but finds that the controls available may also
slow down the development of the United States' own military capabilities. This
nation wants to keep its economy strong and to help other nations acquire know-
how for their own economic growth, but there is fear that some of that know-how
will later be turned to military ends that may endanger U.S. security.

In the heat of the current debate, it should be remembered that science
contributes to several national goals that we all share, including the maintenance
of U.S. military and economic strength, and a system of higher education and the
pursuit of knowledge that serves as a world standard of excellence; U.S. research
also may contribute to Soviet military strength. The Panel on Scientific
Communication and National Security has attempted to make an initial net
assessment of the extent and seriousness of U.S. technological losses, the
effectiveness of present control mechanisms in dealing with the problem, and the
costs of imposing controls on open scientific communication. In the process, the
Panel has examined the problem from a broad range of perspectives in as
comprehensive and objective a fashion as possible. It has sought to develop
solutions that will provide maximum benefits, both in terms of maintaining the
health of the U.S. scientific enterprise and safeguarding national security, while
incurring minimum national costs.

ISince the Panel concluded its deliberations, the Department of Defense moved to
prevent the oral presentation of unclassified papers at an international scientific meeting.
Many researchers attending the 26th annual international technical symposium of the
Society of Photo-Optical Engineers in San Diego, California, were informed only days
before the session that their presentations might violate existing contractual obligations or
export control regulations. Noting the presence of Russian and East European visitors at
the symposium, DOD officials feared that scheduled papers—on such topics as optical
technologies used in laser communications and infrared optics—would be of military
significance. Government officials were also present at the meeting to personally warn
speakers. In all, over 150 of the planned 626 scheduled papers were withdrawn. The
incident has aroused confusion and controversy, particularly over the timing of the
government's actions. Most of the papers that were withdrawn were to be presented by
government employees or else involved work funded by DOD, raising the question of why
timely review by funding officers had not been possible.
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1 CURRENT KNOWLEDGE ABOUT
UNWANTED TECHNOLOGY
TRANSFER AND ITS MILITARY
SIGNIFICANCE

This report is concerned with the benefits and costs of government controls on
technology transfer, particularly as they apply to open scientific communication.
To help gauge the potential impact of controls, the Panel on Scientific
Communication and National Security undertook to gather available evidence on
the extent and the military significance of past transfers.

The Panel took two steps to accomplish this objective. First, the Panel
arranged extensive secret-level briefings (each followed by extensive open
discussion) of the entire Panel by key spokesmen for the Defense Intelligence
Agency, the Federal Bureau of Investigation, the Central Intelligence Agency,
and the U.S. intelligence community's interagency Technology Transfer
Intelligence Committee. Second, the Panel designated six members' to participate
in more extensive all-source briefings. This subpanel set its own detailed agenda
for these special briefings and reported its findings to the Panel. For the
unclassified version of the subpanel report, see Appendix A. The original version
of the report, classified at the secret level, is available at the Academy to those
with appropriate clearance.

The Panel believes that it has obtained the existing evidence on the extent
and nature of technology transfers—particularly those transfers that have
involved or originated from the U.S. research community. While there has been
extensive transfer of U.S. technology of direct military relevance to the Soviet
Union from a variety of sources, there is a strong consensus that scientific
communication, including that involving the university community, appears to
have been a very small part of this transfer up to the present time. Open
communication on basic research results, which is an essential part of this
nation's open society and research process, has, however, contributed to the
scientific knowledge base of the Soviet Union as well as to that of other nations.

John Deutch, James Killian, Franklin Lindsay, Wolfgang Panofsky, Samuel Phillips,
and Elmer Staats.
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THE QUALITY OF THE EVIDENCE

The Panel's goal was to assess how much harm to our national security—in
absolute terms and in relation to the larger problem—could be attributed to
information losses from members of the scientific community, including
university scientists.

The evidence on this question is incomplete for two basic reasons. First, the
collection of data and analysis of the leakage problem have only recently begun.
The interagency Technology Transfer Intelligence Committee, for example, was
given its mission to examine the problem only in late 1981. The effort at present
largely consists of the collection of information on incidents of technology
transfer, and such data have not yet been organized in a way that would indicate
the relative contributions of U.S. scientific sources or most of the many other
sources of leakage. Second, the question is inherently much less tractable than
most observers—on all sides of the policy debate—might wish. The development
of a definitive answer as to the extent and significance of loss through any single
channel of leakage would, in effect, require analysts to trace information from its
origin within the United States, through a transfer channel to an adversary nation,
and then into its use in a specific military application. This analysis would, in
addition, have to extend to large enough numbers of specific instances to permit
valid generalizations. Such a retrospective analysis would prove difficult enough
if it were undertaken for ordinary domestic technology transfer, where all the
principals in a transfer could be interviewed; meaningful analyses of
international transfers, some involving extralegal means, are even more difficult.
For the present, we are left with some indirect indicators and some individual
case studies.

The technology transfer process can be seen as comprising four steps: (1) the
attempt by an adversary to obtain information, (2) the actual transfer to the
collecting nation, (3) the absorption of the information into foreign technology,
and (4) the resulting improvement in the foreign country's military strength. Some
parts of this transfer process—unfortunately, the parts that bear least directly on
the Panel's ultimate question—are relatively well understood. Evidence of Eastern
bloc attempts to secure Western technology, for example, is fairly extensive.
Isolated occurrences of significant technology losses are fairly well documented,
but none of these documented cases has involved open scientific communication.
Evidence on the ability of the Soviet military to absorb Western technology is
incomplete, while evidence on the military significance of identified transfers is
largely fragmentary.

POTENTIAL CHANNELS AND TYPES OF TECHNOLOGY
TRANSFER

THE OVERALL PROBLEM

The potential channels through which American technology may be lost are
numerous and varied (see Table 1). The ability of a foreign
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adversary to direct its acquisition effort to the least well policed and potentially
most productive of these many channels is a major challenge to the United
States, particularly when many channels are beyond the immediate control of the
American government.

TABLE 1 Potential Technology Transfer Channels

Overt Covert

1. Legal Direct Equipment Purchases 1. Illegal Direct Equipment Purchases

2, Legal Third-Country Purchases 2. Illegal Third-Country Diversions
3. Equipment Captured in Wars 3. Bribes to Western Nationals

4. Legal Licenses and Patents 4. Third-Country Visitors to United
5. Turn-Key Plant Sales States

6. Joint Ventures 5. Industrial Espionage

7. Direct Commercial Know-How 6. Foreign Agents

8. Trade Shows, Exhibits, Conferences

9. Academic Exchanges

10. Open Literature, Including
Government Publications

11l. Deliberate U.S. Government Leaks

THE ROLE OF THE RESEARCH COMMUNITY

With respect to transfers involving the research community, it is useful to
distinguish four types of information that may be of interest to foreign
governments: (1) scientific theory; (2) knowledge of activities and progress in
specific scientific fields; (3) information that is embodied in scientific and
technical equipment; and (4) experimentation and procedural know-how—
detailed knowledge, much of it gained through direct observation and experience
with scientific and technical techniques. The mechanisms for transferring these
different types of information vary considerably. The first two types, for
example, are transmitted in the written and oral messages commonly exchanged
freely among researchers—not least in open publications. Equipment transfer
involves the physical transportation of objects. The transfer of know-how
involves information that is generally not captured in scientific papers. The
transfer mechanism for such detailed information involves neither documents nor
equipment, but more typically is the “apprenticing” experience that takes place,
among other means, through long-term scientific exchanges that involve actual
participation in ongoing research. This last type of scientific communication is a
leading concern of the U.S. intelligence community.
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THE SOVIET ACQUISITION EFFORT

THE OVERALL PROBLEM

Systematic acquisition of Western technology has been a goal of Russian policy
since well before the Russian Revolution of 1917. The current effort is pervasive,
highly organized, dynamic, and well targeted. The effort is directed from the
highest levels in the Soviet government; it involves Soviet intelligence services
(e.g, the Committee for State Security—the KGB); the powerful Military-
Industrial Commission (VPK), which is the central coordinating agency for all
Soviet military R&D; the State Committee for Science and Technology (GKNT);
and the Academy of Sciences (ASUSSR). The Soviets also make extensive use of
satellite countries' intelligence networks, and targets are chosen from among the
easiest sources. It should not be assumed that the extensive technology
agreements between Eastern European countries and U.S. allies have no
connection with the Soviet appetite for knowledge about U.S. technologies.

The GKNT oversees attempts to acquire knowledge about existing and new
technologies from Western universities and high-technology firms and, if unable
to do so by legal means, turns to clandestine means.

Most of the Soviet collection of scientific and technological information is
performed by overt means. One impressive example of this overt effort is the
employment of an enormous work force—involving tens of thousands of people
—for the task of sifting and routing unclassified materials from around the
world, including those published by the U.S. National Technical Information
Service (NTIS). Soviet science is part of the Soviet collection effort, to some
extent reflecting a significant Soviet attempt in the last decade to bring Soviet
science into the effort to foster military innovation.

Soviet scientists and students who participate in formal international
exchange programs have been linked to the intelligence effort.> One should
assume that almost all Soviet technical visitors to the United States are prebriefed
about specific acquisition needs, and it is certain that Soviet visitors to other
countries are required to report on their foreign experiences. There is evidence
that the quality of their reports is a possible factor in decisions about their future
travel applications.

The KGB itself is known to have hundreds of “scientific officers” deployed
throughout the world. In addition, a significant fraction of all Soviet scientific
visitors are believed to have intelligence roles. The total number of visitors to the
United States from other Warsaw Pact countries and Third World nations is much
larger, and their U.S. travel is not controlled. Participation by some of them in
Soviet collection efforts is certain.

2Soviet Acquisition of Western Technology, April 1982, pp. 1-5.
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THE ROLE OF THE RESEARCH COMMUNITY

Officials in U.S. intelligence agencies have said that only a small fraction of the
overall Soviet bloc intelligence collection effort is directed at U.S. universities. It
can include individual students and scholars nominated to participate in exchange
programs with the West who are routinely screened by Soviet intelligence
agencies. Some Third World students who visit the United States are questioned
by Soviet intelligence agents, and some may actually be recruited for intelligence
roles. A recent trend in the collection effort aimed at the U.S. research community
is an increased effort focusing on newly emerging technologies, particularly those
that evolve directly from scientific research.

EVIDENCE OF THE EXTENT OF UNWANTED TRANSFER

THE OVERALL PROBLEM

Statements by intelligence community officials® indicate that about 70 percent of
the militarily significant technology acquired by the Soviet Union has been
acquired through Soviet and East European intelligence organizations, using both
overt and covert methods. Most of the rest is acquired through legal purchases of
equipment or data, publications, and through other Soviet organizations. The
overall leakage is impressive; Table 2 shows examples provided by the
intelligence community for just a single field, microelectronics.

THE ROLE OF THE RESEARCH COMMUNITY

Only “a small percentage” of the Soviet acquisition of militarily relevant
information is said to come from communications involving scientists and
students.* The Panel's inquiry revealed that specific evidence of such collections
of information from U.S. sources almost always involved episodes in which
visitor status was abused by Eastern bloc scientists. These reported activities
cover incidents that did not clearly threaten U.S. security. Reported episodes have
included cases in which (a) the visitor's technical activities and studies went
beyond his or her agreed field of study; (b) the visitor's time was poorly
accounted for, including reports of excessive time spent collecting information
(e.g., in the library) not related to his or her field of study; (c) the visitor, either
successfully or unsuccessfully, attempted to evade visa or exchange agreement
restrictions imposed on

3Statement of Admiral B.R.Inman for the May 11, 1982, Senate Governmental Affairs
Subcommittee on Investigations Hearing on Technology Transfer (see Appendix H).
4Statement of Admiral B.R.Inman, May 11, 1982 (see Appendix H).
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his or her itinerary; and (d) in one or two incidents a visitor participated in clearly
illegal activities of an intelligence nature. The U.S. government, of course, is
concerned about unwanted transfers even when visitors stay within their agreed-
upon programs of study.

TABLE 2 Microelectronic Equipment and Technology Legally and Illegally
Acquired by the Soviet Bloc

Equipment or Technology Comments

Process Technology for The Soviets have acquired hundreds of
Microelectronic Wafer specific pieces of equipment related to
Preparation wafer preparation, including epitaxial

growth furnaces, crystal pullers,
rinsers/dryers, slicers, and lapping and
polishing units.

Process Technology for Many acquisitions in this area include

Producing Circuit Masks computer-aided design software, pattern
generators and compilers, digital
plotters, photorepeaters, contact
printers, mask comparators, electron-
beam generators, and ion-milling

equipment .
Equipment for Device Many hundreds of acquisitions in this area
Fabrication have provided the Soviets with mask

aligners, diffusion furnaces, ion
implanters, coaters, etchers, and
photochemical process lines.

Assembly and Test Equipment Hundreds of items of Western equipment,
including scribers, bonders, probe
testers, and final test eguipment, have
been acquired by the Soviets.

SOURCE: Soviet Acquisition of Western Technology, p. 9.

EVIDENCE OF THE SOVIET ABSORPTION CAPACITY

One should not necessarily equate foreign acquisition of sensitive technology
with improvement of foreign military capabilities. Such improvements can occur
only after an intermediate step is passed, namely, the successful exploitation of
the acquired information.

Evidence of Soviet efficiency in absorbing Western technology is
fragmentary and conflicting. On the one hand, there are indications of
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inhibiting tendencies in the Soviet system, including weak incentives to Soviet
military designers to innovate, the fact that the acquisition effort is large and
complex enough to assure inefficiencies in transferring information to those who
have requested it, and the adverse effects of compartmentalization among Soviet
scientists and engineers. On the other hand, the Soviet Union places a very high
value on improving its military capabilities and may be able to overcome such
impediments.

EVIDENCE OF THE MILITARY SIGNIFICANCE OF
TECHNOLOGY LOSSES

THE OVERALL PROBLEM

There is no question that the overall loss of U.S. technologies from all sources to
the Soviet Union has been extensive. The intelligence community has provided
examples of Soviet acquisition of important technology (see Table 3).

The Panel has no reason to doubt government assertions that such
acquisitions from the West have permitted the Soviet military to develop
countermeasures to Western weapons, improve Soviet weapon performance,
avoid hundreds of millions of dollars in R&D costs, and modernize critical
sectors of Soviet military production.

THE ROLE OF THE RESEARCH COMMUNITY

With respect to the narrower question of losses associated with U.S. universities
and other research organizations, discussions of the Panel with representatives of
all U.S. intelligence agencies failed to reveal specific evidence of damage to U.S.
national security caused by information obtained from U.S. academic sources.
The reported episodes of abuses by Warsaw Pact visitors are disturbing, but they
have not provided evidence of military consequences; the Panel's examination of
the reported episodes did not reveal any resulting benefits to identifiable Soviet
military systems. This negative finding is open to varying interpretations, given
the incomplete and anecdotal quality of the existing evidence.

PROJECTIONS FOR CHANGE

While there is no indication that transfers of information involving the research
community have, in the past, accounted for more than a very small part of the
total leakage, the intelligence community believes that there is now a clear trend
toward a greater Soviet effort to acquire information about technologies from
universities and other research institutions. The factors cited to support this view
are:

1. Anincreased Soviet emphasis in the past decade on the acquisition of newly
emerging Western technologies.
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TABLE 3 Selected Soviet and East European Legal and Illegal Acquisitions from
the West Affecting Key Areas of Soviet Military Technology

Key Technology Area Notable Success

Computers Purchases and acquisitions of complete systems
designs, concepts, hardware and software,
including a wide variety of Western general_
purpose computers and minicomputers, for military
applications.

Microelectronics Complete industrial processes and semiconductor
manufacturing equipment capable of meeting all
Soviet military requirements, if acquisitions
were combined.

Signal Processing Acquisitions of processing equipment and know-how.

Manufacturing Bcquisitions of automatic and precision
manufacturing equipment for electronics,
materials, and optical and future laser weapons
technology; acquisition of information on
manufacturing technology related to weapons,
ammunition, and aircraft parts, including turbine
blades, computers, and electronic components;
acquisition of machine tools for cutting large
gears for ship propulsion systems.

Communications Acguisitions of low-power, low-noise, high-
sensitivity receivers.
Lasers Acquisition of optical, pulsed power source, and

other laser-related components, including special
optical mirrors and mirror technology suitable
for future laser weapons.

Guidance and Navigation Acquisitions of marine and other navigation
receivers, advanced inertial-guidance components,
including miniature and laser gyros; acquisitions
of missile guidance subsystems; acquisitions of
precision machinery for ball-bearing production
for missile and other applications: acquisition
of missile test range instrumentation systems and
documentation and precision cinetheodolites for
collecting data critical to postflight ballistic
missile analysis.

Structural Materials Purchases and acquisitions of Western titanium
alloys, welding equipment, and furnaces for
producing titanium plate of large size applicable
to submarine construction.

Propulsion Missile technology; some ground propulsion
technology (diesels, turbines, and rotaries);
purchases and acquisitions of advanced jet engine
fabrication technology and jet engine design
information.

Acoustical Sensors Bcquisitions of underwater navigation and

. direction~finding equipment.

Electro-optical Sensors BAcquisition of information on satellite technolegy,
laser rangefinders, and underwater low-light-
level television cameras and systems for remote
operation.

Radars Acquisitions and exploitations of air defense
radars and antenna designs for missile systems.
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2. A belief that U.S. universities are expanding their participation in such
research areas, particularly in process technologies.

3. A forecast that, as the government tightens its controls on other domestic
sources of information and works with its allies to reduce third-country
losses, foreign acquisition efforts will be increasingly redirected toward
research institutions.

The Panel does not believe that it is yet possible to draw conclusions about
this view. Even accepting the observation that Soviet collection efforts are being
focused on the science underlying high-technology military applications, it does
not follow that this is necessarily damaging to the United States. The
concentration on basic science means that the military benefits to the Soviet
Union would be long-range benefits that could become available to them from
non-U.S. sources anyway. If the government succeeds in tightening the controls
over loss mechanisms other than those associated with scientific communication
in the United States, the loss through U.S. research institutions may become more
significant. However, these other loss mechanisms are highly varied, and current
Western control mechanisms, although improving, have far to go. Some of these
inadequacies are structural, such as the limited membership and coverage of the
Coordinating Committee (COCOM), an informal international organizaion for the
coordination of national export controls; others have to do with the difficulties in
preventing Soviet collection of information from nonaligned nations; and still
others are due to limited resources and divided organizational responsibility.

For these reasons the Panel does not believe that a useful forecast can be
made at present concerning the future proportion of leakage to the Soviet bloc
through scientific communication.

Copyright © National Academy of Sciences. All rights reserved.


http://www.nap.edu/catalog/253.html

About this PDF file: This new digital representation of the original work has been recomposed from XML files created from the original paper book, not from the original
typesetting files. Page breaks are true to the original; line lengths, word breaks, heading styles, and other typesetting-specific formatting, however, cannot be retained,

and some typographic errors may have been accidentally inserted. Please use the print version of this publication as the authoritative version for attribution.

2 UNIVERSITIES AND SCIENTIFIC COMMUNICATION 22

2 UNIVERSITIES AND SCIENTIFIC
COMMUNICATION

UNIVERSITY RESEARCH AND TEACHING

Universities are basically educational institutions, and this mission remains
essential. American universities have also embraced research as a second
principal mission since the latter part of the nineteenth century, and the two
missions have since become highly interdependent, particularly at the graduate
level.

It was not until the post-World War II era that the nurturing of basic research
in U.S. universities, as supported by large-scale federal funding, became national
policy. This was a deliberate decision that was based on the high productivity of
universities—and university people—in support of national security needs during
World War II. This experience led to support of basic research in universities by
the Office of Naval Research immediately after the war, then to the creation of
the National Science Foundation “to develop and encourage the pursuit of a
national policy for the promotion of basic research and education in the sciences;
[and] to initiate and support basic scientific research in the mathematical,
physical, medical, biological, engineering, and other sciences...” (emphasis
added).!

Today the research university is a major American institution, one that
supplies almost all of the scientists and engineers for the academic,
governmental, industrial, and military needs of the country and performs much of
the fundamental research at the frontier of most important scientific fields. The
research university is thus vital to the intellectual, economic, technological, and
military health of the nation. There are 50—or perhaps 150, depending on how
“major research university” is defined—of these institutions. While they account
for less than 10 percent of the total R&D expenditures in the country, they
account for more than half of the national effort in basic research, much of which
is financed by the federal government. Thus, over the past 35 years the United
States has moved deliberately to vest the primary responsibility for discovery of
new knowledge—and for disseminating it—in a group of universities whose
research activities are largely supported by the federal government. The success
of this arrangement need not be argued.

INational Science Foundation Act of 1950, Sec. 3(a), 64 Stat. 149 (1950).
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These institutions have created new technologies and indeed whole new
fields of technology, as is illustrated by the new field of genetic engineering.
They attract some of the ablest minds from all over the world. Their work is done
in cosmopolitan groups, and while individual researchers may come and go, the
research projects themselves continue in stable institutions that can assemble the
best academic talent that exists worldwide in a given field.

Research and teaching have now become inextricably intertwined in the
American research university. From the educational point of view, a critical
mission of the university is to teach students how to solve difficult problems at
the research frontier. Such research problems are difficult, because if they were
not, they would already have been solved; they are novel or they would not be at
the frontier. This method of education is carried out by apprenticing students to
scientists who themselves are solving difficult problems at the research frontier.
Undergraduate education is also strengthened when students are taught by
scientists involved in discovering new knowledge firsthand.

Looked at from the point of view of research, the universities collect the
ablest minds and provide them with an environment that gives them the freedom
and resources to pursue their own ideas. An integral part of this environment is
the postgraduate system whereby the leading students apprentice themselves to
their mentors and provide the fresh outlook and energies characteristic of
inquiring young minds. Such graduate programs generally conclude with a
doctoral dissertation, independently conducted, which in itself is an original
contribution at the research frontier.

Universities make several contributions to military and civilian
technologies. Government agencies and private firms fund much university
research to help solve technological problems and to get access to the best
understanding that underlies such technologies. University researchers also
occasionally provide insights by consulting directly with public- and private-
sector R&D programs. Over the long term, however, the rate of technological
advance in both sectors may be more seriously affected by the flow of new young
talent—trained at the leading edge in relevant scientific disciplines—from
universities to employment in military and industrial R&D efforts. The American
university is the unique place in our society where new generations of leading
scientists and engineers can be produced in sufficient numbers and proficiencies;
in order to produce them the research function in the university mission must
remain strong.

There are now, however, a number of economic, social, and political strains
that, at the very least, will lead to significant changes in the way the system
operates and, at worst, will lead to serious impairment of its effectiveness.
Federal funding at universities, measured in constant dollars, leveled off about 15
years ago, and thus recent growth in the system has been slight, making it more
difficult to replace obsolete equipment and to undertake new, and more
expensive, enterprises. Demographic changes have led to a declining college-age
population, which, with declining interest in science careers among young
people, has raised questions about America's ability to attract
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adequate numbers of students to scientific and technical fields. Reduction in
federal funds for the support of graduate students has exacerbated the problem.
Economic considerations have led to falling numbers of engineering graduate
students, leaving the country dependent on foreign nationals for a substantial
fraction of its engineering faculty needs. Other problems involving the size and
complexity of many research operations are also challenging and weakening the
research-education system. Any additional challenges, including limitations on
free communication, would compound an already difficult problem, making it
yet harder to attract the best people to university research and making it harder
for those who are attracted to maintain first-rate research programs.

SCIENTIFIC COMMUNICATION

Free communication among scientists is viewed as an essential factor in scientific
advance. Such communication enables critical new findings or new theories to be
readily and systematically subjected to the scrutiny of others and thereby verified
or debunked. Moreover, because science is a cumulative activity—each scientist
builds on the work of others—the free availability of information both provides
the foundations for further scientific advance and prevents needlessly redundant
work. Such communications also serve to stimulate creativity, both because
scientists compete keenly for the respect of their peers by attempting to be first in
publishing the answers to difficult problems and because communication can
inspire new lines of investigation. Finally, free communication helps to build the
necessary willingness to confront any idea, no matter how eccentric, and to assess
it on its merits.

Scientific communication occurs in many different ways. Moreover, because
no one country has a monopoly on scientific talent in any field, communication
among research workers at the frontiers of science is international in character.

The most formal channel of communication is by means of publication of
scientific findings in reputable journals. Over 2,000 such journals are widely
distributed and universally read and cited by scientists. The international nature
of science is reflected in the fact that in recent years only about 37 percent of the
articles in these journals have been by U.S. authors. In fact, papers by U.S.
scientists account for only 21 percent of the papers in chemistry and 30 percent
of the papers in physics. Moreover, an analysis of the citations of articles in these
journals shows that U.S. researchers make frequent use of foreign research results
and, in fact, have increased their reliance on foreign results in recent years. For
example, the West German chemical literature for 1979 received 20 percent more
citations in U.S. literature than would be expected from examination of the West
German share of the total literature in chemistry.’

2National Science Board, Science Indicators 1980 (1981), pp. 16-18, 37-47, 222, 245.
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Scientific meetings and symposia also play an important role in
communication. Such meetings permit scientists to communicate their findings
more rapidly than by publishing in a journal—and at the same time to receive
instant feedback and ideas from their colleagues. The informal exchange of ideas
that is characteristic of such meetings can also lead to significant modifications
of research, to collaborative efforts, and to the avoidance of duplicative work.
Because such meetings are most productive for all involved if the leading
researchers in a given field participate, such meetings often attract international
attendance.

Informal discussions among colleagues are also a critical element in
scientific advance. Such communications obviously can and do occur most
readily and frequently with colleagues in a researcher's own institution. For
example, scientists in universities work closely with their own graduate students,
and, as a result, graduate students are fully informed and totally immersed in the
most advanced work in their fields. Such informal communications can also
result in international transfers of information. Many graduate students in
scientific and technical fields in U.S. universities are foreign students. (About 20
percent of the doctoral degrees from U.S. universities in 1979 were awarded to
foreigners.) Moreover, it is common practice for preprints of research papers that
will be published in scientific journals to be circulated among scientists working
in the same field in the United States and abroad. There is also worldwide travel
by major U.S. and foreign research workers who visit colleagues and their
laboratories and exchange ideas.

There are also various governmentally sponsored international exchange
programs in science and technology, including several with the Soviet Union,
that are explicitly intended to foster international communication. These
exchanges have figured prominently in the debate over national security losses.

BILATERAL INTERGOVERNMENTAL AGREEMENTS

There have been bilateral (U.S.-U.S.S.R.) intergovernmental agreements in
science and technology since 1972, when a total of 11 such agreements were
signed by the two countries. These agreements covered a variety of joint
programs in such fields as natural environment, space research, health, and
oceanography.

These bilateral programs began to be reduced following the Soviet invasion
of Afghanistan, and by 1980 the number of visits that took place under these
exchanges had dropped by 75 percent. Four of the agreements were extended for a
5-year period in 1981, but following the recent events in Poland, the U.S.
government decided not to renew the agreements that expire in 1982.

Certain fields covered by the bilaterals—for example, plasma physics,
condensed-matter physics, and fundamental properties of matter—are areas of
considerable Soviet strength. These exchanges have resulted in important
contributions to science from both sides.
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NATIONAL ACADEMY OF SCIENCES EXCHANGE
PROGRAMS

Since 1959 the National Academy of Sciences (NAS) has operated an exchange
program with the U.S.S.R. Academy of Sciences, providing for visits of from 1 to
12 months in duration for scientists and engineers in all fields. The Soviet
participants have generally been older and more experienced than the American
participants—visits to the United States are eagerly sought by Soviet scientists
—but the quality of Soviet visitors has varied considerably. NAS has placed
increased emphasis on assuring the professional competence of the Soviet
visitors, but the Academy has had only limited success in obtaining specified
visitors from the U.S.S.R. In recent years the size of the program has been
reduced; the 1982 program level is 50 person-months of visits in each direction.
In addition, periodic U.S.-Soviet symposia have taken place in various fields,
such as radioastronomy, mathematics, and biochemistry. Although the quality of
the meetings has been high, this type of meeting was suspended by NAS in 1980
in response to the Soviet treatment of Andrei Sakharov, who is a foreign member
of NAS.

INTERNATIONAL RESEARCH AND EXCHANGE BOARD
PROGRAM

The International Research and Exchange Board (IREX) administers a U.S.-
Soviet exchange program under the sponsorship of the American Council of
Learned Societies and the Social Science Research Council. Up to 50 Soviet
graduate students and young faculty members participate each year, with visits
lasting 9 months to a year. This program is conducted in cooperation with the
U.S.S.R. Ministry of Higher and Specialized Secondary Education. Eighty to 90
percent of the U.S. participants have worked in the social sciences or humanities,
while 90 percent of the Soviet participants have been involved in science or
engineering. Despite this lack of symmetry, the program has served an important
role in strengthening Soviet studies in the United States.
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3 THE CURRENT CONTROL SYSTEM

There are five major instruments that the federal government can use to restrict
scientific communication in the interest of national security. First, some
communications are subject to the system for classifying and safeguarding
information pertaining to national security. Second, communications with foreign
nationals are subject to export controls under a variety of statutes. Third,
scientific communications can be restricted through the legal instrument defining
the obligations of recipients of federal funds. Fourth, communications can be
restricted by voluntary agreement. Finally, communications with foreign
nationals can be inhibited indirectly by limiting both foreigners' access to the
United States and their activities while in this country. This chapter provides a
brief overview of these control instruments.

CLASSIFICATION OF INFORMATION

Information can be classified for national security purposes under a program
defined by executive order.! President Reagan has recently issued an executive
order that, in broad outline, maintains the system established by earlier orders
dating back to President Eisenhower (Exec. Order No. 12356, 47 Fed. Reg. 14874
(1982)).

The order states that a limited group of government officials (estimated by
the White House at about 7,000 worldwide) has the authority to make an initial
determination that certain information requires protection against unauthorized
disclosure and to designate

Tn addition, some particular categories of information are or can be classified by virtue
of certain statutes. The Atomic Energy Act provides that information related to nuclear
weapons and nuclear power is classified as soon as it comes into existence without the
need for any governmental action (42 U.S.C. Section 2014(y), 2162). The Invention
Secrecy Act allows the Commissioner of Patents to keep a patent application secret and to
withhold the grant of a patent for national security reasons (35 U.S.C. Section 181).
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the level of protection.? (Other officials who reproduce or extract classified
information must apply the same classification that was in the original source
material.) The system provides that such information may be designated as either
top secret, secret, or confidential. Information is to be classified only if, at the
least, unauthorized disclosure could be expected to damage national security. The
categories of information eligible for -classification include “scientific,
technological, or economic matters relating to the national security” and
“cryptology,” but there is a specific exemption for “[b]asic scientific research
information not clearly related to the national security” (Exec. Order No. 12356,
47 Fed. Reg. 14877 (1982)).

The government must have some preexisting connection with the
information in order to classify it. Although the Reagan order deleted a provision
in the previous order prohibiting the classification of research information that
was not itself the fruit of access to classified information until the government
had acquired a proprietary interest, the information subject to classification is
still defined to include only that information that is “owned by, produced by or
for, or is under the control of the United States Government” (Exec. Order No.
12356, 47 Fed. Reg. 14883 (1982)). The safeguarding requirement, which applies
only to employees, contractors, licensees, or grantees, suggests the limits of
governmental power.

A person is eligible for access to classified information only upon a
determination both that the individual is trustworthy—a status that is customarily
demonstrated by a security clearance at an appropriate level—and that access is
essential to the accomplishment of lawful and authorized government activities.
Each agency is required to establish a system to assure adequate protection of
classified information, and a variety of statutes impose stringent penalties for
wrongful behavior in connection with the information.

Classification is the most stringent of the five control systems because it
serves to control all access to the information. The other systems of control are
directed at communications with foreign nationals and, in some cases, only at
communication through publication.

EXPORT CONTROLS

The chief controls on the export of technical data arise under the Export
Administration Act (EAA) (50 U.S.C. App. Section 2401 et seq.) and the Arms
Export Control Act (22 U.S.C. Section 2778).3 The EAA,

’The order requires “an employee, contractor, licensee, or grantee” who originates
information that is believed to require classification to safeguard the information pending a
classification determination by an authorized official.

30ther control systems may be important in particular situations. For example,
regulations administered by the Nuclear Regulatory Commission or the Department of
Energy govern the export of technology relating to nuclear equipment and materials.
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which governs the export of articles or information with both military and civilian
applications, is implemented by the Department of Commerce through a
comprehensive set of regulations—the Export Administration Regulations (EAR)
(15 C.F.R. Section 368.1-399.2). The Arms Export Control Act, which is directed
at exports with a unique military function, is implemented